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PROLOGUE

The Irrational Optimist:

How I Got This Way

M y entree into the world of high-tech crime began innocu­
ously in 1995 while I was working as a twenty-eight-year-old

investigator and sergeant at the LAPD's famed Parker Center police
headquarters. One day, my lieutenant bellowed my name across the
crowded and bustling detective squad room: "Gooooooodmaaaan,
get your ass over here!" I presumed that I was in trouble, but instead
the lieutenant asked me the question that would change my life:
"Do you know how to spell-check in WordPerfect?"

"Sure, boss, just hit Ctrl+F2," I replied.
He grinned and said, "I knew you were the right guy for this

case."
Thus began my career in high-tech policing with my very first

computer crime case. Knowing how to spell-check in WordPer­
fect made me among the techno-elite of cops in the early 1990s.
Since that case, I have been a keen observer and student not just of
technology but of its illicit use. Though I recognize the harm and
destruction wrought by the misapplication of technology, I con­
tinue to be fascinated by the clever and innovative methods crimi­
nals use to achieve their objectives.

Criminals perpetually update their techniques to incorporate
the very latest emerging technologies into their modi operandi.
They have evolved well beyond the days when they were the first
on the street carrying pagers and using five-pound cell phones to
send coded messages to one another. Today, they are building their
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own nationwide encrypted cellular radio telecommunications sys­
tems, like those employed by the narco-cartels ofMexico. Consider
for a moment the sophistication required to establish such a fully
functioning encrypted nationwide communications network-an
amazing feat, especially because many Americans still can't get a
decent mobile phone signal most of the time.

Organized crime groups have established themselves as early
adopters of technology. Criminals embraced the online world long
before the police ever contemplated it, and they have outpaced
authorities ever since. News headlines are replete with stories of
100 million accounts hacked here and $50 million stolen online
there. The progression of these crimes is striking, and they are
accelerating in very much the wrong direction.

The subject of this book isn't just what was going on yester­
day or even what is happening today. Nor is its focus how long
your password should be. It is about where we're going tomor­
row. In my own research and investigations, first with the LAPD
and later working with federal and international law enforcement
organizations, I have uncovered criminals who have progressed
well beyond today's cyber crime into new and emerging fields of
technology such as robotics, virtual reality, artificial intelligence,
3-D printing, and synthetic biology. In most instances, my law
enforcement and government colleagues around the world are
unaware of these looming technological developments, let alone
their growing exploitation by both organized crime and terrorist
organizations. As somebody who has dedicated his life to public
safety and public service, I am deeply concerned by the trends I
observe all around me.

Though some may accuse me of fearmongering or being
a hard-core pessimist, I am neither. Rather, I am optimistic­
perhaps "irrationally optimistic"-given what I've seen about our
future. To be clear, I am no neo-Luddite. Nor am I foolish enough
to suggest technology is the source of all the ills in our world. Quite
the opposite: I believe in the tremendous power of technology to be
a driving force for good. It should also be noted that there are many
ways it can and has been used to protect individuals and society. But
technology has always been a double-edged sword. My real-world
experiences with criminals and terrorists on six continents has
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made it clear to me that the forces of evil will not hesitate to exploit
these emerging technologies and deploy them against the masses.
Though the evidence and my gut tell me there are significant
bumps in the road ahead-ones that government and industry are
not dedicating sufficient resources to address or combat-I want to
believe in the techno-utopia promised to us by Silicon Valley.

This book is the story of the society we are building with our
technological tools and how these very same implements can be
used against us. The more we plug our devices and our lives into
the global information grid-whether via mobile phones, social
networks, elevators, or self-driving cars-the more vulnerable we
become to those who know how the underlying technologies work
and how to exploit them to their advantage and to the detriment of
the common man. Simply stated, when everything is connected,
everyone is vulnerable. The technology we routinely accept into
our lives with little or no self-reflection or examination may very
well come back to bite us.

By shedding light on the very latest in criminal and terrorist
tradecraft, I hope to kick off a vibrant and long-overdue discussion
among my friends and colleagues in policing and national security.
Though most are already overburdened with enough traditional
crime, they must confront, sooner rather than later, the exponen­
tially advancing technologies that will arrive as a tsunami ofthreats
capable of destabilizing our common global security.

More important, as somebody who long ago swore to "protect
and serve" others, I want to ensure that members of the general
public are armed with the facts needed to protect themselves, their
families, their companies, and their communities against the horde
of emerging threats that will be here much more quickly than
anticipated. Limiting this knowledge to "insiders" working in gov­
ernment, security, and Silicon Valley simply won't do.

Throughout my tenure in public service working with organi­
zations that include the LAPD, the FBI, the U.S. Secret Service, and
Interpol, it became increasingly obvious to me that criminals and
terrorists were out-innovating police forces around the world
and that the "good guys" were rapidly falling further and further
behind. On a quest for deeper impact against the growing legions
of criminals abusing cutting-edge technologies, I left government
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and moved to Silicon Valley to further educate myself on what
would come next.

In California, I immersed myself in a community of techno­
logical innovators in order to decipher how their latest scientific
discoveries would affect the common man. I visited the scions of
Silicon Valley and made friends within the highly talented San
Francisco Bay Area start-up community. I was invited to join the
faculty ofSingularity University, an amazing institution housed on
the campus ofNASA's Ames Research Center, where I worked with
a brilliant array of astronauts, roboticists, data scientists, computer
engineers, and synthetic biologists. These pioneering men and
women have the ability to see beyond today's world, unlocking the
tremendous potential of technology to confront the grandest chal­
lenges facing humanity.

But many of these Silicon Valley entrepreneurs hard at work
creating our technological future pay precious little attention to the
public policy, legal, ethical, and security risks that their creations
pose to the rest of society. Yet my own experience putting hand­
cuffs on criminals and working with police forces in more than
seventy countries has yielded a different outlook on the potential
abuses of the emerging technologies that innocent people every­
where welcome into their daily lives-generally without question.

To that end, I founded the Future Crimes Institute. The goal
was to use my own experiences as a street cop, investigator, interna­
tional counterterrorism analyst, and, most recently, Silicon Valley
insider to catalyze a community of like-minded experts to address
the negative as well as the positive implications of rapidly evolving
technology.

As I look toward the future, I am increasingly concerned about
the ubiquity of computing in our lives and how our utter depen­
dence on it is leaving us vulnerable in ways that very few ofus can
even begin to comprehend. The current systemic complexities and
interdependencies are great and growing all the time. Yet there are
individuals and groups who are rapidly making sense of them and
innovating in real time, to the detriment of us all.

This is their story-the story of organized criminals, hackers,
rogue governments, substate actors, and terrorists, all competing
to control the latest technologies for their own benefit.
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The techno-utopia promised by Silicon Valley may be possible,
but it will not magically appear on its own. It will take tremendous
intention, effort, and struggle on the part of citizens, governments,
corporations, and NGOs to ensure that it comes to fruition. A
new battle has begun between those who will leverage technology
to benefit humanity and those who prefer to subvert these tools,
regardless of the harm caused to others. This is the battle for the
soul of technology and its future. It rages on in the background,
mostly sub rosa, heretofore well hidden from the average citizen.

Beyond merely cataloging the latest in criminal innovation and
technical vulnerabilities, this book offers a path forward to defeat
the myriad threats that await us. Ifwe use foresight, I believe it is
possible to anticipate and prevent tomorrow's crimes today, before
we reach the point of no return. Future generations will look back
and judge our efforts to curb these security threats and defend the
soul of technology to ensure that it inures to humanity's ultimate
benefit.

A friendly warning: if you proceed in reading the pages that
follow, you will never look at your car, smart phone, or vacuum
cleaner the same way again.

This is your last chance. After this, there is no turning back.
You take the blue pill-the story ends, you wake up in your
bed and believe whatever you want to believe. You take the

red pill-you stay in Wonderland, and I show you how
deep the rabbit hole goes. Remember, all I'm offering

is the truth-nothing more.
MORPHEUS'S WARNING TO NEO, THE MATRIX
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CHAPTER 1

Connected, Dependent, and Vulnerable

Technology ... is a queer thing; it brings you great gifts with
one hand and it stabs you in the back with the other.

CHARLES PERCY SNOW

M at Honan's life looked pretty good on-screen: in one tab of
his browser were pictures of his new baby girl; in another

streamed the tweets from his thousands of Twitter followers. As
a reporter for Wired magazine in San Francisco, he was living an
urbane and connected life and was as up-to-date on technology as
anyone. Still, he had no idea his entire digital world could be erased
in just a few keystrokes. Then, one August day, it was. His photo­
graphs, e-mails, and much more all fell into the hands of a hacker.
Stolen in just minutes by a teenager halfway around the world.
Honan was an easy target. We all are.

Honan recalls the afternoon when everything fell apart. He
was playing on the floor with his infant daughter when suddenly
his iPhone powered down. Perhaps the battery had died. He was
expecting an important call, so he plugged the phone into the out­
let and rebooted. Rather than the usual start-up screen and apps,
he saw a large white Apple logo and a multilingual welcome screen
inviting him to set up his new phone. How odd.

Honan wasn't especially worried: he backed up his iPhone
every night. His next step was perfectly obvious-log in to iCloud
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and restore the phone and its data. Upon logging in to his Apple
account, he was informed that his password, the one he was sure
was correct, had been deemed wrong by the iCloud gods. Honan,
an astute reporter for the world's preeminent technology magazine,
had yet another trick up his sleeve. He would merely connect the
iPhone to his laptop and restore his data from the hard drive on his
local computer. What happened next made his heart sink.

As Honan powered up his Mac, he was greeted with a message
from Apple's calendar program advising him his Gmail password
was incorrect. Immediately thereafter, the face of his laptop-its
beautiful screen-turned ashen gray and quit, as if it had died. The
only thing visible on the screen was a prompt: please enter your
four-digit password. Honan knew he had never set a password.

Honan ultimately learned that a hacker had gained access to
his iCloud account, then used Apple's handy "find my phone" fea­
ture to locate all of the electronic devices in Hanan's world. One by
one, they were nuked. The hacker issued the "remote wipe" com­
mand, thereby erasing all of the data Honan had spent a lifetime
accumulating. The first to fall was his iPhone, then his iPad. Last,
but certainly not least, was his MacBook. In an instant, all of his
data, including every baby picture he had taken during his daugh­
ter's first year of life, were destroyed. Gone too were the priceless
photographic memories of his relatives who had long since died,
vanquished into the ether by parties unknown.

Next to be obliterated was Hanan's Google account. In the
blink ofan eye, the eight years ofcarefully curated Gmail messages
were lost. Work conversations, notes, reminders, and memories
wiped away with a click of a mouse. Finally, the hacker turned his
intention to his ultimate target: Honan's Twitter handle, @Mat.
Not only was the account taken over, but the attacker used it to
send racist and homophobic rants in Hanan's name to his thou­
sands of followers.

In the aftermath of the online onslaught, Honan used his skills
as an investigative reporter to piece together what had happened.
He phoned Apple tech support in an effort to reclaim his iCloud
account. After more than ninety minutes on the phone, Honan
learned that "he" had just called thirty minutes prior to request his
password be reset. As it turns out, the only information anybody
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needed to change Hanan's password was his billing address and the
last four digits ofhis credit card number. Hanan's address was read­
ily available on the Whois Internet domain record he had created
when he built his personal Web site. Even if it hadn't been, dozens
of online services such as WhitePages.corn and Spokeo would have
provided it for free.

To ascertain the last four digits of Hanan's credit card, the
hacker guessed that Honan (like most of us) had an account on
Amazon.corn. He was correct. Armed with Hanan's full name and
his e-mail and mailing addresses, the culprit contacted Amazon and
successfully manipulated a customer service rep so as to gain access
to the required last four credit card digits. Those simple steps and
nothing more turned Hanan's life upside down. Although it didn't
happen in this case, the hacker could have just as easily used the
very same information to access and pilfer Hanan's online bank
and brokerage accounts.

The teenager who eventually came forward to take credit for
the attack-Phobia, as he was known in hacking circles-claimed
he was out to expose the vast security vulnerabilities of the Inter­
net services we've come to rely on every day. Point made. Honan
created a new Twitter account to communicate with his attacker.
Phobia, using the @Mat account, agreed to follow Hanan's new
account, and now the two could direct message each other. Honan
asked Phobia the single question that was burning on his mind:
Why? Why would you do this to me? As it turns out, the near
decade of lost data and memories was merely collateral damage.

Phobia's reply was chilling: "I honestly didn't have any heat
towards you ... I just liked your [Twitter] username." That was it.
That's all it was ever about-a prized three-letter Twitter handle.
A hacker thousands of miles away liked it and simply wanted it for
himself.

The thought that somebody with no "heat" toward you can
obliterate your digital life in a few keystrokes is absurd. When
Hanan's story appeared on the cover ofWired in December 2012, it
garnered considerable attention ... for a minute or two. A debate on
how to better secure our everyday technologies ensued but, like so
many Internet discussions, ultimately flamed out. Precious little has
changed since Hanan's trials and tribulations. We are still every bit
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vulnerable as Honan was then-and even more so as we ratchet up
dependency on hackable mobile and cloud-based applications.
As with most of us, Hanan's various accounts were linked to
another in a self-referential web of purported digital trust:
µme credit card number on an Apple profile and an Amazon
nt; an iCloud e-mail address that points back to Gmail. Each
".:information in common, including log-on credentials, credit

.lt numbers, and passwords with all the data connected back to
same person. Honan's security protections amounted to noth­
more than a digital Maginot Line-an overlapping house of

ws that came tumbling down with the slightest pressure. All or
•st of the information needed to destroy his digital life, or yours,
,eadily available online to anybody who is the least bit devious or
ative.

Progress and Peril in a Connected World

, f•w years' time, with very little self-reflection, we've sprinted
_.. .-,ng from merely searching Google to relying on it for direc­

$, calendars, address books, video, entertainment, voice mail,
d telephone calls. One billion of us have posted our most inti­
ate details on Facebook and willingly provided social networking
,aphs of our friends, family, and co-workers. We've downloaded
__1.ions of apps, and we rely on them to help us accomplish every­
ng from banking and cooking to archiving baby pictures. We
Pnnect to the Internet via our laptops, mobile phones, iPads,
Vos, cable boxes, PS3s, Blu-rays, Nintendos, HDTVs, Rokus,
boxes, and Apple TVs.
The positive aspects of this technological evolution are mani­
Over the past hundred years, rapid advances in medical science
that the average human life span has more than doubled and

1 mortality has plummeted by a factor of ten. Average per capita
me adjusted for inflation around the world has tripled. Access to
lgh-quality education, so elusive to many for so long, is free today

aWeb sites such as the Khan Academy. And the mobile phone is
gularly credited with leading to billions upon billions of dollars
irect economic development in nations around the globe.
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The interconnectivity the Internet provides through its fun­
damental architecture means that disparate peoples from around
the world can be brought together as never before. A woman in
Chicago can play Words with Friends with a total stranger in the
Netherlands. A physician in Bangalore, India, can remotely read
and interpret the X-ray results of a patient in Boca Raton, Florida.
A farmer in South Africa can use his mobile phone to access the
same crop data as a PhD candidate at MIT. This interconnected­
ness is one of the Internet's greatest strengths, and as it grows in
size, so too does the global network's power and utility. There is
much to celebrate in our modern technological world.

While the advantages of the online world are well documented
and frequently highlighted by those in the tech industry, there is
also a downside to all of this interconnectivity.

Our electrical grids, air traffic control networks, fire depart­
ment dispatch systems, and even the elevators at work are all criti­
cally dependent on computers. Each day, we plug more and more
of our daily lives into the global information grid without pausing
to ask what it all means. Mat Honan found out the hard way, as
have thousands of others. But what should happen if and when the
technological trappings of our modern society-the foundational
tools upon which we are utterly dependent-all go away? What is
humanity's backup plan? In fact, none exists.

The World Is Flat (and Wide Open)

For centuries, the Westphalian system of sovereign nation-states
has prevailed in our world. It meant that countries were to be sov­
ereign in their territory, with no role for outside authorities to
meddle in a nation's domestic affairs. The Westphalian structure
was preserved through a system of borders, armies, guards, gates,
and guns. Controls could be implemented to limit both immigra­
tion and emigration of people from a national territory. Moreover,
customs and inspection structures would be established to control
the flow of goods across national boundaries. Yet as prescient as the
signatories to the Treaty ofWestphalia were in 1648, none of them
foresaw Snapchat.
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Though physical borders still matter, such divisions are much
less clear in an online world. Bits and bytes flow freely from one
country to the next without any border guards, immigration con­
trols, or customs declarations to slow their transit. The traditional
transnational barriers to crime faced by former generations of
thieves, thugs, and convicts have been demolished in the online
world, allowing unsavory individuals to freely enter and exit any
virtual location they please.

Think about that and its implications for our security. Once
upon a time, if criminals attempted to rob a bank in New York's
Times Square, several things were considered to be self-evident.
First and foremost, it was assumed that the perpetrators had
entered a physical location within the boundaries of the NYPD's
Midtown South Precinct. The bank robbery would have breached
both New York State and U.S. federal law, and the NYPD and the
FBI would share joint jurisdiction to investigate the matter. The
victim (in this case the bank) was also colocated within the physical
jurisdiction of the concerned law enforcement authorities, greatly
simplifying their investigation. Attempts to solve the case would
have been bolstered by physical evidence likely left behind at the
scene of the crime by the bank robber, including fingerprints on a
note handed to a teller and DNA on the counter he jumped over,
and perhaps via the images of his own face visible on the bank's
security camera system. In addition, the crime itselfwas subject to
certain physical limitations. The dollar bills stolen would have had
weight and mass, and only so many could be carried away. The piles
ofcash might also have had an embedded exploding dye pack to flag
the suspect to the police. But in today's world, long-established,
tried-and-true investigative givens, such as jurisdictional common­
ality and physical evidence-fundamental tools for authorities to
solve crimes-often no longer exist.

Compare the Times Square heist scenario above with the infa­
mous 1994 Internet bank robbery carried out by Vladimir Levin
from his apartment in St. Petersburg, Russia. Levin, a computer
programmer, was accused of hacking the accounts of several
of Citibank's large corporate customers and making away with
$10.7 million. Collaborating with accomplices around the world,
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Levin transferred large sums of cash to accounts in Finland, the
United States, the Netherlands, Germany, and Israel.

Who had jurisdiction for this matter? Was it the police in the
United States, where the victim (Citibank) was located? Was it the
cops in St. Petersburg, where the suspect carried out the alleged
offense? Or was jurisdiction held in Israel or Finland, perhaps,
where the ill-gotten funds were electronically delivered to fraudu­
lent accounts? Levin never physically entered the United States to
commit the crime. He left no fingerprints or DNA and was never
marked by an exploding dye pack. Importantly, he never needed to
physically carry the thousands of pounds of cash out of the bank;
it was all accomplished with a mouse and a keyboard. No need for
a mask or sawed-off shotgun either; Levin merely hid behind his
computer screen and used a circuitous virtual route to cover his
digital tracks.

The nature of the Internet means that we are increasingly liv­
ing in a borderless world. Today anybody, with good or ill intent,
can virtually travel at the speed of light halfway around the planet.
For criminals, this technology has been a boon, as they hop from
one country to the next virtually hacking their way across the globe
in an effort to frustrate police. Criminals have also learned how
to protect themselves from being tracked online. A smart hacker
would never directly initiate an attack against a bank in Brazil from
his own apartment in France. Instead, he would route his attack
from one compromised network to another, from France, to Tur­
key, to Saudi Arabia, toward his ultimate target in Brazil. This abil­
ity to country-hop, one of the Internet's greatest strengths, creates
enormous jurisdictional and administrative problems for the police
and is one of the main reasons why cyber-crime investigation is
so challenging and often feckless. A police officer in Paris has no
authority to make an arrest in Sao Paulo.

The Good Old Days of Cyber Crime

The nature of the cyber threat has changed dramatically over the
past twenty-five years. In the early days of the personal computer,
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hackers were mostlymotivated by the "lulz," or laughs. They hacked
computer systems just to prove that they could do it or to make a
point. One ofthe very first computer viruses to infect IBM PCs was
the Brain virus, created in 1986 by the brothers Amjad Farooq Alvi
and Basit Farooq Alvi, aged twenty-four and seventeen, of Lahore,
Pakistan. Their virus was intended to be innocuous, to stop others
from pirating the software the brothers had spent years develop­
ing. Brain worked by infecting the boot sector of a floppy disk as a
means of preventing its copying and allowed the brothers to track
illegal copies of their own software. The brothers, upset that oth­
ers were pirating their software without paying for it, included an
ominous warning that appeared on infected users' screens:

Welcome to the Dungeon o 1986 Brain &
Amjads (pvt). BRAIN COMPUTER SERVICES 730
NIZAM BLOCK ALLAMA IQBAL TOWN LAHORE­

PAKISTAN PHONE: 430791,443248,280530.
Beware of this VIRUS Contact us for

vaccination .

Their message is notable for several reasons. First, the broth­
ers claimed to have copyrighted their virus, a ballsy move indeed.
Even more strange was the fact that they included their address
and phone numbers for users to contact the virus originators for
"vaccination," or removal of the virus. Their reasoning for creating
the virus seemed logical enough to Basit and Amjad, but what they
hadn't realized was their creation had the capacity to replicate and
spread and did so the old-fashioned way, through human beings'
carrying around 5.25-inch floppy disks from computer to com­
puter. Eventually, Brain had traveled the globe, introducing Basit
and Amjad to the rest of the world.

Over time, hackers grewmore ambitious-and more malicious.
Our interconnection to one another via computer bulletin board
services meant that digital viruses no longer needed to travel via a
sneakernet," carried by human beings on floppy disks, but rather
could spread via modem over telephone lines through early online
services such as CompuServe, Prodigy, EarthLink, and AOL.
Newer viruses and Trojans such as Melissa (1999), ILOVEYOU
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(2000), Code Red (2001), Slammer (2003), and Sasser (2004) could
now infect Microsoft Windows computers around the world with
ease, destroying the term papers, recipes, love letters, and company
spreadsheets we had saved to our hard drives. Suddenly we all had
skin in this game.

Computer "malware," a portmanteau combining the words
"malicious" and "software," now comes in many forms, but all seek
to damage, disrupt, steal from, or inflict some illegitimate or unau­
thorized action on a data system or network:

• Computer viruses propagate by inserting a copy of
themselves into another program, just as a real-world
virus infects an available biological host.

• Computer worms also cause damage, but do so as stand­
alone software and do not require a host program to
replicate.

• Trojans, named after the mythical wooden horse used
by the Greeks to infiltrate Troy, often masquerade as
legitimate pieces of software and are activated when a
user is tricked into loading and executing the files on a
targeted system. Trojans frequently create "back doors"
that allow hackers to maintain persistent access to an
infected system. Trojans do not reproduce by infecting
other files per se, but rather spread by deceiving users
into clicking on a file or opening an infected e-mail
attachment.

Virus writers today recognize that the public is slowly (very
slowly) beginning to get the message not to click on files sent by
strangers. As a result, criminals have updated their tactics to create
so-called drive-by downloads, which use malware to exploit vulner­
abilities in computer scripting languages such as Java and Active,
languages commonly used by InternetWeb browsers. Theworld has
moved online, and hacking tools such as Internet Explorer, Firefox,
and Safari makes sense for criminals, though the new modus ope­
randi comes with a heavy cost for unsuspecting users. Researchers
at Palo Alto Networks discovered that as much as 90 percent of
modern malware is now spread via previously hacked popular Web
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sites that serve up the computer infection the moment an unsus­
pecting visitor stops by the site. Many large companies, including
Yahoo!, a major destination portal around the world, have had their
"""VVeb sites hijacked by criminals and thus unknowingly poisoned
rtheir own customers who innocently stopped by to check sports
scores or the latest stock market returns.

The Malware Explosion

Now it's not just about the "lulz" but for want ofmoney, informa­
tion, and power that hackers ply their trade. In the early twenty­
first century, as criminals figured out ways to monetize their
malicious software through identity theft and other techniques,
the number of new viruses began to soar. By 2015, the volume had
become astonishing. In 2010, the German research institute AV­
Test had assessed that there were forty-nine million strains ofcom­
puter malware in the wild. By 2011, the antivirus companyMcAfee
reported it was identifying two million new pieces ofmalware every
month. In the summer of 2013, the cyber-security firm Kaspersky
Lab reported it identified and isolated nearly 200,000 new malware
samples every single day.

Taking a cynical approach to these statistics and presum­
ing that antivirus companies might be incentivized to overstate
the problem that they were established to combat, one could be
inclined to deflate the numbers dramatically, say by 50 or even 75
percent. Even so, that would still mean that fifty thousand new
viruses were generated each and every day. Think about the tre­
mendous research-and-development effort that would be required
on a global scale to create that volume of uniquely coded malware.

As any business owner knows, R&D is an expensive proposi­
tion. As such, the return on investment (ROI) required to support
international organized crime's ongoing illicit computer program­
ming efforts must be vast. An independent study by the trusted
Consumers Union, publisher ofConsumer Reportsmagazine, seems
to confirm the mounting impact of computer malware. A survey of
itsmembers in 201 I revealed that one-third of the households in the
United States had experienced a malicious software infection in
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the previous year, costing consumers a whopping $2.3 billion annu­
ally. And that's just the people who realize they've been attacked.

The Security Illusion

Each year, consumers and businesses around the world put their
faith in the computer security software industry to protect them
from the burgeoning threat of computer malware. According to a
study by the Gartner group, worldwide spending on security soft­
ware totaled nearly $20 billion in 2012 and is forecast to skyrocket
to $94 billion spent annually on cyber security by 2017.

Ask most individuals what to do about computer viruses, and
their very first answer would be to use an antivirus product from
a company like Symantec, McAfee, or Trend Micro. The response
is instinctual from a public that has been trained well. While such
tools might have proven useful in the past, they are rapidly losing
their efficacy, and the statistics are deeply revealing. In Decem­
ber 2012, Researchers at Imperva, a data security research firm in
Redwood Shores, California, and students at the Technion-Israel
Institute ofTechnology decided to put the standard antivirus tools
to the test. They collected eighty-two new computer viruses and
ran the malware against the threat-detection engines ofmore than
forty of the world's largest antivirus companies, including Micro­
soft, Symantec, McAfee, and KasperskyLab. The results: the initial
threat-detection rate was only 5 percent, meaning that 95 percent
of the malware went completely undetected. That also means the
antivirus software you are running on your own computer is likely
only catching 5 percent of the emerging threats targeting your
machine. Ifyour body's own immune system had a batting average
like that, you would be dead in a matter of hours.

Months later, the behemoths of the security software industry
eventually update their software, but of course by then it's often
too late. The fact of the matter is that criminals and virus writers
are completely out-innovating and outmaneuvering the antivirus
industry established to protect us against these threats. Worse,
the "time-to-detection rate"that is, the amount of time it takes
from the initial introduction of a piece of malware "in the wild"
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to be uncovered-is growing. For example, in 2012 researchers at
Kaspersky Lab in Moscow uncovered a highly complex piece of
malware known as Flame that had been pilfering data from infor­
mation systems around the world for more than five years before it
was detected. Mikko Hypponen, the well-respected chief research
officer at the computer security firm F-Secure, called Flame a
failure for the antivirus industry and noted he and his colleagues
may be "out of their leagues in their own game." Though millions
around the world rely on these tools, it's pretty clear the antivirus
era is over.

One of the reasons it is proving difficult to counter the wide
variety of technological threats in our lives today is that there has
been a burgeoning increase in the number of so-called zero-day
attacks. A zero-day exploit takes advantage ofa previously unknown
vulnerability in a computer application that developers and security
staff have not had time to address. Rather than proactively looking
for these vulnerabilities themselves, antivirus software companies
generally only consider known data points. They'll block a mali­
cious bit of code if it's just like the other malicious bits of code they
have seen previously. It's essentially like putting up a wanted poster
for Bonnie and Clyde because we know they have robbed banks
previously. Bank tellers would know to be on the lookout for the
couple, but as long as no one fitting that description materialized,
they might let their guard down-until a different bank robber
struck, that is. These zero days are increasingly being generated
for a wide variety of techno-products commonly used in our lives,
affecting everything from Microsoft Windows to Linksys routers
to Adobe's ubiquitous PDF Reader and Flash Player.

Eventually, hackers figured out that the more noise they made
breaking into your systems, the more quickly you would fix the
problem and kick them out. Now it's all about stealth and clandes­
tinity, like having a sleeper cell in your computer. You might think
the abysmal 5 percent computer virus detection rate revealed in the
Imperva study applied only to average citizens using personal secu­
rity software in their homes. Surely businesses with their massive
budgets for information technology and security would fare much
better against hackers? Not so much. Tens of thousands of suc­
cessful hacks against major corporations, NGOs, and governments
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around the world reveal that enterprises, for all they spend, are not
much better in protecting their own information.

According to Verizon's 2013 Data Breach Investigations Report,
most businesses have proven simply incapable of detecting when a
hacker has breached their information systems. The landmark sur­
vey carried out by Verizon business services, working in conjunc­
tion with the U.S. Secret Service, the Dutch National Police, and
the U.K. Police Central E-crimes Unit, reported that on average 62
percent of the intrusions against business took at least two months
to detect. A similar study by Trustwave Holdings revealed that the
average time from the initial breach of a company's network until
discovery of the intrusion was an alarming 210 days. That's nearly
seven months for an attacker-whether organized crime, the com­
petition, or a foreign government-to creep around unfettered in
a corporate network stealing secrets, gaining competitive intelli­
gence, breaching financial systems, and pilfering customers' per­
sonally identifiable information, such as their credit card numbers.

When businesses do eventually notice that they have a digital
spy in their midst and that their vital information systems have
been compromised, an appalling 92 percent of the time it is not
the company's chief information officer, security team, or system
administrator who discovers the breach. Rather, law enforcement,
an angry customer, or a contractor notifies the victim of the prob­
lem. If the world's biggest companies, firms that collectively spend
millions on cyber defense and have whole departments of profes­
sionals working 24/7 to protect their networks, can be so readily
penetrated by hackers, the prospects for home users protecting
their information look grim indeed.

How hard is it to break into the average computer system?
Laughably easy. According to the Verizon study, once hackers set
their sights on your network, 75 percent of the time they can suc­
cessfully penetrate your defenses within minutes. The same study
notes that only 1 percent of the time does it take more than a
few hours to breach a system. The implications of these findings
are profound. From the time an attacker decides to target your
world, 75 percent of the time the game is over in minutes. You'll
be punched, knocked out, and on the floor before you ever knew
what hit you. In today's world, hackers are living unfettered and
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free inside your very own data systems for months and months,
atching, waiting, lurking, and pillaging everything from your
passwords to work projects to old selfies. You are easy marks and
tting ducks. How odd that we as a society tolerate this. If any of

us noticed a burglar in our home watching over us as we slept or
filming us in the shower, we would immediately dial 911 (or alter­
natively scream or reach for a gun). In cyberspace, this is a daily
occurrence, yet most of us remain calmly, even blissfully unaware
of the threat, despite our deep vulnerabilities and the bad guys
looming over us as we sleep.

The cost of our universal cyber insecurity continues to mount.
Though businesses around the world may be on track to spend
nearly $100 billion by 2017 for a variety of software and hardware
security measures, that price is merely a starting point when con­
sidering the full economic impact of our technological fragility.
Take, for example, the 2007 cyber strike against TJX, the parent
company of the retail stores T.J. Maxx and Marshalls in the United
States and T.K. Maxx throughout Europe.

In that case, hackers stole the credit card details of over forty­
five million customers, making it the largest retail store hacking
case of its time. Later in court filings, it was revealed the actual
number of victims was closer to ninety-four million. Though TJX
reached a settlement with Visa, MasterCard, and its customers in
the amount of S256 million, many analysts believe the true costs
could easily have been closer to SI billion. One of the most authori­
tative sources for research on the cost of data breaches comes from
the Ponemon Institute, which conducts independent research on
data protection and information security policy. In calculating
cyber-security breaches, it notes it is important to extend the loss
nalysis well beyond direct consumer theft amounts.

For example, the victim company targeted in the attacks, such
as TJX, must spend handsomely on detecting the breach, con­
:::aining the attackers, investigating the matter, identifying the
erpetrators, and repairing and recovering its computer network.
wioreover, there are often heavy sales declines as a wary public
shies away from using the services of a company perceived to be
unsafe and insecure. Add to that the price of credit card replace­
nent fees (currently estimated to be $5.10 per card), consumer
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credit-monitoring services that need to be purchased by the victim
company to prevent ongoing credit card fraud against its custom­
ers, and rising cyber-insurance premiums, and it is easy to see how
quickly the costs of these losses can escalate. No wonder most com­
panies are loath to admit that they have been hacked and many
attempt to deny the breach as long as possible.

There are yet even greater costs to be considered, including
how the stock market punishes victim firms via precipitous drops
in their stock prices after a cyber intrusion. In one case, Global
Payments saw its market valuation slashed by 9 percent in just one
day until the NewYork Stock Exchange halted trading of its shares.
Adding to the financial headaches in these cases are the ensuing
class-action lawsuits from a firm's customers and shareholders,
and from regulators. All told, the Ponemon Institute estimates
that companies face nearly $188 in costs for each and every record
stolen. Multiply that amount by the nearly 100 million account
records stolen at TJX, and it's easy to see how quickly the cost of
these breaches escalates and grows exponentially.

All told, between the sums spent on mostly ineffective preven­
tion measures and retroactively closing the cyber barn door after
the horses are out (and the hackers are in), we pay dearly as a society
for our technological insecurity. Worse, our growing connected­
ness to the networked world and our concomitant radical depen­
dence on wholly penetrable technologies can bite in ways that hurt
much more than our collective wallets.

The Internet has lost its innocence. Our interconnected world
is becoming an increasingly more dangerous place, and the more
we incorporate assailable technologies into our lives, the more
vulnerable we become. The next Industrial Revolution, the infor­
mation revolution, is well under way, with massive yet unrealized
implications for our personal and global security. Yet as daunting
as the threats to individuals, organizations, and even our critical
infrastructures seem today, there is a proverbial technological train
leaving the station, one that is rapidly and exponentially picking up
speed. There are signs of it everywhere, if one knows where to look.

Just over the horizon are newly emerging technologies, includ­
ing robotics, artificial intelligence, genetics, synthetic biology,
nanotechnology, 3-D manufacturing, brain science, and virtual



24 A GATHERING STORM

reality, that will have major impacts on our world and pose a pano­
ply of security threats that will make today's common cyber crime
seem like child's play. These innovations will play essential roles
in our daily lives in just a few years, yet no in-depth, broad-based
study has been completed to help us understand the unintended
attendant risks they pose.

The depth and extent of this transformation and its concomi­
tant risks have gone unnoticed by most, yet before we know it, our
global society will connect as many as one trillion new devices to
the Internet-devices that will permeate every aspect of our lives.
These persistent connections will bind us to both man and machine,
across the planet, for good and for ill, and will be woven into the
entire realm of our exponentially expanding common sentience.
As a result, technology will no longer be just about machines; it
will become the story of life itself. Those who know how these
underlying technologies work will be increasingly well positioned
to exploit them to their advantage and, as we have seen, to the det­
riment of the common man. The cornucopia of technology that
we are accepting into our lives, with little or no self-reflection or
thoughtful examination, may very well come back and bite us.
These risks portend the new normal-a future for which we are
wholly unprepared. This is a book about man and machine and how
the slave may become master.



CHAPTER 2

System Crash

If we continue to develop our technology without wisdom or
prudence, our servant may prove to be our executioner.

OMAR N. BRADLEY

Something had to be wrong with the signals. It was a Tuesday
in earlyJanuary 2008 when a tram in Lodz, Poland, suddenly

veered to the left. This in itself wasn't so strange-except for the
fact that the conductor had been attempting to turn his train right.
Moments later, the rear cars skidded off the rails before crashing
into another tram and coming to a screeching halt.

Amazingly, given the size of the collision, no one was killed,
but more than a dozen passengers were injured, and many others
were left scratching their heads. What had gone wrong? Rather
than a circuit failure or human error on the part of the conductor,
rail engineers quickly suspected foul play. They were right, but for
reasons they would probably never have wagered.

It turns out that a fourteen-year-old computer whiz kid had
created an infrared remote transmitter capable of controlling all
the junctions on the transit line. The boy spent months studying
the city's rail system to determine the best places to redirect trains
in order to cause the most havoc and hacked the switches through­
out the town to redirect trains on his command.

In other words, the teen was able to use the city's tram system
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as his "personal toy train set" by hacking and electronically com­
mandeering the city's transit infrastructure. The teen was believed
to have utilized the device on numerous occasions, and when he
was caught and arrested, he admitted, like Mat Honan's hacker,
that he had carried out his act "just for the lulz" of it all.

But this prank resulted in the derailment of four trains and
could easily have led to passenger deaths, an important distinc­
tion that left many security analysts fuming that more wasn't being
done to ensure the safety of the city's critical infrastructure. They
fittingly reasoned that if a fourteen-year-old boy, acting alone,
could hack the transit system's network and wreak this sort ofhavoc
for his own amusement, what was to stop criminals, terrorists, or a
warring nation from doing the very same?

A Vulnerable Global Information Grid

We've seen how easy it is to hack into the majority of computer
systems and how quickly it can be done. Mat Hanan's experience
proved that our digital lives can be struck from the record in an
instant. TJ. Maxx and Citibank both learned the hard way what
can happen when criminals thousands ofmiles away bring you into
their sights. Given the obvious dangers, one would have thought a
measure of prudence would be in order before adding everything
that plugs into the wall or has a battery to the global information
grid, yet we proceed full steam ahead in our growing love affair
with all things tech.

As a result, we are increasingly connected to computer sys­
tems in ways we don't understand. Moreover, these connections
are wholly untrustworthy and vulnerable-a poor foundation upon
which to build the information society of the twenty-first century.
Yet that is exactly what we are doing. Not only are our personal
and work computers deeply enmeshed with the Internet, but so
too are all of the critical infrastructures upon which our modern
society depends. The electricity grid, gas pipelines, 911 dispatch
systems, air traffic control, the stock market, our drinking water,
streetlights, hospitals, and sanitation systems are all dependent on
technology and the Internet to function. In this brave new world,
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we've taken the human being out of the loop and have entrusted the
backbone of civilization to machines.

The credit card transactions, point-of-sale payment terminals,
and ATMs that keep the global flow of commerce and capitalism
hummingwould come to a screechinghaltwithout the computers to
run the network. Computers decide how, where, and when to route
electricity to ensure the power grid's stability. Computer-aided dis­
patch systems keep track of police cars, ambulances, and fire trucks
so dispatchers know who is available and closest to respond in case
ofemergency. For a sneak peek ofwhat this dystopian world without
computers and electricity looks like, one need only turn on the tele­
vision for a taste of techno-Armageddon-cum-zombie apocalypse
from shows such as The WalkingDead or from films like Planet ofthe
Apes and Live Free or Die Hard. Hollywood machinations aside, our
computer-based critical information infrastructures are increas­
ingly under attack and deeply vulnerable to systemic failure-the
impact from which could be truly catastrophic.

Much of the world's critical infrastructures utilize supervisory
control and data acquisition (SCADA) systems to function. SCADA
systems "automatically monitor and adjust switching, manufactur­
ing, and other process control activities, based on digitized feed­
back data gathered by sensors." These are specialized, and often
older, computer systems that control physical pieces of equipment
that do everything from route trains along their tracks to distribute
power throughout a city. Increasingly, SCADA systems are being
connected to the broader Internet, with significant implications
for our common security. Unfortunately, these systems were not
designed with security in mind and were not engineered to be resis­
tant to an Internet-connected world. The problem is worse than
you think: in a July 2014 study of critical infrastructure companies
across multiple sectors, nearly 70 percent of them had suffered at
least one security breach that led to the loss of confidential infor­
mation or the actual disruption of operations during the preceding
twelve months.

What might a hacker do with access to these systems? Take, for
example, the complex information technology systems regulating
the local water treatment facility. The SCADA system consistently
measures and adjusts the appropriate mix of chemicals to clean our
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water and make it safe to drink. But what if such a system were
hacked? Could the wrong amount of chemicals be mixed in, poi­
soning ourwater rather than purifying it? It may sound like fantasy,
but hackers have already reportedly carried out an attack against
the South Houston, Texas, Water and Sewer Department, accord-
ng to a BBC report from 2011. The Internet protocol address of
the attacker was traced to Russia, and the hackers involved were
said to have repeatedly turned on and offa pump, quickly causing it
to fail. While nobody fell ill in the attack, the proof of concept has
been demonstrated.

What other infrastructure hacks might be possible? As it turns
out, the sky's the limit, as the Federal Aviation Administration's
control tower in Worcester, Massachusetts, found out all the way
back in 1998. There a local teenager used his knowledge of com­
puting to sever communications between inbound aircraft and the
tower and even turned off the runway lights for approaching air­
craft. While nobody was killed in the incident, the potential for
disaster is obvious. Of course there have been many more attacks
against critical information infrastructures around the world. One
of the earliest occurred in Maroochy Shire, Queensland, Austra­
lia, in 2001, wherein a hacker attacked a sewage treatment plant.
He gained control of the facility's industrial control systems and
"caused millions of litres of raw sewage to spill out into local parks,
rivers and even the grounds of a Hyatt Regency hotel." The attack
destroyed significant amounts oflocal marine life and flora alike, to
say nothing of the environmental threat to local residents.

Perhaps one of the most critical systems vulnerable to attack is
our national electricity grid. Without electricity, all the fineries of
our modern world cease functioning-no lights, elevators, ATMs,
traffic control, subways, garage doors opening, refrigerators, and
pumping gas. And when the backup batteries and emergency gen­
erators inevitably die, no cell phones and no Internet. Despite our
vital dependence on electricity as the technological infrastructure
most central to our contemporary lives, the former U.S. secretary
of defense Leon Panetta noted, "the next Pearl Harbor that we
confront could very well be a cyberattack that cripples" our power
systems and our grid.

Panetta's concerns seemed validated and further bolstered by
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a report by the U.S. Department of Energy which noted that the
American energy grid-often called the most complex machine in
the world-connects fifty-eight hundred individual power plants
and has more than 450,000 miles ofhigh-voltage transmission lines.
Yet 70 percent of the grid's key components are more than twenty­
five years old. Each of these components uses much older SCADA
technologies that are readily attackable and persistently targeted.

An investigation by the House Energy and Commerce Com­
mittee revealed that "more than a dozenAmerican utilitycompanies
reported 'daily,' 'constant,' or 'frequent' attempted cyber-attacks
ranging from phishing to malware infection to unfriendly probes.
One utility reported that it had been the target ofmore than 10,000
attempted cyber attacks each month." The report concluded that
foreign governments, criminals, and random hackers were all hard
at work either planning or attempting to take down the grid. The
findings build upon prior statements by intelligence officials to the
Wall Street Journal confirming that cyber spies had "penetrated
the U.S. electrical grid and left behind software programs that
could be used to disrupt the system." The same officials went on
to say that spies from Russia and China have allegedly mapped the
American grid so that in times of crisis orwar with the United
States its entire electrical network "could be taken out."

Terrorists also have designs on digitally attacking America's
infrastructure. In the summer of 2012, a video from al-Qaeda's As­
Sahab media wing was uncovered by the FBI. In the video, the ter­
rorist organization called for its "'covert mujahidin' to carry out
waves of cyber attacks against the U.S. networks of both govern­
ment and critical infrastructures, including the electric grid." Ear­
lier FBI investigations revealed numerous instances of al-Qaeda's
conducting online target research and surveillance on emergency
telephone systems, electric generation plants, water distribution
facilities, nuclear power plants, and gas storage networks in the
United States.

The terrorist organization had even completed elaborate tar­
geting packages on potential critical infrastructures to be attacked,
including photographs of intended targets, detailed notes, and
online research.

Hackers too are working to understand, expose, and exploit
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vulnerabilities of SCADA and other critical information infra­
structures. At the Chaos Communication Congress, an annual
hacker gathering held in Germany, analysts at Positive Research
demonstrated how to get full control of industrial infrastructures
in the gas, chemical, oil, and energy industries. Equally troubling
is the fact that hackers share this information with each other
and have even created fully searchable public databases of known
exploits that can be used to commandeer critical infrastructures.
One well-known hacker database, Shodan, provides tips on how to
exploit everything from power plants to wind turbines, searchable
by country, company, or device, providing detailed how-tos and
greatly lowering the technical bar and knowledge for any rogue
individual to hack our critical infrastructures. In effect, for attack­
ers interested in gaining control of our connected world, Shodan
has become their Google-one that is near impossible to shut down
because Shodan is hosted on multiple servers in foreign countries
around the world and publishing vulnerabilities is not currently a
crime in most of these places.

Organized crime groups are also turning their attention to
infrastructure attacks as a logical means of extorting money from
utility companies and governments. Several such incidents report­
edly occurred in Brazil between 2005 and 2007, when a wave of
cyber attacks was carried out north of Rio de Janeiro and in the
state ofEspirito Santo. In that incident, nearly three million people
were stuck in the dark when the local electricity provider failed to
meet the extortion demands of a local crime syndicate. As a result,
the city of Vitoria, one of the world's largest iron ore producers,
had numerous plants forced off-line, costing the company nearly
$7 million. The attacks were confirmed by U.S. intelligence offi­
cials, security researchers, and even obliquely by President Obama
when he noted, "We know that cyber intruders ... in other coun­
tries ••• have plunged entire cities into darkness."

WHOIS It?

The famous Chinese general Sun Tzu, author of The Art ofWar,
cleverly observed twenty-five hundred years before the creation of
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the Internet that "if you know thy enemy and know thyself, you
will not be imperiled in a hundred battles." Accordingly, in order
to understand the vast technological threats before us, we must
understand our enemies. Each has different means and motives, but
what they have in common is the risk each poses to our profoundly
interconnected world.

The cast of characters responsible for cyber malfeasance is
vast and includes nation-states, neighborhood thugs, transnational
organized crime groups, foreign intelligence services, hacktivists,
military personnel, cyber warriors, state-sponsored proxy fighters,
script kiddies, garden-variety hackers, phreakers, carders, crackers,
disgruntled insiders, and industrial spies. Each plays its role in what
the U.S. military has declared to be the "fifth domain" of battle:
cyberspace (following the militarization of land, sea, air, and space
of generations past).

These parties frequently use similar tactics, albeit with vary­
ing degrees of sophistication. Yet all attackers benefit from the
asymmetric nature of the technology: the defender must build a
perfect wall to keep out all intruders, while the offense need find
only one chink in the armor through which to attack. Among the
factions battling in the cyber underground, there is cooperation,
witting and unwitting, as the players often learn from and imitate
the operational success of one another. For example, transnational
organized crime groups use highly sophisticated reconnaissance
operations to plan their attacks but often rely on neighborhood
thugs to carry out elements of their plots, such as the placement
of ATM skimmers, money laundering, or the fencing of stolen
goods on eBay. Terrorist organizations learn from cyber criminals
and hack for financial gain to fund real-world operations. Patriotic
bands of citizens are often formed into cyber posses by their state­
sponsored benefactors in nations such as China, Russia, and Iran
and receive tacit approval, funding, and training. In doing so, they
share some of the same techniques and tools with their government
patrons. There is a symbiosis in the cyber underground and a com­
monality ofmethodologies across the full spectrum of threat actors.

Perhaps the first vision to come to mind when thinking of a
hacker is the stereotypical image of a teenage male living in his
mom's basement, pounding away at the keyboard, surrounded by
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empty bags ofFritos and discarded Coke cans, trying to change his
grades on his high school's computers (as did Matthew Broderick
in the 1983 film arGames). In the early days of hacking, it was
the telephone system that was the target of hackers' attention as
so-called phone phreaks manipulated the network to avoid the sky­
high costs of long-distance calls. Let's not forget two hackers who
spent part of their youth back in 1971 building "blue boxes," devices
capable of hacking the phone network and making free calls: Steve
Wozniak and Steve Jobs. The pair sold blue boxes to students at
UC Berkeley as a means of making money that would effectively
help fund their other small start-up, the Apple computer company.

As time passed, other notable hackers emerged, such as Kevin
Mitnick and Kevin Poulsen. Mitnick famously broke into the Digi­
tal Equipment Corporation's computers at the age of sixteen and
went on to a string of such cyber intrusions, earning him the FBI's
ire and the distinction of being "America's most wanted hacker."
Paulsen's ingenious 1990 hack allowed him to commandeer all of
the telephone lines of a local Los Angeles radio station to ensure
he would be the 102nd caller, thereby securing the top prize of a
$50,000 Porsche 944 S2.

These hacks from the 1970s, 1980s, and 1990s would seem be­
nign by today's standards. In the intervening years, hackers have
gone on to become highly organized and have formed global online
crime syndicates. They commit identity theft, credit card fraud,
health-care fraud, welfare fraud, and tax fraud. Organized crime
groups are now going after bigger and more sophisticated targets
as well, including the vast amounts of intellectual property created
by businesses around the world, from a company's product plans to
its computer source code. For example, in October 2013, criminal
hackers targeted Silicon Valley's Adobe Systems, stealing thirty­
eight million account log-ins and passwords as well as millions of
credit card numbers (nothing new there). But what changed in that
attack was that the criminals also stole more than forty gigabytes
of computer source code for Adobe's flagship products, including
Photoshop, ColdFusion, and Acrobat.

As a result, not only can criminals now freely sell Adobe prod­
ucts, but they could also alter the code and insert untold numbers
of hidden back doors, malware, and additional exploits into the
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product, causing Adobe's legitimate and unsuspecting customers
to suffer widespread hacking attacks and identity theft-a trou­
bling development indeed given Adobe's massive global footprint
among computer users. Even Symantec, the maker of pcAnywhere
and Norton AntiVirus, has had its source code stolen. Yep, the
company that is selling you antivirus software to protect you from
being hacked was itself compromised when a hacker stole 1.27 giga­
bytes of its security software source code and demanded a relatively
paltry $50,000 in exchange for not posting the data on the well­
known hacker Web site The Pirate Bay.

Traditional organized crime groups, such as the Italian Mafia,
Japanese Yakuza, Chinese triads, and Colombian drug cartels, have
all diverted efforts and resources from their usual criminal activi­
ties to take advantage of the easy profits, greater anonymity, and
limited police scrutiny afforded in cyberspace. Moreover, they do
not have to worry about the draconian sentencing minimums often
associated with their former economic activities, such as narcot­
ics smuggling and trafficking in human beings. Organized crime
groups in cyberspace are responsible for spam, phishing, fake phar­
maceutical ads, the dissemination of child sexual abuse images,
denial-of-service attacks, and extortion, to name but a few of their
favored activities.

In addition to the stalwart old guard oforganized crime, a more
nimble class of pure-play cyber-crime organizations is exploding
onto the scene. These newly emerging and professionally organized
criminal hacking groups are highly profitable and truly global, with
heavy concentrations in China, Indonesia, the United States, Tai­
wan, Russia, Romania, Bulgaria, Brazil, India, and Ukraine. New
syndicates, such as the Russian Business Network (RBN) in St.
Petersburg, have even made names for themselves as multi-product­
line, full-service cyber-crime organizations.

RBN famously provides "bulletproof'' Web site hosting ser­
vices for all manner of other criminal enterprises and takes a com­
pletely hands-off approach to hosted content, freely welcoming
anything from child pornography to malware exploit exchanges
on its servers. Other professional criminal hacking groups, such
as the ShadowCrew, offer online havens for "carders," who special­
ize in the murky world of stolen personally identifiable informa-
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tion, including forged passports and driver's licenses, and stolen
credit cards-key ingredients in the world's growing identity-theft
economy. ShadowCrew operated the now-defunctWeb site Carder
Planet.com, where over four thousand criminals from around the
world could freely gather to buy and sell stolen and hacked iden­
tities, documents, and account numbers. Founded by the notori­
ous criminal hacker Albert Gonzalez, ShadowCrew offered fellow
criminals tutorials on everything from cryptography to card­
cloning techniques, and Gonzalez's organization was reportedly
responsible for stealing and reselling more than 180 million credit
and ATM cards. The number and reach of these highly profitable
transnational organized cyber-crime rings have grown, and the
security intelligence firm CrowdStrike was actively tracking more
than fifty such major organizations globally.

Besides transnational organized crime syndicates, hacktivists
politically motivated cyber attackers-represent one of the most
influential and powerful groups in cyberspace. Anonymous, Lulz­
Sec, AntiSec, WikiLeaks, and the Svrian Electronic Army fall
into this group and launch their attacks in retaliation for perceived
injustices. Personalities such as Julian Assange, Chelsea (Bradley)
Manning, and Edward Snowden have become household names
for challenging some of the world's most powerful institutions and
for releasing data that others would most certainly have preferred
remain hidden. While Assange, Manning, and Snowden have been
propelled onto the covers of newspapers around the world, other
hacktivist groups prefer that their individual members remain dis­
creetly hidden in subordination to the organization itself and its
broader agenda. One such notable example is Anonymous, a self­
described leaderless organization whose members have become
recognizable in public for wearing Guy Fawkes masks.

The group's motto, "We are Anonymous. We are legion. We
do not forgive. We do not forget. Expect us," manifests its organi­
zational ethos: "The corrupt fear us. The honest support us. The
heroic join us." When MasterCard, Visa, and PayPal all agreed to
stop funneling donations to Julian Assange's WikiLeaks organiza­
tion, Anonymous responded by launching a series ofeffective cyber
attacks against the financial firms. Anonymous is strongly against
what it perceives to be rigid antipiracy laws, and it took credit for
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an earlier attack against the Sony PlayStation Network in response
to Sony's support of U.S. antipiracy legislation known as the Stop
Online Piracy Act.

Anonymous views itself as hacking for good and has taken on
a wide variety of social causes, including its support of activists
throughout the Middle East during the Arab Spring. Even some
of the group's most ardent critics might find themselves support­
ing some of Anonymous's lesser-known activities in combating
criminal organizations and injustice. For example, during an attack
dubbed Operation Darknet, members of Anonymous targeted
child pornographyWeb sites hosting vile images ofyoung children
being sexually abused. The hacker collective knocked the sites off­
line and released the names of fifteen hundred pedophiles using
the services. Whether one supports or detests the actions taken by
Anonymous and other hacktivist organizations, one thing is clear:
they are a force to be reckoned with among the wide tapestry of
threat actors in our uber-connected world.

Hacktivists are capable of targeting any individual or corpo­
ration and can even have geopolitical impact the world over, as
was seen during the Arab Spring. In recognition of their growing
power, Time magazine ranked Anonymous as one of the hundred
most influential people in the world in 2012. Their burgeoning
influence and capabilities have not gone unnoticed by government,
and it was recently revealed that the Government Communications
Headquarters (GCHQ), the British equivalent of the American
National SecurityAgency, had launched its own series ofdenial-of­
service attacks against Anonymous and its membership in an effort
to disrupt their activities. This dramatic response by the state
against a non-state actor and hacktivist group demonstrates the
impact Anonymous is having in the world.

Meanwhile, terrorist organizations too are increasingly using
the Internet and other technologies to plan, support, and execute
their murderous activities. Technology helps terrorists recruit new
members in underground chat rooms, finance operations (through
cyber crime or online fund-raising), communicate clandestinely,
and disseminate propaganda, such as the gruesome beheading vid­
eos produced by ISIS (the Islamic State). ISIS is tech savvy and in
its latest recruitment videos even edited in scenes from the video
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me Grand TheftAuto Vfor effect. In its online video production,
reviled terror group offered new recruits the opportunity to
the things you do in games, in real life on the battlefield ...
attack a military convoy or kill police officers." The video is

stered with the ISIS logo.
Jpternet reconnaissance and research by terrorists are com-
ace, and on more than one occasion officials have found

,Jut,,e Earth images of intended targets, including a 2007 planned
empt by terrorists to blow up fuel tanks at New York's John F.
2nnedy International Airport. Terrorists have been early adopt-

of technology, particularly in their use of data encryption to
cure their communications. For instance, "Ramzi Yousef, the

w»victed mastermind of the firstWorld Trade Center Bombing in
93, used encrypted files to hide details of his plot to destroy 11
~• airliners." In the Yousefcase, it took law enforcement authori­
nore than a year to break the encryption algorithm used by the
orist, and in doing so, police officials were fortuitously able to

2vent the plot against the airlines.
Some counterterrorism experts have referred to the Internet

a "terrorist university," a place where terrorists can learn new
hniques and skills to make them more effective in their attack
~thodologies. Widely available online are documents such as The
ujahideen Poisons Handbook, which contains various "recipes" for

wmemade poisons and poisonous gases. The six-hundred-page
clopedia ofJihad is also widely available online and includes
aers such as "How to Kill," "Explosive Devices," "Manufac­
tg Detonators," and "Assassination with Mines." In a striking
ample ofhow dangerous such online education can be, Dzhokhar
arnaev, the terrorist suspect convicted for his role in the April
3 Boston Marathon bombings, admitted to authorities he and
brother learned how to make the pressure-cooker bomb used in
atrack after reading step-by-step instructions published in al-
,; online magazine, Inspire, in an article titled "Make a Bomb
t Kitchen ofYourMom."
Not only are terrorists using the Internet for operational
port and planning, but they have turned to both hacking and
er crime as means of funding and carrying out their real-world
rorist operations. In June 2007, a U.K. terrorist cyber cell was
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disrupted by police when three British residents, Tariq al-Daour,
Waseem Mughal, and Younes Tsouli, were charged with using the
Internet to incite murder. Evidence presented showed that the men
had used hacked credit card accounts to purchase goods to assist
fellow jihadists-items such as night-vision goggles, global posi­
tioning devices, airplane tickets, and prepaid mobile phone cards­
for the purpose of providing direct tactical support for terrorist
operations. "The trio reportedly made fraudulent charges totaling
more than 3.5 million U.S. dollars and was in possession of a data­
base containing nearly 40,000 stolen credit card accounts."

Even the infamous 2002 Bali bombing mastermind, Imam
Samudra from the al-Qaeda-linked terrorist group Jamaah Islami­
yah, funded his attack, in which more than two hundred peoplewere
murdered, with the $150,000 he obtained by hacking into Western
bank accounts and credit lines. Samudra was technologically savvy
and while in prison wrote an autobiographical manifesto contain­
ing a chapter titled "Hacking, Why Not?" In the book, Samudra
shared his hacking and "carding" techniques with his disciples,
encouraging them "to take the holy war into cyberspace by attack­
ing U.S. computers, with the particular aim of committing credit
card fraud, called 'carding,' " to fund operations. Terrorists seem
to be getting the message, and both the 2004 Madrid bombings
at the Atocha train station, in which 190 people were killed and
nearly 2,000 wounded, and the 717 London bombings, in which 52
civilians were slain and over 700 injured, were funded in whole or
in part through hacking and credit card fraud.·

As the technical hacking skills of terrorist organizations in­
crease, so too does the amount of ill-gotten gains they are capable
of generating online. For example, in late 2011, police in the Phil­
ippines working with the FBI uncovered a telephone hacking scam
against AT&T that defrauded the company and its business cus­
tomers of $2 million. The Filipino hacking cell was working with
Jamaah Islamiyah and funneled the millions back to a Saudi-based
terror group that in turn funded the Pakistani-based Lashkar-e­
Taiba, the terrorist group responsible for the deadly 2008 bomb­
ing siege that gripped the city of Mumbai, India, and killed and
maimed hundreds.

It is clear that criminals, hacktivists, and terrorists use our
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1terconnectivity against us, whether for profit, politics, or mas­
cre. They have schooled themselves in science and technology
wd have proven a formidable force in exploiting the fundamentally
secure nature ofour twenty-first-century technological skin. Yet
1eves, hackers, activists, and terrorists are not the sole inhabitants
the digital underground. They are accompanied by a phalanx
nation-states, cyber warriors, and foreign intelligence services,
ch handily playing in the so-called fifth domain, fully leverag-
g for their own purposes the insecurity of the underlying digital
rastructure that unifies the planet.
Though the average Internet user todaymay be busily updating

1s Facebook status or playingAngry Birds, it is important to recall
at today's Internet was born of the Defense Advanced Research
ojects Agency (DARPA), a U.S. Department of Defense inven­f fl created to ensure redundancy in military communications in
vent ofnuclear attack. The Internet is a military creation with
rficant corollary geopolitical ramifications.

.1t is when governments turn their attention (and budgets) to
Tensive cyber operations that we can see the full range ofvulner­
ities in the hardware and software upon which we depend and
our common technological frailty is fully exposed. Though

$50,000 criminal extortion demand against Symantec or even a
pillion hacking loss at Target remains noteworthy and surely
ts our attention, it is chump change compared with the com­

er spying breach of the Pentagon's $300 billion F-35 Joint Strike
_,ghter project-the most expensive Defense Departmentweapons
ogram in history.

In May 2013, the U.S. government specifically named China
being responsible for a series of hacks against vital American
nse and government systems, including the F-35. Over the
s, it has been reported that many other defense blueprints and
anologies have been stolen, including those from an advanced
....-iot missile system known as PAC-3, the navy's Aegis Ballistic
Bsile Defense system, the F/A-18 fighter, the V-22 Osprey, the
ck Hawk helicopter, and the littoral combat ship. According to
FBI report, China has secretly developed an army of 180,000
ber spies and warriors, mounting an incredible ninety thousand
puter attacks a year against the U.S. Defense Department net-
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works alone. The totality of the thefts and their impact on Ameri­
can national security are breathtaking.

China's purported cyber-hacking activities provide it with sig­
nificant strategic advantages, including an immediate tactical and
operational edge in any conflict with the United States. Having
the blueprints to so many U.S. defense systems provides key details
on how they work and importantly how to defeat them in times of
crisis. Moreover, this great "brain robbery" saves China billions
in research dollars from its own military development costs (and
decades of work) by merely appropriating and building upon work
paid for by American taxpayers.

Of course it is not just the American military's technology
that is being targeted by China, but rather a litany ofWashington
institutions, including law firms, think tanks, human rights groups,
contractors, congressional offices, embassies, and any number of
federal agencies. Moreover, a 2009 report by Canadian researchers
at the Infowar Monitor, the SecDev Group, and the Citizen Lab at
the University of Toronto uncovered the so-called GhostNet, "a
vast global cyber espionage network" extending to 103 countries
that was controlled by servers in China and targeted the Tibetan
government in exile and the Dalai Lama himself.

China has also been accused of hacking numerous media out­
lets, including most famously theNew York Times in early 2013 after
the paper reported that the relatives ofChina's prime minister, Wen
Jiabao, had accumulated billions of dollars ofwealth through their
business dealings since Wen had entered office. The breach gave
the perpetrators access to any computer on the New York Times's
network, and it was believed the Chinese were working to uncover
sources and contacts that might damage the reputations of China's
leaders. The Times hired the private cyber-security firm Mandi­
ant, which investigated the incident and in a fascinating report
tied the attack back to Unit 61398 of the People's Liberation Army.
The unit's headquarters, on Datong Road in the Pudong district of
Shanghai, is a 130,000-square-foot, twelve-story building in which
thousands of employees go to work every single day hacking gov­
ernments, companies, and individuals around the world.

Those technological thefts that are not directly carried out by
the Chinese state itself are often sponsored by the state and per-
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formed by appointed proxies, with profound implications and deep
osts for businesses around the world. In 2012, Bloomberg Business­
eek covered China's ongoing theft of global intellectual property
n a cover story that screamed in full-page letters, "HeyChina! Stop
tealing Our Stuff." The piece featured the tale of Dan McGahn,
he CEO of the Massachusetts-based American Superconductor
AMSC), a green energy technology company specializing in the
:iesign of power systems and the software that runs large wind tur­
J:,ines. In March 2011, AMSC's largest customer-China's formerly
state-owned Sinovel Wind Group-suddenly began refusing ship­
mments at its assembly plant in Liaoning province and canceled more
han $700 million of pending orders from AMSC. The market's
response to AMSC's canceled orders was brutal: a 40 percent drop
'Ill valuation in a single day and an 84 percent decline by September
of that year.

An investigation into the matter revealed that Sinovel's own
turbines "appeared to be running a stolen version ofAMSC's soft­
vare" and that the Chinese firm had snatched a complete copy ofthe

American company's proprietary computer source code. Because
inovel had in its possession all ofAMSC's intellectual property, it
o longer needed AMSC or its products and could merely produce
MSC's products itself. As a result, the Chinese company canceled
ts existing supply contracts worth more than $700 million with the
Massachusetts firm.

~ U told, between thefts of commercial, governmental, and-- 1 ' intellectual property, China's hacking efforts have netted
t<- 1 dUon the greatest transfer ofwealth in human history. Accord­
g to Akamai's State of the Internet report, China is the source of
shocking 41 percent of all of the cyber attacks in the world. Of

Qurse China vehemently and routinely denies involvement in any
bal hacking activities. When allegations arise, responses typi­
ly come from a Chinese embassy spokesman in the capital city
the hacked country in question, whether Paris, Berlin, or New
elhi. Amessage issued by a Chinese embassy official namedWang
odong in Washington, D.C., is typical of their response: "China
firmly against international hacking activities and is ready to
rk with other countries to secure the cyberspace." Wang's denial
hardly the first time such a response has been issued: a Google
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search for the phrase "China denies hacking" yields a mere thirty­
five million such denials.

Though China is the most populous nation on earth, it is not
the only country to engage in cyber operations. According to the
former FBI director RobertMueller, there were at least 108 nations
with dedicated cyber-attack units going after industrial secrets and
critical infrastructure alike, including Iran. In late 2012, a previ­
ously unknown hacker group called Cutting Sword ofJustice took
responsibility for carrying out the most destructive computer sabo­
tage against a company to date when it targeted the oil and gas
giant Saudi Aramco. The offensive took place on the eve of one
of the holiest nights in the Islamic calendar, Lailat al-Qadr, the
day Muhammad is said to have revealed the Koran to his followers
and when Aramco's fifty-five thousand employees stayed at home
to celebrate with family and friends. At stake, 260 billion gallons
of oil, valued at over $8 trillion (fourteen times the market cap of
Apple Inc.).

During the incident, an unknown insider with access to the
facility inserted an infected USB thumb drive into a single PC con­
nected to the company's computer network. Within minutes, the
drive's viral payload, known as Shamoon, was spreading like wild­
fire across all of Aramco's thirty thousand corporate computers.
Though its goal was to disrupt oil and gas production at Aramco's
facilities, good security practices meant that the virus "only"
destroyed corporate data. The toll? Shamoon erased 75 percent of
the company's thirty thousand corporate hard drives, wiping out
"documents, spreadsheets, e-mails, files-replacing all of it with an
image of a burning American flag."

The Cutting Sword ofJustice claimed its attackwas in response
to Saudi "crimes and atrocities" in Syria and Bahrain against Shiite
protesters. American intelligence officials suspect that the Cutting
Sword ofJustice is nothing more than a front for Iran, which they
believe was to blame for sponsoring the attack. The shocking capa­
bilities demonstrated in the Aramco attack predated several other
successful attacks by the Iranian government, including a series of
distributed-denial-of-service (DDoS) disruptions in early 2013 tar­
geting the American financial services industry. Numerous mar­
quee banks, including JPMorgan Chase, Bank of America, Wells
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argo, BB&T, HSBC, and Citigroup, were affected by the attack,
ich made their corporate networks and publicWeb sites inacces­
lr for extended periods of time and prevented customers from

ing their money. A hacker group calling itself Izz ad-Din al­
/J.JAm Cyber Fighters claimed responsibility for this cyber blitz,

American officials say the group is merely a proxy for Iran.
The widespread denial-of-service attack against America's fi­

acial industry by Iran was shocking for its size and scope and
the massive volume of data generated by the perpetrators.

2Ome banks were hit with a sustained food of traffic that peaked
70 gigabits" per second. To put that volume of DDoS traffic in

,:-spective, it is as if 1 billion people simultaneously phoned your
nk, hung up, and immediately dialed back one second later. In
der for your call (or visit to its Web site) to get connected, you
ld be number 1,000,000,001 on the list to get through. In other
ds, for all intents and purposes, you would never reach the bank.
Strikingly, the Iranian-backed attack against the financial ser-

1ces sector was reported to be multiple times larger than the infa­
ous 2007 attack against the nation of Estonia by Russian-based
rkersan attack that nearly knocked the small Baltic nation
irely off-line. The incident is widely believed to have been car­

Md out with the direct support of the Russian government via
tionalist proxy hackers after Estonia decided to move a Soviet­
a grave marker from its long-standing position in Tallinn's city
enter to the outskirts of town-a move that deeply offended Mos-
Nw. Many security experts called the all-out digital assault against

Lonia the "world's first cyber war" because of its size and scale.
en that Iran had just bested that attack, one security researcher
ted the Islamic Republic's technical bombardments have gradu-
ed from being the equivalent of "a few yapping Chihuahuas into
pack of fire-breathing Godzillas."
Of course, there have also been widespread allegations of
ing by the United States against the rest of the world, based
ely on the numerous classified documents stolen and unilat­
ally released by the former National Security Agency (NSA)
sntractor Edward Snowden beginning in June 2013. Snowden
tailed at great length the global technical surveillance apparatus
un by the National Security Agency and provided documentary
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evidence to support his claims in discussions with the journalists
Glenn Greenwald and Laura Poitras. Programs such as PRISM and
XKeyscore subsequently came to light, as did the NSA's purported
ability to track billions of e-mails, phone messages, chat sessions,
and SMS texts each and every day.

While living in Moscow, Russia, under temporary asylum sta­
tus, Snowden continued to catalog U.S. offensive cyber and techni­
cal operations, including the tapping of the personal mobile phones
belonging to world leaders ranging from the German chancellor,
Angela Merkel, to the Brazilian president, Dilma Rousseff. More­
over, Snowden divulged that millions of citizens in ally nations
such as France and Germany were having their communications
recorded, to the tune of 120 billion calls a month around the world.
Snowden's leaks also served to limit international sympathy for U.S.
complaints regarding intensive cyber operations by the People's
Republic of China, especially when he revealed that America too
had launched cyber operations against Chinese targets, including
China Mobile and the prestigious Tsinghua University. Depending
on one's political beliefs and point of view, Snowden is either an
enemy of the state, a hero, a whistle-blower, a dissident, a traitor,
or a patriot. Most feel strongly one way or another. Regardless of
how history judges Snowden, his disclosures, if true, paint a highly
detailed portrait of how governments are entering the cyber fray.

An analysis of the threat-actor landscape in cyberspace reveals
hacktivists, criminals, proxy warriors, terrorists, and rogue gov­
ernments, all fully capable of exploiting the insecurity of the tech­
nological infrastructure of our world. Our financial data, identity,
children's baby pictures, and power grids are all vulnerable and at
risk, easy targets for the picking. Yet for as ubiquitous as technol­
ogy seems in our lives today, the exponential rate of growth means
that just over the horizon is a tidal wave of technological advances
that will leave our heads spinning. Not only will the breadth and
depth of our connection to the global information grid vastly
expand, but new technologies heretofore relegated to the realm of
science fiction will soon emerge as science fact. In short, we ain't
seen nothing yet.



CHAPTER 3

Moore's Outlaws

The future is already here.
It's just not evenly distributed yet.

WILLIAM GIBSON, NEUROMANCER

T, the mathematical power of exponents and exponential
l rves, schoolchildren in France were asked to imagine a pond

with a small water lily leaf growing on it. The leaf, they were told,
would double in size every day and would take thirty days to cover
the entire pond. Ifthe lily did cover the pond, it would smother and
kill all other forms of life in the water. The question then posed
to the children was, on what day will the lily cover half the pond?

At first, there wasn't much to worry about. The lily grew at a
rate that was barely noticeable, reaching only one-tenth of 1 per­
cent ofthe pond covered by day 20. Just 0.1 percent. Five days later,
it had reached 3 percent, but, still relatively unconcerned, the chil­
dren let the lily continue to grow. Until suddenly, at day 29, the
lily covered half the pond. By then, there was precious little time
to save the pond, which was strangled by the lily the very next day.
The twenty-ninth day can often seem just like any other day, but
given the nature of exponentials, the pond is already half-choked
to death.

The lessons of the pond are that the magical nature of expo-
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nential growth can sneak up on us very, very quickly and that our
continued linear thinking may come at our own peril.

The World of Exponentials

In his book The Singularity Is Near, the futurist Ray Kurzweil
describes the exponential nature of the technological world around
us and introduces the concept of what he calls the "knee of an
exponential curve." The knee of the curve is an inflection point
in time at which an exponential trend becomes truly noticeable.
Shortly thereafter, however, the trend line becomes explosive and
appears essentially vertical as the mathematical impact of an expo­
nential growth curve is felt. Malcolm Gladwell might describe this
phenomenon as a "tipping point" wherein the sum of many small
things drives toward making a notable massive difference in out­
comes. Given the exponential nature of technology and its omni­
presence in our life, there is overwhelming evidence that we are
rapidly approaching such an inflection point. The question is, will
we be tipping good or breaking bad?

According to the International Telecommunication Union,
there were a mere 360 million people online in the year 2000.
Though it took nearly forty years to develop, by 2005 the global
community that is the Internet reached its first 1 billion mem­
bers. The second billion were added just six years later, achieving
the milestone in March 2011. The greatest growth has been in the
developing world, with Asia and Africa experiencing an 841 percent
and a whopping 3,606 percent rocketing climb, respectively, since
2000. And while half the world regrettably does not yet have access
to the Internet today, Google's executive chairman, Eric Schmidt,
has boldly predicted that by 2020 everybody in the world will be
online.

The relentless pace of these changes and the ever-expanding
presence of technology in our lives have been catalyzed through
an axiom of technology known as Moore's law. The concept was
named after GordonMoore, the former chairman of the Intel Cor­
poration, who in 1965 famously predicted that the number of tran-
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sistors per square inch on an integrated circuit would double every
year into the future. This principle, later revised to a doubling
every eighteen months to two years, is referred to as Moore's law
and is now commonly applied more broadly to the power and capa­
bilities of all circuit-based technologies. As a result, an increasing
spectrum of emerging scientific discovery, everything from bio­
technology to robotics, is governed by Moore's law and its conse­
quences. Moore's law also has implications beyond science, ranging
from geopolitics to economics as every domain ofhuman existence
is increasingly touched by technology. Importantly, the implica­
tions of Moore's law can have both positive and negative impacts
on our world.

It is the persistent doubling of computer processing power
stipulated in Moore's law that makes it so deeply significant. It
means that all computer-based technologies are exponential in
their growth curves-not linear. In other words, these technolo­
gies benefit not from the power ofmere addition but frommultipli­
cation. It is the difference between 1, 2,3, 4, 5, 6, 7 and 2,4, 8, 16,
32, 64, 128. The more the linear versus exponential trend line con­
tinues, the more stark and shocking the results. To put the concept
into perspective, taking thirty steps linearly, one might walk across
the living room. But taking thirty steps exponentially-doubling
the distance with each successive step-would be the equivalent of
traveling the distance from earth to the moon. The fact that today's
technologies are exponential in their growth curves, not linear, is
absolutely fundamental to understanding the next phase ofhuman
evolution. We are now living in exponential times.

As information technologies continue to double in their price
performance, capacity, and bandwidth, amazing things become
possible. Take, for example, the iPhone that hundreds of millions
ofusers carry in their pockets today. Incredibly, it literally has more
computer processing power than that which was available to all of
NASA during the Apollo 11 moon landing forty years ago. The
modern smart phone is more than "a million times cheaper and a
thousand times faster than a supercomputer of the '70s." As a result
of mathematical repercussions of exponentials and Moore's law,
"we won't experience a hundred years of progress in the twenty-
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first century; it will be more like twenty thousand years of progress
(at today's rate)."

Given the exponential pace of change in computer processing
power and sophistication, it should be obvious that in the very near
future computers will become profoundly capable. Ray Kurzweil
describes the constant doubling of computing's price performance
and power in his "law of accelerating returns." He predicts a point
in time where a technological singularity will take place-that is,
a moment in time where computing progress is so rapid it out­
paces mankind's ability to comprehend it and machine intelligence
will exceed human intelligence. Whether or not that day eventu­
ally comes (Kurzweil predicts the year to be 2045), one thing is
clear: computing power is growing exponentially, and our ability to
understand the global information grid and map its vast intercon­
nections is waning.

It's not just your imagination: technology is indeed progressing
faster than most of us can keep up, and it's not your fault. Human
beings heretofore have developed evolutionarily to think in a linear
fashion; it's been coded into our brain since the dawn ofmankind.
From our days on the plains of the Serengeti, we've intuitively
done linear calculations in our heads to determine the best path
of escape from a charging lion. But that is not the world in which
we live today. Kurzweil believes that the coming years will bring a
"technological change so rapid and profound it represents a rupture
in the fabric of human history." Given this ever-accelerating rate of
change and our journey from building-sized computers to iPhones
in the past forty years, what might the next forty years bring? Much
more good, and potentially much more evil, than most ofus could
possibly imagine.

Ours is not a simple binary story of whether technology is
good or evil but rather one of accelerating returns. How can we
remain safe and secure in a world that is moving so quickly? We are
building a civilization that is deeply interconnected yet technologi­
cally insecure at the same time. In other words, we are construct­
ing a world that is wired for crime and a panoply of other security
threats. Mounting evidence demonstrates these dangers and intro­
duces us to a newly emerging class of elite criminals, terrorists,
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and foreign governments that can exploit these technologies at will.
The result? We now find ourselves increasingly connected, depen­
dent, and vulnerable.

The Crime Singularity

In the criminal days ofyore, crime was a simple affair. Any would­
be criminal need only buy a knife or gun, hide in a dark alley, and
then leap out at an approaching victim and demand, "Give me your
money." Apart from the unsavory morality issue, robbery was a
great entrepreneurial business model that had survived for millen­
nia. The start-up costs were low, and criminals could set and work
their own hours and schedules. Of course like all entrepreneurs,
criminals struggled with an obvious problem: how to scale and
grow their businesses. Even a very good robber could only steal
from so many people a day, perhaps five or six, if lucky.

Fortunately, however, technology provided an answer for
would-be criminals on how to surmount the scalability issues their
illicit businesses faced, and the solution came from an unlikely
place: the locomotive. Ofcourse when trains were invented, nobody
ever envisioned that they might become subjected to train robber­
ies. Criminals, however, foresaw the opportunity and lost no time
in taking advantage of the new technology. Now, rather than rob­
bing one person at a time, thanks to the locomotive, armed gunmen
could rob two hundred or three hundred people simultaneously,
thereby vastly expanding their business opportunities and their
profits.

Early criminal entrepreneurs such as Bill Miner, Jesse James,
and Butch Cassidy in the mid- to late nineteenth century made
their fortunes robbing trains of their cargo and passengers of their
cash and jewelry. Attacks against trains remained a viable form of
criminal employment for more than one hundred years, culminat­
ing in the U.K.'s great train robbery of 1963, wherein a band of
robbers commandeered a Royal Mail train headed from Glasgow
to London. Their carefully planned heist netted the crew £2.6 mil­
lion, the equivalent of£46 million today ($7.28 million and $76 mil­
lion, respectively).
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Fast-forward to today, and ve Seee that crime too can benefit
greatly from the exponential nature Otechnology. Using the Inter­
net, thieves have gone from roBbi1 i ndividuals and hundreds of
people at a time to stealing from tb0_us ands and now even millions
of individuals. As a result, we are Wtaessing a fundamental para­
digm shift in the nature of crime and how it is committed. With
technology, crime scales, and it eals exponentially.

As noted previously, the 2007 T.I. Max hack was the larg­
est retail crime of its kind at the time initially affecting forty-five
million customers and their finaocia I data. But news headlines
have made it abundantly clear Ty was not an isolated incident.
In June 2011, attackers compromised the Sony PlayStation gam­
ing network and gained access to more than seventy-seven million
online accounts, including victims' credit card numbers, names
addresses, dates of birth, and gaming log-in credentials. The inci­
dent kept the PlayStation Network off-line for days and affected
customers around the world. Criminals have lost no time in taking
advantage ofall the technological conveniences in our lives, includ­
ing our gaming consoles. In the eod, financial analysts estimated
that the repair bill for the Sony PlaySation hacking incident cost
the company in excess of $1 billion from lost business, outside con­
sultants, and various lawsuits.

Later, in 2013, Target stores across the United States admitted
that they too had become victims of a cyber attack against their
point-of-sale credit and debit card terminals. The episode could not
have come at a worse time for the retailer, at the very height of the
Christmas shopping season. In that incident, data from more than
110 million accounts were stolen, in a. n attack apparently master­
minded by a seventeen-year-old hacker in Russia.

Think about the scale and the enormity of the loss. Nearly
one-third of the American population. was simultaneously robbed.
Never before in the history of humanityhas it been possible for any
one person to steal 110 million of anyt:hing, let alone concurrently
rob more than 100 million people.

As incredible as the Target hack '\V'"as for its size and scope, just
over a year later, in August 2014, that number was surpassed by a
Russian hacking group that gathered 1.2 billion user names, pass­
words, and other confidential data fronn 420,000 Web sites, accord-
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ing toHold Security. Crime too has entered the age ofMoore's law,
and it has exponential consequences for us all.

Control the Code, Control the World

Technological progress is like an axe
in the hands of a pathological criminal.

ALBERT EINSTEIN

As the entire human race drives itself toward ubiquitous connection
to the Internet, we are transforming both ourselves and our world.
From this global interconnectivity will flow tremendous good. Man
grows omniscient as every fact or thought ever recorded becomes
available in real time regardless of its source or location. From the
chemical formula forphotosynthesis, to the current temperature in
Baku, to who won an English county cricket match in 1901, to the
latest shenanigans ofJustin Bieber, all is becoming knowable as we
plug ourselves into the global brain that is the Internet.

At thesame time, man is also growingomnipotent as theworld's
objectsgo online. You can activate your DVR from the freeway and
start your car from the living room. 3-D printers churn out auto
parts, clothing, and construction materials. Diabetic pumps, pace­
makers, and implantable cardiac defibrillators are all connected to
the Internet and transmit lifesaving digital data to your doctor in
real time. Physicians can even perform transatlantic surgeries via
tele-connected robotic surrogates, projecting surgeons into villages
where none had ever traveled. Human beings now have the capacity
to control things on the other side of the planet in ways that would
previously have been both unimaginable and impossible.

While there are obvious cost, efficiency, and capability advan­
tages to these transformations, they add tremendous complexity
to our world. One very rough approximation by which to examine
these complexities is by considering the number oflines ofcomputer
code (LOC) required to make a particular piece of software or sys­
tem function. For example, the 1969 Apollo II Guidance Computer
that safely guided astronauts the 356,000 kilometers from earth to
the moon and back only contained 145,000 LOC, a ridiculously
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paltry sum and a remarkable achievement by today's standards. By
the early 1980s, when the space shuttle became operational, its pri­
mary flight software had grown to a relatively slim 400,000 LOC.

By comparison, Microsoft Office 2013 is 45 million LOC,
slightly fewer than the 50 million lines of code required to run
the Large Hadron Collider located at the European Organization
for Nuclear Research. Today, the software required to run the
average modern automobile clocks in at a remarkable 100 million
LOC, many fewer than the unprecedented reported 500 million
LOC that ran the much maligned U.S. HealthCare.gov Web site.
Though direct comparisons are difficult, HealthCare.gov was
roughly thirty-five hundred times more complex than the guid­
ance system that broughtApollo 11 to the moon and back. Is it any
wonder the Web site crashed and burned?

The growing complexity of computer software has direct
implications for our global safety and security, particularly as the
physical objects upon which we depend-things like cars, airplanes,
bridges, tunnels, and implantable medical devices-transform
themselves into computer code. Physical things are increasingly
becoming information technologies. Cars are "computers we ride
in," and airplanes are nothing more than "flying Solaris boxes
attached to bucketfuls of industrial control systems." As all this
code grows in size and complexity, so too do the number of errors
and software bugs. According to a study by Carnegie Mellon Uni­
versity, commercial software typically has twenty to thirty bugs
for every thousand lines of code-50 million lines of code means
1 million to 1.5 million potential errors to be exploited. This is
the basis for all malware attacks that take advantage of these com­
puter bugs to get the code to do something it was not originally
intended to do. As computer code grows more elaborate, software
bugs flourish and security suffers, with increasing consequences for
society at large.

Growing system complexities, even when not intentionally ex­
ploited by bad actors, can still pose significant safety risks. Take,
for example, the 2003 Northeast blackout that left fifty-five mil­
lion people in Canada and the United States in the dark for days. A
labyrinthine electrical grid, an operator error, and a software bug
led to the largest blackout in North American history. Computer
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failures also played a role in the 2010 Deepwater Horizon disaster
that killed eleven workers and created the largest environmental
catastrophe in American history, leaking 4.9 million barrels of oil
into the Gulf of Mexico. At a government hearing into the di­
saster, Michael Williams, the chief electronics technician aboard
the Deepwater Horizon, testified that crucial drill monitoring and
control systems were crippled by frequent software crashes and a
"blue screen of death" on the oil rig's computer prior to the explo­
sion that sank the rig.

Though the 2003 Northeast blackout and the Deepwater Hori­
zon disaster were by all accounts accidents, they provide useful
insights into the tremendous harm that can stem from computer
system malfunctions. Whether a computer system fails because of
accidental or criminal action, however, is only a question of intent.
Given the large number of bugs in modern computer code, what
might come to pass if malicious intent were applied? The very
same technology that can save the world and enable globalization
can be used by radicals, criminals, terrorists, and governments to
destroy it.

Unfortunately, once a cyber weapon is released into the wild,
it does not die. It can be repurposed. Unlike conventional bombs,
which explode into a million parts when dropped on their targets,
weaponized malware can be used over and over again. Though
military and intelligence officials may spend millions of dollars
secretly developing a particular weapon, computer code is easy
to copy. Once released, it becomes available to hacktivists, crime
groups, and terrorists to exploit for their own purposes, enabling
new forms of cyber-weapons proliferation.

Think ofit as a virtual Molotov cocktail that, once lobbed their
way, can now be thrown back over the fences at us. We've already
seen this happen as criminal organizations and rogue governments
have copied the code designs initially used against them and repur­
posed them for their own attacks. As computer code continues to
be weaponized, attacks like these will become both more common
and more sophisticated.

It is unsettling but true that to date no computer system has
been created that cannot be hacked-a sobering fact given our cat­
egorical reliance on these machines for everything from communi-
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cation to transportation to health care. Not only are the passwords
and system checks that left Mat Honan so vulnerable a farce, but so
is the software we use to run the world. Plainly stated, when every­
thing is connected, everyone is vulnerable.

The power of Moore's law applies not just to the positive
aspects of technology but to its negatives as well. With Moore's
law come Moore's outlaws-criminals, terrorists, hacktivists, and
state actors who exploit technology at will. They are keenly aware
of how to take advantage of system complexities and poorly writ­
ten software to wring what they want from our rapidly develop­
ing technology-based civilization. With all objects transforming
themselves into computers and all computers run by code, these
powerful new illicit actors clearly understand that ifyou control the
code, you control the world.

But it's not just criminals and rogue governments that we
should be worried about. Often, the very companies and organiza­
tions that we count on for protection, advice, and entertainment
are leaving us incredibly vulnerable, for they too control the code
that runs our lives.



CHAPTER 4

You're Not the Customer, You're the Product

The truth will set you free, but first it will piss you off.
GLORIA STEINEM

Parkinson's, relapsing remi_tting mul~iple ~clerosis, necrot!zing
fasciitis, acute lymphocytic leukemia, childhood-onset diabe­

tes, HIV, amyotrophic lateral sclerosis-a diagnosis of any one of
these diseases would undoubtedly strike fear in the hearts of most
patients receiving such life-altering news. In years past, individu­
als with such illnesses would have found themselves depressed and
alone, unable to discuss their plight with others who knew exactly
what theywere going through.Moreover, the paucityofcomprehen­
sible medical information written for actual human beings would
have further isolated these patients from friends and family. That
is whyJamie and Ben Heywood (whose brother was diagnosed with
Lou Gehrig's disease) founded the Internet site PatientsLikeMe
.com-to allow visitors to share their stories and connect with oth­
ers going through the exact same health trials and tribulations.
Since the site's founding in 2004, it has grown to a global commu­
nity ofmore than 200,000 patients diagnosed with fifteen hundred
unique diseases. For thousands of people, PatientsLikeMe.com has
been both a figurative and a literal lifesaver, as users learned more
about their illnesses and exchanged survival strategies and treat­
ment protocols in a variety of online discussion forums.
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It was that opportunity to connect with others that first drew
Bilal Ahmed, a thirty-three-year-old businessman from Sydney,
Australia, to the site. Ahmed had been suffering from anxiety and
depression since the death of his mother, and he found it difficult
to discuss his condition with friends and family. Ahmed created
a pseudonym account on PatientsLikeMe and joined its Mood
Forum, where users share intimate details about emotional disor­
ders such as bipolar disease, PTSD, bulimia, addiction, OCD, and
thoughts of suicide. On the Mood Forum, he dutifully listed his
symptoms, test results, and all the drugs he had been prescribed
to treat his depression. There he connected with other patients
around the world, formed friendships, and shared the most inti­
mate of details regarding his illness on the password-protected
site-receiving exactly the type of support he had yearned for.

It was for that reason that Ahmed felt so violated after having
been notified by PatientsLikeMe of "unauthorized activity" on its
Mood Forum discussions board. At 1:00 a.m. on May 7, 2010, sys­
tem administrators noticed suspicious activity coming from several
new accounts that were "scraping," that is, copying every single
message off the private online forum and downloading the infor­
mation to a third-party site. PatientsLikeMe eventually identified
the intruder responsible for the break-in: the Nielsen company, the
same advertising giant known for TV's Nielsen ratings. A Nielsen
subsidiary known as BuzzMetrics admitted taking the data, which
it added to its online collection of information purloined from the
other 130 million biogs, eight thousand message boards, Twitter,
Facebook, and other social media sites it tracked. Nielsen sells
these data to advertisers, marketers, and, in this case, major phar­
maceutical houses as raw material in a multibillion-dollar global
data-mining industry.

Nielsen's egregious activity, though ethically repugnant, was
technically legal under current federal law, and on May 18, 2010,
PatientsLikeMe disclosed the incident to its entire user commu­
nity. The company also took the opportunity to remind users of its
own privacy policy terms and conditions:

We take the information patients like you share about
your experience with the disease and sell it to our
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partners (i.e., companies that are developing or selling
products to patients). These products may include drugs,
devices, equipment, insurance, and medical services ...
[Y]ou should expect that every piece of information
you submit (even if it is not currently displayed) may be
shared.

Wait, what? The note disclosing the Nielsen break-in was bad
enough, but the follow-up e-mail detailing the Web site's privacy
policywas amassivewake-up call. Formost users ofPatientsLikeMe,
it was the first time they realized that all the medical information
that would previously have remained securely locked in the filing
cabinet of their doctors' offices-their conditions, diagnosis dates,
family histories, symptoms, CD4 counts, viral loads, lab results,
biographical information, gender, age, photographs, and even
entire genetic sequences-was now being sold by PatientsLikeMe,
the very place these desperate patients had trusted to help them and
to protect their information.

Though PatientsLikeMe claimed it only sold de-identified/
anonymized data on its patients, new and emerging data compa­
nies such as PeekYou LLC of New York had long ago worked out
a variety of patentable techniques to match people's real names to
the pseudonyms they used on biogs, chat forms, and Twitter. In
other words, any pharmaceutical company or health insurer that
wanted the information from PatientsLikeMe need only hire Peek
You to reverse engineer your user name or pseudonym en masse
to fully identify you. For Bilal Ahmed, this meant that all of the
personal data he had entrusted to PatientsLikeMe were now owned
by Nielsen/BuzzMetrics. In a public interview after his identifi­
cation, Ahmed noted he felt totally violated by the incident and
immediately deleted all his posts from the site as well as the list
of drugs he had been prescribed, but by then of course it was too
late. Every time he and other patients had posted highly detailed
accounts of their illnesses and symptoms on PatientsLikeMe, there
were companies like Nielsen lurking in the background scraping
up all the data he shared. Those that weren't siphoned off by third
parties were freely sold by PatientsLikeMe itself, disclosed in the
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fine-print privacy policy that Ahmed and so many others failed to
ever read when they created their accounts.

As Ahmed discovered, social networks are the new pub­
lic records. All that you share, wittingly or not, is being scraped,
sorted, and warehoused by newly emerging global data behemoths
and sold to advertisers, governments, and third-party data brokers,
each with an increasingly voracious appetite to know the most inti­
mate details ofyour life. These data can be used to determine ifyou
have any preexisting conditions, ifyou should pay higher life insur­
ance rates, or if you should be denied a job or promotion. While
sharing may be caring, it also could mean higher insurance rates. As
a result, the hundreds of thousands ofpeople using PatientsLikeMe
learned a valuable if painful lesson: they were not in fact the Web
site's customers; they were its product, sold to the highest bidder in
an effort to drive the company's own bottom line.

Our Growing Digital World-What They Never Told You

By 2013, Americans were spending more than five hours a day
online with their digital devices. We read the news on Web sites
run by CNN, the New York Times, and ESPN. We check our bank
balances at Citibank and Wells Fargo. We shop at Amazon and
Macy's. We pay our ConEd and Comcast bills, make appointments
with our doctors, and check our health insurance with Blue Cross.
We watch House of Cards on Netflix and Downton Abbey on Hulu.
And that's just the beginning. Take a moment to think about how
you used your smart phone today. Eighty percent of us check our
mobile phones for messages within fifteen minutes of waking up.
Did you provide a quick status update today to your friends on
Facebook? You'll probably get a "Like" or two or maybe a funny
comment from a friend. And what about those selfies you sent your
boyfriend? The Internet has become a vast and free treasure trove
of information and entertainment, and so we dutifully gorge our­
selves at the trough. And at every step ofthe way, we are collectively
leaving behind a daily digital exhaust trail big enough to fill the
Library of Congress many times over. How all these data are ere-



58 A GATHERING STORM

ated, stored, analyzed, and sold are details that most of us readily
gloss over, but do so at our own peril.

There is no denying the power of social media. In a mere ten
years since its creation in 2004, Facebook sprinted from zero to 1.3
billion members around the globe. Each day, more than 350 million
photographs are uploaded, while the omnipresent Like button is
pressed approximately six billion times. Social media chronicle our
dates, graduations, home purchases, childbirths, new pets, mar­
riages, and divorces. They also can be instruments for geopolitical
change, as was seen during the 2010 Arab Spring, when a Google
executive named Wael Ghonim created a Facebook page to high­
light the slaughter of a young Egyptian protester at the hands of
Hosni Mubarak's internal security forces. "Two minutes after he
started his Facebook page, 300 people had joined. Three months
later, that number had grown to more than 250,000." Similarly,
Twitter, Google, and other services were credited with helping to
drive change in Tunisia, Iran, and Libya. While history will judge
the role social media played in the Arab Spring, there is no doubt
these services can be a force for good.

And the allure of these tools is clear. After all, most ofus spend
our lives trolling the Web for music, recipes, investment advice,
news, directions, business opportunities, celebrity gossip, and
sports scores. When we're not checking e-mail, we're playing Tem­
ple Run or Fruit Ninja. And it's all entirely free of charge. Even the
fees we once paid to travel agents, newspapers, and music compa­
nies have all but disappeared-eliminated thanks to the generous
people who brought us the World Wide Web. But did you ever stop
and wonder why Google never sends you a bill?

Ask the average person why Google, Facebook, Twitter, You­
Tube, and Linkedln are free, and he or she may be a little fuzzy
on the details. Many think it has to do with advertising-that is,
those annoying banner ads or pop-up screens with which we are
constantly barraged. Perhaps, but that is only a small part of the
story. Others may believe the trade-off to be pretty simple. These
companies give us valuable services for free, such as e-mail, news,
videos, and a place to post pictures, and in return we give them
a little bit of information about ourselves. Occasionally, we need
to watch an advertisement that has been specifically designed to
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suit our needs, but privacy settings put us in the driver's seat and
nobody gets hurt, right? If only it were that straightforward. The
reality of the bargain we've made is much more disconcerting.

Take Google as an example, a company founded in 1998 by two
Stanford PhD students, Larry Page and Sergey Brin, in a friend's
garage in Menlo Park, California. The pair invented a ground­
breaking algorithm that vastly improved search results on the
nascent World Wide Web and attracted a loyal following drawn in
by their simple interface and high-quality search results. In 2000,
they began selling ad keywords for particular products aligned with
any given search phrase. For example, if your query was "Paris,
France," you would be served up sidebar ads for Air France, travel
insurance companies, orHilton Hotels. Companies looking for new
customers could now market via Google's keyword ads with previ­
ously unknown precision, getting a much better return for their
advertising dollars. What started as a humble idea by two Stanford
students in 1998 had by 2015 grown into a global juggernaut.

Over the years, Google has introduced dozens ofproducts that
make our lives simpler and more productive. When it launched
Gmail in 2004, it offered an amazing one gigabyte of data, vastly
outmatching the paltry two megabytes offered by the dominant
player of the day, Microsoft's Hotmail. As the young organization
hit its stride, other fantastic products emerged, and eventually we
were introduced to Google Calendar, Google Contacts, Google
Maps, Google Earth, Google Voice, Google Docs, Google Street
View, Google Translate, Google Drive, Google Photos (Picasa),
Google Video (YouTube), Google Chrome, Google+, and Google
Android, to name but a few. One by one, services such as phone
calls, translation, maps, and word processing-services for which
we would previously have paid hundreds of dollars (think Micro­
soft's Office)-were now suddenly free.

The most benevolent interpretation of this bounty would be
that Google was merely providing products the public wanted, sat­
isfying our ever-growing technological needs (and those of adver­
tisers). A less altruistic explanation might be that each and every
one of the aforementioned products was created with the specific
intent to trick, cajole, and coax users to reveal an ever-increasing
volume ofdata about themselves and their lives ad infinitum. People
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might balk if they fully understood the true nature of the exchange.
So, to paraphrase Otto von Bismarck, it's best for Google's cus­
tomers if they don't see or know quite how the sausage is made.
But pulling back the curtain and studying the sausage factory are
fundamental in order to understand an ever-growing mountain of
data security risks facing our world today.

The gradual siphoning of your data begins innocently enough
when you first start using Google to search the Web. You search,
and it tracks and records the queries, not to mention every link
you click on. From that initial search product, the carefully orches­
trated acquisition of your personal information is carried out with
artful precision. Eventually, a search engine wasn't enough, and
Google craved additional ways to gain further insights into you,
your hopes, dreams, and desires. The result? Gmail. By providing a
vast amount ofstorage space and a wonderfully seamless experience,
Google gained access to both your personal and your professional
e-mails. Now Google could understand not just your searches but
everything you were writing and to whom. Google scanned and
electronically read your messages and found new insights it could
offer to advertisers, increasing its fees along the way as it refined its
profile ofyou. If you wrote an e-mail to your mom telling her you
were sad over a recent breakup, Google might suggest an antide­
pressant, a comedy club, or a Caribbean vacation. As long as you
remained logged in to Gmail, it could track all of your searches
to your unique identifier with the company; as a result, Google's
profile ofyou grew richer, as did the company.

When Google offered you the opportunity to store your con­
tacts online, it in turn could evaluate the size, strength, and pur­
chasing power of your social network. When Google introduced
its Maps program and provided gratis GPS and driving directions,
it could now track the places you went. Google wondered whom
you were calling and created Google Voice to find out. Not only
could it now track every one of your telephone calls, but it would
transcribe your voice-mail messages using voice-recognition and
voice-transcription software. A very cool technical feat at the time,
it also allowed Google to understand what you and your interlocu­
tors were discussing. If somebody left you a voice-mail message
suggesting Italian food for dinner, Google would sell that informa-
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tion to its advertisers, and suddenly ads for pizza would show up
across your Google world. For further precision, Google created
the Android operating system (OS) and gave it away for free. In
exchange, Google could now track you anywhere and everywhere
you took your smart phone.

Of course if Google told you all this, you might be freaked
out, so instead a pretty ruse was created, a fig leaf of sorts. When
Google was founded, it projected itself as the underdog, the little
guy battling evil Microsoft. In fact, Google would tell its users that
it was so benevolent that it decided to make "Don't be evil" its off­
cial company motto. To allay any lingering doubts, Google's icons
and graphics, like its childlike multicolored logo and the adorable
little green Android guy, were created to be so cute and nonthreat­
ening that surely they could be trusted. Google Doodles, drawings
on its home page celebrating everyone from Martin Luther King
to Gandhi, further reassured the public that these were the good
guys. Besides, Google had all these privacy policies too, which pro­
tect me, right? Not so fast.

Viewed with a skeptical eye, Google creates products not to
give you free e-mail but to get more data out ofyou. Like a pusher
holding that first dime bag of heroin over a soon-to-be junkie,
Google gave you something "on the house," and only later might
you realize the implications of the bargain you were making. By
then, it was too late. This became clear when in early 2012 Google
announced it was merging its data across all of its seventy products
and services. The result: a unified, profound, and unprecedented
view of you and your world. Previously, your searches in Google,
what you did on your Android phone, and the videos you watched
on YouTube were data that in theory Google held separately. Not
anymore; now Google has a single unified, highly detailed picture
of you and everything you do across its Googleverse. Many have
even argued that Google knows you better than you know yourself.
It is precisely because it has all of these data that it can command
top dollar from advertisers for your information.

If it wasn't abundantly clear previously, you are not Google's
customer; you are its product. That's why you don't get a bill. That's
why there's no 800 number for technical support. Those items are
reserved for its real customers: the advertisers who are purchasing
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all the data you litter along Google's information superhighway.
You are the thing Google sells to other people; that's the deal it
never quite made truly clear to you, and whether or not you realize
it, you are completely complicit in the process.

Google to its credit provides mostly wonderful products that
serve the needs of its users, and the company is filled with loads of
extremely talented and dedicated employees. But make no mistake,
its loyalty will always be first and foremost to its advertisers, who
pay the bills, and to its shareholders, to whom it has a fiduciary
obligation to extract from you (its product and supply chain) the
maximum value possible. That is why Google stores every search
you have ever conducted on the site indefinitely: "the Ohio State
college Republicans" you asked about ten years ago, the "symptoms
of gonorrhea" after that one-night stand, the "Girls Gone Wild
videos" while traveling forwork at your hotel, "is my husband gay?"
when feeling dejected and lonely.

Google does not forget, and Google does not delete. Each of
the above queries is used to profile you, categorize you, and sell
you to advertisers and data miners who make further assumptions
about you based on your searches, e-mails, voice mails, photo­
graphs, videos, and locations as cataloged by Google. How many
data is Google processing every day? you might wonder. About 24
petabytes' worth (that's 1 million gigabytes or 1,000 terabytes-a
measure used to describe a volume of data). To put that in perspec­
tive, it takes approximately "I gigabyte of data to store 10 yards of
books on a shelf." If all the data Google processed on a daily basis
were printed and those books were stacked on top ofeach other, the
pile of books would reach halfway from earth to the moon. That's
how much information Google is storing on users-every day!

With all of these data come immense insights and tremen­
dous power, but as the old saying goes, power corrupts. Around
the world, Google has been repeatedly sued for privacy violations,
security breaches, mishandling user data, theft of intellectual
property, tax evasion, and contraventions of antitrust laws. After
a lawsuit by thirty-eight American state attorneys general in 2013,
Google admitted that its bizarre-looking Street View cars, those
outfitted with high-tech 360-degree roof cameras, were not just
taking photographs for its Street View mapping product as they
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drove down the streets ofour neighborhoods but also pilfering data
from computers inside our homes and offices, including passwords,
e-mails, photographs, chat messages, and other personal informa­
tion from unsuspecting computer users.

In October 2013, a federal judge refused to dismiss a class­
action lawsuit against Google claiming its practice of reading and
scanning users' Gmail accounts violated U.S. laws against unlawful
interception and wiretap. Before that, in 2012, Google was fined
a record $22.5 million by the Federal Trade Commission when it
was revealed it routinely circumvented privacy settings on Apple
computers and for those using Apple's Safari Web browser to track
users across the Web against their clearly stated wishes.

Of course Google is a highly innovative company, and in
its quest to coax ever more data out of you for its real customers
(advertisers), Google has planned a host of new products that may
make past privacy concerns pale by comparison to future ones.
One such product is Google Glass-a wearable computer in the
shape of a pair of eyeglasses sporting an "optical head-mounted
display" that connects to the Internet and is capable of projecting
visual information onto a screen embedded in the glass. The device
runs on the Android operating system and can take photographs
and video and stream them in real time via its built-in camera and
microphone.

In early 2014, Google Glass was the subject of a Simpsons epi­
sode titled "Specs and the City" in which all ofMr. Burns's employ­
ees were given a pair of "Oogle Goggles." On the show, Homer
Simpson and his colleagues use the glasses to see new information
about the things and people around them. Ominously, perhaps pre­
sciently, Mr. Burns, while seated in his office command center, is
able to access the glasses of all his employees and see what they are
viewing and doing in real time (in an effort to reduce theft ofoffice
supplies).

Even the former head of the Department of Homeland Secu­
rity (DHS) Michael Chertoff has raised privacy and public policy
concerns about Google Glass. He rightfully asked who owned
the users' video data and whether the entire video database would
be mined and analyzed for commercial purposes. One could also
legitimately ask about government access to these data, either ret-
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respectively or in real time, for reasons ranging from crime fight­
ing to "national security." Consider the implications for a moment:
By using Google Glass, are you granting the company the right to
capture all the live-streaming moments of your daily life, every­
thing you see and hear, so that it can sell these data to advertisers?
For example, if, while you were wearing the glasses making your
morning coffee in your bathrobe, the Google Glass vision algo­
rithm recognized the object in your field of view as a coffeepot
(entirely possible), might you start seeing coupons for Starbucks on
your eyeglass screens? Given the aforementioned privacy violations
we've seen from the search giant, what else might it be capable of as
we enter the age ofwearable surveillance?

The Social Network and Its Inventory-You

Of course Google is not alone in its business model of selling you
to its advertisers, and there are thousands of companies around the
world that do the exact same thing, including most notably Face­
book. Founded by Mark Zuckerberg in his dorm room at Harvard
in 2004, Facebook is the iconic Silicon Valley success story. With
more than 1.2 billion monthly active users, Facebook is by far the
largest social network in the world. It has succeeded by getting peo­
ple to talk about themselves in ways never previously imagined. Sex­
ual orientation, relationship status, schools attended, family tree,
lists of friends, age, gender, e-mail addresses, place of birth, news
interests, work history, catalogs of favorite things, religion, political
affiliation, purchases, photographs, and videosFacebook is a mar­
keter's dream. Advertisers know every last intimate detail about a
Facebook user's life and can thus market to him or her with extreme
precision based upon the social graph Facebook has generated.

Moreover, Facebook created a variety of innovations that allow
it to track users across the entirety of the Web, including via its
omnipresent Like button. You've been trained to click on the cute
little blue thumbs-up button to express your support for a particu­
lar idea, status update, or photograph; after all, it's the polite thing
to do. Your friends see that you support their message, but what
neither of you sees is what happens with the data generated with
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each and every Like-data that are captured, dissected, and sold
to marketers and data brokers around the world. When you use
Facebook's ubiquitous log-in credentials to visit other sites on the
Web, such as Spotify and Pandora, Facebook's data-mining engine
is crunching your preferences for Lady Gaga over Blake Shelton,
just as it is tracking all the Web sites you visit with the Facebook
icon on them (even ifyou don't log in).

In case you aren't sharing enough, Facebook is happy to cre­
ate new rules and regulations to force you to share more, as it did
in 2012 when it instituted its mandatory timeline "feature." The
change provided advertisers a dynamic, ever-updatingwindow into
your life's interests at any moment in time and more fodder for
Facebook to sell to advertisers. Facebook, like Google, has been
broadly criticized on issues including privacy, child safety, and hate
speech. It has been sued repeatedly around the world, most recently
in U.S. federal court in SanJose, California, for regularly and "sys­
tematically intercepting users' private messages ... and sharing the
data with advertisers and marketers."

Of course, Google and Facebook are by no means alone in get­
ting you to reveal personal data about yourself and selling them:
so too are Twitter, Instagram, Pinterest, and hundreds of other
firms. For example, did you realize every time you speak a query
into Apple's Siri artificial intelligence agent, your voice record­
ing is analyzed and stored by the company for at least two years?
The question, however, is not who is storing your data-everybody
seems to be these days-but what are they doingwith the informa­
tion? If the Faustian bargain were as simple as we provide you cool
services "for free" in exchange for a few data, all would be fine in
the world. But things are not so simple, and as you will soon see,
keeping and storing these massive volumes of data in a world that
is so connected, dependent, and vulnerable puts you at risk in ways
you might never have imagined.

You're Leaking-How They Do It

Every time you visit a modern Web site, the site places invisible
digital marking files known as cookies on your computer or phone's
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hard drive. With these tiny computer files, it becomes possible to
track you and your activities across the Web. In addition, all your
digital devices have their own unique fingerprints that allow you
to be traced, shadowed, and cataloged. Unique identifiers, such as
the Internet protocol (IP) address for the computer network you
use to access the Internet, the media access control number (MAC
address) from your \Vi-Fi network cards, and the IMEi or IMSI
number from your mobile phone, all allow online companies to
know exactly what devices (and users) are utilizing their services.

All of these data are tracked, unified, and exploited to give
Internet companies and their advertisers a clear and persistent look
into you and your online activities. According to a 2012 Wall Street
Journal study, one of the fastest-growing businesses today is spying
on Internet users. In its report, it highlighted fifty of the most pop­
ular Web sites and discovered that on average each left more than
64 cookie tracking files for advertisers to trace and surveil your
online activities. The Web site with the most tracking software
was Dictionary.com with a total of 234 tracking files implanted on
your computer with every visit. All of these tracking beacons and
cookies are combined with your Likes, pokes, and tweets to paint
an eerily detailed picture of the digital you. Accordingly, your com­
puter's cookies transform themselves into cookie monsters, reveal­
ing data you never intended to become public.

Not only are you leaking data as a result of your own social
networking activities, but your friends and family are leaking
data about you as well. Every time a colleague puts your name
and address into his Google Contacts or iPhone, he is providing
Google and Apple with your personal details. Record a birthday in
Microsoft's Outlook calendar for your nephew, girlfriend, or busi­
ness colleague, andMicrosoft now knows the person's date ofbirth.
When your friends tag you at a party on Facebook (after you called
in sick to work), they have shared your location with marketers and
potentially the rest of the world, including your boss. Social media
and Internet companies love when users do this work for them;
it's like having free code monkeys completing survey after survey
feeding their big-data machine.

This even happens when your friend uses a particular Internet
site or service that you don't. For example, for those who do not
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have a Gmail account but whose friends do, sending an e-mail to
any one of Gmail's 425 million users means that Google has now
become a party to your conversation. So ifyou use your university
or work e-mail address to send your sister a message on her Gmail
account, and even though you never opened a Google account
yourself, Google will still read, scan, and search the message for
words of interest that it can sell to advertisers-a practice for which
it is now being sued in federal court. In its defense motion for the
case filed with Judge Lucy Koh, Google shockingly claimed "a
person has no legitimate expectation of privacy in information he
voluntarily turns over to third parties." In other words, Google's
argument is that by e-mailing any Gmail user, you have automati­
cally waived any privacy rights and consented to its seizure and sale
of your e-mail message and its contents, even if you intended the
message to be private and don't have a Gmail account yourself.

It's not just your friends who are leaking data about you to third
parties such as Google but also your children. In fact, sites aimed
at children install more tracking technologies on computers than
those for adults. Though a federal law titled the Children's Online
Privacy Protection Act limits the information online marketers can
collect on kids under thirteen, the rule is blatantly violated on a
routine basis. Children are repeatedly presented with requests to
sign up for contests, play games, and fill out online questionnaires
in an effort to elicit more and more data about them, in contra­
vention of federal law. Well-known companies such as McDon­
ald's, General Mills, Viacom, Turner Broadcasting System, and
Subway have all been fined for coaxing data out of young kids
on their highly cartoon-ified Web sites such as HappyMeal.com,
ReesesPuffs.com, Nick.com, and SubwayKids.com. In another
case, Sony BMGMusic asked minors to enter their street addresses
and phone numbers on fan pages for their favorite bands, informa­
tion that Sony then sold to data brokers on at least thirty thousand
occasions, without first obtaining parental consent as required by
federal law. But why would venerable companies like McDonald's,
Google, Facebook, General Mills, and Sony commit acts such as
these? Simply stated, there are vast sums of money at play, and
you and your data are worth the risk to them, given the exorbitant
rewards.
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The Most Expensive Things in Life Are Free

The business proposition that most Internet users do not under­
stand is that they are indeed paying for all of the so-called free
services thev receive online-and paying dearly. That sucking
sound you hear is your privacy, your data, and all of the details
that make up your unique identity being inhaled by the giant
Internet vacuuming system. The details of your searches-stuff
you wouldn't dream of sharing with your closest friends and
family-are being filtered into a big computer algorithm in the
sky, aggregated into petabytes, and sold for billions. That is why
you have free search and Google has a $400 billion valuation.
Because ofyou-its product. That's the deal you've made, whether
you realize it or not.

Google's consolidated revenue for 2013 was more than $59 bil­
lion. That amount is the difference between howmuchyour privacy
is worth to Google's advertisers and how much you are not being
paid. Google gets $59 billion, and you get free search and e-mail.
A study published by the Wall Street Journal in advance of Face­
book's initial public offering estimated the value of each long-term
Facebook user to be $80.95 to the company. Your friendships were
worth sixty-two cents each and your profile page $1,800. A business
Web page and its associated ad revenue were worth approximately
$3.1 million to the social network.

Viewed another way, Facebook's billion-plus users, each duti­
fully typing in status updates, detailing his biography, and upload­
ing photograph after photograph, have become the largest unpaid
workforce in history. As a result of their free labor, Facebook has a
market cap of $182 billion, and its founder, Mark Zuckerberg, has
a personal net worth of$33 billion. What did you get out of the deal?
As the computer scientist Jaron Lanier reminds us, a company such
as Instagramwhich Facebook bought in 2012-was not valued at
SI billion because its thirteen employees were so "extraordinary.
Instead, its value comes from the millions of users who contribute
to the network without being paid for it." Its inventory is personal
data-yours and mine-which it sells over and over again to parties
unknown around the world. In short, you're a cheap date. You've hap­
pily provided Internet companies everything you know, everything
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you do, and everywhere you go in exchange for a modicum ofconve­
nience or entertainment.

As if that cash-for-data deal weren't stark enough, Google has
decided to grow its $400 billion valuation by using you and your
photographs in its advertisements. In October 2013, the company
announced a new feature, called shared endorsements, that began
to appear in search, map, and Google Play store results. So if, for
example, you rated a song five stars in Google Play's music store
or gave a +1 thumbs-up of support to your local bar or bakery,
Google now granted itself the right to sell your likeness, name,
and endorsement to ad firms and data brokers. This way when your
friends Charlie and Juanita searched for a bar or a song in Google,
they would see your shining face endorsing the product next to
their search results. George Clooney and Angelina Jolie get paid
for their celebrity endorsements; do you?

Google introduced "shared endorsements" after a highly contro­
versial similar program called Sponsored Stories was established by
Facebook in which the company used your Likes to endorse its true
customers-advertisers and the products they represented. After a
class-action lawsuit was filed against Facebook, the social network
ended the controversial feature, but not before earning $230 million
in the eighteen months that the program ran. In the end, Facebook
settled the lawsuit for $20 million, or about two cents for each of its
users. Right about now you may be asking yourself, "But how can
they get awaywith this?" The answer is simple: you said they could.

Terms and Conditions Apply (Against You)

"I have read and agree to the Terms of Service"
is the biggest lie on the Web.

TERMS OF SERVICE: DIDN'T READ, HTTP://TOSDR.ORG

We've all seen them. Those impossibly long, fifty-page disclaimers
written in four-point font, single-spaced, with one-eighth-of-an­
inch margins. They are designed to be impossible to read-so we
don't. We don't read them, we don't understand them, and for this
we pay a heavy price. In today's world, terms of service (ToS) are
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attached to every Internet site, mobile phone contract, cable TV
subscription, and credit card. They delineate how all your private
data can be sucked away from you and used in ways unimaginable­
including many chat we would object to, if only we could actually
understand the agreement we were making.

According to a study at Carnegie Mellon University, the aver­
age American encounters 1,462 privacy policies a year, each with an
average length of 2,518 words. If one were to read each and every
one of those policies, it would take seventy-six full workdays, at
eight hours a day, from our lives. In the aggregate, that works out
to 53.8 billion hours for all Americans, at an estimated national
opportunity cost of $781 billion of lost productivity every year
because of the nightmare and disgrace that are the ToS.

Of course if this were just a story about lost productivity, it
might not be so egregious, but these policies directly affect your
wallet as well. A study in the all Street Journal estimated that
the completely one-sided language in the ToS policies costs each
American household $2,000 a year-for a total of $250 billion
annually-money that we are cheated out of as a result of a deck
of cards that is entirely stacked against us. Though companies call
these policies terms of service, for consumers they would be much
more aptly described as "terms of abuse."

Let's just take one example of what it is costing you to use a
social media site, in this case, LinkedIn, whose privacy policy states,

You grant Linkedln a nonexclusive, irrevocable,
worldwide, perpetual, unlimited, assignable,
sublicenseable, fully paid up and royalty-free right to us
to copy, prepare derivative works of, improve, distribute,
publish, remove, retain, add, process, analyze, use and
commercialize, in any way now known or in the future
discovered, any information you provide, directly or
indirectly to Linkedln, including, but not limited to, any
user generated content, ideas, concepts, techniques and/or
data to the services, you submit to Linkedln, without any
further consent, notice and/or compensation to you or to
any third parties. Any information you submit to us is at
your own risk of loss.
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So by using Linkedln, you are granting it irrevocable and
perpetual access (for free) co any information you have ever listed
on the site; there's no take backs, no do overs. Once it has your
data, social network graph, work history, skills, and education, it
can sell chem now or in the future in any way it desires, includ­
ing in ways not yet discovered (for example, to own perpetual
holographic rights to use your images in advertising?). To dem­
onstrate how ridiculous privacy policies have become of late, the
British retailer GameStation ran an experiment to see if anybody
ever read its ToS. The company amended its privacy policy to
read,

By placing an order via this GameStationWeb site on
the first day of the fourth month of the year 2010 Anno
Domini, you agree to grant us a non transferable option
to claim, for now and for ever more, your immortal
soul. ShouldWe wish to exercise this option, you agree
to surrender your immortal soul, and any claim you
may have on it, within 5 (five) working days of receiving
written notification from gamesation.co.uk or one of its
duly authorised minions.

That's right, seventy-five hundredGameStation customers who
purchased something on its site for the one day it ran the experi­
ment irrevocably granted their immortal souls to the U.K. online
retailer. While the point was irreverently made, ToS are no laugh­
ing matter, and courts around the world have found your click to
be legally binding, with significant financial, privacy, and security
implications for you.

Nearly all Internet companies have similarly draconian poli­
cies that work against you. While most stop just short of claiming
rights to your immortal soul, many come pretty close, and the
more words they use, the worse it is for you. Facebook's privacy
policy has grown from 1,004 words in 2005 to 9,300 words by
2014 (not counting links to various sub-policies, terms, and con­
ditions). To put that in perspective, Facebook's privacy policy is
more than twice as long as the U.S. Constitution. Meanwhile,
PayPal's privacy policy and amendments are the longest in the
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industry at 36,275 words. By comparison, Shakespeare's "Ham­
let has 30,066 words, including the famous 'To be, or not to be'
soliloquy and the moving 'Good night, sweet prince' speech at the
end." Complicating matters further, Facebook and others grant
themselves full rights to change their privacy policies at will and
do so frequently.

Worse, many companies make the privacy settings nearly im­
possible to access and understand-Facebook alone has fifty differ­
ent privacy settings with 170 options, well beyond the understanding
of the average human being-and that's the point. Moreover, even
if you did spend the hours it might take to customize the privacy
options to your liking, any updates by Facebook to its ToS automati­
cally put all users back to the default settings, which are the maxi­
mum level of openness (so it can sell more of its product-you-to
its actual customers, advertisers). Unless you frequently check the
settings-as you should-you will find that Facebook has en masse
disregarded your explicit previously established privacywishes. As a
result, Facebook reserves for itself the power to monetize you with­
out interference or cacophony from its assembly line ofnoisy human
products.

Three months after it was purchased by Facebook, Instagram
outraged its users when it announced it would sell their names,
images, and photographs to advertisers. According to its updated
ToS, lnstagram argued that parents who had uploaded photographs
of their minor children had implicitly consented to the use of the
images in advertisements. The picture of your infant you uploaded
to share with your parents could now be used to sell baby food
because Instagram had granted itself those rights. Your brilliant
shot of the sun setting over Manhattan? It could be sold as stock
imagery for newspapers and magazines. As a result of its change
in ToS, sixteen billion user photographs now became Instagram's
intellectual property, explaining why Facebook paid $1 billion for a
company with thirteen employees.

Google too has demonstrated its penchant for ridiculous ToS.
For example, anybody who uses Google Docs or happens to upload
a spreadsheet, PDF, orWord document to Google Drive automati­
cally grants ownership of the document to Google. According to
Google's ToS,
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When you upload or otherwise submit content to our
services, you give Google (and those we work with) a
worldwide license to use, host, store, reproduce, modify
and create derivative works, such as those resulting from
translations, adaptations or other changes and license to
communicate, publish, publicly perform, publicly display
and distribute such content.

Think about that. IfJ. K. Rowling had written Harry Potter in
Google Docs instead ofMicrosoft Word, she would have granted
Google the worldwide rights to her work, the right to adapt or dra­
matize all the Muggles as Google saw fit, to say nothing of the
Hogwarts School ofWitchcraft and Wizardry. Google would have
retained the rights to sell her stories to Hollywood studios and to
have them performed on stages around the world, as well as own
all the translation rights. Had Rowling written her epic novel in
Google Docs, she would have granted Google the rights to her
$15 billion Harry Potter empire-all because the ToS say so.

That Facebook, Google, Twitter, and others all store your
online data and monetize it to the fullest extent possible should
be of little surprise by now. What might surprise, however, is the
growing number of platforms from which advertisers can collect
and process this information, including the formerly humble tele­
phone. Alexander Graham Bell would be shocked to see how his
invention had been transformed into the smart phones and apps of
today, each reaching deeper and deeper into our lives, with notable
risks to both our privacy and liberties.

Mobile Me

Right, my phone. When these things first appeared, they were
so cool. Only when it was too late did people realize they are as

cool as electronic tags on remand prisoners.
DAVID MITCHELL, GHOSTWRITTEN

There are currently more mobile phones on the planet than there
are people, and as a result an omnipresent digital skin has begun to
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envelop the earth, with consequences for all. Today's smart phones
are powerful miniature computers that we carry with us 24/7 and
have become an indispensable part of our lives. Sixty-three per­
cent of Americans admit to checking their phones every hour, and
nearly 10 percent check every five minutes. These devices are taken
to the bathroom, to the gym, and to our beds. Mobile phones and
tablets have replaced our cameras, computers, calculators, calen­
dars, address books, radios, televisions, and games. In fact, making
calls is only the fifth most common activity for which people use
their smart phones, afterWeb browsing, social networking, playing
games, and listening to music. These gadgets form an integral part
ofour lives, and 84 percent ofus admit that we could not go a single
day without our mobiles. Smart phones serve as our trusted com­
panions and as such have unlimited access to our day-to-day lives.
But has this access been granted without sufficient consideration of
what it means to be virtually conjoined with a computer we carry
on our person round the clock?

For as ubiquitous and useful as mobile phones are, they are also
veritable snitches in our pockets, digital spies tracking our every
move. That device in your purse or jeans that you think is a cell phone
is in reality a beacon, constantly signaling the world and providing
an incessant stream of data about you, your location, and your life's
activities. In the United States alone, mobile phones generate about
600 billion unique data events every day, including where you were,
whom you texted, and the photographs you uploaded. The volume
ofdata we leak via our home and work computers pales in compari­
son with what we're leaking through our digital pals in our pockets.
Mobile phones provide the clearest picture into any one person's
habits and preferences, and indeed into his or her life. So who has
access to all these data? Many more people than you realize. Know­
ing your physical location, where you spend your time and money
and with whom, provides greater opportunities to mine you ever
more deeply for monetizable information. Data brokers, spies, and
criminals too have come to view the cell phone as a rich fountain of
intelligence for their targeting purposes. As a result, they, like oth­
ers, are all going after the smart phone with a vengeance.

The opportunity to own all your mobile data was the reason
Google created its Android mobile phone operating system and
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gave it away to developers and users for free. But as we've seen
previously, free can be a very expensive proposition. The Android
mobile phone software provides Google with your mobile phone
number, network information, device storage data, call logs, and
contacts lists, plus access to a bevy of new sensors that can detect
your motion, location, and even ambient temperatures, humidity,
and sound levels.

Given all these new technological hooks into your life, Google
lost no time in filing a patent application for what it called "Adver­
tising based on environmental conditions." Ka-ching!Now Google
can detect ifyou are in a hot location and accordingly serve up an ad
for air-conditioning or ice cream. Using its ambient sound technol­
ogy, Google could also listen in on your phone calls for background
noise and then serve up ads based on those preferences. So if you
listen to Usher in the background while talking to Aunt Margaret
on your Android phone, Google has the ability to detect that and
show you ads for his upcoming concerts the next time you check
your Gmail or search the Web.

Facebook too has now added the ability to use your phone's
microphone to listen in on you and the ambient sounds nearby-all
agreed to in the updated ToS and part of its big push for mobile
users. When Facebook revealed in the fourth quarter of2013 that it
had reached 945 million monthly mobile users and that 53 percent
of its revenue was now coming from mobile ads, the market show­
ered its love on the company, adding billions of dollars to its valua­
tion in the days following the announcement. By finally creating its
own mobile app for users, Facebook devised not only a better user
experience but also a new tool for grabbing voluminous amounts of
data from a user's mobile device.

Pilfering Your Data? There's an App for That

An Apple iPhone commercial in 2009 famously introduced us to
the phrase "there's an app for that" as a means of demonstrating
there is an iPhone application for every possible human need. A
bold statement at the time, but perhaps Steve Jobs was right. Since
its launch in 2008, there have been more than sixty-five billion
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downloads from Apple's App Store, generating revenues of over
$10 billion in 2013 alone. To compete with Apple, Google launched
its own app store known as Google Play, and each company hosts
more than a million separate applications available for download.
The growth rate of these small software programs known as apps
has been phenomenal, but what motivates tens of thousands of
developers around the world to create apps? Money of course, but
how do they make money when the majority ofapps are free? Well,
as we've seen before, free is a great business model, as long as you
are monetizing people by commandeering their personal data in
volumes. As it turns out, apps are a brilliant ecosystem for doing
just that. It also helps to explain why companies like Rovio (maker
of the wildly popular game Angry Birds) have grown from near
obscurity to a $9 billion valuation in just a few years.

In the same way that cigarettes are nothing more than effi­
cient nicotine-delivery systems, apps are nothing more than highly
efficient and streamlined tools for the transmission of your private
data to advertisers (though cigarettes are at least regulated). The
amount of information siphoned off your mobile phone by apps is
staggering. For example, the mere act of downloading the Face­
book app to an Android phone automatically shares the phone's
number with the social network-even before a user has signed
into the service for the first time or even agreed to the ToS. Once
Facebook has been downloaded, users agree in the ToS to grant it
permission to "take pictures and videos with the camera," a set­
ting that allows Facebook to turn on your mobile phone's cam­
era at any time without your confirmation. The social network's
ToS also allows it to read your text messages. More recently, Face­
book began to ask hundreds of millions of users of its mobile app
to allow its new Photo Syncing option to automatically upload
every image taken with your phone to the social network's vast
data servers.

Though Facebook maintains it isn't really turning on your
camera or reading your texts, it has reserved for itself the right to
do so. But frankly, how does any user actually know what data are
being taken from the phone: it's all done in the background, hid­
den in the underbelly of the app, and not meant to be seen by those
Facebook is productizing.
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The appropriation of your personally identifiable informa­
tion (PII) occurs the moment you agree to download an app. For
example, when you buy an Android app in the Google Play store,
Google provides the app company with your complete name, your
e-mail address, and where you live. This occurs without any clear
warning every single time you download an app. But who exactly
are these app companies-thousands of them located around the
world-who now have your name, address, and phone number?
What are their privacy policies, and what do they do with this
information? How securely do they store it, and to whom are they
selling it? The fact is, it's the Wild, WildWest out there, and there
is little or no regulation that effectively protects you and your data
from these third-party information hawkers. By sharing millions
ofnames and contact details with its app vendors, Google increases
the likelihood that your data will leak, be stolen, or be misused.

As you probably now suspect, Zynga's wildly popular Facebook
games Farm»Ville, Teas Hold 'Em Poker, and Mafia Wars are free of
charge because they, too, have been tapping into your PII, including
the names of all your Facebook friends. This information is sold to
dozens of advertising and Internet-tracking companies, even ifyou
have your privacy settings set to maximum protection. While put­
ting birds in slingshots and shooting them at egg-thieving pigs can
certainly be fun, as attested to by the one billion people who have
downloaded theAngry Birds app, the game has a ravenous ability to
collect its users' personal information, including all locations they
travel with their mobile phones. And yet, a study by Carnegie Mel­
lon's Human-Computer Interaction Institute revealed that only 5
percent ofAngry Birdsusers knew that the companywas storing their
locational data in order to track them in the real world for targeted
advertising purposes. ButAngry Birds is far from the only offender.
McAfee reported that 82 percent ofAndroid apps track your online
activities and an astounding 80 percent collect location information.

Location, Location, Location

For advertisers, there are three key questions: Who will buy their
products, what are customers looking for, and where are they? In
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the online world, Google won the "what" question long ago with
its powerful search algorithms. Google knows what you are look­
ing for and will even fill out the search box at the top ofyour screen
before you've finished typing your own query. Facebook owns
who"-it knows you and your social network in greater depth than
any other firm. But "where"where is not yet owned by any single
company, and a battle is brewing among existing titans and a breed
of new start-ups looking to definitively own where. Serving you
up an ad or coupon for frozen yogurt just as you are approaching a
Pinkberry is akin to advertising nirvana. Until now, the technology
to do this was lacking, but that has changed because of the mobile
phone revolution, and thus the gold rush for your locational data
is on. McKinsey has estimated the market value of your personal
location data to be more than $100 billion to the retail, media, and
telecommunications industries over the next ten years.

"Where" is determined by a number of techniques-by your
phone's GPS antenna, by triangulating your mobile's location and
distance between cell-phone towers, and even by the Wi-Fi net­
works you connect to. These locational data are increasingly being
appended tomore and more ofyour on line transactions in so-called
file metadata-that is, data that provide data about other informa­
tion. For example, when most people take a photograph with their
mobile phones, their locational data (GPS coordinates, longitude
and latitude, and so forth) are embedded in the image file. When
you upload those photographs and videos to Craigslist, Flickr, You­
Tube, Facebook, and hundreds of other services, those revealing
locational metadata can be passed right along with the original file.
For some apps, the request for your location is perfectly logical,
such as with Google Maps or GPS navigation tools. But for others,
capturing your locational data is just another way for app makers to
sell your data at greater value.

Your postings on Facebook, your tweets, and your searches on
Yelp all use locational data. Moreover, there are an increasing num­
ber of location-based service (LBS) start-ups that are incorporating
your "where" into everything from shopping to real estate. Perhaps
one of the fastest-growing niches in LBS apps are those involving
romance and love, especially "love" of decidedly limited duration.
Apps like Tinder and Grindr have been downloaded millions of
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times and may be responsible for more than fifty million hookups,
according to Tinder's CEO. Ah, love apps...a many-splendored
thing.

But with all the potential benefits of these new streams of loca­
tional data come new risks as well. In 2012, a Russian company
launched an app called Girls Around Me, which was approved
for inclusion in both the Apple App Store and Google Play. Girls
Around Me took advantage of all those public postings, status
updates, photographs, and check-ins with locational metadata that
women had been posting on services like Facebook and Foursquare.
When a user launched the Girls Around Me app on his phone, he
need only press a single button to be presented with an interactive
map showing the faces of young women in his vicinity and their
exact locations. Using the app's "radar mode," anybody could geo­
locate these women and see their Facebook profiles.

For example, if a man used Girls Around Me and saw that a
young attractive woman had just checked in at the local Starbucks,
he could track her, access her Facebook profile, see what high school
or college she had attended, learn that she recently vacationed
in Las Vegas, and find out the names of her parents, her favorite
drink, and the fact that earlier that day she had watched Orange Is
the New Black on Netflix. Armed with this information, the man, a
stranger, could casually walk up to the woman as she stood in line
ordering her daily grande extra-hot soy latte and strike up a conver­
sation discussing how much he loved Vegas and Orange Is the New
Black. A very useful tool for dating, as well as for stalkers and rapists
searching for women of interest.

For advertisers, "where" is not just about your current loca­
tion; it's also about where you were yesterday and last month and
where you are likely to be tomorrow. Locational records detail
exactly how much time you spend in Macy's versus Best Buy, and
the sequence of these movements tell much more. In today's world
of location-based advertising, when a woman takes her smart phone
and its apps with her to the gynecologist's office, an interesting
data point is registered across the mobile advertising ecosystem.
But when the same woman three weeks later walks into a Babies
"R" Us, a much deeper truth is potentially revealed. By aggregating
your locational data over time, advertisers can deduce whether you
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go to church or synagogue, work out at a gym, drink often at the
local bar, see a psychologist, or are cheating on your spouse. But
who exactly are these people collecting all of this information, how
much of it do they have, and what do they do with it? As you are
about to discover, vast amounts, growing at an exponential rate for
uses we and they haven't even begun to identify.



CHAPTER 5

The Surveillance Economy

In digital era, privacy must be a priority. Is it just me,
or is secret blanket surveillance obscenely outrageous?

AL GORE

Leigh Van Bryan was looking forward to his first American holi­
day. A few days before his trip to Los Angeles, the twenty-six­

year-old Brit checked in with a friend on Twitter and asked if she
was "free this week for quick gossip/prep before I go and destroy
America." Van Bryan's use of the word "destroy" would easily have
been understood by any ofhis U.K. mates in their twenties as being
British slang for "getting trashed and partying." Unfortunately,
Van Bryan did little partying upon his arrival in America.

The Department of Homeland Security had been broadly
monitoring social media for threats against America, and now Van
Bryan was caught in its web. Upon his arrival in Los Angeles,
Van Bryan and his travel companion, twenty-four-year-old Emily
Bunting, were greeted by armed Customs and Border Protection
agents, handcuffed, and put in a cell with alleged Mexican drug
dealers for twelve hours. Though the pair attempted to explain
their slang usage of the word "destroy," U.S. officials would have
none of it. Federal agents repeatedly searched the couple and their
suitcases, inexplicably looking for shovels. It turns out another
tweet about "diggin' Marilyn Monroe up"-a nod to an episode
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from the cartoon Family Guy-had also raised serious flags with
Homeland Security, which feared for the late starlet's remains.
After an uncomfortable night in separate cells, Van Bryan and Bun­
ting were reunited, just in time to be thrown on a plane back to
the U.K. The couple had been denied entry to the United States
and deported back to Britain. In the end, the only things destroyed
were their visas and vacation.

You Thought Hackers Were Bad? Meet the Data Brokers

Acxiom, Epsilon, Datalogix, RapLeaf, Reed Elsevier, BlueKai,
Spokeo, and Flurry-most of us have never heard of these com­
panies, but together they and others are responsible for a rapidly
emerging data surveillance industry that is worth $156 billion a
year. While citizens around the world reacted with shock at the size
and scope of the NSA surveillance operations revealed by Edward
Snowden, it's important to note that the $156 billion in annual rev­
enue earned by the data broker industry is twice the size of the
U.S. government's intelligence budget. The infrastructure, tools,
and techniques employed by these firms rest almost entirely in the
private sector, and yet the depth to which they can peer into any
citizen's life would make any intelligence agency jealous with envy.

Data brokers get their information from our Internet service
providers, credit card issuers, mobile phone companies, banks,
credit bureaus, pharmacies, departments ofmotor vehicles, grocery
stores, and increasingly our online activities. All the data we give
away on a daily basis for free to our social networks-every Like,
poke, and tweet-are tagged, geo-coded, and sorted for resale
to advertisers and marketers. Even old-world retailers are realiz­
ing that they have a colossal secondary source of income-their
customer data-that may be even more valuable than the actual
product or service they are selling. As such, companies are rushing
to profit from this brand-new revenue stream and transform their
data infrastructure from a cost center into a profit center. Though
credit bureaus such as Experian, TransUnion, and Equifax have
been with us for decades, our increasingly digitally connected
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online lifestyle enables new firms to capture every drop of data
about our lives previously unthinkable and impossible.

Just one company alone, the Acxiom Corporation of Little
Rock, Arkansas, operates more than twenty-three thousand com­
puter servers that "are collecting, collating and analyzing" more
than 50 trillion unique data transactions every year. Ninety-six
percent ofAmerican households are represented in its data banks,
and Acxiom has amassed profiles on over 700 million consumers
worldwide. Each profile contains more than fifteen hundred spe­
cific traits per individual, such as race, gender, phone number, type
of car driven, education level, number of children, the square foot­
age ofhis or her home, portfolio size, recent purchases, age, height,
weight, marital status, politics, health issues, occupation, and right­
or left-handedness, as well as pet ownership and breed.

The goal ofAcxiom and other data brokers is to provide what is
alternatively called "behavioral targeting," "predictive targeting,"
or "premium proprietary behavioral insights" on you and your life.
In plain English, this means understanding you with extreme pre­
cision so that data brokers can sell the information they aggregate
at the highest price to advertisers, marketers, and other companies
for their decision-making purposes. For example, showing an ad
for Pampers to a nineteen-year-old male college student might very
well be a waste of an executive's marketing budget, but the same
information presented to a thirty-two-year-old pregnant house­
wife might result in hundreds of dollars of sales. To maximize the
value of the digital intelligence they collect, data brokers are for­
ever segmenting us into increasingly specific groupings or profiles.
Welcome to the world of dataveillance.

Acxiom sells these consumer profiles to twelve of the top ff­
teen credit card issuers, seven of the top ten retail banks, eight of
the top ten telecommunications companies, and nine of the top ten
insurers. To command the billions it charges its advertising cus­
tomers every year, "Acxiom assigns you a 13-digit code and puts
you into one of70 'clusters' depending on your behavior and demo­
graphics." For example, people in cluster 38 "are most likely to be
African American or Hispanic, working parents of teenage kids,
and lower middle class and shop at discount stores." Someone in
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cluster 48 is likely to be "Caucasian, high school educated, rural,
family oriented, and interested in hunting, fishing and watching
NASCAR." These data are also sold to other third-party brokers
who apply their own algorithms, further refining the data sets
to create category lists of their own such as "Christian families,"
"compulsive online gamblers," "zero mobility," and "Hispanic Pay
Day Loan Responders."

Those in the Christian family category might receive ads for
Bibles and ChristianMingle.com, whereas gamblers and those
deemed by an algorithm to have "zero mobility" would be targeted
with ads for subprime lenders and debt-consolidation schemes.
While being listed as a Christian family or as an urban Hispanic
college-educated female might on the surface not appear too trou­
bling, some data brokers have sold much more disturbing lists to
advertisers and other parties unknown. For example, some brokers
offer lists of seniors with dementia and people living with AIDS,
while another firm, MEDbase200, has even auctioned off lists
naming both victims of domestic violence and survivors of rape.

The depth and extent of the commercial data collection and
surveillance economy were highlighted in early 2014 when a griev­
ing father in Lindenhurst, Illinois, received a sales flyer in the mail
from the retailer OfficeMax. Printed on the address label were the
words "Mike Seay, Daughter Killed in Car Crash," followed by the
man's home address. OfficeMax had indeed reached the right guy:
Seay's seventeen-year-old daughter had been killed in a car crash
with her boyfriend the year prior. When Seay called OfficeMax to
complain about the incident, the manager refused to believe him
and dismissed the allegation as "impossible." It wasn't until a local
NBC reporter in Chicago ran the story that OfficeMax acknowl­
edged the error was "the result of a mailing list rented through a
third-party provider." Eventually, Seay received a phone call from
a lower-level OfficeMax executive who apologized for the inci­
dent but refused Seay's repeated requests to name the data bro­
ker responsible for the incident. Nor would the executive reveal
whether the company held similar data on other prospective cus­
tomers. Seay's story is obviously troubling, especially because he
was an infrequent OfficeMax shopper who had only on occasion
purchased printer paper in the store.
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The incident highlights some serious questions about the data
broker industry. For example, what other deeply personal data does
OfficeMax have on its customers? For the data broker that sold the
information in the first place, what else might its massive data banks
reveal about you and your family? Brother an alcoholic? Mother
diagnosed schizophrenic? Thirteen-year-old daughter with an eat­
ing disorder? What regulations exist to limit what data brokers can
do with this information, and what can you do if the information
they hold on you is incorrect? There are hardly any regulations,
as it turns out. It's reminiscent of the plotline from Franz Kafka's
famous novel The Trial, in which a man is arrested without being
informed why and only later learns that a mysterious court has a
secret dossier on him, which he cannot access. Today's modern
data brokers, unlike credit-reporting agencies, are almost entirely
unregulated by the government. There are no laws, such as the Fair
Credit Reporting Act, that require them to safeguard a consumer's
privacy, correct any factual errors, or even reveal what information
is contained within their systems on you and your family.

As a result of Seay's experience and those of thousands more
like him, Congress, led by Senator Jay Rockefeller of West Vir­
ginia, the Federal Trade Commission, and the Consumer Financial
Protection Bureau, has begun to investigate the nature and scope
of the multibillion-dollar data broker industry. Any meaningful
regulatory changes will be vehemently opposed by the data bro­
kers; there is just too much money to be made. Moreover, once
the data is out there, it is virtually impossible to put the proverbial
toothpaste back in the tube. In the interim, Acxiom and others con­
tinue their stockpiling of your information. In late 2013, Acxiom's
CEO, Scott Howe, proudly announced that his firm had collected
nearly 1.1 billion third-party cookies and had identified and pro­
filed the mobile devices ofmore than 200 mil1ion customers. "Our
digital reach will soon approach nearly every Internet user in the
US," Howe affirmed.

By mining public databases and aggregating that knowledge
with all the personal information people share, wittingly and
unwittingly, about themselves, their friends, and their families on
social media, companies such as Acxiom have been able to deploy
the most comprehensive intelligence surveillance system that has
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ever existed into the lives of nearly every American alive today.
This technological feat represents the "new normal" of our data
surveillance society and is part of what the former vice president
Al Gore dubbed the "stalker economy" while speaking at the 2013
South by Southwest interactive festival in Austin, Texas.

Gore is right. As should be obvious by now, surveillance is the
business model of the Internet. You create "free" accounts on Web
sites such as Snapchat, Facebook, Google, LinkedIn, Foursquare,
and PatientsLikeMe and download free apps likeAngry Birds, Candy
Crush Saga, Words with Friends, and Fruit Ninja, and in return you,
wittingly or not, agree to allow these companies to track all your
moves, aggregate them, correlate them, and sell them to as many
people as possible at the highest price, unencumbered by regula­
tion, decency, or ethical limitation. Yet so few stop and ask who else
has access to all this data detritus and how it might be used against
us. Dataveillance is the "new black," and its uses, capabilities, and
powers are about to mushroom in ways few consumers, govern­
ments, or technologists might have imagined.

Analyzing You

Each of us now leaves a trail of digital exhaust throughout our
day-an infinite stream of phone records, text messages, browser
histories, GPS data, and e-mail that will live on forever. The analy­
sis of this information allows companies to find prospective cus­
tomers with much higher degrees of accuracy and at greater value
than previously possible. For example, let's say that you're inter­
ested in taking a family vacation to Miami Beach. You search for
flights on Kayak. Later you go into a store and buy a bathing suit
using your credit card. The data retrieved from the purchase of the
swimsuit combined with your browsing data reinforce the likeli­
hood that you are interested in booking a hotel room in Miami. As
a result of this behavioral analysis, you now have a quantifiable data
value to the hotels in Miami, which can outbid each other for your
business, in real time, by presenting advertising that reaches you
with highly relevant messages and offers based on your intended
behavior.
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Google Now, which promises "just the right information at
just the right time," is another example of deep analysis applied
to large data sets. The Google Now app provides consumers with
wonderfully convenient information that helps them capture and
leverage all of the data invisibly swirling around them. Once users
agree to Google's ToS, Google Now will show them when their
friends are nearby, provide traffic alerts, determine the quickest
travel routes home and to work, automatically furnish the morn­
ing's weather report, and keep track of favorite sports teams and
update their scores in real time. Google Now automagically tells
you when your flight is delayed and when your gate has changed
and offers flight alternatives when available. Because Google Now
knows where all your appointments are located and monitors traffic
jams along all your intended routes in real time, the app will alert
you at your current location, advising you to leave early ifyou hope
to make your next appointment on time. Using a technique known
as geo-fencing, Google Nowwill analyze your to-do list and match
it against your persistently tracked location in order to alert you as
you drive past the grocery store that you need to buymilk. To enjoy
this cornucopia ofinformation and bounty ofconvenience, you just
need to provide Google Now with access to your entire online
digital footprint, including your Gmail in-box, Web searches,
hotel bookings, flight plans, full contact lists, friends' birthdays,
restaurant reservations, and calendar appointments, as well as your
physical location at all times via the GPS on your mobile phone.
From this massive data set, Google (and others) can re-create what
intelligence analysts call your pattern of life, knowing and mapping
your physical location over time as well as what you are doing and
with whom. How terribly convenient.

But what else might Google or any other company that had
access to your pattern of life be able to determine? Let's say, for
example, your mobile phone was on the nightstand in the same
home as your wife's telephone six nights a week. From these data, it
would be logical to conclude that the owners of the two cell phones
lived together and were likely sleeping together. But what if one
night a weekyourmobile phone was on a nightstand next to another
woman's mobile phone? What might that suggest to Google or
others about your fidelity? An analysis of your locational data and
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that of the phones (and apps) around you is an excellent approxima­
tion of the strengths and bonds of your personal and professional
networks. When your data exhaust patterns are studied over time,
many more revelations about your life become possible. For exam­
ple, researchers in the U.K. studied the past whereabouts ofmobile
phone users and using basic data analysis techniques were able to
determine to within twenty meters of accuracy where a mobile.
phone user would be at the same time twenty-four hours later, a
very useful cool for both advertisers and stalkers. Your phone today
knows not only where you've been but also where you are going.

Analysis of your social network and its members can also be
highly revealing of your life, politics, and even sexual orienta­
tion, as demonstrated in a study carried out at MIT. In an analy­
sis known as Gaydar, researchers studied the Facebook profiles of
fifteen hundred students at the university, including those whose
profile sexual orientation was either blank or listed as heterosexual.
Based on prior research that showed gay men have more friends
who are also gay (not surprising), the MIT investigators had a
valuable data point to review the friend associations of their fifteen
hundred students. As a result, researchers were able to predict with
78 percent accuracy whether or not a student was gay. At least ten
individuals who had not previously identified as gay were flagged by
the researchers' algorithm and confirmed via in-person interviews
with the students. While these findings might not be troubling in
liberal Cambridge, Massachusetts, they could prove problematic
in the seventy-six countries where homosexuality remains ille­
gal, such as Sudan, Iran, Yemen, Nigeria, and Saudi Arabia, where
such an "offense" is punished by death. A study of fifty-eight thou­
sand Facebook users published by the National Academy of Sci­
ences demonstrated that by merely studying their Likes, one could
determine intimate details and personality traits with surprising
accuracy. The rigorous study carried out in conjunction with the
University of Cambridge predicted whether users had a high or
low IQ, were emotionally stable, or came from a broken home. The
challenge with the data we are leaking is that, as has been shown
numerous times, others can pick up our digital bread crumbs and
interpret them without our knowledge in ways that can cause us
harm.
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But I've Got Nothing to Hide

In December 2009, when CNBC'sMaria Bartiromo asked Google's
own CEO, Eric Schmidt, about privacy concerns resulting from
Google's increasing tracking of consumers, Schmidt famously
replied, "If you have something that you don't want anybody to
know, maybe you shouldn't be doing it in the first place." Schmidt,
and others, dismiss privacy concerns by saying that if you haven't
done anything wrong, you should not be afraid of people (corpo­
rations, governments, or your neighbors) knowing what you are
doing.

This sentiment has been echoed by Facebook's CEO, Mark
Zuckerberg, who has argued that "privacy is no longer the social
norm." While privacy may no longer be the norm-at least for the
general public-in his own life, Mr. Zuckerberg seems to treasure
privacy quite a bit. In late 2013, it was revealed that the Facebook
CEO spent $30 million to buy the four homes surrounding his own
property in order to ensure his privacy would remain free from
intrusion or disturbance.

Facebook's chief operating officer, Sheryl Sandberg, too has
suggested that your assertion of any privacy rights is in contrast
with "true authenticity." Sandberg notes that "expressing authentic
identity will become even more pervasive in the coming years ...
And yes, this shift to authenticity will take getting used to and it
will elicit cries of lost privacy." Convenient for Schmidt, Zucker­
berg, and Sandberg that these "naturally occurring shifts" in social
norms are tied to their personal and professional bottom lines,
which directly benefit from monetizing you and the mountains of
information you are leaking to the fullest extent possible, as a result
of their highly one-sided ToS.

But "I have nothing to hide" is absolutely the wrong way to
think about our new dataveillance society. It is a false dichotomy
of choice: either we accept total surveillance, or we are criminals
worthy of suspicion. If proponents of the "nothing to hide" argu­
ment meant what they said, then they would logically not object to
our filming them having sex with their spouses, publishing their
tax returns online, and projecting video of their toilet use on the
Jumbotron of a crowded stadium, right? After all, they have noth-
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ing to hide. The fact is that each of us has private special moments
in our lives, made exceptional by limiting with whom we share such
intimacies.

For those who believe the fallacy of nothing to hide, perhaps a
lesson in something to fear might be appropriate, for all of us have
details in our lives we would rather not share. For example, Google
Voice, Skype, your mobile phone carrier, and any number of gov­
ernment agencies have records of anyone who has ever phoned an
abortion clinic, a suicide hotline, or a local chapter of Alcoholics
Anonvmous. Data aggregators know who has searched for "slutty
cheerleaders," "Viagra," or "Prozac" across any of their electronic
devices. While all these behaviors may be perfectly legal, no doubt
they have repercussions in our society should the information come
to light.

Given that Google and Facebook alone have hundreds of peta­
bytes of data on their users stored in perpetuity, perhaps it is more
worthwhile to question not what any of us may have to hide today
but what we might wish to keep private in the futureand if Face­
book existed in 1950, how might history judge an off-color joke
today? What future crime might you be convicted of without ever
knowing you were in fact violating the law? Did you drive across
the border to New Jersey or Delaware to save on taxes when buy­
ing back-to-school clothes for the kids? Your cell-phone and credit
card receipts document your tax evasion. That photograph on
Twitpic of the family dinner showing your twenty-year-old son
drinking a glass of wine-evidence of alcohol furnished to a minor.
As the computer security researcher Moxie Marlinspike pointed
out, there are "27,000 pages of federal statutes" in the United States
and another "10,000 administrative regulations. You probably do
have something to hide, you just don't know it yet."

Privacy Risks and Other Unpleasant Surprises

As Wired's Mat Honan and the grieving father Mike Seay discov­
ered, our personal data can end up in the hands of those who we
assuredly would prefer did not have access to such information. The
combination of our social data commingled with public databases,
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cookies, beacons, and locations can lead to a series of unintended
and even harmful consequences. Put another way, your data are
increasingly promiscuous. They flow from one system to the next,
from database to database, obscured and distributed across cloud­
based networks around the world, shared, processed, and sold. But
as we have learned from the real world, promiscuity can often lead
to social diseases and other unintended consequences.

In an incident not too dissimilar from the OfficeMax debacle,
a Minneapolis man learned his daughter was pregnant, not from
her, but from his local Target store. The discovery was made when
Target began sending the fifteen-year-old girl coupons for items
that did not meet her father's approval. Armed with the coupons
and a letter addressed to his daughter, the father furiously marched
into Target and began berating the store manager. "My daugh­
ter got this in the mail! ... She's still in high school, and you're
sending her coupons for baby clothes and cribs? Are you trying to
encourage her to get pregnant?" A few days later, the man phoned
the store to apologize, noting, "There have been some activities in
my house I haven't been completely aware of. She's due in August.
I owe you an apology." But how in the world did Target know the
girl was pregnant? Through its pregnancy prediction algorithm
of course, which aggregated a customer's entire purchase history
with demographic statistics purchased from data brokers. Target
reasoned that if it could find those women before their second tri­
mester of pregnancy and hook them as customers, it would receive
the lion's share of their purchases, not just for baby wipes, cribs,
and diapers, but for toys and clothes as the infants aged through
adolescence. After an in-depth study byTarget's statisticians, Tar­
get noticed that women in the baby registry were "buying larger
quantities of unscented lotion at the beginning of their second
trimester in addition to vitamin supplements such as calcium,
magnesium and zinc." In total, Target was able to identify twenty­
five products that, when analyzed together, allowed it to assign
each shopper a "pregnancy prediction score." When this model
ran against the millions ofwomen in Target's customer databases,
thousands and thousands of pregnant women were identified be­
fore any other companies had made the connection. Target and
the company's marketers were ecstatic with this discovery. Less
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enthralled was the father of that fifteen-year-old girl in Minne­
apolis who would learn of his forthcoming grandchild via a cor­
porate coupon mailer. Given Target's 2013 hacking, in which the
financial data of I 10 million of its customers were compromised,
what guarantees do consumers have that the vast additional troves
of highly personal data in Target's vaults also won't be stolen? Can
customers trust Target or any other large retailer with the volumes
of data it collects, stores, and analyzes? Likely not, and therein lies
the problem.

The risks to our personal data come not just from hackers but,
as more and more people are finding out, from big-data analytics as
well. Previously, many of the data aggregated were held in limbo, as
our collection abilities well surpassed our ability to make sense of all
that had been collected. That is now changing, and the data we leak
on social media sites like Facebook are showing up in unexpected
ways. One such person affected was Bobbi Duncan, a twenty-two­
year-old lesbian student at the University of Texas at Austin. She
came from a strict Christian family and worked hard to keep her
sexual orientation from her parents. As she began to understand
herself better, she joined a number of student groups on campus,
including the Queer Chorus, as a means of meeting other gay and
lesbian students at her school. When she joined the organization,
the president of the Queer Chorus welcomed Bobbi by adding her
to the group's Facebook discussion page, which he was able to do
without her permission (there is no setting in Facebook to prevent
a third party from adding you to his or her group). When he did
so, Facebook sent an automatic system notification to Bobbi's entire
list of friends-including her father-notifying them that she had
joined the Queer Chorus. Two days after receiving the notifica­
tion, Bobbi's father wrote a reply on his Facebook page: "To all
you queers. Go back to your holes and wait for GOD. Hell awaits
you perverts. Good luck singing there." Facebook outed a closeted
lesbian and caused her parents to disown her. In response to the
irreparable harm she suffered, Bobbi was unequivocal in her stance:
"I blame Facebook ... It shouldn't be somebody else's choice what
people see of me."

When you are the product of Internet and social media compa­
nies, the challenge you face is that data you provide in one context
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can be used in unexpected ways in another, with notable conse­
quences. Such is the case with the highly popular "free" dating site
OkCupid. Users seeking dates are asked to fill out questionnaires
on the site, and most presume, wrongly, that the data they pro­
vide remain exclusively within the OkCupid system, used solely for
the purposes of finding a suitable match for a date. Yeah, right!
To allegedly get the best matches, OkCupid asks users a bevy of
deeply personal questions about their number of past sexual part­
ners, whether they support abortion rights, whether they own a
firearm, if they would sleep with somebody on a first date, if they
smoke cigarettes, and if they drink alcohol frequently or use illegal
drugs (including which drugs and how often). At least that's what
users see on their screens when completing their profiles ...

What they don't see is the fifty or so companies with whom
OkCupid shares this information, including ad firms, data brokers,
and marketers. To understand the extent of the data leakage, Ash­
kan Soltani, a digital privacy specialist who used to work at the Fed­
eral Trade Commission, created a dummy account on OkCupid.
Using several free privacy browser plug-in tools, including Collu­
sion and mitmproxy, Soltani was able to observe that the answers
provided by OkCupid's users were parsed and forwarded to doz­
ens of data brokers in real time. When Soltani completed his test
OkCupid profile and clicked that he frequently used drugs, he was
able to observe a cookie file that shared his purported drug usage
with a data broker known as Lotame. You think you're just filling
out a confidential profile for a "free" online dating service; in real­
ity, you've been had and are instead detailing information that you
would never otherwise share with any marketing company or data
broker. It's a huge ruse: dating is just the "cover story" for massive
data extraction. In an ensuing investigation into Soltani's research
by NPR, both OkCupid and Lotame declined to comment on the
matter. Such is the state of affairs in the world's unregulated data
broker industry. Who else might be willing to pay for OkCupid's
archive of your drug use and sexual history? An insurance com­
pany, prospective employers, or perhaps the government after that
DUI incident you had lastJune?

Even when you have "nothing to hide," your continually
tracked social network graph and location can come back to bite
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you and even affect your financial status. A handful of tech start­
ups have begun to use the quality of the friends in your social net­
work to determine whether or not you are a good credit risk. One
such company, Lenddo, determines if you are friends with some­
body who is behind on paying back her loans and how often you
interact with that person. As a result, your creditworthiness can
drop because ofwhom you've friended on Facebook. If your pals on
Google+ and Pinterest are deadbeats, chances are you may be too
(according to the big-data gods). Facebook may become the next
FICO credit-scoring agency as financial data aggregators take full
advantage of your social data feeds to rate your financial stability.
So as your mom used to warn you, choose your friends wisely.

The fact is that we are all contributing to our own digital pol­
lution. Just as in the twentieth century people thought nothing of
pouring industrial waste into a river or tossing garbage onto the
street, so too do we fail to comprehend the long-term consequences
of our digital actions today. The current state of affairs stems from
our fundamental misunderstanding of the bargain we have made
for so-called free online services.

Opening Pandora's Virtual Box

People share their most intimate thoughts and secrets online as
if they were having a private conversation with a trusted friend.
If only the legal system agreed. In the United States, social net­
works are considered to be public spaces, not private ones, and any
information shared there is covered under the so-called third-party
doctrine, which in plain English means that users have no reason­
able expectation of privacy in the data their service providers (cell­
phone companies, ISPs, cable companies, and Web sites) collect on
them.

This noted exception to the Fourth Amendment's prohibition
on unreasonable search and seizure means that any data you post
online in any format (regardless of your privacy settings) or any
data that are collected by the third parties with whom you have
an agreed-upon business relationship are not considered private.
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Nor does it meet the constitutional standard of"private papers" but
rather forms part of the business records of the institution in pos­
session of the data. Shocking though this may be, it is the current
state of jurisprudence in the United States, with noted and pro­
found impact on all citizens both online and off. As a result, your
data leak to places you would never want them to, and you cannot
claw them back, no matter how hard you try.

Accordingly, the word "Facebook" appeared in a full one­
third of divorce filings in 2011. All of this provides excellent fod­
der for the 81 percent of divorce attorneys who admit searching
social media sites for evidence that can be used against their cli­
ents' spouses. For instance, all the data shared on Facebook and
Twitter and all the cell-phone call records and GPS locational data
that neatly recorded whose cell phone was next to whose and when
become fair game in the battle royal that can be divorce proceed­
ings. The pictures innocently taken of you at all those parties over
the years, blurry-eyed with drink in hand, now become evidence
of unfit parenting, a nugget of gold for opposing counsel during
cross-examination. That profile you created on OkCupid indicat­
ing you were single (which was shared via your browser's cookies
with fifty marketing companies)-perfectly admissible when your
wife brings it up during your divorce hearing. When a husband
complains that his wife is an inattentive and unfit mother, he has
new powerful evidence to support his claims in the form of sub­
poenaed records documenting the hundreds of hours she logged
on Farm»Ville and in World ofWarcraft, times coinciding with all of
her children's soccer and baseball games that she missed. But the
data we're leaking affect us not only during divorce but in our jobs
as well.

A survey conducted byMicrosoft on the matter of online rep­
utation found that 70 percent of human resource professionals had
rejected a job candidate based on information they had uncovered
during an online search. Worse, some employers are now demand­
ing the social media passwords of job applicants and even current
employees. Want to work for the Norman, Oklahoma, Police
Department; the Maryland Department ofPublic Safety and Cor­
rectional Services; the city of Bozeman, Montana; or the Virginia
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State Police? Applicants in all of these jurisdictions were required
to turn over their Facebook and other social media passwords as
part of their so-called routine background checks. This includes
providing prospective employers access to all your messages, pho­
tographs, and timelines, private and public, on Facebook, Google,
Yahoo!, YouTube, and Instagram. While some states, including
California, have barred such practices against employees, there is
no federal law banning them, and they remain legal in 80 percent
of American states, and so the data leak.

Increasingly, more and more teachers and school districts are
demanding this information from students as well, without warrant
of course. That's what happened to a twelve-year-old Minnesota
middle school girl who was accused of posting "inappropriate com­
ments" on her Facebook account. The student at the Minnewaska
Area Middle School had posted that she "hated" a particular school
official who was "always mean to her." The girl was summoned to
the principal's office, where administrators, a school counselor,
and a deputy sheriff were waiting for her and demanded that she
divulge her Facebook password so that they could review all of her
postings. Yes, of course a lawsuit is pending, but the growing num­
ber of egregious cases shows your children are leaking data that can
come back and bite them as well.

Even college athletes at schools like the University of North
Carolina and the University of Oklahoma are being required to
provide their passwords on social media sites to their coaches as
a condition of playing sports at the schools. Some college athletes
have also been compelled to install monitoring software on their
personal computers and phones from companies such as UDili­
gence, which tracks in real time the students' activities to ensure
"that collegiate athletic departments protect against damaging
posts made by student-athletes."

Governments are also getting in on the action. A survey by
the International Association of Chiefs of Police of more than five
hundred law enforcement organizations revealed that 86.1 percent
of police departments now routinely include social media searches
as part of their criminal investigations. The IRS too began train­
ing its investigators on how to use social networks to investigate
taxpayers back in 2009, and Homeland Security's Citizenship and
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Immigration Service instructed its agents in 2010 to use social
media sites to "observe the daily life ofpetitioners and beneficiaries
suspected of fraud."

Federal agents can readily access your social data through a
variety of means, by serving subpoenas, national security letters,
and other administrative orders on your service providers, who
under the third-party doctrine exception to the Fourth Amend­
ment needn't even notify you of the request. For example, AT&T
revealed that in 2013 it received more than 300,000 requests for
data relating to both civil and criminal cases. The demands for
information came from state, federal, and local authorities and
included nearly "248,000 subpoenas, nearly 37,000 court orders
and more than 16,000 search warrants." In 2009, Sprint disclosed
that it had even created a law-enforcement-only portal that gave
police the ability to "ping" (without warrant) any one of Sprint's
mobile phones in order to geo-locate users in real time-a feature
that was used more than eight million times by police in a one-year
period.

What data of yours the government doesn't subpoena, it just
buys. The NSA and other government agencies didn't build their
global eavesdropping and data-siphoning network from scratch;
they purchased or otherwise obtained a complete copy ofwhat the
corporateworldwas already collecting. It makes perfect sense: Why
build what they can just buy? ChoicePoint, now owned by Reed
Elsevier, maintains seventeen billion records on businesses and
individuals that it resells to its 100,000 clients, including to 7,000
federal, state, and local law enforcement agencies. Revelations from
Edward Snowden alleged the Central Intelligence Agency pays
AT&T $10 million a year for its call data and suggested Verizon
too supplies data to the U.S. government. Commercial data bro­
kers have lost no time in offering their paid subscription services to
government agents, serving up the streams of information you have
freely provided across your social networks.

A brilliant parody on the comedic Onion News Network lam­
pooned the current state of affairs in a fake evening news report:

Congress today reauthorized funding for Facebook, the
massive online surveillance program run by the CIA.
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According to reports, Facebook has replaced almost
every other CIA information-gathering program since
it was launched in 2004. [A mock CIA official noted,]
"After years of secretly monitoring the public, we were
astounded so many people would willingly publicize
where they live, their religious and political views, an
alphabetized list of all their friends, personal e-mail
addresses, phone numbers, hundreds of photos of
themselves, and even status updates about what they were
doing moment to moment. It is truly a dream come true
for the CIA . Much of the credit belongs to CIA agent
Mark Zuckerberg, who runs the day-to-day Facebook
operation for the agency."

As hilarious and spot-on as the faux news report was, the leak­
age of our personal information to both shadowy data brokers and
government agencies is no joking matter. The cost of the surveil­
lance economy, owing to great advances in technology, is dropping
exponentially. Gone is the need for vast teams of special agents to
follow you around, tailing you on foot and in vehicles as you tra­
verse a city. Instead, one study has estimated that by using proxy
surveillance technologies such as mobile phones, online activity,
social data, GPS information, and financial transactions, the gov­
ernment now spends just "$574 per taxpayer, a paltry 6.5 cents an
hour," to track each and every American.

Upon learning the true extent of the NSA's domestic and inter­
national spying prowess, the former head of the East German Stasi
Wolfgang Schmidt admitted publicly that such a system "would
have been a dream come true." Schmidt noted that during his
reign as head of the much-feared secret police service of the former
German Democratic Republic, the Stasi could tap only forty tele­
phones nationwide at a time, but clearly now technology had made
it possible to monitor all calls and Internet data at all times. He cau­
tioned, "It is the height of naivete to think that once collected this
information won't be used ... This is the nature of secret govern­
ment organizations. The only way to protect the people's privacy
is not to allow the government to collect their information in the
first place."
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Knowledge Is Power, Code Is King, and Orwell Was Right

In George Orwell's dystopian novel 1984, he depicted an omnipo­
tent government surveillance state controlled by a privileged few
elite who persecuted independent thinking as "thought crimes."
Though Orwell clearly would have foreseen the NSA debacle, it's
less clear he might have predicted Acxiom, Facebook, and Google.
To that point, in those cases it wasn't Big Brother government that
"did something to us," but rather we who did something to our­
selves. We allowed ourselves to become monetized and productized
on the cheap, giving away billions of dollars of our personal data
to new classes of elite who saw an opportunity and seized it. We
accepted all their one-sided ToS without ever reading them, and
theymaximized their profits, unencumbered by regulation or over­
sight. To be sure, we got some pretty cool products out of the deal,
andAngry Birds is really fun. But now that we've given all these data
away, we find ourselves at the mercy of powerful data behemoths
with near-government-level power who do as they please with our
information and our lives.

In his 1999 book Code and Other Laws of Cyberspace, the Har­
vard Law School professor Lawrence Lessig insightfully demon­
strated that the instructions encoded in any software program, app,
or platform shape and constrain the Internet, just as laws and regu­
lations do. Thus, when Facebook or Google unilaterally changes its
terms of service to allow your news feeds to become public or your
photographs to be used in advertisements against your will, it is as
if a new "law" has been passed. Code, is in effect, law.

Perhaps then the only way to opt out of such a system would be
to close one's account or never create one in the first place? Unfor­
tunately, both approaches are problematic and increasingly impos­
sible. A New York Times article previously noted that Facebook
keeps all your data even after you've closed your account. Even
if you chose not to participate in an online social network, your
friends would continue to tag you in pictures, the GPS in your car
would still track your location, and Target would track all of your
purchases.

The unprecedented volumes of data about ourselves that we
have entrusted to private companies are up for grabs, and once the
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genie is out of the bottle, there's no putting it back in. The troika
of opportunity created by our online data exhaust, ridiculous terms
of service, and little or no regulation means that modern data bro­
kers can surveil us with better-than-government-grade surveil­
lance capabilities, capturing our every thought, photograph, and
location and subjecting them to big-data analytics. As Mat Honan,
Bilal Ahmed, Mike Seay, Bobbi Duncan, Leigh Van Bryan, and
Emily Bunting all learned firsthand, there are social costs and risks
associated with our continued data leakage. But privacy implica­
tions are just one of the great threats resulting from the exponen­
tial growth in data.

Hackers are hard at work stealing all of the social data you have
dutifully reported on yourself and are successfully breaking into
the computers of data brokers and Internet giants responsible for
storing it all. As Sony, Target, and even the Department ofDefense
have learned, data stored in insecure information systems are data
waiting to be taken. As such, all data gathered will eventually leak,
with potent implications for our personal and professional lives and
even for our safety and security.

The problem with our being the product as opposed to the
customer ofmassive data brokers is that we are not in control ofour
data and thus not in control ofour destiny. The continued aggrega­
tion of this information, unregulated and insecure, sits as a tick­
ing time bomb, with our every thought and deed available for the
picking by a new and emerging class of bad actors whose intents
are far worse than selling us discounted diapers and adjusting our
insurance rates. International organized crime groups, rogue gov­
ernments, and even terrorists are rapidly establishing their own
data brokerages and bolstering their analytic capabilities in order
to take full advantage of the single largest bonanza that has ever
come their way, with frightening implications for us all.



CH APTER 6

Big Data, Big Risk

Our technological powers increase,
but the side effects and potential hazards also escalate.

ALVIN TOFFLER

0 n the evening of November 26, 2008, a sixty-nine-year-old
man checked into room 632 at the luxurious Taj Mahal Palace

hotel inMumbai, India. The guest, K. R. Ramamoorthy, was visit­
ing from Bangalore on a routine business trip. Little did he know
that his life was about to change forever.

At about 11:00 p.m., Ramamoorthy heard a brief commotion
outside his door, then suddenly a knock. "Room service," a voice
said. Ramamoorthy knew he had not ordered any food and sensed
something was gravely wrong. He attempted a retreat to the bath­
room, accidentally bumping into the door. The noise gave away his
presence inside the hotel room. The response was swift: a hail of
bullets came flying through the door, obliterating the lock separat­
ing the businessman from the world outside.

Two heavily armed men forced their way into Ramamoorthy's
room, and in the blink of an eye he was beaten, stripped naked, and
tied up in what would become the most terrifying night of his life.
The men were from a Pakistani-based al-Qaeda-affiliated terrorist
organization known as Lashkar-e-Taiba (LT), and Ramamoorthy
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had unfortunately found himself at the center of the deadly 2008
terrorist siege on the city ofMumbai.

"Who are you, and what are you doing here?" his LeT cap­
tors demanded of him. "I'm just an innocent schoolteacher," Rama­
moorthy replied. Of course, the terrorists knew that no Indian
schoolteacher could afford to stay in a suite at the city's most opu­
lent hotel. The terrorists located their hostage's identification card
on his bedside table and now had his true name, which they called
in to their terrorist commanders on the satellite phone they had
brought with them.

The LeT ops center receiving the call resembled any modern
military command-and-control facility. From across the border in
Pakistan, terrorist cell leaders tracked the progress of their attack
on the people of Mumbai. They had carefully selected their tar­
gets, including two luxury hotels, a busy railway station, a Jewish
community center, a popular tourist cafe, and even a women and
children's hospital. On the ground in Mumbai, terrorist operatives
ruthlessly threw hand grenades at innocent people as they sat eat­
ing in cafes and gunned down unarmed civilians waiting to catch
trains on their way home from work.

As the attacks unfolded, LeT commanders in Pakistan used
their war room to carefully monitor the BBC, Al Jazeera, CNN,
and local Indian TV stations to learn as much as possible about the
progress of their operatives and the response of the Indian govern­
ment. Regrettably, the terrorists did not limit their information­
gathering operations to broadcast media; they also mined the
Internet and social media in real time, to deadly effect.

When the terrorists holding Ramamoorthy phoned in his
name to their Pakistani base, the ops center deftly conducted an
Internet search on their hostage. Moments later, they had his pho­
tograph. Then his place of work. They learned Ramamoorthy was
not an innocent schoolteacher as he claimed when pleading for his
life but rather the chairman of one of India's largest banks, ING
Vysya. Based on the image they had found online, the terrorist
commanders asked their operatives at the Taj Mahal Palace to com­
pare the man before them with the photograph of the bank chair­
man located online:
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Your hostage, is he heavyset?
Yes.
Is he bald infront?
Yes.
Does he wear glasses?
Yes.

"What shall we do with him?" asked Ramamoorthy's captors.
Moments later, the terrorist war room gave its reply: Kill him.

In an instant, a simple Internet search was all the terrorists
needed to decide the elderly man's fate. Though we may worry
about advertisers and data brokers abusing our privacy settings on
Facebook, the fact of the matter is that our openness can be used
against us in ways worse than we had ever imagined. When we leak
data, it's not just captured by corporations or governments. Crimi­
nals and terrorists have access to our social data as well, and they
are leveraging it with killer precision. In today's world, a search
engine can literally determine who shall live and who shall die.

The men who carried out that attack on Mumbai were armed
with AK-47s and RDX explosives. Guns and bombs are nothing
new in terrorist operations, but these LeT operatives represented a
deeply disturbing new breed of terrorist. They had seen the future
and leveraged modern information technologies every step of
the way throughout their assault to locate additional victims and
slaughter them.

When the attackers set out to sea from Pakistan under cover of
darkness, they wore night-vision goggles and navigated to Mumbai
using GPS handsets. They carried BlackBerrys containing PDF
files of the hotel floor plans and used Google Earth to explore 3-D
models of target venues to determine optimal entry and exit points.
During the melee, LeT assassins used satellite phones, GSM hand­
sets, and Skype to coordinate with their Pakistan-based command
center, which monitored broadcast news, the Internet, and social
media to provide real-time tactical direction to its ground assault
team.

When a bystander tweeted a photograph of police comman­
dos rappelling from a helicopter onto the roof of the besieged Jew-
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ish community building, the terrorist ops center intercepted the
photograph, alerted its attackers, and directed them to a stairwell
leading to the roof. The police, who had hoped to surprise the ter­
rorists, instead found themselves ambushed inside the stairwell the
moment they opened the door. When the BBC mentioned on air
that witnesses had reported the terrorists were hiding in room 360
or 36l, their war room phoned them immediately and told them to
reposition themselves to avoid capture.

At every point during the siege, the LeT attackers exploited
readily available technology to gain situational awareness and
maintain tactical advantage over police and the government. They
monitored the Internet and social media, gathered all available
open-source data, and even mounted a sophisticated online coun­
terintelligence operation to protect their operatives. Throughout
their assault on Mumbai, the terrorists were so dependent on tech­
nology that numerous witnesses reported seeing LeT operatives
shooting hostages with the guns in their right hands while simulta­
neously checking BlackBerry messages with their left.

Not only was technology crucial to the operational success of
the siege, but as we learned in chapter 2, criminal abuse of technol­
ogy also funded the attack. Itwas a Filipino hacking cell working on
behalf of the al-Qaeda affiliate Jamaah Islamiyah that committed
extensive cyber crime and online fraud to bankroll the LeT opera­
tion in India. The hackers funneled their millions in ill-gotten cyber
gains back to their handlers in Saudi Arabia, who in turn laundered
the funds and forwarded them to the Lashkar-e-Taiba team respon­
sible for the brutal onslaught against the people ofMumbai.

In the end, it took police sixty-eight hours to end the siege on
the city ofMumbai. Counterassault teams eventually killed nine of
the terrorists and arrested the tenth. Shockingly, one of the inno­
cents to survive the attack was K. R. Ramamoorthy. At the very
moment the LeT command center had given the order to kill him,
there was an explosion in the Taj Mahal Palace, which his attackers
thought was the police closing in. As the terrorists ran to investi­
gate, they gave Ramamoorthy the brief moment in time he needed
to free himself and escape. Not so lucky were the 166 men, women,
and children who lost their lives that day, as well as the hundreds
more who were gravely wounded as a result of the carnage.
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Let us pause for a moment to consider the implications of this
terrorist assault. Ten men, armed not just with weapons but with
technology, were able to bring a city of twelve million people, the
fourth-largest metropolis on earth, to a complete standstill, in
an event that was broadcast live around the world. The militants
proved fully capable of collecting open-source intelligence mid­
attack (traditional media, Internet, mobile, and social data) and
using it for synchronous operational decision making. LeT simply
processed the data the public was leaking and leveraged them in
real time to kill more people and outmaneuver authorities. That
was terrorism in the digital age circa 2008. What might terrorists
do with the technologies available today? What will they do with
the technologies of tomorrow? The lesson ofMumbai is that expo­
nential change applies not just for good but for evil as well.

Data Is the New Oil

Data is constantly being generated by everything around us. Every
digital process, sensor, mobile phone, GPS device, car engine, medi­
cal lab test, credit card transaction, hotel door lock, report card,
and social media exchange produces data. Smart phones are turn­
ing human beings into human sensors, generating vast sums of
information about us. As a result, children born todaywill live their
entire lives in the shadow of a massive digital footprint, with some
92 percent of infants already having an online presence. From their
parents' posting of their first in utero sonogram until the disconnec­
tion of their Internet-enabled pacemaker more than a hundred years
later, every moment from birth to death will be digitally chronicled
and preserved in the cloud in perpetuity. Our data creation cycle
never sleeps, and in 2014 each and every minute of every day, we

• sent 204,166,667 e-mail messages
• queried Google's search engine 2 million times
• shared 684,000 pieces of content on Facebook
• sent out 100,000 tweets on Twitter
• downloaded 47,000 apps from the Apple App Store
• uploaded 48 hours of new video on YouTube
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• posted 36,000 new photographs on Instagram
• texted 34 million messages on Whats\pp

Put another way, every ten minutes, we created as much infor-­
mation as did the first ten thousand generations of human beings.
The cost of storing all these data is dropping exponentially as well.
For instance, as of late 2014, a six-terabyte hard drive can be pur­
chased on Amazon.com for just $300 and store all of the music ever
recorded anywhere in the world throughout history.

This vast growth in the world's information infrastructure
has been dubbed the big-data revolution. The promise of big data
is that long-standing complex problems become quantifiable and
thus empirically solvable. Consider medicine. As all patient data
are cataloged in electronic medical records, it becomes easier for
doctors to mine these data sets to identify the most effective treat­
ments, spot deadly drug interactions, and even predict the onset
of disease before physical symptoms begin to emerge. Untold lives
could be saved.

Across all industries, whether retail, transportation, or phar­
maceuticals, there will be tremendous economic value realized as
a result of big data, so much so that the World Economic Forum
recently dubbed data "the new oil." There is a new-age gold rush
afoot in which hundreds of companies such as IBM, Oracle, SAS,
Microsoft, SAP, EMC, HP, and Dell are aggressively organizing
to maximize their profits from the big-data phenomenon. And if
data are the new oil, the modern currency of a digital world, then
those in possession of the greatest amounts will have enormous
power and influence. Just as the first oil barons, such as John D.
Rockefeller andJ. Paul Getty, ruled their era, so too will those who
possess the largest amounts of data in today's world, as Mark Zuck­
erberg and Eric Schmidt have demonstrated. Companies such as
Facebook, Google, and Acxiom are creating the largest data sets
about human behavior ever accumulated in history and can lever­
age this information for their own purposes, whatever they might
be, whether profit, surveillance, medical research, political repres­
sion, or blackmail.

But ifdata are the new oil, then like other long-established natu­
ral resources, they must be safeguarded. We don't leave 100 million
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barrels of oil unprotected, and yet for the most part that is exactly
what we do with the vast majority ofdata created. The protection of
our digital information is nowhere near the levels it should be. The
100million barrels ofoil are protected by guards, fences, guns, video
cameras, and sensors in the ground and along the pipelines. Butwhat
about the 100 million credit cards and customer records stored by
retailers such as Target? They, as we have seen, are stored in inher­
ently insecure and poorly defended databases. When you aggregate
such vast troves ofvaluable data and fail to protect them, what do you
think is going to happen? Our ability to capture and store informa­
tion is greatly outpacing our ability to understand it or its implica­
tions. Though the business costs of storing the world's information
may be driving toward zero, the social costs may be much higher,
posing huge future liabilities for society and our world.

History here can be instructive. Willie Sutton, the famous
American bank robber, stole nearly $2 million over his multi­
decade career in crime, which began in the 1920s. After his capture
by the FBI, a reporter asked Sutton, "Hey, Willie, why do you rob
banks?" His answer, oft repeated, was, "Because that is where the
money is." Though Sutton could have robbed two million people of
a dollar each, he chose a more logical and time-efficient approach,
deciding instead to rob the currency aggregators (banks). Thus is it
any surprise that criminals are going after Target, Sony, and other
data aggregators when the rewards are so high and the risks so low?
In today's world, data are where the money is.

Taking a cue from Gordon Moore and his eponymous law,
I too decided a dictum was in order to describe the risks associ­
ated with the growing mountains of data produced. Thus I present
Goodman's law:

The more data you produce and store, the more organized crime is
happy to consume.

Eventually, your personal detailswill fall into the hands ofcrim­
inal cartels, competitors, and even foreign governments. While big
data may be the new oil, our personal data are more like weapons­
grade plutonium-dangerous, long lasting, and once they are
leaked, there's no getting them back.

Even the federal government is realizing it too can fall vic­
tim to this problem. Just look at the 2010 WikiLeaks debacle and
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the hundreds of thousands of classified diplomatic cables Private
Chelsea (Bradley) Manning was able to steal while working as an
army intelligence analyst in Iraq. Of course just a few years later,
the world would meet Edward Snowden, who used his skills and
access as an NSA system administrator to steal millions of highly
classified files from America and its allies and share them with
journalists for publication online. Some have called this type of
mass information theft and disclosure the "civil disobedience of the
information age." But ifManning and Snowden could (after pur­
portedly thorough background investigations) amass and steal such
vast volumes of sensitive data from the federal government, what
might they do if they were working for Target, Citibank, or Apple?
The exponential growth in corporate data means that trade secrets,
engineering designs, technical know-how, customer lists, employee
salary tables, pricing strategies, suppliers, and any other informa­
tion stored on a digital device can leak. Today, any company, large
or small, can have a Snowden in its midst with notable implications
for its data security, privacy, and long-term economic viability.

Just one compromised e-mail account on Facebook, Google, or
Apple can give hackers access to years ofyour e-mail messages, cal­
endar appointments, instant messages, photographs, phone calls,
purchase histories on Amazon, bank and brokerage accounts, and
documents in Dropbox or on Google Drive. It is important to note,
however, that the data losses we imagine today will pale in compar­
ison with what becomes possible tomorrow. In this world, our abil­
ity to aggregate all information created by both man and machine
and store it in perpetuity is far exceeding our understanding of the
concomitant risks.

Bad Stewards, Good Victims, or Both?

What I did in my youth is hundreds of times easier today.
Technology breeds crime.
FRANK W. ABAGNALE

When Sony, Target, and T.J. Maxxwere hacked, whose fault was it?
Were these firms innocent victims of ingeniously inventive cyber
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attacks perpetrated by sophisticated transnational organized crime
groups? Or were they deeply lax with their security precautions,
remiss in implementing the most basic of protections for the hun­
dreds of millions of accounts entrusted to them? The answer lies
between the two extremes. Not only are retailers doing an ineffec­
tive job of protecting their customer data, but so too are legions of
Internet start-ups and the behemoths of social media. When you
volunteer your data to Facebook, Google, LinkedIn, and others,
you need to be aware not only of the numerous privacy ramifica­
tions of doing so but of the criminal implications as well. These
firms are routinely hacked, and the data taken are yours. How often
does this happen? Way more than you might ever imagine.

Facebook's own security department has shockingly acknowl­
edged that over 600,000 accounts are compromised every day. Did
you get that? Not 600,000 accounts per year or even permonth, but
per day. That's one account every 140 milliseconds (a blink of an
eye is 300 milliseconds). These data can be used for identity theft,
criminal impersonation, tax fraud, health insurance scams, and a
host of other criminal offenses. Consider the tremendous volumes
of personal data you share on Facebook, and now think what orga­
nized criminals might be able to do with them. Mother's maiden
name, check. Place of birth, check. Date of birth, check. Photo­
graphs ofyour kids, check.

Compromising your Facebook account is not the end goal; it's
just the beginning. Because 75 percent ofpeople use the same pass­
word for multiple Internet sites and 30 percent use the same log­
in information for all their online activities, once your Facebook
account password is compromised, it can potentially be used to ac­
cess your bank, credit card, and e-mail accounts. In addition,
third-party companies are increasingly allowing you to use your
Facebook log-on credentials as your passport to the rest of the
digital world. While using your Facebook account to shop, listen
to music, and play games is greatly convenient, once that single
sign-on is compromised, so too are all the other services.

Many social media companies have been breached, including
Linkedln (6.5 million accounts), Snapchat (4.6 million account
names and phone numbers), Google, Twitter, and Yahoo! Trans­
national organized crime groups are responsible for carrying out
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a full 85 percent of these data breaches, and their goal is to exfil­
trate the greatest amount ofdata possible, with the highest value in
the cyber underground. Sometimes organized crime groups don't
even need to hack into a computer system; it's already wide open.
Just as predators on the plains of the Serengeti won't pass up an
already dead animal as a free meal, so too are hackers happy to take
advantage of any free data bounty that comes their way. Such was
the case, for example, when the mega cloud storage data company
Dropbox accidentally turned off the need for any account password
whatsoever across its entire network back in 2011. As a result, any
person could read any file posted on the Dropbox network.

You might think that ifyour social media or Internet accounts
were compromised in such a manner and you suffered harm, such
as identity theft or tens of thousands of dollars stolen from your
bank account as a result of somebody else's negligence, you might
have recourse to sue those who put your information at risk. Of
course, you do not. You waived all of those rights when you clicked
"I have read and agree to the terms of service," a caveat that holds
these companies completely harmless for such breaches.

And Facebook makes it clear:

We try to keep Facebook up, bug-free, and safe, but you
use it at your own risk. We are providing Facebook as
is without any express or implied warranties ... We do
not guarantee that Facebook will always be safe, secure
or error-free ...[Y]ou release us, our directors, officers,
employees, and agents from any claims and damages,
known and unknown, arising out of or in any way
connected with any claim you have.

By the way, it is not just organized crime groups that are going
after the massive data repositories you've created with Google,
Yahoo!, and Facebook; it is governments, foreign and domestic, as
well. For example, in January 2010 Google went public with news
of a massive attack across its network and blamed the attack on
the Chinese government. Google reported that Chinese authori­
ties were going after the Gmail accounts of activists in the United
States, Asia, and Europe who had raised concerns about China's
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human rights practices. Also targeted in the incident were trade
secrets and Google's source code-the very software that runs
Google and its products.

Though Google admitted being attacked, the exact extent and
nature of what was taken were closely guarded company secrets.
Later, however, it was revealed that hackers tied to China's People's
Liberation Army (PLA) took the source code for Google's global
password management system. The theft of Google's source code
could readily have provided the Chinese persistent access to the
passwords of millions of Google's customers worldwide and have
allowed the PLA to remain hidden within Google's systems on a
long-term basis. Have you changed your Google password since
2010? If not, the PLAmay have a copy of it. Whether Internet and
social data companies are bad stewards of our data, highly targeted
victims, or a little bit of both, the fact of the matter is that any data
we entrust to the sites and companies could leak to criminals, ter­
rorists, and others.

Data Brokers Are Poor Stewards of Your Data Too

One of the problems with having shadowy and poorly regulated
data brokerages amass huge volumes of information on us is that
these companies can readily be hacked as well. When firms such as
Acxiom store trillions of records on each of us, those records will
be targeted by organized crime because, as Willie Sutton reminds
us, that's where the money is. This theft of large-scale data sets
from data brokers has been going on for many years, and back in
2002-3 more than 1.6 billion customer records were stolen from
Acxiom and its clients. According to court documents, the hacker
responsible for the theft, Scott Levine, was able to download more
than eight gigabytes of Acxiom files, making it one of the largest
ever intrusion cases involving the theft of personal data.

More recently, in 2013, the data broker Experian mistakenly
sold the personal data of nearly two-thirds of all Americans to an
organized crime group in Vietnam. The epic fraud meant that the
Social Security numbers of 200 million Americans were now avail­
able to the thieves around the world. The data sets obtained were
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known as "fullz" in the criminal underground because they con­
tain the full set of information required for criminals to apply for
credit cards and take out loans in the names of their victims. The
massive breach of security occurred because Experian failed to do
due diligence on the Vietnamese hacking organization, which had
established a front company posing as a U.S. private investigation
firm in order to purchase the data for its crime commission. Get
that? Experian sold 200 million user data files to an ID theft ring.
The data were eventually put up for sale on dozens of hacker Web
sites, including SuperSet.info and FindGet.me, selling for just six­
teen to twenty-five cents a record, with payment accepted only via
untraceable online currencies such as Liberty Reserve and Web­
Money. Experian learned of the compromise and its complicity in
the affair only after it was contacted by the Secret Service, which
discovered the information for sale on the hackerWeb sites.

And why on earth would a purportedly reputable firm sell the
data without doing due diligence? The answer, as usual, lies in the
money. Data brokers make money when they sell data, not when
they protect it. In the course of the investigation, it was uncovered
that criminals had accessed the Vietnamese data set at least 3.1 mil­
lion times before it was taken down-but of course by then, the
damage had been done.

Given the ready availability of data on any one ofus, organized
crime groups have now even started their own data brokerages
and front companies providing illicitly obtained information on
any particular target of interest. An example of this was seen when
Russian hackers created a Web site known as Exposed.su to dem­
onstrate their hacking prowess to their fellow criminally inclined
buying public-bona fides, if you will. Boasting of their ability to
get data on anybody, the hackers freely hosted credit files on a wide
number of public figures in politics, law enforcement, and enter­
tainment.

To obtain their ill-gotten goods, the thieves subverted the secu­
rity systems at Equifax's AnnualCreditReport.com Web site and
obtained the full credit reports ofall those targeted. Those who fell
prey to the attack included a who's who of celebrities, among them
Ashton Kutcher, Kim Kardashian, Jay-Z, Bill Gates, Beyonce,
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Robert De Niro, Lady Gaga, and Sean Combs. Also breached were
the credit reports of a number of extremely high-profile govern­
ment figures such as First Lady Michelle Obama, Vice President
Joe Biden, former president George Bush, the FBI director Robert
Mueller, the CIA director John Brennan, and Attorney General
Eric Holder, as well as the LAPD chief Charlie Beck.

Once the Exposed.su hacker crew obtained the complete credit
reports on those listed above, they posted them in full online in
PDF format. There for all the world to see were the Social Security
numbers of the victims, their dates ofbirth, every address they had
ever used, personal phone numbers, legal judgments against them,
and other personally revealing information such as how many hun­
dreds of thousands of dollars they charged every month on their
American Express black cards or how many millions they owed on
their mortgages. The credit reports of those affected were viewed
nearly one million times before the sites were eventually taken
down.

As noted in the last chapter, large data brokers create highly
segmented lists of clustered individuals such as "Caucasian, high
school educated, rural, family oriented, and interested in hunting,
fishing and watching NASCAR." Now it appears as if certain data
brokers are also creating lists that are of direct benefit to orga­
nized crime groups, who will pay top dollar for such criminal leads.
Scammers are a lucrative fountain of revenue for data brokers, and
as such the data industry is happy to create lists that cater to crimi­
nal customers as well. Though data brokers would disagree or dis­
avow any responsibility for what happens with the lists, clusters of
individuals such as " 'gullible' pensioners who 'want to believe their
luck can change'" are nothing more than an invitation to defraud
senior citizens of their life savings.

For data brokers such as ChoicePoint, Experian, and Equifax,
the economic incentives are gravely misaligned from a public risk
and security perspective. This is particularly true in the age of big
data, when organized criminals now find themselves in the knowl­
edge management business. They are an efficient, effective, and
industrious force in the world of big data, and the more we create,
the more they are happy to consume.
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Social Networking Ills

Social media are great fodder for identity theft, as all the infor­
mation criminals need to pursue you is freely available online,
whether it's your date of birth or your mother's maiden name on
your Facebook account. You may be thinking, "Criminals can't see
that information ... I've blocked it in my privacy settings." If only
the system worked as advertised. There are many reasons why any
information you post to Facebook leaks. First, as noted above, when
Facebook updates its ToS, it will often reset your desired privacy
settings back to the least private options available, making these
data available to anybody, especially its advertisers. Second, with
600,000 Facebook accounts compromised daily, it's only a matter
of time before criminals get around to you. Last, given that social
data are now "where the money is," criminals have created spe­
cialized tools, in the form of targeted viruses and Trojans, to take
over your Facebook and other social media accounts without your
permission.

At least 40 percent of social media users have been exposed to
one form ofmalware, and more than 20 percent of us have had our
e-mail or social networking account compromised or taken over
by a third party without our permission. Bad guys trick users into
clicking on links in posts and messages that purport to come from
friends or colleagues using a technique known as social engineer­
ing. Criminals take advantage of the trust we extend to those in
our social network by masquerading electronically as these trusted
parties, invariably tricking users to click on a link that will ulti­
mately infect a computer with a virus, Trojan, or worm. Moreover,
organized crime groups are extremely quick to react to breaking
news, which they use to dupe innocent users to click on as a means
of infecting them. Whether it was the earthquake in Haiti, Jus­
tin Bieber's arrest, or Miley Cyrus in the nude, the headlines are
too good to ignore and thus people click on them. WhenMalaysia
Airlines Flight MH370 went missing over the Indian Ocean, scam­
mers were ready to go with fake photographs of the plane and pur­
ported videos showing "MH370 found at sea, shocking video just
released by CNN." The messages spread like wildfire over social
media to a curious public eager for answers, not realizing they had
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just infected their machines with viruses. Sometimes curiosity
really does kill the cat.

One of the best-known pieces of social media malware was
known as Koobface (a variation of "Facebook"), which targeted
Facebook users around theworld. The malicious social media worm
spread by tricking users to click on a Facebook linkwith an impos­
sibly compelling headline such as "OMGI just saw this naked
video of you!" Who wouldn't click on such a message? Unfortu­
nately, one curious click can lead to a flurry of malware. Once
infected, the Koobface worm steals any available log-in credentials
it can find on your machine, including those for your Facebook,
Skype, Yahoo! Messenger, and Gmail accounts. Koobface can also
force your computer to take part in denial-of-service attacks against
third parties and hijack yourWeb search returns and clicks to take
you to untrusted Web sites. The malware was designed and dis­
seminated by a hacking group in St. Petersburg, Russia, and though
the criminals responsible were individually identified and even
publicly named, Russian authorities have refused to extradite them
to face trial for their crimes.

Of course these days, social media attack tools have become
streamlined, and one need not even be amaster hacker to steal infor­
mation. For example, Firesheep is a simple Firefox browser plug-in
that anyone could download to take over the Facebook session of
others on the same network and hijack their Facebook accounts.
With this, for example, ifyou checked your Facebook account at a
local Starbucks while sharing the network with twenty-five other
people in the coffee shop, and ifone ofthemwas runningFiresheep,
the hacker could use the plug-in to log in as you on your own Face­
book account. Easy as pie. Once logged in, the crook could see all
your personal information, change your account settings, and post
anything he or she wanted on your wall or in messages to other
users. This technique is sometimes known as session hijacking or
"sidejacking" and is ridiculously easy to execute.

Criminals are also targeting users on social media sites via
third-party apps and online games, attacks that grant them access
to your bank account and can ruin your credit. This was a lesson
Lisa Lockwood of Baltimore, Maryland, learned the hard way
when the information her seventeen-year-old son had provided
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a Facebook gaing app came back to bite them both. The game
offered the tC extra gaming points in exchange for filling out
an account application that asked for his Social Security number.
Without thinking, and with visions of more points to "level up"
dancing in h i_s head, the teen completed the application, never real­
izing his Social Security number was about to be used by criminals
to complete seven separate car loan applications on his behalf in a
matter of days- lt was only when the boy's mother received a tele­
phone call fro a local Subaru-Volkswagen dealer inquiring about
her son's credit application for a new car that she learned of the
incident.

1t1icit Data: The lifeblood of Identity Theft

The explosion of data has led to the creation of a brand-new indus­
try for transnational organized crime groups, and mass identity
theft is the result. According to the Congressional Research Ser­
vice, identity fraud cost Americans nearly $21 billion in 2012, and
more than 13.1 million Americans are reportedly victims of iden­
tity fraud annually. That works out to about one American every
two seconds. Furthermore, the theft of this personally identifi­
able information is a gateway crime that leads to any number of
other criminal offenses such as financial fraud, insurance fraud,
tax fraud, welfare fraud, illegal immigration, and even terror­
ist finance. Exponential growth in data is leading to exponential
growth in on line crime.

Children are the fastest-growing group of victims of identity
theft. They are particularly vulnerable because they don't have
early-warning systems built in as do adults. If somebody fraudu­
lently charged $500 or $1,000 to your credit card, you would likely
notice it on your next billing statement, but children don't get
credit card statements. Thieves who pilfer their identities can use
them for eighteen years, and only when these young adults apply
for credit themselves, such as college student loans, do they learn
that their credit history has been destroyed by information thieves.

In the United States alone, 500,000 children are victims of
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identity theft annually. According to a study of 40,000 children by
Carnegie Mellon University's CyLab, kids are shockingly fifty-one
times more likely to be victims of identity theft than adults. From
toddlers to teenagers, young people are readily targeted because
their credit histories are nonexistent and thus a tabula rasa for
organized crime groups. Parents don't find out about the crimes
and identity thefts until years and years later, when suddenly they
are confronted by aggressive bill collectors attempting to collect on
their children's unpaid debts. Given the extent to which children
and young adults live their lives online, and the aggressive ways
in which data brokers and large companies are pursuing them, it
is perhaps to be expected that they would face significant threats
from identity thieves. If only these financial woes were their big­
gest problem. As we shall see, the data we all leak can lead to physi­
cal dangers as well.

Stalkers, Bullies, and Exes-Oh My!

The volumes of data about you sloshing around online are use­
ful not only for identity thieves but for legions of other criminals
as well. Old-world crimes are increasingly enabled by newer tech­
nologies, and big data allow traditional criminals to target you with
ever-greater precision. Through our persistent 24/7 online life­
styles, we are reachable at all times, even by those who we wish
could not reach us. What is odd about this phenomenon is that
often we, through our voluntary provision of information or via
data leaks, are making it easier for stalkers, harassers, and criminals
to find us.

Take, for example, the case of cyber bullying. Though bul­
lying has always been a problem in schools, the Internet provides
cyber bullies with instant access to their victims, not just in the
school yard, but everywhere, at all times. The threats come online,
via e-mail, on social media, on mobiles, and even via messaging
apps and games. According to the National Crime Prevention
Council, nearly half of all teens are affected by cyber bullying. For
young people facing the persistent harassment, it seems as if there



11g AGATHERING STORM

is no escape; as :a_ result, a full 20 percent of middle school students
admitted to "ser iously thinking about attempting suicide" because
of online bullyir+g.

Children ace not the only ones victimized by cyber bully­
ing; cyber stall ing is increasingly affecting the adult population
as well. In fact, the ever-expanding flows of data about us and our
persistent online presence have helped to transform the Internet
into a fertile ground fr a new breed of criminal known as the
cyber stalker. T J-iese offenders use the Internet as "their weapon to
harass, threaten. and intimidate their prey." Cyber stalkers do this
by sending unwanted e-mails, text messages, postings, and tweets
and by spreadin £ Tumors about the victim online. Using the data
that each of us leaks every day or that are commonly available via
data brokers, er l>er stalkers can easily obtain detailed information
about their victi ms, including their home and work addresses and
phone numbers Often these details are used by cyber stalkers to
confront their v ictims in person.

Facebook h as been of particular use to stalkers. With each of
us having hund reds of friends, many of whom we've never met, it
would be wise ro more carefully consider who was actually send­
ing those friend requests. Christopher Dannevig used Facebook
to find his victi mn, Nona Belomesoff, an eighteen-year-old woman
from Sydney, A"'-.lstralia, and meticulously studied her profile before
contacting her. It was Belomesoffs frequent posting about her love
of animals on h er Facebook page that gave her stalker the idea of
how to persuade her to meet him. Using the social media data the
young woman was innocently leaking, Dannevig created a fake
profile under the name "James Green" and claimed he worked as
an HR recruitee r for a well-known local animal rescue group. The
woman's stalker used the very details she had posted to con her.
After creating the fake profile, Dannevig contacted Belomesoff
and exchanged a series of messages, eventually befriending her
and gaining her trust. Shortly thereafter, he announced there was
a job opening at the animal rescue charity for which she would
be a perfect fit_ Belomesoff agreed to meet him for an interview,
and her stalker offered to drive the young woman to the animal
shelter located in a secluded area just outside Sydney. Thrilled at
the prospect or having found a paying position working with the
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animals she loved, she agreed to travel with the man. It was there,
in the deserted outskirts of Sydney, that Dannevig strangled and
murdered the girl.

Though the threat from strangers using our data to find and
stalk us is real, it pales in comparison to the perils we face as a result
of domestic violence and harm by those with whom we once shared
an intimate relationship. Facebook makes it easy to keep tabs on
a former boyfriend, girlfriend, or spouse out of a normal, though
unhealthy, level of prurient curiosity. New friends, life updates,
changes in relationship status, travel locations, and vacation plans
are all of great interest to former partners. The phenomenon is so
common that "Facebook stalking" has even entered the common
lexicon.

But for some, the data we leak fuel much more than curiosity
on the part of our ex-partners. In those relationships that involved
domestic violence in the real world, 45 percent of victims admit­
ted that their abusers followed and attacked them online as well,
causing many to suffer from PTSD. Social data can also provide
details as to their locations, and because abusers often go to great
lengths to find their victims, an innocent tweet, check-in, or status
update could be as effectively dangerous as a bullet. For instance,
Paul Bristol flew from Trinidad to England to stab his ex-girlfriend
to death after seeing a post of a photograph with her new boyfriend
on Facebook.

Another challenge in the world of big data is that the informa­
tion we share and intend to keep private leaks out to others. Often
we are betrayed by those with whom we have entrusted the most
intimate details of our lives, particularly with the photographs we
have shared. Sexting, or the sharing of sexually explicit SMS pho­
tographs via mobile phones, is a growing phenomenon, and some
67 percent of college-aged students have admitted to engaging in
the practice. Unfortunately, photographs shared in such a manner
do not just disappear, and these data detritus, like all other forms,
often come back to bite their originators in unexpected ways.

Web sites such as MEx.com allow the jilted to share photo­
graphs of their ex-lovers on a single Web site. There are more than
seven hundred pages of photographs of naked men and women,
with paragraphs of complaints about those in the photos-terrible
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lover, cheated on me with my sister, small penis! Another wildly
popular site, IsAnyoneUp.com, was created by twenty-four-year­
old Hunter Moore as a data repository for anyone to submit naked
photographs of their exes and enemies and was visited by a quarter
of a million people daily. The phenomenon has become so popular
it now has its own name: revenge porn. Moore's site by design listed
next to each photograph links to the person's Facebook or Twitter
account, her full name, and hometown and made this information
fully indexical and retrievable in Google so that it would show up in
an innocent search by a third party looking for that person. Every
naked photograph was accompanied by a comments section that
allowed members of the public, and Moore himself, to comment on
and ridicule the photographs.

Online Threats to Minors

According to the Pew Research Center, today 95 percent of young
people in the United States are online, and 74 percent of teens
aged twelve to seventeen are mobile Internet users, often accessing
the online world via cell phones and tablets. Moreover, 95 percent
of young people aged ten to twenty-three have at least one social
media account. Much of this Internet access takes place outside the
purview of their parents, 74 percent of whom say they are over­
whelmed by modern technology and don't have the energy, time, or
ability to monitor what their children do online. That is unfortu­
nate, for although cyber bullying by peers is a major source of stress
for young people, they face even greater dangers in our increas­
ingly connected world.

Child predators have used technology to great effect to zero
in on children for the purposes of sexual abuse. So common is the
practice it even had its own television show highlighting the phe­
nomenon, NBC's T Catch a Predator. The challenge for children is
that four out of five of them cannot tell when they are talking to an
adult posing as a child online. Their new online friend-the other
eight-year-old girl one town over-could just as likely be a fifty­
year-old man two states away, willing to travel across state lines for
the purpose of child abduction.
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Given that pedophiles have noted preferences in the children
they pursue (age, gender, hair color, height, and so forth), any pho­
tograph posted on social media or elsewhere online can be used
as a shopping catalog or virtual marketplace for child sex abusers
looking for victims to target. Pedophiles make it their business to
know the very latest games, messaging services, and virtual worlds
of interest to children and will seek out their victims in every pos­
sible on line forum, using a variety of tools ranging from Xboxes to
iPads. Lest you think the demand for such disturbing photographs
is limited, law enforcement sources have identified at least twenty­
two million such images and videos in the United States alone, and
some password-protected child pornography Web sites have up to
thirty thousand paying members.

Today the volume of pedophile images is growing, not because
an adult has necessarily abducted a child and abused him or her, but
because young people are readily targeted via subterfuge and social
engineering.

Such was the case with Amanda Todd of British Colum­
bia, Canada, who at the age of twelve was coerced into flashing
her breasts on a live video chat site popular with teens known as
blogTV. The anonymous person who made the request seemed
nice and complimented and flattered young Amanda on how pretty
she was. In a moment of teen naivete, Amanda revealed her breasts,
assuming the requester was another teen. As time passed, however,
she realized she had encountered a much darker force. A year after
her disrobing, Amanda received a message on Facebook from a man
under a pseudonym who demanded the young girl reappear nude
and perform sex acts on camera for him. If she refused, he threat­
ened to release the original video of her topless. To prove he was
serious, the attacker revealed the names of Amanda's friends and
family, her address, and the school she attended and said all would
be shown her video. The young girl demurred, and the harassment
began.

Her tormentor created a fake Facebook profile in Amanda's
name and used a photograph of her bare chest as the profile picture.
He then began sending friend requests to all of Amanda's friends,
family members, and teachers whom he had discovered on her true
account. Amanda was unaware of the incident until the police, wor-
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ried about the implications, came knocking on her family's door at
4:00 a.m. on Christmas Eve. Amanda was horrified. Upon return­
ing to school, she was bullied and harassed relentlessly. For the
young teen, the pressure was unbearable. Depression, anxiety, and
panic disorders set in. She cried herself to sleep every night and
was disowned by her friends, who blamed her for appearing in the
video. She ate lunch alone every day and began cutting herself.

To avoid the pain and ridicule, Amanda switched schools and
moved to a different town. Sadly for her, the persecution contin­
ued. Her stalker followed her activities online and created a fresh
Facebook page to advise her new teachers and classmates of her
topless video. At the new school, the bullying in class got so bad
that a group of girls attacked her on the playground, punching
her and pushing her into a muddy ditch. Adding insult to injury,
the perpetrators even posted a video of their attack on YouTube.
Amanda went home that afternoon and drank from a gallon of
bleach in an effort to bring all her pain and suffering to an end.
She was rushed by ambulance to a hospital, where her stomach
was pumped. Though Amanda survived, the harassment contin­
ued. On her Facebook page, other students posted photographs of
Clorox containers and encouraged her to "try harder next time."
In response, on September 7, 2012, Amanda posted a nine-minute
YouTube video detailing her struggle with bullying and self-harm.
In the deeply emotional video, she shared her experiences of being
bullied, while powerfully moving music played in the background.
Shortly thereafter, the pain became too much for Amanda to bear,
and she committed suicide at the age of fifteen.

Amanda's video went viral after her death and was viewed
millions of times. Some police thought that Amanda could have
been a victim of "cappers," a disturbing trend in which gangs of
online pedophiles revel in coercing kids into stripping on camera
and recording them. Worse, the pedophiles then use the videos to
blackmail teens into performing more explicit sex acts online and
in person. The tragedy of the Amanda Todd affair is multifold. A
young girl innocently leaks data about herself online and is stalked
on social media and in the real world, leading to her death. But
tragic though it may be, this is not an isolated occurrence, and the
speed at which the trend is growing is disturbing. Big data bring





























































































































































































































































































































280 THE FUTURE OF CRIME

such as Liberty Reserve and Bitcoin, are breathing new life into
the underground economy and allowing for the rapid exchange of
goods and services. With these additional revenues, Crime, Inc.
is becoming more disciplined and organized, significantly increas­
ing the sophistication of its operations. Business models are being
automated wherever possible to maximize profits and botnets can
threaten legitimate global commerce, easily trained on any target
of Crime, lnc.'s choosing. Fundamentally, it is done. The comput­
ing and Internet crime machine has been built. With these systems
in place, the depth and global reach of Crime, lnc.'s power mean
that crime now scales, and it scales exponentially. Yet for as bad as
this threat is today, it is about to become much worse, as we hand
Crime, Inc. billions of more targets for them to attack as we enter
the age of ubiquitous computing and the Internet ofThings.
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