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Smart contract Formal Model Formal
source code Verification Tool
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Properties

NctouHuk: https://www.auditwizard.io/blog/securing-smart-contracts-with-formal-verification-tools
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/// @dev Equivalent to "(x * y) / WAD" rounded down.
function mulWad(uint256 x, uint256 y) internal pure returns (uint256 z) {
/// @solidity memory-safe-assembly
assembly {
if mul(y, gt(x, div(not(@), y))) {
if or(mul(y, gt(x, div(not(0), y))), eq(x, Oxfffffffffff)) {
mstore(0x00, Oxbac65e5b) // ‘MulWadFailed()'.
revert(0xlc, 0x04)
}
z := div(mul(x, y), WAD)

WNctounmk: https://github.com/Vectorized/solady/blob/main/src/utils/FixedPointMathlLib.sol
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/// @author Modified from Solady
(https://github.com/vectorized/solady/blob/main/src/utils/FixedPointMathLib.sol)
/// @author Modified from Solmate
(https://github.com/transmissionsll/solmate/blob/main/src/utils/FixedPointMathLib.sol)
/// @dev The scalar of ETH and most ERC20s.
uint256 internal constant WAD = 1el8;
/// @dev Equivalent to (x * y) / WAD" rounded down.
function mulWad(uint256 x, uint256 y) public pure returns (uint256 z) {
/// @solidity memory-safe-assembly
assembly {
if or(mul(y, gt(x, div(not(0), y))), eq(x, OxFfFFFfffff)) {
mstore(0x00, Oxbac65e5b) // "MulWadFailed( )’
revert(0xlc, 0x04)
} - Orpanuxennas noddepxko cmamucmusekumu
z := div(mul(x, y), WAD) aHanu3amopamu
) ’ - Omcymembue fempoennoix npofepok komnuramopa

- Hemunuunas npodnema
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/// @author MOdlfLed from Solady
(https:,
/// @author Modtfted from Solmate
(https:

/// @dev The scalar of ETH and most ERC20s.
uint256 internal constant WAD = 1el8;

/// @dev Equivalent to "(x * y) / WAD" rounded down.

function mulWad(uint256 x, uint256 y) public pure returns (uint256 z) {
/// @solidity memory-safe-assembly
assembly {

if or(mul(y, gt(x, div(not(0), y))), eq(x, OxFFFFffffffff)) {
mstore(0x00, Oxbac65e5b) / U LIve
revert(0xlc, 0x04)

z := div(mul(x, y), WAD)

- Orpanuentoe nokpoimue
- Tpyduo nepevucnums fce gHawenus
- bpanuu morym doims neouebudne

function test_foo(bytes memory data) public pure {
assert(foo(data));

}

@1©©

import {Test, console} from "forge-std/Test.sol";
import {FixedPointMathLib} from "../src/utils/FixedPointMathLib.sol";

contract MulWadTest is Test {
function test_mulWad() public {
uint256 x = 5el8;
uint256 y = 0.5e18;

assertEq(FixedPointMathLib.mulWad(x, y), 2.5e18);
}

function test_mulWad_roundsDown() public {
uint256 x = 20;
uint256 y = 30;

assertEq(FixedPointMathLib.mulWad(x, y), 0);
}
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function mulWad(uint256 x, uint256 y) public pure returns (uint256 z) {
/// @solidity memory-safe-assembly
assembly {
if or(mul(y, gt(x, div(not(@), y))), eq(x, OxFfffffffffff)) {
mstore(0x00, Oxbac65e5b) // ‘MulWadFailed()
revert(0xlc, 0x04)

}
z := div(mul(x, y), WAD)

@IO@

function test_mulWad(uint256 x, uint256 y) public {

// if (x * y) doesn't overflow

if (y == 0 || x <= type(uint256).max / y) {
uint256 zSpec = (x * y) / WAD;
uint256 zImpl = mulWad(x, y);
// ‘mullWad® result is equivalent to “(x * y) / WAD®
assert(zImpl == zSpec);

} else {

// otherwise, it should revert
vm.expectRevert();
mulWad(x, y);

runtime _
verification

Brenan Keller
“¥ @brenankeller
A QA engineer walks into a bar. Orders a beer. Orders O beers. Orders

99999999999 beers. Orders a lizard. Orders -1 beers. Orders a
ueicbksjdhd.

First real customer walks in and asks where the bathroom is. The bar
bursts into flames, killing everyone.

palina@Palinas-MacBook-Pro:~[rv/ethdubai-kontrol X1

[ 1 Compiling...

[ ] Compiling 1 files with 0.8.25

[ ] Solc 0.8.25 finished in 835.19ms
Compiler run successful!

Ran 1 test for test/MulDivTest.t.sol:MulWadTest
[PASS] test_mulWad(uint256,uint256) (runs: 262, u: 1687, ~: 780)
Suite result: ok. 1 passed; 0 failed; skipped; finished in 5.48ms (5.28ms CPU tim

Ran 1 test suite in 119.79ms (5.48ms CPU time): 1 tests passed, 0 failed, skipped
(1 total tests)

-
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function mulWad(uint256 x, uint256 y) public pure returns (uint256 z) {

/// @solidity memory-safe-assembly
assembly {
if or(mul(y, gt(x, dlv(not(@), y))), eq(x, OxFfffffffffff)) {
mstore(0x00, Oxbac65e5b) MulWadFailed()
revert(0xlc, 0x04)

z := div(mul(x, y), WAD)

@IO@

function test_mulWad(uint256 x, uint256 y) public {
// if (x * y) doesn't overflow
if (y == 0 || x <= type(uint256).max / y) {
uint256 zSpec = (x * y) / WAD;
uint256 zImpl = mulWad(x, y);

/// /

m

assert(zImpl
} else {
// otherwise, it should revert
vm.expectRevert();
mulWad(x, y);

zSpec);

ulWad® result is equivalent to “(x * y) / WAD®

runtime
verification

> kontrol build
> kontrol prove

'YX ) i i Pro:~/ ekontrol %1

PROOF FAILED: test%MulWadTest.test_mulWad(uint256,uint256):0
time: 3m 27s
5 Failure nodes. (4 pending and 1 failing)

Pending nodes: [24, 25, 26, 27]
Failing nodes:

Node id: 23
Failure reason:
Matching failed.
The remaining implication is:
{ Wi1_y_114b9705:Int #Equals 0 }
#And { VVO_x_114b9705:Int #Equals 17592186044415 }
#And { true #Equals @ <=Int CALLER_ID:Int }
#And { true #Equals @ <=Int ORIGIN_ID:Int }
#And { true #Equals @ <=Int NUMBER_CELL:Int }
#And { true #Equals @ <=Int TIMESTAMP_CELL:Int }
#And #Not ( { CALLER_ID:Int #Equals 645326474426547203313410069153905908525362434349 } )
#And #Not ( { ORIGIN_ID:Int #Equals 645326474426547203313410069153905908525362434349 } )
#And #Not ( { CONTRACT_ID:Int #Equals 645326474426547203313410069153905908525362434349 } )
#And { true #Equals CALLER_ID:Int <Int powl60 }
#And { true #Equals ORIGIN_ID:Int <Int powl60 }
#And { true #Equals NUMBER_CELL:Int <=Int maxSInt256 }
#And { true #Equals TIMESTAMP_CELL:Int <Int pow256 }
#And { false #Equals @ <Int CALLER_ID:Int andBool CALLER_ID:Int <=Int 9 }
#And { false #Equals @ <Int ORIGIN_ID:Int andBool ORIGIN_ID:Int <=Int 9 } #Implies { true #Equals foundry_success (
. statusCode: EVMC_REVERT , failed: #lookup ( .Map , 46308022326495007027972728677917914892729792999299745830475596687
180801507328 ) revertExpected false , opcodeExpected: false , recordEventExpected: false , eventExpected: false ) }
Path condition:
{ true #Equals W1_y_114b9705:Int ==Int @ }
#And { true #Equals notBool notBool VVO_x_114b9705:Int ==Int 17592186044415 }
Model:
ORIGIN_ID = 10
W1_y_114b9705 = @
CALLER_ID = 10
NUMBER_CELL = @
VV0_x_114b9705 = 17592186044415
TIMESTAMP_CELL = @
CONTRACT_ID = 2

r
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Kontrol your pipeline

© Update dependency: deps/k

github.com/runtimeverification/kontrol-solady/actions/runs/9765685983/job/26956934883

(@ Summary

Jobs

@ Test Proofs

Run details
) Usage

&3 Workflow file

https://github.com/runtimeverification/kontrol-solady/tree/master/.github

x

+

Kontrol Tectbl MOXHO UHTerpuposaTtb B Cl

Test Proofs

runtime
verification

Run Kontrol

out/proofs/testsFixedPointMathLibVerification. testMuliadup(uint256, uint256) :8/proof.son
[proxy] Processing request 15

INFO 2024-07-62 17:58:30,221 pyk.kore. rpc - Received
INFO 2024-07-62 17:58:30,237 pyk.proof. reachability ~ Subsumed into target node
testyFixedPointMathLibVerification. testMulWadUp(uint256, uint256):0: (16, 2)

INFO 2024-07-82 17:58:38,248 pyk.proof. reachability — Wrote proof data for

testaFixedPointMathLibVerification. testMulWadUp(uint256, uint256
out/proofs/testsFixedPointMathLibVerification. testMulNadup (uint256, uint256) :8/proof.json

INFO 2024-07-02 17:58:30,269 pyk.proof. reachability - Wrote proof data for

testwFixedPointMathLibVerification. testiulWadUp(uint256, uint256) :0:
out/proofs/testsFixedPointMathL ibVerification. testMulWadup (uint256, uint256) :8/proof. json

INFO 2024-07-62 17:58:30,281 kevm_pyk.utils - Proof status testxFixedPointMathLibVerification. testMulWadUp(uint256,uint256.
ProofStatus. PASSED

INFO 2024-07-62 17:58:30,289 pyk.proof.reachability - Wrote proof data for
testwFixedPointMathL ibVerification. testulWadup(uint256, uint256) :0:

out/proofs/testsFixedPointMathL ibVerification. testMulNadup (uint256, uint256) :8/proof.json

INFO 2024-07-62 17:58:30,300 pyk.kore.rpc - Stopping KoreServer: 0.0.0.0:37095, pid=1986

INFO 2024-07-82 17:58:3,395 pyk.kore.rpc ~ KoreServer stopped: 0.0.0. 986

INFO 2024-07-62 17:58:30,399 pyk.proof.proof - Reading APRProof from file
testwFixedPointMathLibVerification. testMulWad(uint256, uint256) :0:
out/proofs/testsFixedPointMathL ibVerification. testMuliad (uint256, uint256:
INFO 2024-07-82 17:58:30,461 pyk.proof.proof - Reading APRProof from file
testwFixedPointMathLibVerification. testiulWadUp(uint256, uint256) :0:
out/proofs/testsFixedPointMathL ibverification. testMulWadup (uint256, uint256) :8/proof.json
+ PROOF PASSED '+

testaFixedPointMathLibVerification. testMulWad(uint256, uint256):0

X Time: 1n 265 X
'+ PROOF PASSED '+

testwFixedPointMathLibVerification. testMulWadup(uint256, uint256):0

X Time: 2m 165 X

esponse from localhost:37095: 15 - implies

/proof. json

github.com/runtimeverification/kontrol
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try.simbolik.runtimeverification.com

File Edit Selection View Go Run --- & £ [Extension Development

RUN AND DEBUG D> No Configurations v %

\/ VARIABLES > 2 ¥ 90 WETH > src > ¢ WETH9.sol

v EVM State contract WETH9
Call

0x000000000000000000000VVVVRRVRRRVRRVRRR0R0AN...

Return Data: Ox
¢ v Drequire
> Path Conditions
if
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up to date

W @rv_inc
y @palinatolmach

L https://discord.com/invite/CurfmXNtbN
"~ https://docs.runtimeverification.com/kontrol

() https://github.com/runtimeverification/kontrol
€ @rv_kontrol



