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BEFORE WE BEGIN

@ You will receive a recording of the webinar.

Submit your questions anytime.
We will do Q&A at the end.

Please complete the exit survey. It will only take a minute.

This webinar is worth 1.00 SHRM PDC and 1.00 California HRCI Credit
Must attend the full webinar to get the credit.
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Disclaimer

ILS” webinars, provide general information regarding particular
subjects, and are not intended to constitute legal advice.

By participating in a webinar or presentation, you are not and do not
become a client of ILS.

Rather, entering into an attorney-client relationship is a mutual
agreement between the client and our Law Firm.
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Overview of Compliance with Wrap-up
Workplace Privacy CCPA and CPRA (Action Plan)
TEZMBEMERIFEER &5 CCPAFICPRAL SZE (Frehit))
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@ Overview of Workplace Privacy

T eSS AR AARIPHEIR

COMBINED



https://www.combinedhcm.com/

Legal Framework of California

Privacy Law i B3 AL 12 VAR AR

1. California Consumer Privacy Act (CCPA)
AN E P e AL S (CCPA)

2. California Privacy Rights Act (CPRA)
PN FEFRAARNIEZE (CPRA)
- Covered Businesses SPR,VACY PIGHTS
HEE
- Covered Individuals - CA resident
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Impact on Employers X J&& 3= ) 5]

- The workforce data exemption expired

onlJan 1, 2023

T T8 # % 12023518 18 EI &5

= Workforce Personal Information
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@ Compliance with CCPA and CPRA
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The California Consumer Privacy Act (CCPA)
0 S T A ",'@

1. Employee data collection and use: INAREEE/TIN LN = JEEE

= NHDBIEETFHEHFICENER 2 TN NG
B, BiEga., it t=®ESEIEREE.
IBYECCPA, T2 A BUENE AT W Lo K s IEAE
RUREE, AR X Lo g anfal 4 i F

= HR departments routinely collect and use
personal information about employees, including
names, addresses, social security numbers, and

health information. Under the CCPA, employees

have the right to know what data is being o ATV U S B R (R
collected about them, and how it will be used. FRREE 3R AR B B T R0R Y B4
= HR departments must be transparent about their TR .

data collection and use practices, and should
obtain consent from employees before collecting

or using their data.
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The California Consumer Privacy Act (CCPA)

o JH 7 & R RAVER

s

2. Data storage and security:

= The CCPA requires employers to take
reasonable steps to protect the
personal information they collect, and
to safeguard it against unauthorized
access, theft, and disclosure.

=  HR departments must ensure that
employee data is stored securely and
that appropriate measures are in place

to prevent data breaches.

2.
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The California Consumer Privacy Act (CCPA)
PO S B R R [

3. Employee rights to access and deletion: 3. FE U 10 A B R BSCR) <
= The CCPA grants employees the right to access = CCPAIX T & d U IR g EFFr A I ANME B

the personal information that is held by their RIACH], DL R L SR B LA A IS AR 6

employer, as well as the right to request that

their personal information be deleted. o NDITYRFET T 2R 28 1 [B] N 51 TR 17 [m) A
= HR departments must be prepared to respond MHIBRIE K,  FEM ] e R 7 SReAZ S5 0 I S i

to employee requests for access and deletion B 15t ] N 3K HE 1 3K

and should have procedures in place to verify
employees' identities and respond to these

requests in a timely manner.
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The California Consumer Privacy Act (CCPA)
PO P A ",'@

4. Third-party data sharing: 4. BE=FHIRFLE .
RIBCCPA, B THBUIIEAMATN N NG E

know if their personal information is being BEE=AHE,

= Under the CCPA, employees have the right to

shared with third parties.
AN FIGEVEHER T RAZHAT AR 25 =07 Hdfs = AR

= HR departments should be transparent about

any third-party data sharing, and should ensure BiERR, FNHRSE =7 RSN R AETT
that any contracts with third-party service BT & RER B iEE JBIE R K.

providers include appropriate data protection

clauses.
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The California Consumer Privacy Act (CCPA)
Do el H B B RAIE SR

5. Penalties for non-compliance: 5. X AN IESFHLE R AL T -

$2,500 for each violation or $7,500 for FREEESFCCPARIE = RIgE= M| I ™ FE 1)
each intentional violation after notice and AL ST 3K . AL FERR O3 J0 1 11 3K
a 30-day opportunity to cure have been $2,5003 7T, LAREED A N kn] 5
provided. sRS$75003E 7T,

A
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The California Privacy Rights Act (CPRA)

o R RN AR VE R

1. The CPRA expands on the CCPA's
employee data rights by adding new rights
such as the right to correction of personal
information and the right to limit the use

of sensitive personal information.

= HR departments must be prepared to respond
to employee requests for access, deletion, and
correction of their personal information, and
should have procedures in place to verify
employee identities and respond to requests in

a timely manner.

|

1. CPRATECCPARYJE b2 24 U 1) 2 4itlh L=,
T FHBIECR], s IS NG BB

) 70 BR i {58 FH BV A NS RBIBUA .
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The California Privacy Rights Act (CPRA)

o R RN AR VE R

2. CPRA adds Sensitive Personal Information
Category.

3. The CPRA includes new requirements for third-

party data sharing, such as the requirement to

include specific data protection provisions in

contracts with service providers.

= HR departments must ensure that any third-
party service providers that handle employee
data are in compliance with the CPRA, and
should review their existing contracts to ensure

compliance.

2. CPRAIEZ NN T B8RRI NME B2 H,

3. CPRAGLHE T 0 o = 5 Bl AL AT 2K,
INE R SRR S5 HE L i (1 & R g N B B Eidfs
BRI e

= NABUEFST 06 250 R AR AR AL E 1 T2 Y
5B =77l 55 PR i AT S CPRABIALSE ,  FFI
A A &R LR G
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The California Privacy Rights Act (CPRA)

o R RN AR VE R

4. The CPRA introduces a new requirement

for companies to conduct regular data

protection assessments, which may include

assessing the risks associated with their

employee data handling practices.

4. CPRATZH T —IUHT I SR, EKNF]
TFHABT B IR R P4, E A e[gealiE

)

.Il

PG S A0ATT Y e T A &i@ﬁ&/ﬂ‘ﬁﬂé 1]
XL

COMBINED



https://www.combinedhcm.com/

The California Privacy Rights Act (CPRA)

o B RN 2R TE R

5. Increased penalties for non-compliance:

Up to $7,500 per violation or $2,500 per
unintentional violation. Enforcement

beginning on July 1, 2023.

5. Z15€ I Py Ak

CPRAIRE T X ABFIEEERIALTT, FRAE
INENE SRR, BT R & RN
B ARS7,500K 7T, HrRI 1] E 2023
F7RH1BEHIT.
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@ Wrap-up (Step by Step Action Plan)

RE (21780 R))
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Wrap-up (Step by Step Action Plan)
B (9% 1TahitRD

1S S Q¥
1111

1. Data mapping to identify each step of personal 1. 38 i Fh b S A 0 P S B JE RSN A7
information collection and the flow of that BIZ IR, CLREZN NG BRI A~ 5 1T
personal information into, and out of, the ot

company

2. Drafting required notices at the collection ; 2. 1€ B UK EE RIS} [m) 57 T At o T f4) 3 001
Update online privacy policies B ¥4 7] ik B B RA R PP B R

3. Preparing policies and procedures to address 3. R A FE N ER AR IS, DUACHESR B 51 T 8%
CPRA rights requests from HR Individuals EHith A 72 1Y) CPRA BUF)IE K
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Wrap-up (Step by Step Action Plan)

4

=4 (9T 17E0 D

4. Enhancing existing information security
policies and procedures to meet the CPRA’s
compliance standard

5. Developing and implementing mandatory

retention schedules

6. Drafting and negotiating required agreements
with service providers, contractors, and other

third parties

7. Providing employee training

1S S Q¥
1111

4, IR ANTIAE HIME B2 &R NRER, LA
T CPRARIE HLbRUE

5. il & 09t o< TS N A 2 OR B IO B[R] RO
I 1Kl

6. RS EH MRS IR AR AL A
=HMEEL, IRCPRAZRIBM A ALS
BRI K

7. RSB ER L TTEO
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Any Questions?
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THANK YOU!

@ You will receive a recording of the webinar.
Please complete the exit survey. It will only take a minute.

Q This webinar is worth 1.00 SHRM PDC and 1.00 California HRCI Credit

Certificate will be emailed to all qualified attendees.

D Save the date: Tuesday, April 11t
Webinar Topic: Emotional Intelligence

@O Follow us on Social
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