
Smart-Contract Auditor: From Zero 
to Hero



About MixBytes

- established in 2017;
- a leading global auditor, known 

for its diverse client portfolio;
- specializes on:

- audits;
- development;
- edu & research;
- consulting.



Web3 Development

- open-source code;
- DAO & governance;
- bugfixes & hacks;
- bounties, grants and open-source support;
- public audits(!).



Auditor’s Profile

- critical thinking & attention;
- in-depth code examination;
- responsibility;
- strong technical background:

- algorithms, data structures;
- cryptography, security protocols;
- maths, finances, economics, and data modeling;
- information security, code analysis, pentesting;
- experience with high-load, distributed systems, operating systems, and 

databases;
- familiarity with various frameworks, tools, and software.



Tech Moments

- working with low-level code with higher-level understanding;
- a reduced instruction set and small executable code size;
- observable amount of logical branches;
- deep knowledge of protocols;
- many common security/financial patterns;



Inside the Workflow

- scope definition;
- high-level protocol observation;
- audit plan;
- check code:

- checklist approach;
- similar projects cases;
- own strategies.

- findings classification and validity;
- final review of findings;
- report.



Outside of the Workflow

- client: scope definition;
- auditors: estimation;
- auditors: audit;
- auditors: interim report;
- client: feedback from client devs:

- reclassification of findings;
- mitigation of findings.

- auditors: wait for all fixes;
- auditors: reaudit fixes;
- repeat until …;
- report



What to Audit

- full-featured audit;
- diff audit (for forks with changes);
- code review;
- setup/deploy continuous support;
- audit contests/bounty programs.



How to Audit

- be ready for complex tasks; 
- “word” is not enough evidence;
- avoid professional burnout;
- mix audits with research tasks:

- examine hacks;
- examine code analyzers;
- write articles for the community;
- share info between team 

members.



Who Audits?

- expert teams;
- solo security researchers;
- unfiltered crowd;
- DAOs conducting audits.



How to Enter?

- minimal set:
- a strong understanding of Ethereum & blockchain technology;
- Solidity/EVM low-level patterns;
- Solidity high-level patterns;
- a code review of important DeFi protocols ;
- a deep understanding of typical vulnerabilities in DeFi;
- comprehensive knowledge of various DeFi hacks and their 

implications.
- good to have:

- passed CTF;
- a test audit from scope to report.
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mixbytes.io

@MixBytes


