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"A jack of all trades is a master of none, but

oftentimes better than a master of one."
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The contents in this annual review document are far from all everything |
accomplished - but reflect a sub-set of work that was completed and
together represents the breadth and depth of my contributions to

stackArmor in my first year.
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2024/25 Goals

First 3

Pre 1 - Tackle initial efforts as | ramp up at stackArmor

Status

All Completed in the

Ref Links

Mos . . first quarter of my

a. Establish a total program establishment plan for Gas Pedal/Armory — employment, before a—pg.10
Q3 2024 (done) establishing my formal

b. Establish unique infographic (week 1) and Armory Logo — October 31, goals © b—pg. 6,53
2024 (both done)

c. Establish the high level architecture infographic (for hosted & managed c-pg.8
offerings) — (done)

d. Establish a program as described in the CX C-level job description | d— 41-47
presented to stackArmor early in 2024 (done — established a CX/Cl R
program)

e. Establish issue resolution tool to formalize & standardize service delivery e-pg.41
maturity (done)

f.  Complete initial discovery on recurring issues that are damaging the CX, f=pg.41
putting our contracts at risk — (done Q3, 2024, list exists and incorporated
into the CX/ClI tool)

1 Establish a Clear Description of the Customer Journey for stackArmor Service  Completed all3—Jan  pg. 36-38

Offerings 2025

2 Establish the customer journey map for Armory as a part of product Complete pg. 9
management
3 Create Armory Program Management Guide and PMO Establishment Complete pg. 16
4 Author at least 3 blogs or articles for publishing (ask from GP) Completed - Authored  pg. 33-35
3 Newsletters +
5 5 Establish Clear Branding and Definitions around stackArmor IP and Complete pg. 20

Offerings (ThreatAlert Security Workbench, Security Toolbox, Serverless

Relay, Container Scanner, etc.)

6 Draft Completed — pg. 15
Effort shelved by
CISO as not needed

7 Task Cancelled by N/A

Armory team




Product Management: Armory Plus

Armory Conceptual Infographic, Slide Deck

= Graphic called out by FedRAMP Director Pete Waterman as one
everyone should stop and appreciate!!! ©

= Used in multiple sales/marketing presentations

= Animated this ship in PowerPoint to tell the story of hosted and
managed customers sing the concept of hosted “tenants” on the
ship and managed “satellites” leveraging the ship’s services

= Also authored the overview description and created considerable
content, which served as the foundation for verbiage still used today

Original vector illustration created
to visually communicate the
concept of Armory using a ship,
engine, and satellite metaphor.

@ Gas Pedal Overview

- 2
A Lot o ol Gas Pedal shared services include

(but are not limited to):

* Gas Pedal is a purpose-built General Support System (GSS)

Gas Pedal runs o0 the that lowers the barrier to entry to FedRAMP and other

Srared Gas Pedal Platiorm Servi:

-oc-n ::‘i: umbec o Y for CSPs ~ those
:ﬂ n»; c(lé:n’czmvag- that are smaller or have emergency t solutions and
an3 loveragng many of e \ need a path to serve the federal market. It was built to bring » Centralized Operations
GCF's subitend worvoss. e = = - software 10 the federal g with lower cost « Auditing & Logging
\ and lower management effort - while maintaining the integrity of + Scanning
the risk posture and by p g an . Ti 5
2 7 4 icketing
* * Access Control
and maintained to FedRAMP baseline standards. O S
g = [dentification & Authentication
* Gas Pedal paves the road to compliance for many CSPs that = Single Sign-On and MFA
don't have the experience or resources to navigate the « SIEM Services
FedRAMP process — and therefore are missing out on the » Anti-Virus and Threat Detection
opportunity to serve federal agencies in meeting their missions. * POA&M Management
* Gas Pedal, built on top of Google Cloud Platform, provides » Compliance Reporting

ond

co oversight

Mansged CEPACE0Y

roughly 60% of the controls for federal agencies and CSPs.




Armory High Level Architecture lllustration

Original vector illustration created = Source File in GitHub

to visually communicate the critical | = Used in Final SSP

architectural components of The » Leveraged for Multiple Sales and Marketing Presentations
Armory. = Multiple original icons & incorporation of Google Blue

‘@ stackArmor GCP Compliance Accelerator:

Solution Architecture

- s
20 =S
stackArmor PaaS  stackArmor PaaS Hosted App Hosted App Government
System Admin Analysts/Operators Analysts/Operators Admin App End Users
[} ° [ <]

$% okta W

MFA, SAML, LDAP

~ | = ﬁ\

Q € Th reatAlert -

Security platform

Centralized Compliance Ops Application Landing Zone )
SecOps Automation (+ OSCAL)

Container/App Scanning """ @ ireac

SIEM (via GCP Native Mongtoring) s :
Inventory/Asset Management S‘L’x:ng @ o %
ConMon and Reporting A ~

_ 4 ) TREND. |+ DSM, AV, HIPS i ?
t: ) Nessus' | * Vulnerability Scanning (‘"\(j/ !
(}oogle v . Change Management ﬁ I
E’(I:;:!jn(l  GitLab Ticketing, Incident Response et
S}ril{ 2 .‘ Packel’ VM Provisioning Automation .

...... Rk R ‘*3’ " Application Workload Subnet
&> &) Paa$S Data Security Group g/ t
Private (peered) VPC SKE C D1
% " 2 Gilab, DSM, TSW postgres Soome | | O3 Gk frontrol Flooe
X S = Logging (o)
ThreatAlert GSS: Security Operations Sink @ App Data Security Group =
S - Private (peered) VPC
-~ ISV postgreSQL

* Centralized Monitoring 1
Dashboards

Aggregated Organization Logs ﬁ
4 (Cloud Audit, VM, Flow, etc.) Y
------- 8- P~ Hosted ISV: App Production VPC
2 S

Audit Logs

g * Centralized State
. Terraform
oo L] Storage (in GCS)

Centralized Service Accounts

CI/CD Testing™ Vahdate
Terraform laC & GKE
Configurations

Infrastructure Management Hosted ISV: Pre-Prod/Staging VPC

FedRAMP Authorization Boundary

Google Cloud Platform & Native Services
= Physical Security and Infrastructure-as-a-Service (laaS)

= Cloud Logging - Log Management with Storage, Search, Analysis and Alerting
= Cloud Storage and Event Monitoring (CPU, Compute, Storage, Events, etc.)
= Load Balancing (HTTP and HTTPS)
= Storage - Google Cloud Storage Highly Durable Object Store
Google Cloud Platform = Privileged User Access with Identity-Aware Proxy (IAP)



Created Multiple Armory Model Infographics

Original vectors created to visually | = All vector art, with versions created for GP and Martin saving

communicate Armory deployment both of these out by element and rebuilding in PowerPoint to
models and Armory’s role in allow them to edit. (I also created an animated version of both of
serving government agencies. these for Martin).

= Versions of these (and there have been many) have been used
in multiple presentations.

Hosted AT Managed ATO
@

Privileged Access Landing Zone
e L 8/, Armory
PSS yimes | @63 SSO.MFAS IAMPAM 4 G 0o %
Privieged | === | N ldeniy-Avare Poxy « > ThreatAlert’/ GCP Management Plane |« > % "
U A with Anthos S Mesh o
- Zero Trust % GCP Naiwe Servees | bk He
= System Access PUN Centraized " Vulnerabilty (S[,(j:'prjgm ’; ’;
Hosted ISV / Application Landing Zones M= Monitoring 5 *  Scanning Services)
ISV Secure Aoplicali / > GCP
pplication < Code
VPC W n@e X% P rany 4 aysis L i
- XX X
o ",A._\{ E SIEM, Logging v Endpoint
:> 2 and Analysis A Protection Managed WOrkloads
A e DY
R « M) Supply .Q_) Threat
Modell
End Users ISV Secure e = \; o o Chain eling < > o
ISV VPC B3
S E@8 # = e 7% it Q=g
?§$ % T Management " Management Services
& P (Leverages
% ' ZeroTrust . Automation & Shared Services -
D D = n 9 for Non-cloud —] =
Z °Z 9 IAMPAM +" Al Operations Euwn”men’! 4
and Workloads)
> Google Cloud Platform Private On-Prem Enclave
. J . >
8= Agencies StateRAMP/FedRAMP

Cyber PMO

2

4—p ‘—;@ Secure Al Broker accelerates
Connecting Accreditation access to secure and compliant
Agencies to Services, Saas - aligned to regulatory
Authorized Continuous b li 3
Al Saas... Monitoring & aselines:

Compliance

Wcekiie v StateRAMP .~ FedRAMP
v Clis v CMMC
v HIPAA v FISMA

Enables Agencies to drive mission
efficiencies with access to fully
managed modern Al native
platform.

= Reduced Sponsorship Burden and
Cyber Risk

= Cybersecurity Controls Tailored for Al

DTN Coraired Winerateity Aggrcanin Code
Risk Management e Lonnerg B e L O Jrveem 2} A
= Faster Access to new Saa$S Capabilities = s temes ) Eron Scpsty Tvest
1. 1 d Anayvs . Protecton e Oan Maodetng
to Support Mission Needs
2 Ao

s | e g | Bz ® @ B @ Ve

r) Google Cloud Platform
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Establish Partnership

& Initial Discovery

Built out an Armory Journey Map | Draft

Created a draft of an
Armory customer journey
map, leveraging work
done on non-Armory
journey maps to save
time.

©)

ISV Shores up Significant
Application-Level Gaps

can, review with Armory ISSM

Armory Customer Journey Map

©)

ISV Deployed to Compliant
Armory Landing Zone

Comphsnca
SWE Collaboration

=

(signed ROB, training alestation, etc.)
SVte s application to Armary
dATO

L] Appl;caban is hardmca and findings

remediated as proof of readiness for
promotion to production (hosted) or full
assessment (Managed)

(9

Hosted ISV Promoted to

Producnon

rs!e Mangor ﬁ

= Upon ISSM and AD (SCR) approval for
hosted ATO, 1SV is promoted fo
production Armary per the SCR

® All changes to the application now fal
under Armory change control
govemance

= All Armory GSS capabilities are
validated as working in prod
environment wrt the apphcation

» Full ConMon scanning operations are
validated

End Users

N)

&

SCA/BAP)

= Upon confirmation of operational
readiness, ISV is fully supported by
Armory Conhon

® Issues must be addressed per
FedRAMP (or standards-based)
resokiion ime-frames

= Monthly ConMon reporting begns.,
including POASM, muttiple scans, and
Asset Inventary

» Journey Map is a key artifact of product managers and UX architects. ©

» Created a combined Hosted/Managed map — we may want to break these out.

= An animated version of this (once done) would be an excellent intro video for
new customers!

» Fun fact — the blue castle is an original illustration | created initially for the
Armory website (Martin asked for a “Game of Thrones” feel so | ran with that. In
the end, we went with a different concept, but | decided for now to use this on
the journey map®.)

0'

ISV (SaaS) Assessment
& Authorization

* 3PAO submits SCRISAP to AO/PMO

= 3PAO collects and reviews evidence for
SCR (hosted) or full SAP (managed)
assessment

* Assessment interviews are complated

= Assessment-driven remediaSions are

completed
= 3PAO submits the SAR 1o AGIPMO

= Changes fo SSP and Docs per Assessment
Findings cr AQ Requests
« Submit Comrected Package to AOPMO

= Upon approved SCR, Hosted ISV is.
listed as an Amory authorzed service
in the FedRAMP. marketplace

= Upon agency ATO, Managed IS\ is
listed as authorized in the FedRAMP.

SCR Process | Significant
Change Request




Developed Armory Product Management | Strategic Plan

Established an entire strategic product
management plan to herd the
proverbial cats and get everyone on
the same page with the Armory AND
other sA products. This plan was
shelved early on by key C levels but
remains a solid approach.

'

Armory: Cloud Service Offering

= Established mission, vision, resourcing, and path forward

» Contained SWOT analysis (standard for strategic plan)

» Established path to readiness (again, much of which was shelved)

» Defined plan for PMO, roadmap, user manual, etc.

= Also contained objectives for stackArmor’s broader product offerings
(e.g. ThreaAlert and the GSS suite)

» The marketing/content development tasks in the plan were completed

Fully Hosted ATO Platform for GCP

Compliance | Cybersecurity |

Compliance | Cybersect

Purpose

* Where we are going

v

» What we are building

 How we get there

Mission:

To put cutting-edge cloud solutions into the hands of
government, educational and critical infrastructure
organizations by accelerating the path to cybersecurity
compliance for CSPs.

Vision:
To be THE trusted leader for cybersecurity and
compliance advisory and engineering solutions - and

be the partner our customers never want to be
without.

Motto:

Run this organization as if we will be running (and
owning) it forever, otherwise we probably will...

-

@ Armory Offering Today

Architected for Multi-ATO Support: Hosted ATO and Managed ATO

Hosted ISV { Application Landing Zones
1SV Secure

VPC o n@o

§ ThreatAlert Cioud security system that meets NIST SP 800-53 based security fequirements and ConMon needs




Armory Product Management | Strategic Plan Continued...

§ ThreatAlert

Cybersecurity Orchestration &
Automation Platform (PaaS)

Marmeranes. Change ermgmrent § POMM Atoraton

s & vy Coratirs | Pokbont Renguran

Secure, Compliant Hosted Cloud ISV
(Saas)

Google Cloud Platform (laaS)

S Armory Offe

STRENGTHS .

Tons of experience with compliance,
FedRAMP, the PMO, 3PAOs, and Engineering -
significant experience delivery ConMon services *
Reputation as leaders in this industry
Phenomenal engineering skills and commitment to
build the right solution

Excitement over the future prospects
Existing, waiting customer ISVs

No real GCP competitors

THREATS

Backlog of PMO, 3PAOs and other variables that
impact promised delivery timelines

Unknowns of Rev 5 assessment standards
Multiple competitors across other clouds
Pending election - induces caution in spending
Current economic environment

Lack of buy-in from ISVs that want their logo

in the marketplace

This was the proposed team... we aren’t quite here yet...

Role

- @ Armory Offering Today: Dedicated stackArmor Team

Responsibility

Service Delivery Manager Program

delivery and

Project Manager Project tasks,

Sr. FedRAMP SME

Subject Matter Expert in FedRAMP, NIST and the package generation

FedRAMP SME

Supports in the development and delivery of package

Archit Provi I

OPPORTUNITIES

Noone is great at CX in this arena, so we could make
that a differentiator (if we put intention into it)

Al and GRAICE - being on the ground floor means we
can design and build what customers want and need!|
“Automation” for many non-tech controls (g.g; IR, PS,
IR, AT) would be a big differentiator and close a gap
Being first to market with the GCP cloud plus targeted
marketing could result in a really, big win

OSCAL - our component approach makes us a leader

=\

ling zone, boundary protection, segmentation

to help deploy, configure and operationalize
ustomer accounts for logging, monitoring and

lely and accelerated delivery.

-

@ Path to Operational Readiness

[[] We need to 1d the time-to-op: I

[] The traditional stackArmor services delivery schedule
doesn’'t accommodate a new product design/build effort
(which is what Armory is).

[C] The team has, to this point, been managing their tasks in
GitHub.

[C] There are 30 outstanding items, with no easy way to export
the information to a project management tool or even CSV
format (this is essentially the product backlog).

[C] Given this would be a 1-time effort, we need to consider
whether we make the investment to restructure the tasks
into a different tool and format. or run with this backlog as
is and track it through to compfeﬁcn

h a relatively solid
1 and time-to-op jonal.

of task

weekly
[ We will begin to track as a product backlog burndown.

7/28/25 [ —

Outstanding Tech Tasks

Details located in GitHub

11



Armory Product Management | Strategic Plan Continued...

s Path to Operational Readiness: Outstanding Ops &
L/ Management Tasks

[T] Establish stackArmor's Armory PMO
[] PMO Playbook/Guide to inform all PMO build activities
[J PMO Meeting/Event Cadence and Agendas to be defined
[T] Create Product Design Document
[J Solution i Definition / Authorization B y Diagram
[[] Develop a Product Roadmap
[7] Define Armory CX/Customer Journey Gas Pedal: Product Offering Establishment
[ identify our N i ( logies and Plan
[J identify all tasks to be by stackArmor pi
[[] Define standard set of (hosted) customer engagement activities
All of these inform what needs to be built tg =
[T] Develop User Manual —Appendix D
[ Develop a “front matter” UM that)
[J Avign the manual with the CIS/CH
[T] SSP Front Matter Content Develop
[C] Mature of SSP and Appendices Co
[} Clarify and Communicate Product .- Arm Ory P rog ram

O Deﬁneexacllywhanhe;\nnovy Development

~] SWOT Analysis and Market Positio

Details located in Sarah’s Plan Doc

7/28/25 The information contained in this presentatior b el For the roughly half of FedRAMP controls not
3 fully satisfied by technology implementations
alone... (and what we have currently invested

& Armory PMO Establishment

Gas Pedal = Currently there is no explicit governing body for Gas Pedal.

« Plan: Establish our Armory Program Management Office (PMO), which
will the the entity responsible for ensuring the Armory solution is
operated and maintained in alignment with best practices and FedRAMP
High/IL-4 standards.

-_ I've started developing 1 as a part of the \
b = P == a PMO Implementation ‘
sl S— T —— - | Giide

I've created a notional
PMO activity calendar

The doc has a built-in,
self-generating to-do
list

A set of operational
checklists is part of the
work to be done

7/28/25

operations (joint CCB, CR approval process, etc.)

= Formalize hosted ISV onboarding, PS/AT (background checks,
§ stackarmor .| account request/approval, training, etc.)

= Set of checklists... (I've started the 1% of many)

.
completion.

Compliance Role-Basi

Cybessecurity
[Compliance,

The information contained in TN Dresentation is propretary 1o STICLAMMO, InC 2 Should Aot be GSt/bULAS Of Shared WAL STACKAT 'S WITTLEN DevTTyssion

3 Training Agonda v
- st one we needed for an
4,
* & Change Management Role-Base Tralning actual project...
Certificate of Completion

. .I"plan to jgst !)L{ild the |

s Armory Product Design Document (and SSP Front
L/ Matter — 2 Birds...)

-

« Currently there is no formal design document.

« Plan: Create a basic product design document. This is used to inform marketing
materials and sales materials, and provides evidence of a more mature SDLC for
assessments.

Gas Pedal

» I've just started this
document

+ This document will
contain content that
can be used in the SSP
front matter

sackArmor

7/28/25 The information contained in this presentation is proprietacy to SLRATTOT, Inc and should not be istributed of shared Without stadkAror's writtan penméssion.

12



Armory Product Management | Strategic Plan Continued...

@ Armory CX/Customer Journey

+ Currently there is no defined customer journey.

« Plan: Create a customer journey map, that doubles as a marketing artifact as well
as being a key infographic to communicate amongst our team how the product |
offering is consumed by ust
better development and prt¢

o @ Armory Product Roadmap
| comonurce sccsermion ey wincanvean |

« Currently there is no formal product roadmap.

« Plan: Create a basic product roadmap to clearly define the initial MVP, then lay out
target feature enhancements over the next few quarters. While it may change, it's
important to have a working source of truth for where we are headed and helps
guide foundational product decisions.

« I haven't yet started this, but it's
clear that we need a roadmap

.

Without a roadmap, the team
evolve as the waves of
inspiration or opportunity or new
ideas hit, which isn’t all bad, but
needs to be countered with a
more strategic approach

7/28/25 The information contained In this presentation is »

- |

@ Armory User Manual/User Guide

Rared without STAGATIOF'S witen perrmission 18

Currently there is no user manual (SSP Appendix D), but there IS a set of playbooks,
which significantly reduces the amount of content needed.

.

Plan: Create an Armory user manual. I found this one of the most requested and
appreciated artifacts previously, as it specifically tells users things they want to know
about what Armory means for them...

« This has not been
initiated, but the
CIS/CRM is a basis.

I have starter content
so I'm not starting
from nothing...

It serves as a
supplement in the

7/28/25 The information contained in this presents

Armory Product
Marketing

As the product nears completion and looks to
onboard its first ISVs, we should establish a
clear marketing and branding approach...

@ Marketing, Branding, Content Development

« Currently there is no defined branding, plan, or even a name for the offering.
« Plan: Create initial branding guide for the to-be-named offering, and then update all

of the content I've created thus far to reflect the final. Branding will include a logo (if
any), color palette, imagery guidelines, etc.

.

Need to choose a name

Need a content and blog calendar ring | Managed Security Services
(white papers, glossies, }
infographics, etc.)

This is important for the broader
context of taking Gas Pedal to
market

I'll be working on this over the next
couple weeks as a part of
everything else, and look to
reviews/approval from the C Suite...

This will also include broader
ThreatAlert branding and brand
clarity...

.

7/28/25 The information contained in this presentation s proprietasy 10 sEaAT, inc and should not be Gstributed of SAMNS WHPOUE SEaATGr's wrtten penission




Armory Product Management | Strategic Plan Continued...

s

Beyond Armory

/ hi

@ ThreatAlert

* Threat Alert Platform — Products + Services

* ThreatAlert Security Workbench (TSW)
* TSR (ThreatAlert Serverless Relay) | automated SecComms
0 breatAlort Socyrity Toglbox) | ConMon Reporting

anner) | Container Security
j‘ = rl What'’s next?

. = ‘_ ¢
A ' ~ Along with the things covered in this deck

=" 1;

O We need to finalize a name for project “Gas Pedal”. (looks like Armory is happening...)
O We need to figure out resourcing and commitment to building the offering program to be able to
support customers and navigate assessments alike — which requires a significant up-front
investment. Hoping we can figure out how to creatively support this with existing resources.

I Proposed “Monthly” Status Snapshot Dashboard [Gllatidtmhhats

track and communicate with the
Tasks Accomplished Planned Short-Term Tasks Project Completeness by Phase

faining administrative control over
)tractions, or edits...
a=y o want to make sure | have time to
P o

checklists

g and more about day-to-day
2 o o
PV o

& & ¢
&

Key Issues
* Align stackArmor teams on task at hand re: the I

System Security Plan Progress

effort remaining to launch Armory

e + Alienating initial customers as our launch is.
0 20 @ @ delayed...
[ e ]
Policles: e Section 1:42:
Procedures: we Section 13 Control Statements:
Plans: Section 14 Acronyms.
Inventory: Section 15 Attachments: ==

THANK YOU

www.stackarmor.com

14



Created Armory System User Manual | DRAFT

Established initial user manual DRAFT —
focusing on the ThreatAlert GSS stack
operations — leveraging ReadMe files
from GitHub before this was shelved and
deemed unnecessary in lieu of the

playbooks and limited support resources.

» Established an initial draft in September 2024

» Draft focused on users who would be providing system operations
leveraging the GSS stack within the Armory

= See the initial Draft cover and TOC below (the draft remains around
13 pages long, hasn’t been updated since being shelved)

» the-Armory-user-manual-draft1.docx (sarah)

Armory ThreatAlert

Admin User Manual
Security Platform Do¢

Sept 11, 2024

Contributors:

Johann Dettweiler, Sr. Director of

Asa Furman

Matt Venne

Alec Meyer

Sarah Hensley, Sr Director of Cloud Solutions

o)

stackArmor
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11 (0T L BT P e NS SR LMo A oS D U P PO sty WA RO Sy AN oy 3
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14 Frontend .4
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Armory Program Management Implementation Guide

Created a solid draft of a PMO guide for » Established an initial draft in Fall of 2024

an Armory program, but this was shelved, | = Draft focused on establishing a PMO office and operational guidelines

and in the meantime, the many changes for running a compliance program

in FedRAMP AND updates to our » See the initial Draft cover and TOC below (the draft remains around
system’s automations will render many 30 pages long, hasn’t been updated since being shelved)
sections of this irrelevant moving forward. | = Armory-Implementation-Playbook-v2.docx (Sarah, antiquated draft)

Armory PMO Implementation Guide

Accelerator Offering Program Administ

Int
Interr
intert

This is a working document and will evolve with lessons learned.

Document Cross-Reference Bookmark Fields:
System Name: Armory

y PMO Implementation G

IRT/CIRT - Incident R
CiH - Corporate Incid
Contingency Planning (and

How 10 Activate a Contin

Armory PMO Implementation

Contingency Planning T
Contingency Planning/incidl
Appendix A - Task Definitk

Appendix A

*  Marketing Content Reviews - Continuous

*  Monthly ConMon Reporting to AO (GSS and all ISVs)
*  Quarterly Marketing Content Reviews

= Quarterly Insider Threat Working Group (ITWG)

*  Quarterly Continuity Management Team (CMT) Meeting
«  Quarterly Compliance Working Group (CWG) Meeting
*  Quanterly Marketing Content Data Protection Checklist
*+  Annual Information Compliance Board (ICB) Meeting
*  Annual Documentation Review Checklist

*  Partner Onboarding Checklist

+  Employee Account Holder Onboarding Checklist

*  Hosted ISV Account Holder Onboarding Checklist

*  Emergency Account Termination Checklist

Account Termination Checklist

Incident Response Checklist

Key Roles Program Task Definitions/Checklists

AMOry PMO Impleme,

Contents

Documeny History.
FedRAmp Program
Program Manager,
PMO Elements
PMO Schegyle

'ent Office -
and R(\Soonstbrhhes

v - 3 - 1
Documenmr-on Man, M —
i agement . ]
Docus Ntation Srorage Svmc!ure : o — s
tation Reviews & Updates , . V15
: .

ing Process.. . 18

ISV Op ;
boarding Project Kickofy csiaas . 20

HCM (HR)
DoD Exj’(’:r":':‘d"lslsfi‘m"s ” <1
erview (for FSi
Rules of Benayior 0. for cleared indiviyatg who lea,
Posi s ve)
00 Risk Designation Analysis - 22

€ria Matrix

Amory PMO Imple

tation Guide

To Do Items:

reate Ammory specific PMO structure 7
[] Re-work these and point to il of the task definitions 8

[ Create a Armory Specific CCB Process/Flow (swap with BF version), which largely relies on
async ticket reviews (in fact, we told the 3PAO our CCB is all via ticket reviews)

] Consider combining with the Insider Threat Working Group "
] 1D & define a documentation manager role (may be performed by the ISSM) 15

alidate and update the documentation update process as needed 16

] Create an ISV/SaaS Onboarding Checklists (pf g and the 17
[] Need to establish Hardware/Yubikey auth management process (Details TBD) 17
[] Revisit and update this Armory "brief readiness assessment” for Rev. 5. 18
[] Update for Rev. § 20
[) Create the customer onboarding process flow (leverage Martin's original). 21
ipdate onboarding kickoff agenda 1o align with Armory 21

[] Validate that we have this or need the DoD compliant exit interview 22

[ Establish the background check criteria and process for our hosted ISV account holders... 22
] DONE! (Create Armory account request “form’” (attached to/designed as a Gitlab ticket)). 24
[ Define process to govesn hosted ISV employees (background checks, training, personnel
issue escalation, etc.) 24
reate the schedule/meeting cadence required for hosted ISV/SaaS account holders....... 24
jpdate this section of the guide once final approaches are determined 24
[ Validate that we have a person acting as the FSO. update this document accordingly....... 26
[] Create the Employee Separation Checklist for this system to support/Guide HR 2
2%
27
27

[] Create the Emergency Account Termination Checklist (AC-3(13))
[ Verity & Document GitLab Access Process for hosted ISVs and stackArmor personnel

[ Document best practices for ticket management

[ Establish how IR will actually work with one & many ISVs. ID toolsitechnologies,
communication modalities, evidence collection approach, notification validation, etc. 28

[] Create a final IR Checklist, include in the IR Procedure, used for actual incidents. 28

Define our approach to CP and IR training and support for our 1o-be multi-tenant
environment, where there will be differences for each hosted ISV

(] Work to simplfy this process and the roles if possibie

29
[] Work with Johann on the C: Plan 29
29
[J Map task definitions to listed checklists, and build out any needed operational checklists .... 1
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Developed Armory RBAC Management Tool

Created a tool in Excel (evolving an | = Tool was actually provided fo Axonius to support their role management.
earlier version of a similar document Even though they aren’t Armory, it was useful!
| also created) to help Armory and = Tool covers company teams, roles within teams, people assigned to those
Armory customers (and stackArmor roles, compliance team involvement by role, and the technical groups at
customer for that matter) define their the foundation of role-based access management
company roles and access = Tool also specifically addresses least privileged and provides specific
requirements. guidance for shared responsibility models

= Armory-authorized-System-Roles-Definition-Users and Groups 2025-example.xIsx (Sarah)

xSIArmory

[ Op—

Last Updated:

T Armory System Teams

- Brief Description
- Builds/runs program elements that align to the SSP, policies, procedures, and all plans.

1 Teams Summary - System Access?

Operational Roles
- Provides expertise on NIST and FedRAMP baseline controls. -
Compliance SME
Account Socess Roles - Remains current with the latest regulatory guidance from government and related industries.

Users and Group Permissions . Oversees itigation of RISK for Armory, ith any change or incident.

Groups and Permissions ;s";‘")'“‘“‘ e - Defines and manages the day-to-day compliance operations (PaaS and SaaS ConMon.) Yes

w s w N

+ Supervises ISSOs - who carry out many of the defined daily tasks.

- Hands of day-to-day compli asSecO ith Armory system operations.
Information System Security Officer (1S50) Yes
. Armory C jons i with SSP, palicies
- Architects the system defensibi ization boundary.
Beve Date, Cloud Architect Yes

- Hardens system to DISA STIGs or CIS v 2 for those without STIG guidelines.
3 October 24,2024 - Builds and maintains key architectural elements as defined by the Cloud Architect.
Cloud DevOps Engineer + Supports and enables the onboarding of SaaS systems deployed within the Armory boundary. Yes

Roles Overview Teams Sum Reach-back resource for issues beyond rormal

- Oversees the Armory system in the production system in support of ongoing ConMon operations.
SecOps Lead Engineer Yes
- Oversees ateam of SecOps administrators and operators.
- Administers, hardens, and configures the Armory system in the production system.
SecOps Security Admin .= L B 24

Operational AlsoMayServe  CCB 0 wr
Brief Description Tesm
Roles ® P B M g Mg Member Member 4

| omont | rvont | optans | opmons [ - -

e e - w | o - w | o - ™
B (R I I I I I I N e T

- w | - | om - -

- - - - [ - -

= — - L " e - e e Rl

v | o [ o | ot [ - ~

Least Privilege Mapping | Roles and Privileges

O T .

l Roles Overview Operational Roles Account Access Roles Users and Group Permissions -Ex Groups and Permissions -Ex +




Developed ISV Customer Go/NoGo Analysis Tool

Developed a standardized = Used formulas and Visual Basic to enable a great UX (enforces only a single

approach to assessing selection for each analysis question, and plots a potential customer on a Quadrant
whether ISVs are a good fit like Gartner’s Magic Quadrant.)

for Armory or stackArmor = Used language in the rating scale to reduce subjectivity as much as possible.
customers (low risk, high = While | don't think this is something we would use (I realized after), it is a great tool
reward) and important to analyze the risk of taking on any particular customer, so | actually

am very proud of this!
» stackArmor-Go-NoGo-Assessment-matrix.xIsm (Sarah)

@

stackArmor Solution Offering Go/No Go Analysis Matrix
Solution: Offering Example 1

TechURt  Market Need Labelon Quad Chart

732 6 Offering Example 1 Offering Example 1

@ Offering Examle 1

Positive Technical Implementation Indicators

_ e

-—
4
H S 3
1.,
S . 8 ¥ 9 o
g Market Demand Indicators b, tEb 3
5 g S &, 9
g 28 g3 &3
§ (Only choose an X in the cell for each question - the worksheet will calculate everything else) E 3 § § g § 3
5 3
s s £3§8:izsd
s T T 2 = @
s « & © © g 8 &8 &8 S
= $3§ec3eeeee
B s <7 s 900
1 Market Need 8! ich the i i 's target market, specifically reflecting
3 known needs of current or potential customers. X
5 2 Market Want (Exci Degree to which the solution has an “it" factor, is desirable and “sexy”? i.e. Will this get people excited or align
with curf
w
3 i s g
4 Degre‘e of Uniqueness or Degree ¥ g 2
Invention valuatiofy 2 ; §
= o
4 Business ROI Degreed S h . I & .b.l. . i §E2 o
s ]
3 ] £ Technical LOE & Feasibility Indicator By Bi¢,¢
- g s s ]
2 $ Market Size/Revenue  Degree § (Only choose an X in the cell for each question - the worksheet will calculate everything else) s 3 g2 g g2
Opportunity amount] 2 ;E 3 g 3 5 §§ 2
b - & o
6 Alignment with Degreetd 3 s 3 § £ 5838 E H
2 stackArmor's Roadmap  aligned,| = U s i 2
7 Propensity to Buy Degree’ o 5 6§71 8 19 HI0
2 funded 1 Readiness to Develop -
8 Ability to Win (influencd 3 timetostart Degree to which the proposed offering i ready for development (meaning we have the people, skills, clear X
ty requirements, software, hardware, etc. all in place to get started with no delay or prerequisite work)
2 adequa
selling. 2 Customer Usability - Degree to which the customer will be able to indepdendently leverage the features and capabilities of
BB ity to Leverage proposed solution. (Requires UX architecture/Ul design inputs) X
9 Customer cost savings ~ Degree = g S - 2
ol 3 LOECost to Degree is OF
2 3 i (costs) for design, i ion, data [’ , envir " X
defined;
engineering support, etc.).
10 stackArmor Wheelhouse Degree 2 kil
. i (thetesdl'3 Skill-Level Adequacy of  pegree towhich team has the technical sk e i the X
8 issoil Tech Team to Execute d ithout requiring ining or new hires.
S Technology Alignment  Degree to which the proposed offering/feature will align with all NIST controls and does not have vendor
1 11 Defensibility Degreetd 3 with NIST standards issues that would delays or isk that would be toa 3PAO orthe X
PMO.
2 6 Impact of Failure Degree to which a failure has a negative financial, i or future impact. X
7 Alignment with Degree to which the solution adheres ing trends, security compl ices and
2 |mportant Standards and $ndards (i.e. How well does the solution adhere to basic security best practices, auditing, and key X
Tegnds management).
| 8 Ongoing Support
2 Resources Degree to which support is available and (i.e. Are the OEM part ive of the X
ion? - providing engineering resources, fu i i branding).
Solution Quad Plot 9 Timeto Completion Degree to which the i be built tested, J i quickly. (Fora new
2 "product" or unique capability set, 1-2 months would likevly be considered very fast, 6 months relatively X
fast,and 1 year not very fast as an example)
1 10 Complexity of proposed  pegree to which the proposed offering/feature is complex, thereby increasing the risk of not knowing what X
offering/feature we don't know, or running into unexpected complications.
11 Reliability of
1 Implementation Degree to which the tools, technologies, and 3rd party services to be used in the offering are mature, X
. jized, and reliable.
Final Score: 73

I e RS+



Created Armory Website Original lllustrations

Created an original complex vector = Currently serves as the Hero image on the Armory website/webpage
illustration (no photography) to showcase | = Image used on multiple sales and marketing artifacts

The Armory (for the website and product | = A second version was created on white background (quite a bit of
literature) based on look and feel work to alter the image to be on white instead of the dark...)
guidance (and some “Al art” he had » Source is an Adobe lllustrator file

created) from Martin.

ﬁ \ 3 ,
bty 7 .Y nuous

Inh Mﬁ Comaboration n Monitoring
sl Scannmg Secunty Controls ( Across Teams  Vulnerability g‘g‘gx’“

A | Management
= ﬁ L, AR a s

onuous

Monitoring

Vulnerability Incident
Managemem Response
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Created stackArmor Internal Product Description

Created a 2-pager providing clarity
around stackArmor’s internal product
suite, mostly for internal use due to lack of
understanding of our own solutions.

» Leveraged Asa and team’s read me pages in GitHub as a core
source of information

» Created my own visual representations of the solutions (and
iconography) to help “translate” and reduce cognitive load

@ tackArmor

ATYTOATHENE
COMPANY

§ ThreatAlert Security Workbench | Cybsecurity Management Platform

stackArmor ThreatAlert Security Workbench (TSW) is a security orchestration and automation platform. It aggregates
and integrates security and compliance information from multiple sources within the environment into an Open Cyber-
security Schema Framework (OCSF) compliant schema - acting to and e work by
security analysts in support of Continuous ATO and DevSecOps. TSW a key componen( of stackArmor's overall
ThreatAlert Security Platform Solution

Dashboard

view lrends

Findings Intake

IPM (Intake Pro C

Module) - This module

collects and standardi.

security and compliance

information into

schema through a

product integratio
designed lo be extensible

to support the developmen!

of new integrations

Security Lens

The dashboard provides a high
level overview of the security and
compliance posture of the
environment. It displays key
metrics and findings from the
backend, allowing users to
quickly assess the current state
of security and compliance and

Security Lens is a tool for analyzing
and investigating details and
trends for security and compliance
findings. It provides both an
overview and a detailed view of
individual findings and couples
tightly with the issue managem:«
system to support collaboration

coordination and documentatior
of response actions.

Backend TSW Modules

Findings Lifecycle Management

FLM (Finding Lifecycle Manager) -
This module manages the lifecycle
of security and compliance findings
(from IPM) as aligned to baseline
requirements. FLM is the connective
tissue between data collected and
normalized by IPM and the product
integration with the issue manage-
ment system where the findings are
tracked and managed. It is the
pnmary engine behind Secunity Lens.

Workflow O

OAM (Orche
Automation M
module orche
automats
compliance w
designed fo be
to support ne
workflows

ConMon Lens

ConMon Lens provides a focused
view of the system compliance
posture aligned to NIST 800-53
Whil Secumy Lens is

control:

ATOM - ATO Machine | ISV Secure Environment Establishment

ATOM powers the automate hment of a secure, compliant cloud environment. It
begins with cloud account establishment, the eation of a ure landing zone, and t
deployment of GSS (security tooling) pipelines in the target environment configured to secure
customer SaasS solutions. It is informed by key customer environmental v: and settings.

Container Scanner supp container urity by leveraging Trivy for container

S Thl S ﬂl capa for maintaining

nsible for alerts being pul to Slack and GitLab for
> s a multicloud relay from SIEM solutions to GitHub Alerts, with
addmonal xuppurl for incidents. This tool provides seamless integration between various cloud
environments and GitHub, ensuring efficient and effective alert management.

Threat Security Toolbox is lution consisting of purpose-built tooling designed to
standardize and automate production of standard reports and artifacts required by ConMon
and Security Operations. While it is designed to work al ide TSW and depends upon
much of the same infrastructure configuration as TSW, it can be deployed independently.

lﬂi o

1SV /\L)hmhon Ops
SecOps Analyst

ThreatAlert GitLab

—m— e mw s

Security Engineer

TSW | Security Workbench

ITSM | Ticketing
PR change Control

Application
© ccanning

Vulnerabliity
Scanning

Endpoint
u Protection

Threat
Modeling



Supported Fawad to Evolve ThreatAlert Roadmaps

Contributed a handful of | = Largely helped present Fawad’s information in more of a roadmap format,
feature suggestions, but both simplifying and clarifying through content re-structuring in a roadmap
mostly helped transform context and including multiple visual cues.

his backlog into tactical | = Contributed significantly on the business value content of planned capabilities.
and strategic product = Worked to identify quarters targeted for tactical items, with TBD for all strategic
roadmaps. items.

aws

§ ThreatAlert' Tactical Roadmap

Business Value Q125 Q225 Q3'25 Q425 TBD

Capability (Epic)

Strengthens securily posture while i d lhmugh pr systom
T4  OS Shift: Upgrade GSS stability and streamlined support. Ensures FIPS i and minim;
exposure, leading to more efficient incident response and enhanced system refiability.
Accel time-to-market through
T2 ATOM while significantiy g human error. Ensuras consistent :scunry controls and i [
i across audit and i efficiency. | [ ]
through OSCAL integ I
T3 OSCAL Enh via 2] FodRAMP process by izing control jon and ]
GitLab Ci ion. Enables real-ti i visibility for stakeholders and reduces 3
manual documentation burden. ‘
risks by manual errors while ) AWS |
T4 :vumn:: ATOM Release time. Improves team ivity through bling focus _ GCP |
on high-value ivities and i i Azure |
secunty while inir parting cycles through automated _AWS | —
T-5 TST Security Toolkit environmental AP| queries. Ensures secunty across all ref GCP 4
ing post- inei and I g secure delivery. Azure
5 GSS Har ed to FedRAMP ,“ses' g is mdg,-A"'s FedRAMP (RAR) and Full 2:#:
High baseline (Remove) ¢ * :—-Azure f
1.7 Security Dashboard gp;ove value of data and context within which information is presented by tying to NIST 2:% | | (D
Enhancements ) 2 - -
Azure —
and SIEM log i to improve reliability and quality of SecOps AWS
T8 Azuxe Atlomated Log by enabling TSR (Serverfess Relay) in Azure. GCP
Ingestion
Azure
Improve manageability and flexibility of ThreatAlert by enabling ig jati AWS |
T9 Impl::.::to:?rt;:guram:' timeframes to support multiple nisk p and specific to GCP |
Ran ofram each customer. Azure | I
Support automalad madsnt respanse (IR) using GovSlack workfl which is a signifi AWS
T-10 k Integ and P perati enabler for IR activities. GCP
Azure

aws
———
© .
€ ThreatAlert Strategic Roadmap
Capability (Epic) Business Value
ignific P in speed, and ity of ConMon ions with Al analysl
$-1  LLM framework using ConMon for incident resp: and noise ion. Analyst force
Azure L
Create continous deployment pipelines in Gitlab rather than in each CSP. This allows us to quickly AWS
S-2  Gitlab pipelines deploy our framework in each CSP being technology netural. GCP
Azure
Create a deployment method that is triggered by a Github action to Gitlab and i AWS
$-3 Muiti-Cloud Architecture pipelines in each CSP. GcP i
Azure i
Slack as a SOC, with integrated workflows for incident reponse and ic anamoly it AWS i
S4  Next Gen SOC GCP I
Azure |
< Threat intelligence Integrate with global threat database and feeds with TSW. g\gg L ;
integration - 1
sl Azure | ]
Create 3rd party in TSW for additic product i ion i.e. i , Qualsys, other AWS | i
S$6  3rd party connectors security tools. GCP i |
Azure I
Al-Poieied FeRAMP Automated continuous monitoring of FedRAMP controls using Al to detect diift from " AWS |
S7 Controis Moniton baselines, predict potential compliance issues, and generate required documentation for audits. GCP [
onizois Monlonng (Significantly reduce manual compliance work and improve security posture.) Azure
NIST CSF Al Risk Develop an Al-powered framework that maps potential Al/LLM vulnerabilities and risks to NIST CSF AWS
S8 tFi 'y - controls, helping organizations understand and mitigate Al-specific securty risks in their environment. GCP
Asssssment Framewol This would be i valuable as izations adopt more Al tools. Azure
Create an intemal, air-gapped RAG (Retri ion) platform ifi i for AWS B
S9 SeoursRAG=SBU Data analyzing and querying Sensitive but Unclassified (SBU) data with robust security controls and audit GCP
Analysis Platform R
capabilities. Azure | B
Implement a zero trust it it i¢ for Al ic ensuring all Al model AWS
S$-10 i:;;:m“ Al Operations interactions, training data, and outputs are properly i 1z and logged to GCP
m federal security requirements. Azure
Al-Enhanced Alert Develop an intelligent system mat alert i igati ion, and reporting across multiple AWS
S-11  Investigation and Reporting  secunty tools while idii ization at different time intervals. This reduces alert GCP
Platform fatigue, speeds up investigation time, and provides better securty insights to all stakeholders. Azure |
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Engagement Management Leadership

Implemented Employee “SMART” Goals Template

Created a standardized “SMART” goal » Used this for myself as well as Amal, Mike and Shawn.

management template to help mature » Template helps ensure goals are specific, measurable, attainable,
and improve the employee experience relevant and time-bound (SMART).

and emphasize the importance of » Template can be found in the templates folder in the CX/CI
employee growth. SharePoint Intranet site.

Employee: <Name>

Supervisor: <Name>
Review Date: Friday, Nov. 1, 2024

Occasion: Annual goal review

Professional Growth Goals

<Specifically what you want to accomplish> 2
<Specifically what YOu Want 10 @C00MIPISI ...t esssasss cess s e s ass s s he e £hed 664 £8e 408 d R0 £ AL R R RS b a0 3
<Specifically what you want to accomplish> ..........cccciniiicinnncscinicinnins 4

Goal 1: <Specifically what you want to accomplish>

will be measured How goal will be accomplished: Purpose of the goat:
M bie A D Rolevant




Built a Robust Engagement Management Playbook

Created an Engagement = The playbook is a foundation for onboarding, training, job description
Management Playbook that clearly creation, cross-team collaboration and role clarification, efc.

defines the role of EM at every step | = This was a direct result of confusion or lack of standardization over the
in the end-to-end customer journey exact role of those on the PM/EM team.

— which was the result of a couple = Reviewed with multiple teams. Would love to do a brown bag on this.
months of analysis and UX/EX work. | = Current version is located on the CX/EX Intranet Site.

Customer Engagement
Management Playbook

Managing Engagements the stackArmor Way

Edition 1.2, April 2025

Customer Engagement Management Playbook

Contents

Welcome to the Team! ...

Our Mission: ........
= Our vision: ........cceeu.
§
i Key SKills: .......ccccoevvirenncneracnnne
. — . .

This is a working document and

Journey Map 1: Sales Phase.... 6

25 2 Journey Map 2: Compliance Acceleration/ATO Phase 7
Journey Map 3: Compliance ConMon Phase.................... 8

Engagement Management: Expectations Across the JOUMeY...........cccovcriririniiiiriiecseiesienns 9

Engagement Management Resources
SharePoint Sites
Intuit TSheets — Time Keeping

Box Customer Repositories
SmartSheet Gov Customer Project Plans
Delivery and ConMon Playbooks, Tasks
Onboarding Checklist
Pre Start

37 38 7



Created a ConMon Customer Escalation Guide

Created a simple escalation guide
for our customers in response to
some feedback that customers

weren’t sure how to escalate.

‘3 stackArmor

ATYTOATHENE
COMPANY

» This one is an example of one we provided Dewberry — but the only

thing that changes is the customer name and the project team names.
» Got great feedback already from Checkmarx and Dewberry on this.
= | created not just a phone tree, but a matrix with examples of types of
issues and the related appropriate escalation path.

6 stackArmor

ATYTO ATHENE
COMPANY

Director!
St. Director Team

Engagement
Management Team

Figure 1. ~ General Escalation Path

Dewberry Specific Escalation Path:

Issue Escalation Matrix for ConMon Engagements

Escalation® Role/Title Team Member Email
41 Project Team | Security Engineer Lead Jacinta Bailey jailey@stackarmor.com
Security Analyst Lead com
Karmacharya
Compliance Consultant Kristen Page kpage@stackarmor.com
Backup Engineer Aaron Moling amolina@stackamor.com
2 Engagement Manager (EM) Vy Nguyen VIgUYSNEstackarmor.com
.I",‘::;gm“ EM Backup (0.9. PTO coverage) | 10'd as neoded ‘will be shared As needed
3 Director/Sr. Se Dicector of Clowd Ops ~ Chad B com
Director Oversees analysts & engineers
Team o - Director of Cloud Ops Ryan Mishoe rmishoe@stackarmor.com
St Director Cloud Solutions/CX, Sarsh Hensley shonsley@stackarmor,com
Oversees EMs
Sr Director of Cybersecurity & Rene-Claude rishiteya@stackarmor.com
Compliance Tshiteya
o - Director of Compliance Tony Steiner tsteinec@stackarmor.com
4 Chief Team Chief Delivery Officer (CDO) - Dave Musa CMUSCHRStackarmor.com
Oversees all Customer
Engagements
Chief Information Security Johann Dettweiler | jdettweiler@stackarmor.com
Officer (CISO) - Oversees Risk
and Compliance Efforts
Chief Solutions Officer (CSO) -~ | Martin Rieger mreigec@stackarmor.com
Overseos Solution Offerings

ged lo uso shared collaboration/chat ch

s such as Slack if avallable on a project

Level 3
Escalation
Director/Senior
SecOps day-to- | Assosses and Primary POC - strategic
day Operational | addresses Provides engagement | resources projects, vision for delivery teams,
Issues SecOps. ight, provides guidance to the | provides leadership to
issues, first line for logistics support and teams for issues the directors and senior
day-to-day tactical administrative support | team is unable to directors, and ensures
z including reach-back if | resolve, implements delivery is aligned with
(Analysts, needed, supporting strategic and proactive vision (CDO)
Engineers) the team in tactical solutions at the program
solution defivery (EM) | level (Sr Dir of Cloud
Solutions)
Compliance Analyzes, Provides. strategic
Issues researches as oversight, logistics and | resources projects, and vision and approach to
y. and support | provides SME guidance | the interpretation and
advises on Iissues and Issue tracking to the teams | i ion of
involving regulatory | refated to i and for controls
compliance issues (EM) ambiguous or complex 2cross the company, and
(Compliance compliance issues (S provides thought
Consultants) Dir of Cybersecurity and | leadership on all things
Compliance) compiiance (CISO)
Incident Issues | Identifies, triages, Provides strategic
gathers information oversight, supports and provides guidance vision and approach to
on, and initiates incident response and ovorsight foc incident | the interpretation and
Iincident response activities that are and i of
activities (Analysts, administrative tasks ensures teams adhere compiiance controls
Engineers. and helps coordinate to all system plans and across the company
[& y ing the incident on | (CDO)
Consultants) across teams (EM) a broader scale (St Dic of
Cloud Solutions)
Contract or Defivers senvices Interpeets and ensures
SOW Issues aligned to the SOW | service delivery is and processes to deliver | service delivery
(Analysts, aligned 1o the current | against contracts, Quardrads, and pricing
Engineers, SOW (EM) reach-back models aligned to the
Compliance support and input into wvision, and
Consultants) contracts as well as incorporates into contract
Issue resolution, change | language. (CSO)
requests involving scope
variations, and renewals
(Dir of Cloud Solutions)
Figure 2. - Issue Escalation Matrix for Common Issue Types
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Established SOP Library and Template

Established SOP library and simple SOP » The first 2 SOPs are for terminating a customer
template for EM team to help standardize contract and transitioning a team member on/off a
customer engagement management for project.

common or complex tasks. » The EM SORP library is in the CX/EX Intranet Portal.

SOP: Team Member Transition (onto a new project)

Team Member Transition Checklist

M: team i to projects is a collaborative effort and requires careful consideration of
the many variables by a change. A all changes to team members need to be

with the ina manner that will be perceived by customers
as beneficial,

SOP: Team Member Transition (onto a new project)

Contents:

Team Member Transition Checklist 1
Transition Pre Work 3
Transition

(5

SOP: Team Member Transition (onto a new project)

Transition Pre Work

1. Ci
[[] Meet and review staffing change with line managers, consider customer needs, team
member wants, team member skills, and impacts to other engagements that may be
impacted.

Transition

1. Customer communication
[ senda tothe POC g the (who and This
message should always follow an actual conversation with the customer and ensures there
are no issues before starting the access process.

2. Invitation to the Internal Meetings/Communication chains

[] invite team member to the inter ConMon
) [] invite team member to the internal/external Stack channels.
D Provide information for SharePoint / Box Access for the project.

3. Access Requests (Engineer/Analyst)
(] Create Gittab new user access modification ticket
D Ticket approved - Access to the applications in the environment.
[] Appgate
Gitlab
[] splunk
] tsw
[] osM
[] Nessus
] AWS (Identity Center controlled out of master account) - Customer will need to
assist.
[] Yubikey, if needed

4. Environment Overview
5 [[] Engineer/Analyst to walk through the environment with new team member.
0 Engineer/Analyst to walk through the items they are working on now/project specifics.
D Engineer/Analyst to give insight on things they need to be aware of, such as:
0O of the SLA
[] How patchingis handled, etc.
] Typical customer requirements.

5. Compliance
D Gitlab ticket should have the requirements needed.

6. Creation of Access of Modification, if applicable (TBD)
[C] Removal of team member.




Supported Multiple Customers as a Prime EM

Supported multiple projects as the
EM, and created a Quad type of
weekly project review used on those
(and now by others).

= Am/was the primary EM on Gecko, Qanapi, Axonius (before
transitioning to Mike B.), and Co-EM on Rally and Clarity for
ConMon operations.

= Expanded my skills with SmartSheet to support these

= | earned many things about the details of delivery and SecOps ©

= Gecko, specifically, expressed that they “loved” this report

@ stackArmor
ThreatAlert

9 %, gecko

robotics

3PAO (Assessor): EmaginelT (EIT)

FedRAMP High/IL5: Weekly Project Review

Apr 30, 2025

A

o

stackArmor
Project Status: Green

Completed Last Week: Target for this Week: Issues/Risks/To Dos:
v 4-24 - sent approval to purchase licenses to Gecko team (email | O Finalize anything on the “last week” list that * Sponsor — Targeting Navy SurfPac for IL4, but
to Steve, Joe and Morgan) needs to be wrapped up we will move forward with the build without a
v Dave provided info to Gecko on Palo Alto license procurement Q Initiate license procurement for GSS stack sponsor. (Sponsor is needed for the full
(getting quote from Carahsoft) and a few other items to help Q Continue to work on finalizing sponsor assessment/SAR)
finalize Google spend into for Gecko) O Schedule environment deployment * Next Steps — Once we procure the necessary
v Boundary diagram finalized and signed off (?) session(s) licenses, we will schedule the initial environment
v Gecko provided service list (SmartSheet) for those we need QO Schedule documentation interview sessions deployment
access to (1 or 2 per week, assuming final ABD is * Need to identify 1 or 2 hours per week, with
v Clarified we need to build to IL5 with Nuclear Controls approved) Dominic, to work through policies, procedures, and
SSP docs. (See sarah's note)

FedRAMP
Agency ATO
ATO

stackArmor

Project Status: Green

Completed Last Week:

v' Documentation package updates continue Q Sponsorship update? (any of the 4
v’ Yash has re-engaged with the project as we move potential sponsors committed?)

closer to App deployment, and has been reviewing | 0 NSS data determination-has a

the technical project tasks to identify anything determination been made?

else we can do technically pre-SCR approval Q stackArmor team will continue working
v NSS data discussion ongoing on pre-sponsor, pre-deployment work
that can be done (tech & doc)- - including
patching of the environment

Target for this Week: Issues/Risks/Barriers:

*Sponsor needed for SCR

NSS Data - if handled, will increase
scope of work/# of controls

PMO issue with lack of Bastion host in
architecture...

Sponsor will also determine final list of
requirements

*At some point we will wrap up the work that can be
done pre-SCR approval, have asked the team to let
me know when they are close to that

1
1
Gap Gap Fixes |SSP &Doc |Build: Pre- |Sponsor | Sponsor SCR Bulld: SaaS |SaaS ConMon SCR DOD/
Analysis - | for High/IL5 | Uplift work | SaaS Secured | Specific Approved | Deployed Hardened - | Ops Assessment | Agency
for High/ILS | (Axonius) Deploy Prep Updates Operational | Established Approval

aRARaEaE
s

Planned Pending Pending  Pending Pending

In Progress ‘, \/ \/ \/ \/
Completed \/

Axonius ]



Created a Role Based Training Template for Gecko

Created a role-based training
template for Gecko to help them
establish their own internal
training program to meet
compliance requirements.

Training Topic Here
Date: May 22, 2025

* Objective 1
* Objective 2
* Objective 3

Training Objectives

L

)

u,gecko £

= | used the template | made for stackArmor, and swapped out
images (and colors) from Gecko’s website

= Created a final attestation page as well with a Gecko training logo

= |t's these little things that can really matter ©

Target Roles:

* Role 1, Role 2

Any company roles who <include activity for which this training is aimed)
* Role 3, Role 4

Any company roles who <include activity for which this training is aimed)
* Role 5, Role 6

Any company roles wh

Guiding NIST 800-53 Controls

Primary:

+ CM-3 (example) — Configuration Change Control — Requires a change management and
control process, with part d focused specifically on implementing changes to a production
environment.

Secondary (related controls):
« CM-5(5)-A

+« SA-10

Training Agenda
= Control Review - NIST 800-53 guidance (if applicable)
= Review of System Specific Implementation Details (from System SSP)
= Training Topic 1
= Training Topic 1a
= Training Topic 1b
= Training Topic 2
= Next steps

Topic 1

SubTopic 1a
« Content
« Content

SubTopic 1b
+ Content
« Content

Questions?

System Specific Implementation Approach

Include any implementation statement details or procedures that might apply,
and that the trainees need to be familiar with.

Training Summary

« Key takeaway 1
+ Key takeaway 2
+ Key takeaway 3

Certificate of Completion

This certificate serves as attestation that | have completed the <topic>
role-based training course - and that | understand and will incorporate the
information presented in the training as | perform my job duties.

Name:
Title/Role:

Date:

Signature
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Established an EM Customer Retention Plan Program

Developed a structured Customer
Retention Plan program and workbook
for the EMs to implement with all of
their customers — taking a proactive
approach to customer stickiness.

* A A K

stackArmor '

Customer Retention Plan Workbook

<Customer Name>

Being the Partner our Custome
Want to Be Without.

Making our Vision Actionable: Lessons from Disney

Draft 1, May 12, 2025

stackArmor

Bringing the Disney Kind of Magic to the stackArmor

Customer Experience

stackArmor is committed to investing in continuous improvement for each
of our customers to ensure their Customer Experience (CX) is top shelf
level quality. This is the same concept Disney is famous for and results
from Disney creating a clear vision and putting intention behind making
their theme parks the “happiest place on earth.” That magic doesn't
happen by magic at all (I've been through a Disney CX training course) —
it comes from *Avada Kedavra! ..... Oh, wait. Sorry! (Wrong kind of magic.)
1t actually comes from investing in defining, designing, delivering, and
iteratively improving the CX in perpetuity. The moral of that 4-sentence
story Is that great CX in the world of regulatory compliance is something
that doesn't just happen - we need to explicitly embrace as if it's its own
product we are building and delivering - because it is!

This customer retention plan will help stackArmor build long-term relationships
with each of our customers through an unmatched CX — the kind Disney
understood was the key to customer loyalty. It involves defining, designing and
delivering personalized experiences, exceptional customer service, and the
continuous improvement activities required to make an excellent CX something
that is baked into the DNA of our company and every team member we hire.
(Sorry Disney, Universal's Jurassic Park gets the call out on this one!)*

Simplistically, the plan reflects:

« An understanding of specific customer needs and drivers (Who is our customer?);

« An approach to ensure the team is providing timely and effective support (What do they
need?); and

« Explicit mechanisms to engage with customers through pre-defined and ad-hoc
channels to ensure stackArmor delights customers to the Nth degree. (How do we
deliver that in a way that is either amazing, or at the least is less painful than they
assume it will be?)

We have to deliver more than the dry, checkbox laundry list of items in a Statement of Work
(SOW) scope section. We must read the room. We need to connect to the real people known as
our customers and engage with them in a way that ensures we are invaluable partners in

helping them serve their mission. It's always bigger than a FedRAMP ATO and a set of monthly

reports. Customer connection and

us nearly impossible to replace by the growing number of businesses offering the same
checkbox laundry list of services. To survive, we need to be better. And the kind of different that
makes people not want to leave. As the competitive landscape grows, we need to be more! ("Al
Generated Mickey & Mr. DNA)

= Presented the program at the team meeting we had at the
Tyto office.

= Combined the program with a mini training on customer
success management — the Disney way! ©

= Program is relatively new — still working through how we
hold ourselves accountable.

O

stackArmor

Contents

Bringing the Disney Kind of Magic to the Customer
Personalized Experiences: Know the Ci 4

C Service 7
C p 7
Customer Plan. 8

Plan Content: Workbook for Generating Plan Details

stackArmor

Workbook: Generating a Plan

Personalized Experiences: Know the Customer

This is the heart of great Customer Experience (CX). We need to know who we are working with
10 help determine what they need, and how we exceed their expectations as their provider.

Customer Journey — Understand specifics of this customer's journey

In simple format, use our jourey as a foundation and create an “overiay” or specific steps at
‘each phase that are unique to this customer. It's critical to align with their business needs or
specific steps then need to take 10 incorporate our team and operations into theirs.

Plan Content 1 - What specific customer joume

Customer Specific Journey Element Steps/Tasks to help them stay on top of
A process or step or approval or this hot topic
collaboration that is needed on the (Be. The. Customer. Advocate.)
customer side for ATO & ConMon phases
1| Example: ATO Kickof
2 Example: Annual IR/ICP Training
3

| Ex. Invite ABC Team for situational awareness.
| Ex. Provide jont IR/CP pian 3 months before

| | due to see if we can take this off their plate
| Example: Monthly ConMon Reporting
| off each month
[

Ex. 100% QA by sA Compliance SME with sign

4
5 1| L
Customer Communication — What does this customer need to know?

While there are standard customer interaction types we start with, knowing what the company
mission is and who the humans are on our customer teams should be significant drivers in
determining what to be paying attention to, whatis , and g
the urgency and approach to communication.

Plan Conte

Key Contact What keeps them up at night Contact

it 2 - Who are we serving?

(e.g. to help determine what we  (emad, phone)
need fo communicate)

L
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Customer Retention Plan Program Cont...

Last page is the actual simple “plan” for each

customer and is the output from working through the workbook.

O

stackArmor

Plan Contont 3~ What Types of Topics Mattor Most to Them?

Customer “Hot Topic” Steps/Tasks to help them stay on top of
Not the one at the mall, the high priority this hot topic
topic(s) that matter most to the (Be. The. Customer. Advocate.)
customer(s) — can be info or task centric

1

2 4

3 |

4 |
5 |

Plan Content 4 - What Bonus or “plussing” Information Would Be Valuable to Them (proactive)
(Topics reflect proactive, above and beyond communications/support (we can't take all the bad away from
an offort, but we can make this whole process less painful than they expect i to be.... another Disnoy CX
concept)) - aiso, Plussing is a Disney ferm for

Above and Beyond Topics for Customer  Steps/Tasks to provide
Topics that would matter fo this customer communication, or unsolicited support

that they may not ever realize they need o (What we want to share that they may not
know about or be on top of. even know to ask for.)

stackArmo

Exceptional Customer Service

Plan Content 7 - What actions will show proactive problem prevention is happening

Proactive Activity How this
What will we do to Jet them r (The format and channel)
proactive participation in thei

Ex. To-Be-Designed Monthly “Things to Think About”
customer 2

specific report
Provide reminders of recuming (b+ Ex. Establish shared “calendar” or racker in Slack for
annually or annual) compliance Quarterty and annual ConMon requirements (e.g. signing
controls that they must be oa top of ROB, IR/CP, Reviewing Documentation — and set up
for them

lteratively review therr responsibiiies | Create calendar reminder (in Slack) to explicitly ask
with them 1o see if they need help

4 | Equip customers to leam, grow

-based training that has a win-win for us and
them (6.9. GitLab ticket best practices)

Continuous Improvement
Pian Content 8 — What steps show the customer we are committed to improving?

explicitly ask the customer what they'd like to see
manbunmmldinummmu?

Qmwmoq Board involvement

4 | Share technology capabilibes or Add section 1o monthly internal newsletter
enhancements on a recurming basis and as | highlighting our proprietary capabilites with clear
needed description of how this benefits customers

o d

1 Customer Satisfaction Surveys Send the link 10 the NPS survey once every 6 years
1o key customer team members —

2 Acquire and maintain updated NPS Assertively encourage customers 1o complete the
survey

3 | Customer input Eicitation Add a standing question for monthly meetings to

stackArmor

Personalized Transactions — How interactions happen for max impact

(& (eg , ad hoc should be tailored based on

asmuchasis 10 do s0, and should be valuable/helpful to
them. If we don't know what they want to see/hear and/or who they want to see/hear it from, we need
10 ask them and/or help them figure it out. Need a win-win.

Plan Content 5~ How Will Communications Happen (What Customer-Driven Channel & Format)

Communication Types How this Happens

What types of communication are  (The format and channel)
needed with this customer, or NOT

desired?
1 Example: Weekly Project Updates Enpzdm(s)mvbmby&ummnym

2 | Example: Weekly ConMon Reviews | Ex. .docx Report reviewed by Analyst Lead at weekly
recurring video call, with EM taking and posting all notes
and managing task tracking

3 Example: Changes to Certain
Regulations.

4 | Example: Issue Resolution

Ex. A, All information will be shared by the leads only and |
provided in the context that the customer is in charge and
needs 10 approve any resolution steps.

B. The team will hold a project-specific brown bag to
discuss the tone and tenor of communications (e.g. this is |
their system, not our system) |
5

Plan Content 6 — What exclusive support can we provide that is specific to our customers

Exclusive Support Types How this Happens

What types of exclusive support or  (The format and channel)

1 | Example: Updates on FedRAMP 20x | Ex. .Exclusive customer newsletter

program changes
Example: FedRAMP Training Ex. Exclusive training sessions on the FedRAMP
program — like a brown bag for customers

CINCIEEN

stackArmor

Customer Retention Plan for <Customer Name>

The following activities will be undertaken, u"ad(ed amreponoquuanenyaswmamrew

explicit to customer a delightful Customer
Experience (CX).
Final Summarized Plan 9 What is our commitment (o this customer to proactively retain them?
Proactive Retention Acti D o
0
D

1
2
3
4
s
6
7
8
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Created EM Onboarding | Role Based Training

Built out an EM Onboarding Role- = Put this training to the test with both Mike B and Shawn B to help ensure
Based Training for new EMs to their successful onboarding

standardize and clarify the job of the | = Used the template I created for Armory (stackArmor) Role Based Training.

EMs at stackArmor. = EM-Role-Based-Training-EM-Onboarding-April2025.ppxt.

6 stackArmor

Engagement Management (EM)
Role Based Training
EM Onboarding Training

Cybersecurity,

Compllonce

J Target Role(s):

« Engagement Managers

. Any person playing the role of Engagement Manager, Project Manager, or

Training Objectives

* Intro to stackArmor Offerings (Under Development)
* Establish Awareness of the Mission and Vision and EM Practice Team
* Understand the “core” team members with whom the EM will interact

* Understand the end-to-end customer journey for stackArmor engagements (Sales >
Authorization > ConMon)

* Understand the role of Engagement Managers across each phase of the end-to-end journey
+ Activities &
* Tools

Service Delivery Manager on stackArmor customer engagements

*  Templates/Resources
* Understand EM Best Practices

stackArmor
* Understand the Path Forward

Engagement Management Practice

August 3, 2025 Propriet8

: Mission:

To put cutting-edge cloud solutions into the hands of government, educational, and
critical infrastructure organizations by accelerating the path to cybersecurity
compliance for CSPs

Vision:

To be THE trusted leader for cybersecurity and compliance advisory and acceleration
solutions — and the partner our customers never want to be without

© stackArmor
Engagement Management Core Team

* Dave Musci - Chief Delivery Ofﬁcer
* Sarah Hensley - Sr. Direct
Amal Abughannam
* Vy Nguyen
Mike Brigantic — Er
Shawn Bessey E M r
. Ryan Mishoe — Director of Cloud Operallons

Ser

* Jennifer Miller - Solut Delivery NV 2 3 tyg
* Chad Buckhaults - Sr. Director of Cloud Soluuons

§ stackArmor
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Engagement Management Onboarding | Role Based Training cont...

Sales & Work Initiation Life Cycle Phases

2 )
shrent 80, Scles & MarkeSng  Cuslomer Pipeline
Se——— Extoblshment

The Sales Phase of the end-to-end journey has the least impact to the
Engagement Manager. However, given that the Engagement Manager
is the primary point of contact throughout the life of an engagement,
they are in a unique position to identify new sales opportunities and to
provide lessons learned to the sales team with regard to Statement of
Work (SOW) or contract improvements.

G stackArmor Compliance Acceleration/ATO Life Cycle Phases

0 O 0 12 13 QO

Guided Dcovery  Gap  Bubd, Deployment.  Ops | Pre-ATO ConMan Complete Asessmant
& Gap Anchysis Fhies HodenngLlest  Neody iniated

" e
p o i
G

o = Y 3
T e P! -~ Stvies ) = =L
= s

Bhk -

The ATO Phase of the end-to-end journey, often referred to as “delivery”
at stackArmor, requires a significant investment from the EM. The EM will

ntl asalalaba] c; - o S take full ownership over the engagement in terms of making sure:
| Doc Tomptate Creation... {4l Content Ouveiopment... o PRusT— —

The project work aligns with the SOW.

The project team is aware of any pressing issues or project
nuances.

The team has appropriate resources, and those resources charge
appropriately.

The project teams are trained and fully leveraging our latest
tech/automation/processes.

The project team stays on schedule for required tasks.

The customer is kept fully informed and engaged in the process
(weekly meetings, Slack, email, weekly reports, project plan
updates, etc.)

The customer's experience is explicitly tracked and managed (target is 9
or 10 NPS ~ Net Promotor Score, as obtained in the customer

Compliance ConMon Life Cycle Phases it
satisfaction survey.)

® ® ®

et b | Execute Manthty Tosks ll..xmwtm ercuie Aaavatizes
A

Weokly Tasks

The ConMon (ongoing) Phase of the end-to-end journey, also referred to
as “SecOps” at stackArmor, is less about traditional project management
as these are continuous tasks rather than linear, milestone-centric tasks.
Given the prescriptive nature of compliance management, there are still
plenty of things to manage, including:

= Representing the Customer's Needs — managing and tracking both
internal and external team communications (ensuring a workable
d to keep the engaged and informed in perpetuity
for the life of the engagement.)
= Ensuring key milestones are met (monthly, quarterly, semi-annual,
annual tasks.)

= The project teams are trained and fully leveraging our latest
tech/automation/processes.

= Keeping a pulse on the customer’s experience and satisfaction
wmwwmmamﬁmumqum)

. Wakingwhhsalestopmecﬂvetyldenﬂfyaddlﬂonalm-wd
services we could provide.




Engagement Management Onboarding | Role Based Training cont...

Customer Engagement
Management Playbook

Engagement -
Management
Playbook

This resource was created to help specify the job : o T CX/EX SharePoint Portal: More Resources

tasks associated with Engagement Management at
each step in the end-to-end customer journey.

This is a working document will evolve with lessons The CX/EX SharePoint Ponal iS a NeW Portal

I d and ideas. . : .
carneaancnew icess * Part of stackArmor’s commitment to improving both the customer

and employee experience — knowing the 2 are interrelated.

* This is evidence of a vision and is increasingly evidence of vision
realized as we continue to evolve the site and content.

* The goal is to provide more easily consumable content for employees
(with extension to customers) based on known areas where we need
to improve and standardize delivery. It’s designed to hold things like:

* Document and report templates

iningmadules for role-based training topics

rating procedures

link to an employee Idea Tank to encourage
de feedback.

t.us/sites/Customer-and-Employee-Expeérience-CX-EX

EM Best Practices. Communicate clearly, early and often — using both informal and formal
“ channels, consistently providing meeting agendas and notes, and

Soft Skil |S bl'i ng following up on verbal conversations with written re-caps.
. Build trust across teams by paying attention, showing up prepared, and
SOIId ReSUItS having integrityinfollowir:lgpugoﬁ promises. it
Manage change and uncertainty with empathy —remembering our
customers are putting tremendous trust in us for one of their biggest
commitments and are often under great stress themselves.
Navigate competing priorities and personalities with patience, insight and
self awareness.
Lead with influence, not authority.

Employée Specific Plans

lan, and remain open to altering course as it makes s¢

Target Project Assignments

= Project 1 — <Description of target project>
« Project 2 ~ <Description of target project>
* Project 3 — <Description of target project>
« Project 4 — <Description of target project>

We'll start with a

Target Project Assignments

* Project 1 Path Forward Homework
* Project 2
« Project3 1. Nothing is set in stone, and new ideas are encouraged.
2. We will figure all these out together, and tackle as a team, allowing you to QO Review the Engag Manag 1t Playbook - Track questions for review
+ Project4 build a comfort level before being expected to take charge. with team
3. The team will start inviting you to existing meetings and start to identify tasks O Review the end-to-end journey maps - Track questions for review with team
on each project that make the most sense to start partially or fully handing off. QO Review the CX/EX SharePoint Site - Track questions for review with team
4. You are free to learn in the way that works best - so please think about and Q As we provide project artifacts, review and as with the others - Track questions
communicate what works for you in terms of the amount of guidance and for review with team
direction you prefer as we go. (The goal is to allow you to be fully independent
as quickly as you are comfortable.)
S. I'm here to help you be successful, make this a place you can grow, and
remove things getting in your way - fully leveraging your potential.
§ stackarmor




Customer/User/Employee Experience

Established a Customer Newsletter

To address feedback of not
being proactive enough and to
increase our value/stickiness, |
designed a monthly/bi-monthly
customer newsletter we now
share.

stackArmor

=l
ey RN [P

stackArmor Updates | FedRAMP 20X Changes

In this newsletter we want to share with you updales within the FedRAMP eco-system especially around
the FedRAMP 20X program as well as efforts to drive

1 - Impact to Marketplace Listings

The Federal Risk and Program (I ) has recently published some
changes to their handling of FedRAMP Marketplace designations, primarily impacting Cloud Service
Providers (CSPs) who have lost their only ATO on file. These changes are consistent with the
FedRAMP 20x position that Agency sponsorship is currently the only path to ATO.

With the recent disbandment of the Joint Authorization Board (JAB) and Agency budget cutbacks, some
CSPs may find themselves in a situation where they no longer have an Agency or government enlity
providing the required sponsorship oversight over a system's continuous monitoring (ConMon) activities.
According to the announcement, FedRAMP Authorized cloud service offerings (CSOs) without an active
agency authorization to operate (ATO) may remain in the FedRAMP Marketplace as FedRAMP
Authorized if those CSOs:

* Submit Monthly ConMon Di

CSPs must maintain an acceptable risk posture and continue to upload monthly ConMon deliverables
(updated POA&M and inventory, scan files, deviation requests) to their FedRAMP secure repository.

Conduct an Annual Assessment

If a service offering is due for an Annual Assessment during this period, the CSP will still need to
complete the Annual Assessment.

Deliver a Risk Briefing

The CSP will need to brief any agency looking to use your cloud solution on the current risk posture of
the CSO, with a focus on any areas that require agency risk acceptance (e.g. Unresolved Findings with
Vendor or Operational Dependencies as an example.)

stackArmor is your trusted partner in all things FedRAMP and
can do to help!

ersecurity compliance. Let us know what we

n stackArmor

www.stackarmor.com

FedRAMP20x

FedRAMP 20x | Change Details Newsletter Addendum

FeaRAMP 20x wil usher in a number of
ade on Morch 24, 2025, The PAXD 1 548 in the pxocess of defing the revised program parameters
with plans 1 flesh out and ulmately yetanmado -
bo at least partiay informed by industy inputs

Change Drivers

< e the 2024 EO, whero GSAhas been
proge

+ Emphasis s evohing e program rom ‘Controls Tet” o Risk Dasnboards, Scorecards and
Automated Testng Hamesses

+ Desio 1o ragidly
chokepoints (sponsorships)

+ Desro o lower maveg away
poopie-based sokbons

for ways 0

What is Changi What is Not Changing:
THINGS

Loss Paperwork, More Engineering MOST

+ FodRAMP is 538 required a5 pant of e

* FedRAMP PMO wil perform lmited roviews of
ackages FedRAMP Authorization Act

ow FodRAMP Pe

* FodRAMP 0 * Agency patway
Cloud Services (kegacy JAB) and transiion 1o FedRAMP ATO
Rance. »  FISMANIST Requirements sl apply for
- u
* Man ISV passos the FedRAMP chocks
is guaranteed (but Agency st has to grant
ATO based on FISMA)

Agency
package as well as: FIPS, MFA, Vuinerabity
Management, Zero-trust

« Ageacy is responsitie for ConMon and

2

- FeaRAMP
FTE (pre-COVID evel) + 15Vs noed to satsty Agency ATO
requeements

= | generated or selected/collaboratively edited all content for the first few —
leveraging some Johann posts for certain sections.

= Created many customer illustrations, including one of Johann (below) for
the CISO section! lol ©

= We actually got positive feedback on the delivery of the 3rd, with Gecko
commenting "Thanks for this Sarah - my account team at Vanta provided
similar comments... Their info was not nearly as well outlined though."

Note to be added to the Marketplace Listing for CSO ATOs without a sponsor.

For these CSOs. there wil be a note added 15 your Marketpiace ksting that says something ks the

following: “Ths coud service oflenng IXCkS CONNUOUS MOACANG OVErSKGNt rom FedRAMP or ary

tedal agency Agen s0rvce shoukd Service Providers
the CSP.

Once an agency ssues an

Auttcrty o Operate
ATO, agencies shoukd submst e ATO etiers 1o FodRAMP.
2 - Analysis of FedRAMP 20X Changes

1n 535500 10 the Marketpiace 556 Changes aveady Mmentioned, SIICKATON'S expeds Rave
developed a simple 635y 10 Use IN'AMAON FESOUTCE 10 halp CUSIOMEr LNGrSand what else is
Changing and how they might stay atveast of these changes. Piease see the attached addendum.

3 - Growing the stackArmor Team of Experts
1o ewest in our peogie a0 improve our ablty 1o
meet our customers:F and wo e
de&wlcmﬁeﬂeVmun'-e-«elumyammlmwf'mw
Mike joins our g who focy
e dabveryof FeSRAVP compkance scceleratn 08 vty gesndeg koo, whe
Rene teogs hs toam.

Don’t Miss our 2025 FedRAMP Updates Webinar

Le ]

) May 14,2028
# 1:00-2:00 pm EST
% Ontine

Register

stackArmor  carahsoft # Paramify !‘:UNEME Y

FedRAMP2

The FedRAMP 20x Program Change Process

Towork
FoaRAMP prograrm, e FedRAMP PMO wit

1 10 gather input on key
A &

Mondenng
Share wark prodUcs theoughout the workng group effort using GEHD
Propose models where “sponsorship” is nol requined 10 got isted in the marketplace’

sxeen
§
§
§
i

-
Communcate changes to Agencies and industy.
Implemant changes.

*The scope - isavery
workioads. Regarcioss, the change £rocoss wil need 10 folow 1 ADpOVDS PIOCOSS 85 Outined a0ove.

5 Things Cloud Service Providers (CSPs) Should Do

- csPs 20X
being considered and provide thei input 35 necessary.

and stay e

CSPs should evoluate current posture and review Competive landscape and explore
ifforentiason strateps 0.9 move 10 FodRAMP Hih o DOD R4/ 5.

. csPy ok move 0g3ressvely towaret FodRAMP.
. csPs 0 M
agencees ano ATO ey requeeorent
- CsPs m‘dk-mtwnhw&)pwn aficiencses and costsaviogs or goverrment
throuh e use of commercial capobiites

€ stackArmor
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stackArmor

July 15, 2024, the Office of Management and Budget (OMB) released
Federal Risk and Authorization Management Program (FedRAMP). Much of the past yeal
FedRAMP initiatives have focused improving program efficiencies, defining “smarter”
g and evolving the cloud The program had to figu

and scale in order to get thousands of cloud solutions into the hat
government agencies at a pace that would far exceed the long, drawn out processes of
Exactly 1 year later, 4 cloud service offerings (CSOs) have received the very first Fed|
authorizations!

vulr y

A quick recap of the FedRAMP 20x initiative:
* 4 months ago, FedRAMP launched 20x ~ a new approach to assessing and a
cloud services (at the low baseline) based on actual security outcomes.
« 3 months ago, FedRAMP draft g how the 20x approi
work.

Vulnerability Management is Evolving!
FedRAMP Request for Comment 0012 (REC-0012)

In support of the industry’s move toward continuous vulnerability management and
automated security operations, FedRAMP is asking for feedback on a newly proposed
Continuous Vulnerability Management Standard. Comments are open to all!

The standard sheds a light on Fedf
management, with a shift toward a
context rather than the current reli
risk scores alone. The standard pric
realistically exploitable, the use of
only reporting requirements, and t!
feature already designed and evol:

Taken lly 3 5
policy include the lotlowmg

part of defining the future of the program.

Defining new plain-tanguage tef
language.

Including all weaknesses in the|
Encouraging urgent mitigation
Establishing requirements for af

Johann Dettwede:

stackArmor CISO

urgency.
Directly defining potential adven
Prioritizing the discovery, mitiga
resources.

* Setting expectations for continy

Heading in a Positive Direction

stackArmor continues to engage with the FedRAMP PMO as thought leaders in
community forum and helping define the future of the program by bringing invaluable
industry experience to the conversations. We continue to be excited ab

We continue to keep our customers apprised of updates throughout
evolution, The lollowmg insights are from our own CISO, Johann De!

FedRAMP 20x v Rev 5

So you might be wondering what the heck is FedRAMP 20x as compared to the standard FedRAMP
Rev 5 baseline? Well, as exciting as 20x is, the more traditional FedRAMP Rev 5 isn't going away
quite yet - and 20x isn't ready for prime time. FedRAMP 20x is an approach 1o authorization that
involves cloud-native continuous security assessment that’s as simple or complex as a cloud service
offering needs for it to be - but initially is only being piloted for Saa$S systems at a fow baseline.

FedRAMP 20x:
. and using h dable data.
oL existing security f 1o reduce jon burden.
« Utilizes an automated platform and APIs for submissions and validation,
* Focuses on Key Sewnty (KS!s) to security i
* Amsto process and cloud service adoption.
* Includes a pilot p«oqmm for FedRAMP Low authorization using KSis and automated
validation.
FedRAMP Rev 5:

« Relies heavily on document-based reviews and manual exchanges.

*  Uses traditional, point-in-time security assessments

. often FedRAMP-specific documentation.
.

.

Authorization is achieved through agency sponsorship and a lengthy process.
Continuous monitoring relies on manual reporting and assessments.

A Quick Look at the Differences

Feature FedRAMP 20x
Authorization: | Direct to FedRAMP (pilot)

O

stackArmor

Whether 20X becomes the “accepted” route to
specific worst-case timelines fof

Requiring POA&Ms only when

r a5 an ideal way to de strate “Roadines

This program wil @ the way we ass

a single machine-readable artifact.

fashion.

L | [ =

tell. Regardless, the program is pushing systems towards autonomous understanding of s
around key security principles and requirements. Ultimately, that's a great thing.

Whal bener way lo derncns\rate to agenc-es that your organization is prepared for the rigor!
FedRAMP authorization than providing them access (o a dashboard where system state is
scored in a manner that makes your systems near-real time security state completely trans

Gone will be the days o( your leohnlcai engineering lsam havlng to spend hours upon hou
hundreds of upon hundreds of pieces of “evidence" that represent a single point in time. Ins
- assessors will evaluate the scope and quality of your validation assertions and render verdi
of the system processes. Once “trust” is established, the assessment becomes as simple a

‘While there is some confusion and perhaps and general hesitancy around 20X, | encourag
Service Providers to embrace the program and dive in. You will never regret implementing
capabilities needed to understand key security aspects of your system's running state in ar

Always Looking for Feedback and Ideas

As we continue our commitment 10 a stelar Customer Exporience (CX) we will continue 1o ask for
foedback from customers. Your feedback will be Used 1o inform our CONENLOUS improvement iniiatives,
and shared with our product teams as needed 10 6SULe OLf CUSIOMeNs’ voices are heard and refiected
In our solution roadmap.

We are once again providing a link 1o our quick 3-question survey, which allows you 10 share what's
working, what isn'l, and what ideas you may have about things stackArmor could do dfferently. We ook
forward 10 gettng your response, and plan 10 Use the inforMAton 1o ensure we are hiting the mark!

3 Question Survey

Uink o Survey:

1t you prefer to talk directly to somecne at stackAmor to share your thoughts, our Sr. Director of Cloud
Sckuions, Sarah Hensiey,is heading up our cusiome exparence (CX) efrs and can be resched at

Sarah is Iooking forward 50 working more closely with all our customers
in the weeks and months ahead!

§ stackArmor

ATYTO ATHENE |
COMONY
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stackArmor is Now a Tyto Athene Company!

Lots of good things are happening! Just this month, Tyto Athene, a federal systems integrator of mission-
focused digital transformation solutions (and portfolio company of Arlington Capital Partners), announced
the acquisition of stackArmor, Inc.

§ stackArmor e S et

ATYTOATHENE |
COMPANY | &

Better Together

Tyto connects government and defense leaders with technologies to seamlessly integrate
and modernize enterprise-level operations, increasing mission resiliency, capability and
flexibility for U.S. agencies around the globe. As a wholly-owned subsidiary, stackArmor
will provide Tyto with industry-leading cloud strategy, migration and cloud managed
services for regulated industries in compliance with FedRAMP, FISMA, CMMC, HIPAA,
StateRAMP, CJIS and NIST standards. stackArmor will also provide its cyber automation and

= ‘

stackArmor Releases ThreatAlert Security Workbench 1.3
May saw the beginning of the rollout of ThreatAlert Security Workbench (TSW) 1.3. This release
includes multiple changes that are a specific result of collaboration with the FedRAMP PMO in
support of some of the new FedRAMP Rev. 5 - around the inclusion of
compliance findings in the POASM and more robust management and automation of all security and
compliance findings. Findings in our systems are supported by stackArmor's proprietary Findings
Lifecycle Manager (FLM). A quick overview of changes to this latest version include:

Task definitions that guide SecOps activities are now bundied into the TSW application (no
longer require manual upload via the admin panel.) Customizations can be implemented under
source control in GitLab. Refer to threatalert-configurations in GitLab for further information.

2. TSW now utilizes Python 3.11 and Django 5.1 - bringing numerous performance, feature and
security improvements.

3. TSW now fully supports deployment on GCP compute VMs.

4. 310 three new
« OpenSCAP Finding Lifecycle Manager (FLM) integration
« Tenable Web Application Scanner FLM integration.
*  Microsoft Defender for Cloud FLM integration.

5. TCS integration changes - this version implements.

a change to behavior of the Thre:

atAlert
X!

Container Scanner integration as a result ologoaig
and clarification regarding their stance on

§ ™
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Tyto / stackArmor FAQ

So what does this all mean for stackArmor customers? Rest assured, the recent acquisition means nothing
but good things for our customers both today and moving together into the future.

What does this mean for my system and business operations today?
This will not impact our day-to-day Inthe !

, expect business as usual

: What will happen to the team assigned to my system?

There will be no changes to the current teams,

: What happens 1o “stackArmor™?

stackArmor will continue to be called stackArmor and will simply now be designated as a Tyto
Athene company.

: How does this benefit me?

The investment by Tyto Athene means many improvements and expanded offerings, such as:

s Greater Co Sovernment and Public Sector Entities: stackArmor is able to
leverage Tyto Athene’s extensive experience in serving federal DoD and Public Sector entities,
improving our collective insights around serving those entities and making us a better
advocate for our customers who serve them,

nections

s Accelerated Growth & Expanded Reach. Joining Tyto Athene aliows stackArmor 1o scale its
industry-leading compiiance and cloud solutions, better serving our customers and in turmn -
their customers.

o Enhanced Resources & Support With Tyto's backing, stackArmor gains additional expertise
and resources to innovate and refine its ThreatAlert platform and cyber automation tools,
ensuring customers benefit from cutting-edge security and compliance solutions.

FedRAMP20Xx

FedRAMP 20x | Insights from our CISO

stackArmor continues to be an active participant in the 4 working groups established
as a part of the FedRAMP 20x initiative - engaging with the FedRAMP PMO as
thought leaders in these groups and helping define the future of the program.

With the uncertainty around the details and potential changes to requirements, our
team is dedicated to not only heiping inform those changes - but also in keeping our
customers apprised of updates throughout the program’s evolution. The following
insights are from our own CISO, Johann Dettweiler.

Positive changes are happening!

Since the release of Fe

> 20x just one month ago, the PMO has already started to deliver on the

promise of a faster authorization process. Regarding updates on agency authorized packages. the
FedRAMP PMO has:

o Authorized 29 new cloud services (73 total this year), surpassing 400 authonzed products.
* Granted seven new cloud services FedRAMP Ready designations (40 total this year),
maintaining a clear queue for readiness assessment reports (RARS)

Almost Here!

8t Google Pubsc

on the Armory

o Paramity and OSCAL

! : Sy wkored s
ST
Sector) at go o
15-Minuter ¥
| May 14,2025 and
# 1:00-2:00 pm EST 15-Miutes from Kenny Scott (Paraenity CEO)
¥ Online 15-Minutes from ajo CISO) on Linoaje and
R SBOMWAIBO! C J
10-Minutes of Panel QA with Johann as the MC
&
- &
s s stackarmor carahsoft 2 Paramify ]INFAJE &) Googe

third
ot
5 AQ

stackArmor

FedRAMP 20x

We want your feedback!

Earfer in 2025, we establshed a Customer Experience (CX) program % reflect our commitment 1 being
8 vahusble partnar in e cyberecury and COmPRINCS NPNEENG eNdeavors of our Custmens. in
10900rs0 15 OUr IV feadbACK. we've BFBAdy £31LHINET ON ANGRONTIENt MANSRTENt SUPO,
Mmoo Wraining. and mone drect feedtack from CUSSMENS 10 Cur PROGUCE IS 10 ERMIe Cur CUSIOMers
VoiCas are hoand and refiected in Ouf SERACN 033MAD.

That sad. wo are Just getting starsed! Your Seechack is Invahusio in ensuUNng we continue 1 80 More of
what's working and adust for what isn't. Al She 6nd of the dry, your SUCCESS IS 0ur SUCCess.

Wo want 53 imvite you 1o take Our quick 3-QUESHon survey. which alows you t share whot s working.
What i, 43 whot Keas you mary hane about INegs SUKKATTOr Coud 60 10 . We ook Sorwand %
GOTING yOur resgonse. and DN 10 e e Iormation &% 3 part of Gur Joumey in ConBucus
irgecerment

M you eeter 5 talk Girectly 1 S0MION0 St SNKATMOL 10 Share your thoughts, our S, Director of Cloud
Sohtions. Sarsh Hensiey. 5 hesSng v 0ur Customar expanence (CX) eflons and can te rmached

ot Sarah & looking forwand 1 woring mare Closely with 8 Cur Customers
In the woeks and months ahead!
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stackArmor Journey Map 1 | Sales Journey

Invested early in mapping out the
customer journey, which is the
foundation of managing and maturing
all stackArmor operations across
practice areas. This one is for
sales/pre-delivery phases.

» This complex journey map identifies the “happy path” process,
roles involved, activities that should occur, and artifacts created
across the first 1/3 of the end-to-end customer journey.

» Map enables clear definition of roles/responsibility across teams,
and activities all customers and team members can expect

= All journey maps are available on the CX/ClI Intranet site.

@ Sales & Work Initiation Life Cycle Phases -
® @ © () (s) (s) €

Offering Establishment  BD, Sales & Marketing Customer Pipeline Prospect Qualification SOW/Contract Signed SOW
& Validation Campaigning Establishment & Sales Navigation agotiat

Handshake with
Delivery, Prep Work

Sales & Engagement Manager (EM) (CSMO)

a confent calendar, including target * ISVs with Known Interest Self drecled pre-gapidiscovery quesbonnaire r.‘e%.m:: :;’ :me:::::m SOW Rcecy 19 oo seckhmre
* Blogs « ISV with known Pain Points Initial sponsorship Plan/ATO Path Confirmed « ‘Bespoke solution componants
* Whte papers * 1SVs who Fit the Target Profile « Initial Alignment (target basebne, + FFPvs TAM components
pass initial sniff test for * Infographics showsloppers, non-negotiables) + Final RAC! for delivered solution
» o oy foasibiiy and ilx,\:kv»: desirabiity ;f:?::d . Expsctabof{s Established (schedule, ‘Adequate margin fo enable minimum
J wal ia posts outcomes) - Vabdated with Delivery viable delivery services

what, how, for whom, why)

flows, wreframes, elc )

tomers & Users)
(TAM)

* Complete GoNo Go analysis with TEAM

v

» « Defino Target Customer Profie
« Eslablish MVP Backlog (Offering Definition)

m

* Ganerate content for target customers per

* Identify and atlend relevant trade shows
* Hold and/or attend networking events

» Features & User Benefit (User Stories)
General RACI (What Offering Is & Isn)

« Define/Design Logo and Branding

« Create a Content Calendar (Markeing)
+ Create a Saies Kit (Sales Tools)

+ Delerming Offering Terms & Condiions

* Identify Prospects and Prioritize based on

* Present Offenng Piich Deck{s) and NDAs

« Clear, Actionable RACI Developed
* SOW Drafted, Vetled, QAd,
“-and ‘Presented

Development

erm Relationship Formalized

(Pre Kickoff)
Delivery Team Read In

Adequate Resources

Final Kickoff Preparation

* Sales Emails Intro: stack PM lo ISV PM
» Kickoff Deck Tailored by stack PM

» stack PM Follows up with ISV PM 1.1
» Slack & Box Folders Estabhished Ext

Box Compliance, Tech, & PM Folders
Box internal, & IntExt Stack Channels
« Smartsheel Project Plan Updated

* Solution/Product Design Document « Content Calendar/Target Customer Profie » Initial Sales Pipeline Qualified Prospective Customer Pipeline + Signed SOW - Final  Calendar Invits to the ISV, by for the
* Customer/User Joumey Map * MVP Backiog * Deal Tracking - Track CR Deals in Hubspot Vetied, QA'd SOW - Indial Version * Redacted SOW for intemal Sharing Project Kickoff (by the assigned EMPM)
. * Brand Style Gude per Offering for cont ) « Updaled Product Backiog » Shared Box Documentabon Reposdory
* Sales Kit (Pitch Deck(s), Glossies, White « CR vs SOW f ” + Signed NDAs with Prospects * Initial Project Plan (SmartSheet Templale)
Papers, efc. - Things we Give Prospects)  Customer Sharepoint Sie Established

« Inibal Contract Terms and Condiions

* Project Biling Codes Established




stackArmor Journey Map 2 | ATO Journey

Invested early in mapping out the = This complex journey map identifies the “happy path” process,
customer journey, which is the roles involved, activities that should occur, and artifacts created
foundation of managing and maturing across the second 1/3 of the end-to-end customer journey.

all stackArmor operations across = Map enables clear definition of roles/responsibility across teams,
practice areas. This one is for the and activities all customers and team members can expect
delivery/ATO phases. = All journey maps are available on the CX/ClI Intranet site.

@ stackArmor Compliance Acceleration/ATO Life Cycle Phases _Q_ N
® @, (12) ®, ]

ATO Engagement Guided Discovery Gap Build, Deployment, Ops Pre-ATO ConMon
Kickoff & Gap Analysis Fixes Hardening & Test Ready Initiated

Dave and Team v
ConMon
Compliance 4 18V %
SMe O Collaboration =" 153M @ <

= € Operate Monitor

Complete Assessment

-
(L

?

o
([N
N

»

o

Q
-

Pre-ATO ConMon Assessment Activities Achieve ATO Handoff Meeting:
Transfer to SecOps

Engineenng and Architecture deep dive - led Establish VPC & initialze ATOM Intiale pre-ATO ConMon and CCB process/ * Interviews by NIST Famiy lterative review/remediate with
by stackArmor (Doc Review + Inte stablish role-based acoess for ISV, and meeting cadence (assgn lead SOC analyst) « Pen Testing AQ -Agency ATO
create role-based accounts (follow account Scans run and validated + Finding Remediations (no high findings) lterative review/remedsate with

D pliance + engneering inputs) management procedures) Implement POA&M management + Nogotiabions with 3PAO re: Findmngs PMO - Public ATO
> Install ISV in VPG/Landing Zone (ISV team) Schedule and Complete IRICP frainng and + RET (Risk Exposure Table) Fializaion Present CSO info to FedRAMP
asks and Stand up and configure TSW, all GSS stack funchonal exercsse + SAR submission (with package) for Marketplace Listing

agents (stackArm

Pre-assessme Standard) g

Establish | jeeds Harden all ass Pro-assessme " .f
Define ISV System Roles (separation of 2, or best prac Engage 3PAQ fo: » ' B Q
} dubes) Finalize Boundary Diagram Generals the SAP = ‘
5 " -,
e 9 Ensure ISV Account Requests are Done E s RAID Schedule the Assessment >y <
y
= ssp POAZM ‘ ‘
i
Nl
= - & ”
8.6, — o .

- 4assss - - Content Development .. .. Finalization . . . N Tean Koot
= Package dovelopment sessions begin Finalze SSP and System Package Docx Changes to SSP and Docs por Assessment
authorzation (co-development of pobcies/procedures) Send package through QA Findings or AO Requests

SSP “Front Matter” System Overview Present SSP and SAP (irom 3PAO) lo AO Submd Correctod Package 1o AOJPMO
package creation Appendax A - Control Implementations Engaga with 3PAO and AD on Documentation
( ge templates for ISV) 18 Pohcies/18 Procedures, 5 Plans Package - Herato fo gain approval
14 Appendices (includes POAGM)
ISV Roled Defintions - ISV (w/ our femplate) Final Boundary & Data Flow Diagram(s)
Assessment - stackArmor Sales

sure Plan - ISV

bo - stackArmor EM
Doc Package Templates

POA&M, Inventory, Monthly Scans
Pen Testing Agreement with 3PAO
Account Creation for PEN Testers

Al (but the SAR)

mer Satisfaction Survey

Signed ConMon
sow




stackArmor Journey

Invested early in mapping out the
customer journey, which is the
foundation of managing and maturing
all stackArmor operations across
practice areas. This one is for the
ConMon phases.

O

D)

ConMon Engagement
Post ATO Launch i

Initiate Daily &
Weekly Tasks

Port/Protocol and Account Access Revie

ity Scans

s

ndor Check-ins)

P
Paiching and Upgrads

Monthly Reporting fo AO - USDA Connect
hange F s
ConMon SecOps
L ITSM
® /. =
- o]

4o

T

i;m Users 1SV Support

03 on Dashboard

Compliance ConMon Life Cycle Phases

Execute Monthly Tasks

1

e | Bl i A
g 1

ey it lm I

"3,‘
l

Map 3 | ConMon Journey

= This complex journey map identifies the “happy path” process,
roles involved, activities that should occur, and artifacts created
across the final 1/3+ of the end-to-end customer journey.

= Map enables clear definition of roles/responsibility across teams,
and activities all customers and team members can expect

= All journey maps are available on the CX/ClI Intranet site.

Execute Quarterly Tasks

)

Execute Annual Tasks
| (or Semi-Annual)

Incident ID & Response...

Engagement Closeout

Establish closure terms n signed SOW
Create offboarding plan

Transler iconses, disable accounts
Send closure summary document

Review, Updaled SSP - and Re-Sgn * Incident Identified, IR Plan Invoked
* IR Team Assesses Issue, Plans Response
* Issue Resoived, System Reslored & Venfied

* After Action Mesting & Report

Security & Awareness Training
IRICP Training, Funclional Exercise
(Sems-annual for High systems)

Insider Thre

Continuty ¥

Review RoB, Re-Sign * Incident Lead Completes Nobficahans
Annual Re-Assessment with 3PAO Theoughout (per IR Plan) IR Plan
System Whtelist )
Ports and Protocols Review (CA-9)
SCR
! i SCR Process | Significant
kil Change Request
2" 0 3 1 COB Reviews Ticket & Scope of Change
&Q $ S 2 Complete Secunty Impact Analysis
ISSM Analyzes CCB Approves
Risk Impact of CCB or Denies the 3 Complete SCR with 3PAO Approval
Change at CCB Change 4 3PAO Completes: Assessment
< o e ¥ Plan (SAP) with CSP
{ . SO “ 5 SCR, SIA& SAP Submitied 10 AD for
13 Technical Admin Approval
Change P (] o Seaxivpvig Prioritize, 6 Approved Change is Implemented by the
is Requested DovOpepeee v | Implement ;
via [TSM ticket & Test the
- 5 Monitor Change as Part
of ConMon

Quarterly Risk & Comphance F
Agenda, Noles & Chec

Updated SSP Docus
Updated RoB, Train
ISICP FX E

Annual Assessment SAR

ConMon Engagement Closure Statement

tations




Created Quick Reference Guides & Template

Created a Quick Reference Guide
template and a couple guides (as
needed) to provide customers. Thisis a
growing library of customer-facing guides.

stackArmor

FedRAMP High

1 ATand PS interview session ~ AT:7 AT-F

= The template (2" example) is simple and clean looking.
= First 2 guides were a documentation package creation

guide and an external connection guide, both for specific
customers but now available for any customers!

Documentation Package Development:

Quick Reference Guide

The stackArmor team will collaborate with customer app teams to ensure the right information is
incorporated into the documentation package. This will be done through the following series of meetings:

Session | Task Controls i Customer Team People/Roles Needed

PS-F

for oversight/ enforcing/

PS: 10 monitoring of training (security, role-based, social
engineering) and retaining records.

le for p security i

ing/ termination/ fers/ position i and
for monitoring external personnel security.

2 PL and CA interview session PL:6 PL & CA — Senior Managers, Information Security
Technical in

CA: 16 Help Desk
3 IR and CP interview session IR: 26 IR & CP - Senior Managers, Information Security
CP: 35 P Technical Admini: Help Desk
async MA, MP, and PE draft creation MA: 14 MA, MP & PE - Senior Managers, Information Security
review  stackArmor will draft policies & MP: 12 F Technical Help Desk
procedures for asynch PE: 27 (Mostly inherited from an authorized cloud provider.)
reviews
stackArmor begins compiling SSP sections 1-12, which will be ly by the

AC interview session AC: 49

IA interview session 1A: 31

async
review and iteratively edited/updated as needed.
4
5
6
7

CM interview session CM: 36

SA interview session SA: 26 Senior Ma
Technical
Develope

8 SCand Slinterview session SC:39 SC&SI- g
SI: 39 Personnel,

9 SRinterview session SR: 14 Senior Man
Technical A

10 RAand AU interview session  RA: 12 RA & AU —
AU: 31 Personnel,

See the following page for a brief description of each family.

QRG: FedRAMP High Doc Package Development

Control Families in Scope for FedRAMP High

* Access Control (AC): Managing who has access to what resources.
« Audit and Accountability (AU): Tracking and reviewing system activity.
« Awareness and Training (AT): Educating users about security policies and

procedures.
« Configuration Manag (CM): Managing and controlling system configurations.
« Contingency Planning (CP): Preparing for and responding to system failures or
disasters.

« ldentification and Authentication (IA): Verifying user identities.

« Incident Response (IR): Responding to and recovering from security incidents.
« Maintenance (MA): Ensuring ongoing system maintenance and support.

« Media Protection (MP): Protecting physical storage media.

« Personnel Security (PS): Managing the security of personnel.

* Physical and Envir | Pi ion (PE): Protecting physical facilities and the
environment.

« Planning (PL): Developing security plans and policies.
« Risk Assessment (RA): Identifying and assessing security risks.

» Security Assessment and Authorization (CA): Assessing the security posture of a
system and gaining authorization for its use.

+ SystemandC icati Protection (SC): Protecting system and
communication channels.

« System and Information Integrity (Sl): Ensuring the integrity of system and data.

« System and Services Acquisition (SA): Managing the acquisition of new systems
and services.

« Supply Chain Risk Management (SR): Managing risks in the supply chain.

39



FedRAMP External Services & System

Connections

The information presented in this QRG s intended to be a
general guide to better understand how the use of extemal
systems and services is managed for FedRAMP authorized
solutions. Each authorized solution and its customers have a

about the use of extemal systems and services.

Use of FedRAMP Authorized Services
For FedRAMP authorized systems, any

Those connections will go on table 6-1 of the SSP which
captures the following information:

Table 6.1 Levernpod FeoRAMS Autiorezed Sorrces

ere con)

Use of Non FedRAMP Authorized Services

Any external that arent F

(typically, these should be limited to update

These will be documented in Table 7.1 which captures the
following information:

1 Non- FedRAMP Authorize povate Shared

FedRAMP QRG | External Services and System Connections

unique risk tolerance that will impact and guide decisions

Tabie 7.1 Extemal Systems/Services, intarconnections, APHS. and CLIs Witho

] System Connmction | Nia . Data
Servicas Datats Tyves
(emer
Nie Amwcu
sim | Mame (Neo.
FodRAMP
Clowd

Note: All federal data and metadata
In transit (SC-8) and at rest (SC-28),
and all cryptographic functions (e.g.,

, random number generation,
elc,) (SC-13), must utilize FIPS-
validated encryption.

= CSP/CSO Name (Name on FedRAMP Marketplace)

= CSO Service

= Authorization Type (JAB or Agency) and FedRAMP Package ID #
=  Nature of Agreement

= Impact Level (High, Moderate, Low, LI-SaaS)

= Data Types

=  Authorized Users/Authentication

# CIPICH0 Name €50 Service (Names  Aumeriation Natwsof  brgact Level  Data Types Avorised
(Nases on FeaRAMP  of sarvicas ang Type (JAB or Agresment  (High Users/Authectcation
Marketplace) festures - services  Agency) and Maderate,

SomaungleCSO  FedRAMP Low, L
canbesifatedin  PackageD# Saa8)

=  System/ Service/ API/CLI Name (Non-FedRAMP Cloud Services
= Connection D g
. FedRAMP External Services & System
. Connections
* Risk/impact/ M
ut FedRAMP Authonzations ,
= pooczreg Connection Ports, Protocols and Services = Service Name
Comgarizaton | Usarw P ‘ = Port#
i) There are no hard rules that explicitly prohibit the use of any = Transport Protocol
spedific ports and protocols. [ = Reference #
| = Purpose
All ports, protocols and services in use within the system * UsedBy
boundary must be defined and their use justified by populating
details in Table 9-1 in the SSP: {
Servicos, 3- Update Services for in-Boutl i
Tatle 9.1 <insert CSO Name> Services, Ports, and Protocols
Service Name Port # Transport Reference # Purpose Used By
Protocol
-

stackArmor is Here to Help

The stackArmor compliance team works with our customers during documentation development to help gather any
information about a system’s extemnal connections that wasn't captured during initial discovery.

A review of ports and protocols will be guided by stackArmor’s proprietary and standardized Task Definition
approach. Each customer’s Table 9-1 ports, protocols report will be generated automatically assuming customers
follow the guidance in stackArmor’s Ingress Rules Description Playbook - which will be made available to our
customers and details the description specification for Security Group ingress rules to meet System Security Plan
table 9.1 and SSP Appendix Q Cryptographic Modules Table requirements. The playbook also provides
implementation guidance and context to assist in meeting these requirements.

The team will be looking at all of their external connections as part of the Gap Analysis process and will highlight any
use cases that might be problematic, not allowed, or require a risk acceptance.

Additional Resources

Details and instructions on what information each of the fields required can be found
in the FedRAMP SSP Template: Pages 11-13 for 6.1, pages 15-17 for Table 7.1,
and pages 24-25 for Table 9.1.
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Full CX Program with Analysis/Management Tool

Built a CX program, including a supporting = Information is from myself as a customer, and feedback from
analysis and response/ management tool to other stackArmor customers, as well as employees.

standardize and partly automate the analysis | = The tool was used with a task force team to add robustness to
and establishment of plans to health for key the analysis.

weaknesses in stackArmor’s business. = Program put on back burner as other duties grew... but it’s legit!

Mission:

To put cutting-edge cloud solutions into the hands of government,
educational and critical infrastructure organizations by accelerating
the path to cybersecurity compliance for CSPs.

[~

stackArmor

CX|CI Program

To be THE trusted leader for cybersecurity and compliance
advisory solutions - and be the partner our customers never want to
be without.

Motto:

Customer Experience Delivery Excellence through
Continuous Improvement

Executive Dashboard

stackArmor

Current Issues

1 - Emor-pi orl D Quality

2 - Lack of upfront communication of the use of Engineering
Hours to be Billed to the Customer

3 - Lack of clanity in and communication of

R (shared clarity)

4 - Lack of pi A for * 4
Engineering (CR) Work 15 :
5- gl g Actions for C 1 3
Systems A 2
6 - ConMon Service Delivery Execution Failures (failure for 0.5 i
” 0 1 0 o 0
NA Low  Moderate

ATO Support Criticality Relationship & Reputational
Criticality

our part of the shared responsibility)

7 - Lack of Proactive Issue Identification and Management
g Crrica! N/A Low  Moderate  High

Micro-Projects: Customer Relationship Risk Reduction

0 Establish a Customer Advisory Board to Elicit

Feedback 1-Choose customers bytierand by “representative mix” - thos e with/without PMs
2-Create some ™ i " toelicit
1 basic d QA 1 aSimple and Lean D« QAProg App
processes 2-Define exactrole(s)responsible for QAwork

2 Establish clear approach to identifying the need for 1-Create simple decisiontree to guide use of T&M Hours

AND communicating the intent to use T&M hours on 2-Define simple steps le parties for T&MWork
projects
3 Clear C Engag: Roles, 1-D AllJob Rol d Re iti
Resp ibilities, and A ciated SOPs 2-Create i DeliveryCi vStackAmmorRACH
3-Create Simplified Best-Practice ConMon C|
4 a R

5-Standardize Tools Usage forJob Execution
6-Establish AccountabilityOversight Apprpoach for Delivery Quality
7-Align Employee Goals with New Standards

=1 4 BD Impact - Establish intentional actions to reflect 1-Define meaningful guidance types

Operational Risk Reduction Micro Project Overview: Plans to Health

ii

il
d
i

]

P Pt

i

Micro Project-Plan Tracker (Rolls up Action Items & Status for Each Plan)




Customer CX Action Plan Program | “Plan to Green”

Designed and built templates to record

and track specific action items as part of

an issue resolution or root cause

analysis that results in action items. This
shows our commitment to the customer
experience and holds us accountable to

commitments we’ve made to the
customer. This is intentional
relationship management.

@ sucarmor KA AKX

% Dewberry
3l
Ensuring an sxoelun! Cuslonmes kxparionce

CX Objective

= Executed with both Dewberry and Checkmarx, both of whom are
now happy with us (returned them to green!)

= Original plan is shared with the customer to address issues

= /ssue status and “stoplight” (red-yellow-green) can be tracked
monthly until all issues are green

= At 4-6 weeks a follow up report is presented fo the customer led by
myself to address our response (the internal tracking isn’t shared)

= Meetings will continue until issues are “resolved”, relationship is
“green” — at which time the normal retention plan remains

= CX-Excellence-Delivery-Plans-v2-Dewberry-Aug25-2025.xIsx

Pecurring - Weekly

Yy

0-N/A

1-action notworking, gettingapoor outcome, or not addressed

2-fairoutcome, need 1o revisit o update/adjust for better outcomes

3- Excellent outcome, verifiod a3 not needed this month, or complete fornon recumingtasks)

Internal Monthly Review of Plan

October November  Decomber  Jarusry Fetruary

Acthe - Working
wet

Quartery

2 3
On Time Action w7125
Complated (ot
Ongorg) 3 3
Complted (Not
Ongorg) Ora Tme Action &y 3 3
Aethe - Workng
Wt
3 3
s Nesdes sy
cthe - Workeg
wat a 3
s Neodos sy
hactia - Barg
Reworked Pecerrrg 0 0

(o3

Action Item Status
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Customer CX Action Plan Program | Plan to Green cont...

» The updates on plan progress are shared on video call with the customer in presentation format.
(The example below is Dewberry, but also have one of these for Checkmarx...)

* * * * QstackArm r
6stackArmor ' : ‘?@

ATYTOATHENE
COMPANY

# Dewberry’ Dewberry CX Review

Dewberry

Ensuring an excellent customer experience Month Established: June-25
CX Objective Notes Actions Update Notes: Aug 2025

Provide timely communication for key " [ ] Add explicit ask ol tornal wookly A C wookly internal team call is held prior to our Con

information that might impact the customer's s fo 10 relevant issues fo be call with the Dewberry team to ensure repos

team of customers greater business mission operat . dings?* r ated any Issues that need to be communicated o Dewberry b

Implement a qualty check for RBAC Impontant for customer role management Verify the curront GitLab tooling Is Gitlab tickets are boing managed and review weekly, and have

implementations to ensure the system is acc ly dr quarterfy role is is done by analysts and
2 adhering to the principle of least privilege reviews as required ks I8 t0 review

accounts and logins to identify any issues or ¢

Aready done weh the cu Roview and update roles/groups for Completed June 2025

Dewberry users

Review and update roles

stackA

Completed June 2025

mor users

Support and prepare the customer team to Review the approach and o s main support for Compliance, and Jacinta fully

2 Dowborry has Kris
navigate 3PAO audits with regard to nuanced for known wial trouble spots, guide "
3 controls implementations consensus on approach with Dewberry
Group Account Usage
needed.
Drive issue resolution efforts proactively for " calotion Define escalation Path / Communication Esc jon path 1 pager has been created pport the customer's
compliance-ops rolated issues (Le. escalation pa afe Tree for Dewberry to Support Issue ability to always have clarity around who to contact

Escalation b -
Paths

1 Proct Taam | Socsty Cogrew Lond et Bty

S ot e
=5
T — =
S e T
T ot | G [ rorea—
M [ s P10 s | D4 et | e e
3 DweckooSr, | e Dwwetor of Gt Oon I
|t |
Vo - Ooector of Ot Ot __| Ry Wharon
o T Ly e
e vwchr e Crpmeariy 8| R Ginte | Aty (
=4 o
serma Lo stackArmor
© Ot | Owbmen ot o0y | veihns | o
el
ey

e e T Ly o p———
G 5 Ovwrams Atk
e Comptarcn G

= wadine Questions?

Aug 5, 2025

-~

‘ www.stackarmor.com




Established stackAcademy for Role Based Training

Established a role based
training template with built-in
participant attestation that is
now in use in multiple use
cases at stackArmor.

Cloud Migration | Compliance | Cybersecurity | Managed Services

s stackArmor

Compliance Role-Based Training
Cybersecurity

———

Compliance

Change Management for
Regulated Systems

Last Updated Oct 3, 2024

>

,~/

= Role based training template contains key elements that matter for
compliance (identifying roles, identifying NIST family impacted, including a
participant attestation page/certificate of completion.

= Created the first training on Change Control to address specific issues with
our folks not complying (below is a few of those slides...

= SecOps also uses this template/approach for training on TSW releases (new
SOP as of spring/summer 2025)

not all)

Target Roles:

+ System Owner, E

ing Lead, ISSM, Config
Compliance Lead, Senior Manager, Change Control Board Members

Any company roles who act as change ticket creators and/or approvers
+ ISSO or Lead SOC Engineer

Any company roles who act as change ticket creators or implementors
* SOC Engi S Admin

Any company roles who act as change/ticket implementors

S A el ot ity Te
Y ysis, Y

Training Objectives

* Understand controls and constraints associated with making
changes to a highly regulated production environment (NIST
800-53 CM-3)

* Identify the processes for making changes to the
organization’s production environment (minor, major and

This trothing is focused on FedRAMP Moderate Systems

Guiding NIST 800-53 Controls

Primary:

+ CM-3 - Configuration Change Oontrol Requlres a change management and oonlm!
process, with part d focused to a p!
environment.

Seccndary (related):
CM-5 (5) — Access Restrictions for Change — Privilege Limitation for Production and
Operation related to those allowed to make system changes (must be reviewed
quarterly)

+ CM-9 - Config

ation M Plan, which how system components or

= Control Review - NIST 800-53 guidance
= Review of System Specific Implementation Details (from System SSP)
= Managing change for:
= Minor changes
= Major changes
= Significant changes
= Next steps

§ stackArmor

signiﬁcant) S j 1 configuration items (Cl) are Erough.’ under control (updated annually or as needed)
\‘ ] * SA-10 - Developer Config n M ~ Requires the developer of the system
d or its components to follow similar change control guidelines:
gust 7, 20; § stackArmor
NIST 800-53 Review:
Training Agenda CM-3 - Configuration Change Control

a. Determine and document the types of changes to the system that are configuration-controlied;

b. Review proposed configuration-controlled changes to the system and approve or disapprove
such changes with explicit consideration for security and privacy impact analyses;

c.D ion change decisi i with the system;

d. Implement approved configuration-controlled changes to the system;

e. Retain records of configuration-controlled changes to the system at least 1 year (we retain in

GitLab for the life of the system);
f. Monitor and review activities with changes to the system; and
g. C and provide for ion change control activities through Change

Control Board (CCB) (equivalent to a configuration control board) that convenes at least
monthly but may convene Emergency Change Control Board meetings as often as
deemed necessary to maintain appropriate security risk posture and Service Level

AR (SLA). § stackamor

ISSM or System Owner)
mated Technologies

GitLab Change Request Issue

§ stackArmor

stackAcademy

Change Managem‘ent/RoIe-Base Training:
Certificate of Completion

This certificate serves as that | have the Change
Management role-based training :ouvse and that | understand and will

the change tion pt in the training as
1 perform my job duties.

Title/Role:

Date:

Signature
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CX/EX — Designed & Built Company Portal/Intranet

Designed and built a company Intranet that = |dentified the need and took the initiative to improve the

is currently ready to be shared with all and employee experience by designing an “Intranet”
serve as a single point from which = While only partially implemented, using this type of Intranet as a
employees can access resources either single starting point for employees to find resources they need
directly or through links and interfaces. is critical to our ability to grow effectively
= Site is designed to hold general stackArmor information, elicit
X/ EX Intranet Home Page , feedback from employees (the fully functional Idea Tank), point

to SOPs for all practice areas, hold role-based training
modules, provide HR support materials, eftc.

Bk, = Part of this was a proof of concept in how a SharePoint site can
be designed for intuitive and delightful user experience (UX)

Your Employee | Customer Experience journey starts
here!

i SharePoint L Search this site a8 ? @

s OL #  Customer Experience | Employee Experience (CX/EX) Private group, e Following & 17 members

Home + New €3 Pagedetails G Preview B Analytics Published 5/7/2025 @ Share VA e
stackArmor Offerings

Training

HR Support Portal

o

Job Role Playbooks

stackArmor
Documents
Recycle bin
i Your Employee | Customer Experience journey starts
here!
Employee Reso
Welcome to the stackArmor CX|EX site - purpose built to support a better customer and -
employee experience. Look around, see where we are headed, and check back often to 1
6 - ) watch the evolution. In the meantime, feel free to use the Idea Tank (to the right) to submit 1
RTINS any thoughts, ideas, issues, or suggestions aimed at improving the customer experience, 1
the employee experience, or both! 1
v l
A4 1
— I
. ; I
~ Employee and Customer End-to-End Journey Maps (Click to Hide/Show) 1
1
1
1
Customer and Employee Journey 1
1
Sales & Work Initiation Life Cycle Phases :
1 2 3 4)
Oferig E4GBIment 80, 5oles L Morkelng  CusomarFipsine | ospecl Quelcation I
& Volidotion Campaigning Extobishment & Sales 1
1
ekt s ot g & 1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Quick Reference Guides

Established an Idea Tank —
a link that opens an
employee idea/feedback

S e e S form, tracked in a
SmartSheet dashboard...



CX/EX Intranet

. Customer Experience | Employee Experience (OVEX)

mmmlamwm

ek bt tpchemor OEK she - s bl 32 ot 4 b
¢ here e P 0 e

stackAnmor is comymited (o by the company su ¢
curfoment never Wt o ba without!

Employee and Customer End-to-En

“We are committed to being the company cur emp

Employee Resource Center

Let's Grow!

Tl A e

Info & Onboarding Docs Document Templates
b) Nawe ~ b Name =
0 EM-Onboading-checking-Apeé- ©F  OX-Report-Template docx
2025 doc

) -Role-Sased-Trainng-EM

Onboarding Apald02s pptx B stackAmon checklist

template docx

©)  Toos-Links-Onboarding.

Basics. docx B stackAmor- White- paper

Template docx o SLCKArmOn White paper-
Template

See detats

© Tometosead 2me

m Establish Professional Goals

e Setting goals is the surest path to intentional growth and is 3 way to invest in yourself
= = * What do you want to accomplish?
* How will success be measured?
Click to Access Goals Sheet * How will the goal be accomplished?
* What is the goal's purpose?
* When do you want to complete the goal?
Journey-Driven Job Taskings SOPs for Common Tasks Role-Based Training

bersecunw

ce

Job Role Playbooks SOPs Role Based Training
D Nowe ~ () Name - b Name
O Customer-Engagement. 8%  SOP-Customer Offboaeding: ) Complance Role-Based- Training
Management-Playbook docx a2 docx Change Control pptx

B SOP-Team-Member Hansitiens.
on-Projects-draft). doc

Quick Reference Guides

509

Quick Reference Guides

N tame

QRG-Doc-package-development:
FESRAMP-Migh-1L4- paf

ARG Externat-Systom
Connecton-Quck-Reference
Finairev) pal

LEADIRSIOP & COMPANY €

“We are committed to being the company our employees and customers never want to be without!."
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MVP Customer Advisory Board — NPS-Based
Customer Satisfaction Tracking

Established an MVP “Customer Advisory | = Took the initiative to create this, expand my SmartSheet skills
Board” to guide intentional feedback = Ongoing coordination with the EM team to encourage participation
elicitation from our customer base to help | = Designed a tracking dashboard
inform our delivery and improve CX. = Program has resulted in a handful of new feature request tickets
and product roadmap considerations (e.g. Wiz incorporation)
e 5 Cumomac Pt ChackDasbourd VN - - |

stackArmor

Net Promoter Score

Customer Satisfaction Dashboard

v
NPS Surveys Results
4
@ stackArmor
2 2 2 t I s
1 1 2 stackArmor looks forward to collecting real customer feedback to help us
improve our service delivery!
Surveys Submitied
o o o o o
slerereies et T areren Company Name
Please provide your company name.
Comments Report - Customer Pulse Check
Company Name Vet i e 400 AN [N Commens Crostoa
Wersds ot v
Sy, evewig Goca. kg W WY anough, e rocess nesdh o Da NS | wark weh SACKAI!
P o commars, hekoeg 48 a3 Ao s 4o ek pcens 1 - How are we doing? *
et s e POARN O/ O ab s bty How likely are you to to with cloud service
ST, RS compliance consulting needs? (1 - Not at all likely | 10 - Extremely likely)
o 0C e G et - s oy
e Sty 1o v Krward wih acion b Prce 1 2 3 4 5 6 7 8
1071 e mars i ey P e o e
e whave acton e e 2
v 15 - covee gt 15 OV back 00 B 9 10
i pign nd v e wih et The
st P Yo s b gt work i 23
e bt e reaty o £ 8 Euther
e 2 - What are we doing right? *
icose Raporing cryaxaston. and sweeness o s asues Smal spgesson waukdbe  Overs. T very hapey wth how mch

What does stackArmor do really well that we should continue?

Ermetic | Tensbie par  Sarah met wih Opi and Sawed (100 21, 1 & rulshad, Do s inchedes 1 - Too much  Ovarak, Pory bawm 0 i sackArmcr and didn)
Sacah 11 2029 o o e

Arcwiodgn o 10 MaCAARRr W, Pow-  SOAOR NS W “Hynargy” 3 means (1o 1ac Bl we e & oy 0ot s
12 weh Bami.

Krvios e & eaty good apacience wh - Dncimiot wih soma of D “ovurag” | sy ok i e re i e ot
- it S o e
. i s e i e (ko vt . O 4 3 - What can we do better? *
Coumod a3 Foruang on ekboth TN . i & eeacor ather . .
SecO% voraun working weh P 1 schsicn 1 What changes would stackArmor have to make for you to grant a higher rating?
sbgremet wih v spuract & - Out och of
"oz e coree of aysers e
froaoe by Soomaors ek
erance, 4 § - Same acord o ach of
ot e wpport ooty 14264
o FodAP
1o Lt sroachee 5 searoes scGmonch 0
g D s
Corporntion e, ety Skt Sk hemcs . a3 ok ormard 0
s Gaoed ot 8 g o e
Vetuamiesss 1have 1o complaets, e team R been NA Comments
very cpen wd Nt w7 Changeg i s
Please feel free to share any additional comments or feedback.
Andeste A1 Ao g, s | ® e
Pt coscmar evocae | art
ity &5 e
Contion . S0 . o
o
Sas com by

Thank you for your input!

s oy bams. ity of o dicumarts
o o - We appreciate your time in and help with this survey and the opportunity to improve our
Oewbarry ! Overst 2 . service.

ong e FagRAVP ey Thay exce VDI Ghern, e AM

[roe— 201 [7) Send me a copy of my responses

et e aoey requrerverts
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Privacy Notice | Report Abuse
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Marketing & Content Development

Created a stackArmor Brand Guide

Established a stackArmor Brand Guide, and | = Took the initiative to create this as it was non-existent

updated post Tyto acquisition. = Defined our competitive differentiators, identity, core values,
target customer (not just look and feel, imagery guidance and
color palettes, but deeper corporate identity)

= Did all the same for Armory (competitive differentiators, core
benefits, core capabilities, competitors, and a full page of core
product messaging

= stackArmor-Style-Guide-content-DRAFT3.pdf

‘3stackArmor stackArmor Brand Positioning .

20 shadowed Icon Example:

O ok
i RO B wap
e TEHEERE

Avenir Next - Corporate Font Family

Avenic Noxt Botd € stackArmor
Avae Nawt Meom

" A ATYTOATHENE | 57
Avse Nt e AN %

Avenis Ught

Avwne Nt e
@ stackArmor

Arial - Backup Font
AR IS

G stackArmor

ATYTOATHENE
COMPANY

stackArmor.com QR Code
@ stackArmor
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&8 L sage y ry lllustration Armor

Whatto do..

Armory Product Positioning

Armory High-Tech, Photo-realistic lilustration Styles

Armory leon Set | Google Blues
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@ stackArmor

ATYTOATHENE
COMPANY

stackArmor Brand Strategy

Built to Align with & Augment the Tyto Brand

stackArmor Brand Positioning

Competitive Differentiators:

= Founder Experience (Since Day 1)
= “GRC” t hip (product)
® Proven Track Record of ATOs (services)
- to Ce

(€x Program)
® Key Partnesships

stackArmor |dentity - We are:

= Competent Technologists
= Trusted Advisors

= Industry Thought Leaders
= Creative Solutioners

® Reliable Partners

Core Values - We believe in:

= Courage in Digital Innovation

= Leadership in Cybersecurity Compliance
= Trustworthiness in Service Delivery

® Dedication to Custorner Mission

= Excellence in Customer Experience

® Integrity in all Interactions

Target Customer Profiles:

= S3aS CSPs wanting to serve federal/DOD agencies
and looking for a path to cybersecurity & compliance

m federal agencies without skills or resources needing
to secure and meet regulatory compliance
requirements for their cloud solutions

= State, local and educational institutions that require

Core Personality:
Future-Embracing,
Future-Defining

stackArmor s a future-defining orge
omt
today and ir

solve real problem:
Imagery and Visual Aesthetic

Crisp & Clean - concise and to the point images
Digital Energy/Movement - im t
movement, advi nen

Futuristic - images that

Connectedness - i

Secure - images th

Accomplishment - «m t reflect human vans




lllustration ) Logo Usage

What to do...

2D shadowed Icon Example:

AE & -’7\\ & ) /
S O ¢ A w P @ stackArmor

S E L ER™E T avigmewer= [
@stackArmor -

for uses that require blad
ATYTO ATHENE l% ‘
COMPANY

Multi-dimensional lllustration Example:

@ stackArmor

ATYTO ATHENE
COMPANY

@ stackArmor

ATYTO ATHENE I%
COMPANY

Full color for black/dark background

Font Usage Logo Usage

What not to do...

Avenir Next - Corporate Font Family

A ir Next Bold B DO NOT change or vary the logo
venir Next Bo \s/ stackArmor coons. st ed

Avenir Next Medium o that is appropriate for the
ATYTO ATHENE

COMPANY | \&)

Avenir Next Regular

Avenir Light
Avenir Next Italic

Arial - Backup Font

If Avenir or Avenir Next is not available, an acceptable secondary font choice would be
Arial - which is generaily universally available.

DO NOT skew or distort the logo.

@ stackArmor

ATYTO ATHENE | 2
COMPANY |\

Other (creative impact) fonts may be used within marketing and sales literature, but
should be used strategically, in a very limited basis, and largely for tities or cne-time
headings. Other fonts should also reflect the mood and messaging of the artifact for
which it is being used, and should align with stackArmor's broader imagery
guidelines.

stackArmor.com QR Code




Corporate Color Palett

Primary
Neutrals

WLAEDFS

Primary

RFIFGEA

Secondary
Neutrals

Secondary
Colors

Highlight/Accent

Colors

oS 3 BOTISAA
:0 . 234 R2iS
i 5 i3

ALDACH AN wiFR)

e

The Armory

Product Brand Guide

Product Core Messaging

Armory Product Positioning

The Armory 1s a purpose-built General Support System (GSS) and managed services

Competitive Differentiators:

» First (& Only) High Google Accelerator Platform

= Ammiory is an evolved solution based on 12+ years
of lessons leamed deploying ThreatAlert on AWS

offering that lowers the barrier to entry to FedRAMP and other regulatory compliance
standards for Cloud Service Providers (CSPs) - especially those that are smaller or Core Personality:

have emergent technology solutions and need a path to serve the federal market. It

provides all the compliance, documentation, audit and architecture support to get

For

Whom?

What's in
it for

Customors?

CSP systems Authonized to Operate (ATO).

The Armory was built to bring software solutions to the federal government with
lower cost and lower management effort and CSPS and agencies - while maintaining

the integnty of the nsk posture and compliance operations of cloud solutions.

The Armory does this through the machine-aided generation of an accredited
environment (using ATOM for Google) and deployment boundary architected for
zero trust and fumished with a feature-nch tech stack of expertly deployed
state-of-the-art cybersecurity tools, The tools stack includes commercial off-the-shelf
(COTS) solutions selected and configured to meet specific NIST 800-53 cybersecurity
controls, stackArmor's proprietary ThreatAlert tooling then extends the capabilities of
COTS tools by orchestrating security operations and findings management (FML), as
well as providing additional autornations around container scanning (TST),
multi-cloud relays from SIEM solutions to Armory Alerts (with additional support for
incidents) - (TSR), and ConMon reporting/FedRAMP program ConMon artifact
generation. Ultimately with The Armory, customer cloud CSPs or government
off-the-shelf (GOTS) cloud solutions are able to be monitored, assessed and
maintained to FedRAMP, DOD IL, FISMA, CMMC, and other regulatory standards.

The Armory paves the road to compliance for commercial CSPs that don't have the
experience or resources to navigate the FedRAMP process - and therefore are

missing out on the opportunity to serve federal agencies in meeting their missions.

Built on top of Google Cloud Platform, this future-defining solution provides
coverage for roughly 60% of FedRAMP baseline controls for federal agencies and
CSPs, leveraging various degrees of automation and machine-driven findings
management to act as a force multiplier for security operations teams. The remaining
40% of controls, including documentation package development and audit support,
15 further delivered by stackArmor expert services and SME reach-back - for 100%
control support coverage. Combined with stackArmor’s SME services, The Armory
customers receive significant support for 100% of the controls in the FedRAMP

baseline, allowing CSPs to focus instead on their application and customers.

= Turn Key Program (To Be Capability)
= User Friendly ConMon Management Ul
(To Be Capability)

Core Capabilities:
® Access Control | Account Management
® Threat Modeling
= Continuous Monitoring
® Vulnerability Scanning
® SIEM, Logging and Analysis
= Container Hardening
= Endpoint Protection
= Supply Chain
s Zero Trust

Core Benefits:

® Reduced time and cost of regulatory
compliance by up to 60%

® Simplified onboarding and continuous
monitoring of Saa$ solutions on GCP

® Ensure the security and compliance of Al

systems with tailored Al security controls

® Leverage a FedRAMP High platform hosted

on Google Cloud Assured Workloads

Competitors
FedHIVE
Uber Ether ATO Advantage (DoD IL5, AWS)
Project Hosts GSS (Azue, DoD IL5)
Second Front (DoD ILS)
Constellation GovCloud (AWS)
Infusion Points

Palantir

Armory is the Easy
Accelerator with future

proofing Tech Chops

Armory is the 2 emment and tect

ommunity ha ing for, baing ot the
forafront ilding an autor
machine
nue to img
vered AND the b
curity and compliance

conundrums of yosterday
Imagery and Visual Aesthetic

Crisp & Clean - concise 4GOS

o the point images
Digital Energy/Movement that reflect
mov ant, excitement

Futuristic - imag t
Connectedness - images that say “connected”
Secure - images that re

Accomplishment - images lect human w

and depth with which they

ct Al & “Maching Ditfon”

y & trustworthiness



Pa Product Logo Usage & Armory lllustration

|
<Ok
Armory
Y1
S, Armory
Armory
I@ZArmory

& Armory lllustration

Armory High-Tech, Photo-realistic Illustration Styles

What to do...

color for white/light background

Fulll color for black/dark background

Armory Offering lllustration | for Explainer Decks

5 Agencies Secure Saa$S Delivery Platform . .SlnloR‘AMPanqRAIA.P
A‘ 18{armory -
§ Preetii ~-
' S0RaT
—
Armory Icon Set | Google Blues
- “ h. '/.‘
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‘ 5l A = D)
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Designed Logos for the Armory and Armory 20x

Created original illustrations and logo design
for Armory (multiple versions) as well as a
separate logo for our Armory 20x pilot
offering.

= Drove the creative iteration process with the leadership team.
= [ ogos are original vector illustrations (infinitely scalable)
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Created Tyto Board Presentation Infographics

Created some original infographics for GP
for a Tyto Board Presentation.

= VENN diagram, 30 Day Objectives Circle, Target Icon and
Calendar Icon are all original illustrations

= Also helped format the other slide content in this deck to
have a consistent, professional, Tyto look and feel

ATO Acceleration & Modernization

ATO Solutions

= Type Accreditation
with Templates

= Process Automation

= ConMon

Delivery

Technology —

Biz Dev

Upcoming

' Christian Hoff AWS — FedCiv Leader

Keith Brooks AWS - DOD Leader

L

Rebecca Weatherly AWS — Partner Leader
/Jane Lacy

Tyto /| MPG

= Network Modernization
= On-Prem Infrastructure
= SOC

* Ads, Website
= Hubspot/Campaign

= Supporting
IRMIS

Marketing

= USAF C3 (sA
ThreatAlert)

* NETCOM (Tyto,
ThreatAlert)

* USAFA (Tyto,
ThreatAlert)

Proposals

O * DOD SWFT (A,
Armory)

* Google DOD Meeting
= AWS FedCiv Meeting

Objective

Connect on specific leaders within specific accounts of alignment
and interest. VMWare Migration.

Connect on specific opportunities within the DOD Estates and
Services Account as well as JWCC; Marketplace

Credits, training, enablement, initiatives, funding.

o@E . Jim Kelly Google — Federal Leader Strategic conversation with discussion on large opportunities
... . together e,g. SCIF, GDC
"'. ETroy Bertram Google - Partner Team Leader Discuss growth and training opportunities for Tyto
—— Chuck Greene WWT - Public Sector Cloud Strategic teaming opportunities on areas of interest. Broad
Advisor capability briefing discussion including Marketplace
k4 Craig Abod Carahsoft - Broad capabilities discussion; Opportunities to streamline
purchases from Carahsoft e.q. MSFT licenses?
Opportunities to list “products” on Carahsoft vehicles?
Broadcom Executives Clarity, Rally Deployed at multiple agencies including DAU, CPB, NCI, USPTO
and others.
TY:I_:_' \‘7\‘ Proprietary and Confidential 8
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Created FedRAMP 20x Launch Infographics (GP)

Created multiple original and updated = Previously created ThreatAlert pyramid was updated, and the

infographics in support of FedRAMP 20x rocket and associated imagery created as vector illustrations

messaging for GP. = \ersions were used for various deliverables and
marketing artifacts

= There was unique work required for various backgrounds

-

ATos

f'

= Audit-Ready System
Boundary with
Security Services

@ Automated Controls Validation « Complete Digital {\.

ATO Package
Inherited/Leveraged best-In-class .
! ®  Commercial Frameworks, Digital g : * Post-ATO
& Simplified Documentation : Cortaline

itorin, 4
@ Continuous, Hands-off Monitoring Monitoring /

& Machine Validation of Critical
Factors

@ Direct, Trusted Collaborations
Between Industry and Agencies

Unencumbered Continuous, : Mission C?ntrol
Rapld Innovation with targeted !
Automated Checks

O

stackArmor

Mission Control
';\. g ﬁl
PAPL ™
willl B Ta

ATO Acceleration

« Audit-Ready System
Boundary with
Security Services

= Complete Digital
ATO Package

* Post-ATO
Continuous
Monitoring

Sovernenent
(CIS, FIPS. D.si"m,

¢ ITSH (@aas € siem

Mission Control

Il ot R N

“Pa _;. \ @

ATO Ready Authorization Boundary Rapid Deployment with ATOM™(ATO Machine) Fully Managed ATO with ConMon



Created Component Definition Paper Infographic

Envisioned and created original illustrations = Read Johann’s paper, and came up with the infographic below

to tell a story of component-based SSP to tell his story visually
generation visually, based on written content | = Al images are vector illustrations and fully scalable and
from Johann. editable

Accurate Data-Driven
System Representations

FedRAMP System Increased Assessment Speed
Security Plan (SSP) and Efficiency

Automated Validation of Control
Implementations

Efficient Updates

L

Component Information Mapped to Baseline Controls

IIHH

Regulated |

®
7 ()
c
2
. {=
5
(-E’ Software Hardware Services Policies Processes Configurations
s  Oal® "/ ® Cel Om D
: gfg Og® 0ge o3 egeg

CDEF - Component Definition Approach to SSP Management
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Created a New Armory 2 Pager

Created a new 2 page glossy for trade » Al illustrations in the infographics on both pages are original vector
shows and sales/marketing highlighting images that | drew.
the Armory offering. » | introduced a couple background photo files to align better with the
Tyto branding norms.
= Most of the written content | also created (for this and the website)

@ stackArmor

ATYTOATHENE
COMPANY

Do you have a cloud solution that solves critical mis|
provides a path of least resistance to FedRAMP an(
Google Cloud, offering the ability to accelerate the
all the compliance, documentation, audit, and arch
Government needs your solution, you need an ATO;|

The Armory is a purpose-built, General Support Sy Reduced sponsorship &

to empower ISVs and Enterprises to conquer compl burden and cyber risk

(GCP) by delivering fully compliant architecture, e Cybersecurity controls

along with continuous monitoring and a range of in tailored for automated risk

and account management, all within a FedRAMP a management

managed to CMMC, ITAR, FedRAMP High, and Dqg &
9 9 rsfggtsercaazﬁiﬁ{fgsntgw Connecting Agency Teams to

support mission needs Authorized, Mission Critical SaaS Solutions

Reduces time and cost of regulatory compl|
Simplified onboarding and continuous mon
Ensures the security and compliance of Al
Leverages a FedRAMP High compliant pla

X
Armory

€ ThreatAlert’

Y~ Vulnerabiity 7y Application 193y Code = Account #% Chango

{i‘- Scanning < ) Scanning - Analysis T Management ¥ Management
o SIEM, Logging | | Endpoint B3 . Supply Ay Theeat ' Zero Trust % Automation &
E== andAnsysis 2 Protecton ® @ Chain >\2, Modeling ‘O IAM/PAM + Al Operations

23 ) Google Cloud Platform

Modernized Cyber PMO v StateRAMP
v CJIS

Subject Matter Expertise led advisory services
Accreditation services & assessment support

Machine-enabled continuous monitoring and Findings Lifecycle
Management (FLM) for team member force multiplication
Machine-enabled compliance monitoring and risk mitigation
Automation-enabled monthly reporting

www.stackarmor.com/armory




Created a Revised ThreatAlert 2 Pager

Created an updated version of a ThreatAlert
2 page glossy (that | originally designed) to
align with the most recent 2025 messaging.

vector images that | drew.

a couple years at least, this is just the latest!

ThreatAlert ATO A
tinr

= Again, all images in the infographics on both pages are original

= Some version of this 2-page has been used at trade shows for

ThreatAlert ATO Accelerator brings together innovative automation and compliant cybersecurity
solutions to help organizations reduce the time and cost of FedRAMP, DOD, FISMA, CMMC and
StateRAMP compliance by 40%. Our fully vetted ATO Acceleration solution is deployed “in-boundary”
and meets Agency, DISA as well as ATO requirements for Moderate and High baselines.

Expert Advisory Services

Audit-Ready System Boundary
with Security Services

ATO i . Complete Digital ATO
Package and SecOps
Automation

Post-ATO Continuous

Monitoring

Support for 100% of b’

Compliance Baseline \0

Acceleration

Controls

ATOM

ATO Machine

&

00
& 4
4 Government Authorizai

Government 1
(CIS, FIPS, DISA Oy

L1 Jf Qiomated )
= SecOps d@iaas

stackArmor’s experienced ch
engineers are constantly innc
technologies like Cloud Deve

2

Builda De
Compliant, in

“In Boundary” Inheriting

ﬂloy SaaS Tailor, Harden &
the Cloud, Establish Readiness End-to-end AgencyAO Monitor

ATO

Accelerator

Accelerating the Path to ATO
3 4 5 6 7

Fully Assess Authorize Continuously Post ATO
Marketplace
and Support  Listing

for All Required System & &PMO

Cloud Landing laaS&PaaS Controls: Scan, Test Addressany Review&  Authorized
Authorize  SaaS

Zone forSaaS Compliant
Controls

& Comply Findings

approach leverages several

ATOM is a faster, consistent, repeatable way to deploy Fe
compliant environments using compliance-ready cloud I
Security Platform. Global ISVs and customers looking to
a standardized and compliant platform that can be easily di

§ ThreatAlert

stackArmor ThreatAlert®
ATO Accelerator reduces
time and cost of FedRAMP,
FISMA/RMF, StateRAMP
and CMMC ATOs by 40%

Meeting government
security requirements is
a strenuous, costly, and
time-consuming obligation
for enterprises providing
mission-critical solutions to
defense and government
agencies - as well as
customers in other highly
regulated industries.

stackArmor's ThreatAlert
ATO Accelerator is a
proven method for meeting
FedRAMP, CMMC 2.0 or
FISMA requirements that
is both fast and efficient
without costing millions
of dollars.

@}Automated SecOps

Machine-driven SecOps with
integrated compliance control
implementation component
definitions answers the industry's
growing demand for automation
and machine-managed content

Government

Automated
SecOps

W SIEM+ &Cistomer laas

SIEM analytics with findings Compliant customer laaS
life-cycle management work  (e.g. Govcloud instances
together to quickly detect, of AWS, GCP, Azure, etc.)
triage and automate delivers control inheritance
compliance and monitoring ~ capabilities

of security incidents/events

Healthcare

Regulated
Industries

Aerospace/
Space

ThreatAlert

ATO
Accelerator

jomer
laaS
3CF

P Azure:

FSIEM- |
AW

www.stackarmor.com
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Delivered Brown Bag Session - Armory

Took the initiative and created and » Included a decent overview of the ThreatAlert product suite, which is
delivered a brown bag presentation also something most people don’t have clarity on. ©
introducing and explaining the » Created a visual metaphor of a factory/machine showing ATOM, the

Armory for stackArmor.

9

Secure |

Also created
a self-timed
video for folks
to watch...

laaS, TSW, TST, TCS, TSR, the GSS tools, and the application.
» Also created a self-paced video version that is available on the CX/CE
Intranet site.

Animated to
Music!

Compliant | Accelerated | Armory

Agenda:

* Quick review of the standard stackArmor offering

+ Discussion of how The Armory is the same, and how it is
different from stackArmor’s historical offerings

» Review of The Armory deployment architecture

» Alook at the value proposition of The Armory

g For the video version of this presentation, just pause | to read the more content-rich slides!

Welcome to the

Video Infro:

Google Cloud Platform
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stackArmor Customer

* The standard stackArmor customer engagé
+ ATOM automation is then used to deploy G
* This initial establishment of the environmd

Multiple “build”
slides bridged these
2, basically showing
the relationship
between ThreatAlert
elements and ISV
applications...

TSW | Security Workbench

stackArmor Customer

== SIEM, Logging

Application
Scanning

. Vulnerability
¥ Scanning

(V]

Secure Environment

Endpoint
Protection

Threat
Modeling

| Saas VPC

This, in its entirety, is the
ThreatAlert offering!

@ ThreatAlert

ISV 2 Auth Boundary: ISV 2's ATO

ety s

ISV 3 Auth Boundary: ISV 3's ATO

* Each ISV has their own

GSS
* Each ISV has their own

and logo in the FedRAMI
marketplace
+ 15V can be deployed on

AWS, Azure or GCP

A story of 3 Authorized ISVs: Traditional stackArmor Model

ISV 1 Auth Boundary: ISV 1's ATO

Then | covered
3 deployment
models, the
fraditional, then
» Armory Hosted
and Armory
Managed...

instance of the ThreatAlert

policies, procedures, SSP
* Each ISV has their own ATO

A story of 3 Authorized ISVs: Hosted Armory Model

3 Armory Hosted ISVs: Under a single Armory ATO

Nt
S, Armory

* Hosted ISVs are deployed|
and operated within the 4
authorization boundary <
1SV team. (We don't actul
operate their apps.)

« Each Hosted ISV is secure
monitored using a single
ThreatAlert GSS.

* Each 1SV Is represented in
must adhere to the Armof
policies, procedures, SSP.

+ stackArmor is the entity t
the ATO and logo in the
FedRAMP marketplace (W
currently in the marketpld
FedRAMP Ready)

* Al Hosted 1SVs are basical
Armory “services”, even
each s sold and licensed

Independently by that ISV
their distributors.

A story of 3 Authorized

Armory Authorized GSS*

ISVs: Managed Armory Model

3 Armory Managed ISVs: Each with their own ATO*

8. Armory

Armoey Cutomar

SearyCmilontontent _[™0C Comtomer

‘Armory Costomar

1 }A 7Y

* Managed ISVs have their own authorization boundary. (They aren’t

inside the Armory’s boundary)
« Armory is leveraged as an authorized (external) service

* Each Managed ISV has their own policies, procedures, SSP, etc.
 Each ISV has their own ATO and logo in the FedRAMP marketplace

16
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A Lightweight “Architecture” Diagram of Armory

N 7
Privileged Access Landing Zone ]
S, Armory

SSO. MFAS AMPAM ’ / =
«{@)~ ThreatAlert'/ GCP Management Plane ) e 3
+ Y Inherits My & y
a il o % - - o > 0@
; System Access PO Corvizes Y Voerabiny Z2 2@
Hosted ISV / Application Landing Zones N : —

—— | | ® Yelol:) ]

Secure, Compliant Hosted Cloud ISV
Solutions (Saa$)

Cybersecurity Orchestration &
Automation Platform (Paas)

B | O g
@ * Q = o A Slightly Less Lightweight “Architecture” Diagram of Armory
o0 22 m 'ﬂ‘.
5"1):“ Sy seare = R2RR: | § ThreatAlert b
A
M

W

I') Google Cloud Pla

Secure SaaS Delivery Platform

raf
~S/Armory

* Reduced time and cost of

regulatory compliance by up to 60%

* CSOs are Authorized as SaaS
services available through The
Armory via the SCR process (no
CSO-specific sponsor needed)

= Simplified onboarding and
continuous monitoring of SaaS
solutions on GCP

= Ensure the security and compliance
of Al systems with tailored Al
security controls

* Leverage a FedRAMP High
platform hosted on Google Cloud
Assured Workloads

lace

heck out The Al

rmory on the FedRAMP Market,
Questions?

) 2025
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SWFTAIlert New Offering Infographics

Created original infographics for GP to = Memorial Day Weekend Work
visually communicate the SWFTAlert = Evolved the visual story telling approach from original concepts.
Platform which is a proposed Continuous = [ ogos are original vector illustrations (infinitely scalable)

Assessment offering in cooperation with = All iconography is custom illustrated by me ©
MindPoint Group.

SBOM
Analytics

P

r \
i

¥

stackArmor’'s SWFTAlert | Leading the charge to better manage and mitigate cloud computing risks

SWFTAlert

Platform

-
@ 52aS/COTS Test Bed @ SWFT Continuous Assessment

SaaS/COTS — 3PAO

( o New and Emerging e @indPoint
ISVs and SaaS 7 SSRE )\ Risk Report __

Providers o

¥ 12 Risk Assessment Criteria - Jl
<a 1l
2N

@ SWFT Tools Vaul

3 Fos

« Vulnerability Data : .
COTS/Saa$ Development Team y . 33,;2‘,,"[’}3‘;2‘;};,, """"" Risk Mitigation Insights

| 1
P Pacamify | iterosal | Security | meax

@ stackArmor

= Account
== Manspement

ATYTO ATHENE |5
COMPANY | \&)

Zero Trust
*0 wwrAu
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Built Robust TechTrend Slide Deck

Created a new “vibrant” PowerPoint = Created animated GIFs to have movement in dofted lines/arrows.
template and used it for an Agentic Al | = Helped craft the story and guide a meaningful flow

and Modernized RMF presentation » [llustrated multiple new infographics to visually tell various stories.
for Johann and Fawad. = [ots of editing of stock photography throughout to get the right look.

6 stackArmor

ATYTOATHENE
COMPANY

Modernizing Cybersecurity Operations for the Army and
Enhancing RMF Compliance with Agentic Al

G stackArmor

ATYTOATENE
con

Today’s Cybersecurity Challenge

PANY

Adversaries are evolving their use of Al in their kill chain at warp speed
The scale and frequency of attacks continues to rise exponentially
600 million cyber attacks are detected daily
12k cyber incidents have been recorded by DOD
DOD’s cyber workload remains intense with thousands of incidents
requiring response and a budget to match

* Teams have to cover more cyber activities with lower budgets

‘3 stackArmor

ATYTO AN
COMPANY

Challenges of Integrating Al into
Today’s Systems

* Clearly Defining the Role(s) Al Can and Should Play in Modern
Systems, and Choosing the Right Kind of Al (e,g, Agentic vs
Generative)

* Trusting Al - Ensuring Integrity in Al Outputs and Actions

o Addressing Risk and Security Issues Introduced by Al
o Managing the Quality and Integrity of Data used to Inform Al
Models
* Integration of Al with Legacy Systems
+ Governance and Oversight

6 stackArmor

Trusting Agentic Al
g g ey
Traceability by Design
* Unlike generative Al use cases, agents are tailored to execute precise, specific actions.
* Al agent actions are treated like privileged user actions and agents are treated like the
ultimate insider threat
+ Immutable logging of prompts, model decisions, and downstream effects.
* Al agent activity is aligned with RMF workflow artifacts (e.g., audit trails, ATO
evidence).
Assurance through Alignment
* MCP servers are secured as high-value/critical assets.
* Policy-as-code is used to govern Al inputs/outputs.
* NIST Al RMF is incorporated into system design to build provable trust.
Transparency for Defenders
* Al behavior is interpretable for cyber teams,
* Maintained visibility into model updates, data lineage, and system logic.
* Al-driven actions impacting security posture have explainable outcomes.

» [ ots of interesting use of pptx animations as well!
= Note: Peter O’'Donoghue (Tyto CTO) asked who did the graphics, and
commented that they were better than “his guy’s” @

§ stackArmor

Challenges with Al in Today’s Cybersecurity
& Compliance Landscape

Topics:

Today’s cybersecurity challenges (including Al-enabled adversaries)

General challenges with using Al as part of today’s systems

Agentic Al-Driven Processes and Automations

Agentic Al and Modernizing the RMF - Use case for cybersecurity
and compliance solutions

Governance and oversight considerations

Benefits of Al and automation

August 7, 2025 Propeietary and coafential Iormation of stackArmor | A Tyto Athene Company 2

* 21.5M federa!
personnel records
Volen

* $5-86 clearance data
expored

 Foreign actoes

* Chinese hackers
accessed DOD emails

satelite systems
a token explot

§ stackArmor

The Role of Al for Today’s Cybersecurity
Operations: Agentic Al Plus a Modernized RMF

Thinking beyond “Shift Left” to Re-imagining What’s Possible.

* Agentic Al = The focus of this presentation, Agentic Al is used to address well-defined use
cases and mplcmcnlcd wn(h appropriate training models and guard rails, Al is an increa
ultig for Cybersecurity Teams. Al is already in the hands of advemnes and
pevmea(es lhe threat Iands(ape so making Al a part of the solution is no longer revolutionary,
but necessary.

+ Agentic Al as a Part of A Modernized RMF - shifting from a traditional RMF
implementation to a more modern and integrated “data and machine-driven” approach turns
things on their head - better addressing the intent of the original RMF for today’s technologies.
In today’s systems, g and risk-posty controls
and real-time system-state do:umenlahon should be d risk-mitigated, zero-trust,
well-architected systems ~ not created outside of those systems.

‘3 stackArmor

ATYTO AN @
oty

Incorporating Agentic Al into today’s systems helps automate and orchestrate
complex system and cybersecurity operations in ways humans alone cannot.

Agentic Al Driven Process

Utilize Model Context Protocol (MCP) server directed at
telemetry/orchestration layer to:

Agentic to
SecOps and compliance.

support various aspects of
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TechTrend Slide Deck cont...

Force Multiplication Throug
Automation

G stackArmor

Reduces need to expand workforce for routine
compliance tasks.

Frees up skilled personnel to focus on mission-
critical cybersecurity operations.

Maintains continuous compliance without
dedicated manual oversight.

Cyber Al Agent

Memory

@ MCP Server

Data Lake
[

€

Security
Scanner

R,
Telemetry

Data

August 7, 2025

The RMF Challenge

The current process is slow, labor intensive,
and not aligned to today’s fast-paced,
machine-driven system environments.
Manual documentation under NIST SP 800-37
Rev. 2 Is resource-intensive and error-prone.
© Often the wrong resources with the wrong
dm are charged with documenting system

umned cybemcurlty workforce capacity to
support ongoing compliance,
o Continuous control validation strains limited

cyber resources.

Compliance often Jags behind sysum changes,

creating audit and operational

o Instead of managing risk, RMFhlsbecomea
source of risk.

Vision: A Modernized RMF Workflow

1. Define via GitOps the desired system state using Policy-as-Code and
Infrastructure-as-Code
o Git repositories used to mondpe infrastructure and opplication
Owfine via configurations decloratively, where Git is the source of truth, ond changes
O s opplied theough

07

Comtemsousty
o &

DevSecOps pipelines and GitOps principles.
t directly into infrastructure deployment

workflows.

41 with MCP (Model Context Protocol) for intelligent,
continuous monitoring and validation of assertions of system state.

5. Collect Dvidence by creating a “Data Lake™ based on gathered assertions
and gathered automated evidence.

6. Package and

informed of the actual system state by content in the data lake,

Continuously Monitor and update based on running system state via

automation

which is

b

§ stackArmor

ConmPanY

Define Policy and Controls Up Front

* Use Infrastructure as Code + Policy as Code to:
o Define expected system state.
Q o Establish control baselines.
\ o Enforce approvals and traceability via GitOps.
* Policies drive system behavior and automation, not paperwork.
* Leverage Continuous Integration/Continuous Deployment
01 | Define (CI/CD) pipelines to deploy code and policy.
o Introduce stage gates and approvals.
o Run d checks and prior to deploy
o Ensure consistency and accuracy of updates.

| Deploy via

August 7, 2025 Proprietary and confidential iInformation of sackArmor | A Tyto Athene Company 13

§ stackArmor
Py
ped

Telemetry/Orchestration Layer for Real-Time
System State Validation

* Implement lightweight, plugin-based telemetry and query
orchestration layer that polls live system configurations and security
states using SQL-like queries across cloud and on-premises
environments, providing real-time, structured data to drive automated
compliance and security workflows.

* Derived Data Lake drives automation and orchestration.

+ Stores:

o Live system configurations.

o Validation logs.

o Control checks and outcomes.
* Generate real-time, audit-ready evidence.
Enabl P 'y and conti readi

@

\

Agentic Al for Automation
Orchestration

)

assertions of system statr
Automates the creatior
Reduces manual errors
engineers and analysts
Ensures that complian

workflows

§ stackArmor

ATYIO A
Commarce

System Data Feeds Evidence Collection

A complete audit trail with 2eco manual paperwork.
Full traceability (who, what, when, why)
Evidence of approvals and control validation.

'Q * System Security Plans (SSPs), mplementation Statements, and Policy Docs are generated automatically
' from live, validated system state,
o Powered by Authpack Automator + Component Definitions.
o Uses modular, reusable Component Definitions for each control and capability.
* Updates are derived from changes in the running environment.

05 | Collect Y
Evidence by Cefw'we k«ps Pace with mission synm e-d-mov\. not wnem« done after the fact

* Documentation generation occurs during C1/CO deployment

* Agentic Al and MCP validate new states.
* Updates are logged into the Data Lake.
Documentation is generated continuously, ensuring alignment with system state.
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TechTrend Slide Deck cont...

§ stackArmor

System Data Powers Documentation anganee
Using Component Definitions as Building Blocks of Control Implementation

Component Definitions:

* Are machine-readable reusable components that create a system control mappings.
* Allow the generation of an SSP in hours instead of weeks.
w\ * Utilize the concept of a centralized location “registry” that can
\ be leveraged by multiple systems on a network.

06 | Automate
Authorization
Package

Cammponents Defined — Mag Controts 10 Sysem —b Enableg Mechine
& Sysiem Regntry

stackArmor

Governance and Oversight

ATYIO Aane
Comarer

Governance standards and oversight methodologies for systems leveraging Al

need to evolve to align with the unique risks and challenges introduced to ohH

systems by Al features.

While this presentation won’t define specific governance and oversight solutions
for systems with Al capabilities, the following foundational principles hold true:

Al Functions Must be Transparent, Auditable and Traceable
* Al behavior must be interpretable for cyber teams and
operations teams.
Systems must provide visibility into model updates, data lineage,
and system logic.
Al-driven actions impacting security posture must have
explainable outcomes.

§ stackArmor

Modernized Systems Protect in

Perpetuity
* Systems embracing a modern RMF model are architected to run
via automation with machine-readable system state, compliance
N ) mappings, and continuous monitoring baked in.
% \ * Agentic Al can be | ged to deliver intelligent, continuous
monitoring and validation of assertions of system state.

SecOps teams are freed up to focus on exception handling and

issues requiring human intuition and complex reasoning - with
07 | Continuously iliti 3 ienifi
Monitor and the automated system and Al capabilities serving as a significant
update (orcg multiplier. ;
Continuous monitoring is no longer an after thought, it’s a core
behavior of the designed system.

utcomes for Cybersecurity Teams € stackarmor

ATYTO ATMENE
COMMANY

Accelerated risk mitigation and authorization
timelines.

Scalable compliance without expanding workforce.

Continuous monitoring and compliance

maintenance that is reflective of the running state

of the system.

o The state of the system remains transparent and
fully auditable in near real-time.

Enables teams to focus on mission-critical

objectives.

Stronger security posture aligned with DoD Zero

Trust Strategy.

65



lllustrated and Animated stackArmor Offering Gears

Infographic

Created a specific infographic at
Martin’s request to show stackArmor
offerings working seamlessly together
as an engine.

ZTA & Cybersecurity Al
Engineering

o B

Workflow Playbooks
Automation

= All original vector illustrations were saved out gear by geatr, icon by icon,
so they could be animated in a slide-build sequence.

= Gears spun in colored clusters aligned to the story, while the icons
stayed stable. In the end, the entire machine had gears moving in sync!

Compliance Risk Component SSP
Defs

=

SBOM & ConMon POA&M ATO
Supply Chain & Reports
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lllustrated and Animated stackArmor Offering Gears Infographic Cont...

This is a movie version of the animated PowerPoint slide | created.
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Professional Growth
Attended UX Camp 2025

Registered for and attended a Saturday = Speaker/Author on UX and Cybersecurity — No surprise,
seminar focused on UX topics. | specifically cybersecurity tooling UX plays a huge role in risk posture and
signed up because this particular camp was effective SecOps ©
focused on the relationship between UX and | = Was introduced to some new UX tooling, and the emerging role
cybersecurity/risk. of Al in the UX arena

= Intro to Web3 and the state of technology wrt UX

UX Camps are dynamic, single-day mini-conferences designed to fuel the passion of the
UX Design community. Featuring a blend of curated keynotes and community- sourced
speakers, each camp offers a platform for sharing innovative ideas, practical UX
methodologies, and insighiful design sirategies. Whether you're a seasoned UX professional
or just embarking on your design journey, UX Camps provide a rich environment for
learning, networking, and inspiration.

UX Camp Winter 2025

CAMP £y March1,2025

Flex Forward at UX Camp Winter 2025 Saturday, March 1, 2025 at 10am Central! Flexing
Forward: Showcasing Our Evolution Flexing Forward is an invitation for us to demonstrate
how we've grown and adapted over the past year. It's time to...

v Free v Susaoves Oom Ot v @

Beghraton Contrmation To Chicags Campn, LLC
e Chcage Camen, LLC cnarepiy@schetspice com>

Regiatration Contrmation To Chicags Camps, LLC

Thank you so much for taking
part in UX Camp Winter 2025!
It's on Saturday, March 1st at
10a US Central Time.
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Took a Harvard Mini Course on Leadership

My Harvard
‘.;./ Supness Back To All Lessons Sign Out
Online

Resilient Leadership

Introduction

In this two-part lesson, you'll gain insight into leading through adversity through the example of explorer Ernest Shackleton and his
historic Endurance expedition.

TL;DR:

e Attitude trumps all when hiring (over tech skills, grit, creativity, experience, etc. )

e Team camaraderie is the key to success - people first (communicate, interact, “play”, let
the people know they matter)

e Leaders manage their team’s individual and group energy — especially during uncertainty

e Leaders easily and effortlessly shift between hands-on tasks and visionary leadership

¢ Never let negativity or naysayers get in the way of the mission (keep negative influencers

close, prevent the spread of negativity)
n =
lesson!

o Flexibility matters — sometimes the target
e Leaders own it —and model this, instilling

has to change
confidence and team commitment
e Leaders bring/model positive energy

e Leaders stay forward thinking always _
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Read the Phoenix Project (per Ask from GP)

GP actually asked me to read this, and when | did, | understood why. Lots of alignment to some
of the things | was talking about (and have been trying to implement). While | don’t agree with
everything in the book, there were some good takeaways and things | can grow from.

TL;DR:

* There are 3 Ways (DevOps Core Principles) nsible Ops Handbook B
o Flow: Prioritize fast delivery of work from prom e sors o 7
development to operations.
o Feedback: Enable quick feedback loops to detect
and resolve problems.
o Continuous Learning: Encourage
experimentation and learning from failure.
» Treat IT Work as a Machine/Manufacturing System
o Visualize and manage the flow of work like an
assembly line. (e.g. journey mapping!!!)
o Limit Work-In-Progress (WIP) and complete
tasks before starting new ones.
= Address/Control Unplanned Work!!!
o Unplanned work disrupts flow and reduces
capacity for planned initiatives.
o Visibility, prioritization, and root-cause analysis
help reduce unplanned tasks.
= Apply the Theory of Constraints
o lIdentify a system’s bottlenecks and optimize
those (this can be a person spread too thin).
o Do not focus on areas that are not constraints as they don’t improve throughput.
= Break Down Silos and Align Teams
o Development, QA, Security, and EMs/Operations must collaborate.
o Shared goals and accountability enable faster, more reliable delivery.
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