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"A jack of all trades is a master of none, but

oftentimes better than a master of one."
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The contents in this review cover some of the highlights of my work for
the last 3 2 months of 2025. It hopefully represents both the breadth and

depth of my continued contributions and value to stackArmor.
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2025 Performance Highlights = stackArmor’s ROI
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NPS of 9.1 for Doubled the team  Provided leadership & ~ 100s of lllustrations  Out of My Pocket:

Gave the company

reporting customers  size my first year, delivered consistently 4 Journey Maps (What | paid for that 15+ months of man
is considered an and fought hard to  in all of these roles: Company Intranet solely or primarily hours in my first 12
“exceptional” repair morale, . CX Thouaht Leader 2 White Papers benéfits stackArmor) ~ months, and
score for those build a culture of - Product l\%la nacer 10+ Glossies ~ continued the trend
customers, with accountability, - Engacement I\%lana or 10+ Arch Diagrams ~ * Stock Art Subscription  working through
9.2+ being “world  establish adequate Magrkgtin “Dire ctogn 4 Quick Ref Guides ~ * 2Al Tool Subscriptions - much of my holiday
class.” onboarding and . TechnicaIgWriter 7 Newsletters * sA Branded Shirts for - PTO time.
training support, + Graphic Artist 8 Blogs _Tradeshow
and prevent EM Playbook * Flipbook Subscription
turnover. Product Roadmap * PDF Reducer
Product Strategic Plan Subscription
CX/EX Program
CX/Ops Analysis Tool
Multiple Trainings
Company Brand Guide
& Many More...

2025 Goals | Updates for Aug - Dec

These are my original 5 goals that | fully delivered on by my anniversary date
of Aug 21, 2025 (removing the couple that members the c-suite cancelled
and the ones for my first 3 months of employment). This shows that | actually
continued to deliver against them, plus a whole lot more.

Goal Status

Completed all 3 — by Jan 2025, updated multiple times
throughout the year.

Ref Links
pg. 26

1 Establish a Clear Description of the Customer
Journey for stackArmor Service Offerings

2 Establish the customer journey map for Armory ~ Completed pre August 21, and updated in Dec 2025. pg.7
as a part of product management
3 Create Armory Program Management Guide Completed pre August 21, and did a follow-up Product  pg. 10-12
and PMO Establishment Management Presentation with Tyto to try to energize
and get buy-in from the team on the need for product
management.
4 Author at least 3 blogs or articles for publishing Completed (3 newsletters before Aug 21), then pg. 22-25
(ask from GP) authored 4 newsletters and edited/designed 5 blogs 29-34
(with Johann) from Aug-Dec, in addition to 2 massive 41-43
white papers.
5 Establish Clear Branding and Definitions around = Completed, and did additional work on this goal for GP  pg. 36

stackArmor IP and Offerings (ThreatAlert
Security Workbench, Security Toolbox,
Serverless Relay, Container Scanner, etc.)

by creating a set of combined stack/Tyto logos, and
building out a series of ad mocks that are now being
re-created by marketing using my mocks.




Created Many New Versions of Armory Infographics

Versions of original vectors created to visually = All vector art, with multiple versions created for GP in
communicate Armory deployment models and the fall to support various engagement opportunities.
Armory’s role in serving government agencies. | » Some of the content is re-use, some is new.
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v Simplified onboarding and continuous monitoring of Saa$S solutions on GCP = Google Distributed Cloud Enables

v Ensure the security and compliance of Al systems with tailored Al security controls Regulatory;LocalDatal
Processing, and Survivability for

v Leverage a FedRAMP High-Ready platform hosted on Google Cloud Assured Workloads Air-Gapped Environments



More Armory lllustrations that Help Communicate Complex Concepts

| illustrated this vector image to show how machine-driven system evaluations (e.g. query driven
assessments) are architected.

KSI Dashboard

........... .

ThreatAlert
SQL

<controls as code>

Benchmarks

This glowing Armory logo is actually a complex vector illustration that | created for one of the
white paper covers.




Revised Armory Customer Journey Map

Made updates to the draft of the » Journey Map is a key artifact of product managers and UX architects.

Armory customer journey map based | = Created a combined Hosted/Managed map — we may want to break
on evolving FedRAMP and Armory these out.

variables. = Image at the bottom was illustrated as well

Armory Customer Journey Map

® ©) ©) (4) (s)

Establish Partnership ISV Shores up Significant ISV Deployed to Compliant ~ Hosted ISV Promoted to
Production Armory
e —————— s}

& Initial Discovery Application-Level Gaps Armory Landing Zone

ISV (SaaS) Assessment ISV in Marketplace,
& Authorization Ongoing Armory ConMon

Production
Compkance

SME Collaboration H !!
" A Opcralc Monitor

SCRISAP

ISV Addresses Gap Issues

e

= Plan and gap remediations to get to . Armo'y 1SV Dmeol zone built (ATOM) = Upon ISSM and AO (SCR) approval for = Upon confirmation of operational = 3PAO submits SCRISAP to AO/PMO = Upon approved SCR, Hosted ISV is
Avrnuvy Ready’ hosted ATO, ISV is promoted to readiness, ISV is fully supported by = 3PAO collects and reviews evidence for listed as an Armory authorized service
scan, review with Armory eX 3 a a ) production Armory per the SCR Armory ConMon team SCR (hosted) or full SAP (managed) in the FedRAMP marketplace
and team S C 0 = All changes to the application now fall = Issues must be addressed per assessment = Upon agency ATO, Managed ISV is
= Amory deployment appro sted ATO under Armory change control FedRAMP (or standards-based) = Assessment interviews are completed listed as authorized in the FedRAMP
is connected fo ISV govemance resolution time-frames = Assessment-driven remediations are marketplace
application, scanned * All Armory GSS capabilities are = Monthly ConMon reporting begins, completed F
= Application is hardened and findings validated as working in prod including POA&M, multiple scans, and » 3PAO submits the SAR to AO/PMO
remediated as proof of readiness for environment wrt the application

Asset Inventory = ATO s granted (managed), or app
promotion to production (hosted) or full = Full ConMon scanning operations are L Mm

assessment (Managed) validated by build team

ofE aicnm X

su: Doc Content Development .,...0u. e
* Hosted ISV ATO - Amory SSP and » Hosted ISV ATO - Finalize SSP and any other
attachments are updated as needed docs impacted by the addition of the ISV
Managed ISV ATO

= Gap Analysis and solufioni

* Changes to SSP and Docs per Assessment
Findings or AO Requests

* Managed ISV ATO - Finalize all Package Docs  + Submit Corrected Package to AOPMO

SSP “Front Matter” System Overview

Appendix A - Control Implementations

18 Policies/18 Procedures, 5 Plans

14 Appendices (includes POA&GM) Significant Chanc SCR Process | Significant

Change Request

ConMon St

Approval
6 Approved C
18V,

5 Monitor Change as Pa AOR
End Users Sup of ConMon Operations fonitored via ConMon




Created a Strategic Armory/TSW Product Roadmap

Built a prioritized product » This has Epic level, strategic capabilities vs the “feature backlog” roadmaps
roadmap to highlight priority = We are missing the boat in thinking our only competitors are other services orgs
strategic capabilities we need as security products are expanding their compliance management capabillities.
to be considering. = Our dev folks have discussed having no guidance as to feature prioritization.

Armory/ThreatAlert Working Roadmap

Forthe purposes of this roadmap, "ThreatAlert” means the whole tech stack - The dashboards, scripts, playbooks, connections, and
connected commercial tools that work together for the purpose of establishing, maintaining, and monitoring solutions to adhere to
regulatory cybersecurity standards

General Capability |Description Value/Benefit (Who Cares and Why?) Q12026 Q22026 Q3 2026 Q4 2026 Q1+Q2 2027 Q3+Q4 2027 2028+

(Obfuscating GitLab at least 1 Using Focus Groups (Analysts and ISSMs), elly for anelysts, ISSMs

layer below being "the" layer) findlize a designfor a Risk . of using Gt
Applic and 7 6ic. GitLab s "'SM todl built rauack trouble
Design RiskManagement  GitLab). ickets complex risk. incident
Risk Management App Front-End - 55 ication Front-end - this respanse and robust compliance cperaiions. We've flgured ot how o
GUI Designed for Efficiency, Clarity, s pesiGN only, no build make GitLab 0 a ot of things, but the
ShdETEs P hat push the limits ofthe GilLab irtertace, theless user friendly it
becomes. We are digging a hole.
Build Beta Version of TBD  First version of the (o-be SecOps This wil signi i ity ard as a resul,
Risk Management applicetion “smart GUF, are value of our - wanslating what currently
tructured specif fomake  exists inrules into a (mostly) machi
L e ol A= better risk-based decisions without requiring  experience.
I e E R T ey, them to search for instructions. moves GitLab
and Error Prevention o Ty .
Deploy/GA Release of Risk  First version of the to-be SecOps This will and i,
Management Application  appiication "smert GUI", are value of our - ng whet currently
tructured. tomake  exists inrules into a (mostly) machi
Risk Management App Front-End Detter risk-based decisions without requiring  experience.
GUI Designed for Efficiency, Clarity, them to search for instructions. moves GitLab
and Error Prevention ane layer balow.
Establish Establish i-tenant solution for Enable funcliorel and extensible SecOps and significanty reduce the LOE
y Armory  for onboarding and supporiing Managed Armary customers. In acition,
fonart dta (o Gustomer terant it and 1apors once we have s modsl actiectd, ' a moc it can be old diresty
i i agencies SecOps.
(Currenty, TOs who need
MeuERen=ncy operations and reports that Tetect only the irformation about ther syste),
the POAM and reports have to be manually edited o remove data about
other systems.
Build Beta Version of TBD  First version of the to-be multi-tenant 1 believe this will become a sticking point for the government - especially
Multi of status of all DOD - and should be a priority item. Even for hosted tenants, we should
Armory for testing “tenant” systems (hosted canbe system dta, scandata.
Muttitenancy viewed uriquely, without touching the invertory data, POABM deta, future compliance validation data, efc.)
information about other tenants.
GA Release of TBD Multi- Releasable version of the to-be multi-tenant | believe this will become a sticking point for the government - especially
of Armory status of all DOD - and shodd be apnor/ly item. Even for hosted tenants, we should
fortesting "fenant" systems (hosted. canbe ystom ity deta, scan data,
Muttitenancy viewed uriquely, without touching the inventory data, POA&M data, future compliance validetion data, efc.)
information about other tenanis.
Establish a GUI-driven Anywhere we are using CLI, we might consider (I see this as lower priority as this is one of the last things any external
ATOM Front End ("Productized ~ ATOM/system hing I ly users  |user beatleody)
ATOM) application front-ond
of tho ing CLI, wo might considor  Puts tho machi in charge, re . profocts against
ATOM Front End ("Productized  GUl-driven ATOM somlting oss raw thetactuallyguides users  misod stops ot
om)
GA Release of the GUI-driven Anywhere we are using CLI, we migft consider  Puts the machir i ed.
ATOM Front End ("Productized  ATOM something less raw that actually quides users  missed steps, efc.
ATOM)
Establish P facing portal (codd also have  This ith a bug bounty input portal - giving our
portal and e sy customers a lower friction way to share their ideas or issues. They can
e Fear oy priorization process 0 share feedback. always enfer a system specific request. but it would be beter foheve a
back broader review of issues since feetures ore customer warts are often
things others also want
Mak in Currently, tramu-g or manual o omm guidance and confent is excellert and needs to remam/e)ﬂsl but
Word or PDF format as afirst Nelp our Sec Ons isn'ta gr
atop uncsrstend our toaing. Thisis astew (it ot Lts ofsictes s 3 Spicrt decine ncouaton or s
o paper. Is just a fact - as much as we'd like for
lrm!mng!hepo(dburredwrhnmf digtelcrtent oo of woeed.For boady bt mttrarlcomple
Make Playbooks Easily Exportable “application’ o a format better designod for instruct
human consumption. Playhooks 5tthe tect o ruman usrs. i cton, Morkeoun el
evenmoare, ing users will
whet they need. .
Build amodel (possibly Al) to Cweﬂﬂy users must navi ( ining ir ly K,
etter . pomto fewr mistakes, ). Aiso,
that can query all playbooks syrihesrze largo amunts ofinformaton. setsoton Impraved custamer xporonce Roducod LOE roredor
‘Smart® Playbooks - ghving users -\ 11 2 campleta guide
completesat of actions peruse " © T A O TS T
cases (GUI or Artifact Output) e A
amore Sorvice Bus The al specific
robust connector platform  thatmakes plug and play for spacific commercial tool, ard establishing a construct that cares less about
& . ial tooling and/or capability modules  specific tools and
Flexible "Service Bus" Tool that makes tool or capability | °0mmerc:a fooling il
Cannector Ptatform (ag. APIBuS ) plug-anc-play more feasible |085/6" & Bster. of commercial tools or mees as apartof a flexitle "GSS” stack. This

) conflicts, remove vendor lock-in, and better evolve within the broader
cyborsocurity landscape.

Build amore robust Service Bus The specific
ol th that make for specific commercial tool, amaslaoﬂshmgacmsﬂucl thet cares less about
Flexible "Service Bus” Tool makes tool or capability plug- W’{’":ﬁ;ﬁ”as fl;“’"'ﬂa""‘” capatility modules ;DEC" c tools ;':d sl it
e APIB: d foasible easier er. ‘commercial tools or capabiliies as a aflexitle stack. This
) nnactorFlstonm (8 il pley rore fom cmmd!.ce the costof delivery, romove berrers related to competitr
icts, lock-in, and bottor
cybwsscu'ﬂy landscape.
ploy Sorvice Bus The all specific
connector platform that  thatmakes plug and play for spacific commercial tool, and establishing a construct that cares less about
o " o il tooling and/or capability modules  specific tools and.
Flexible "Service Bus” Tool makes tool or capability plug- “07Merc Wit var
Connector Platform (69, API Bus :) and-play more feasible easier and faster. of commercial tols or capabilies as @ part of a flexitle ‘GSS” sizc. This
delivery,

) conflicts, remove vendor lock-in, and better evolve within the broader
cyborsocurity landscape.

Machine Compliance Stat. A This is dy i ith early versions | This kind of capability is fundamental to FedRAMP 20x and future-proofing
R of "ASA* our approach to risk management and compliance
Verification (ASA - Automated "::':‘:h" of comphianoe
Security Analyst) P
This Is already i Tbelieve...

Not
Machine ConMon Roport Crostion i * ¢ uctomer friondly;
(Customer Friendly) professional, intuitive report




Slack Canvas to Track the Roadmap
| have created a Slack Canvas for the strategic roadmap in the stackArmor internal Armory Slack

channel to encourage team collaboration on the roadmap! (Above is the header image for the roadmap

Slack canvas - presentation matters

)

Roadmap | Summarized, Epic Level Prioritization

(This doesn’t yet contain the latest RFC requirements - but contains critical capabilities to help future-proof

our offering in a strategic manner - addressing issues that will increasingly limit our ability to scale and
succeed including critical security (multi-tenancy), usability and vendor lock-in issues.)

Risk Management App Front-End GUI
Designed for Efficiency, Clarity, and
Error Prevention

General Capabi

(Obfuscating GitLab at least 1
layer below being "the" layer)

Design Risk Management
Application Front-end

Value/Benefit (Who Cares and Why

Using Focus Groups (Analy and
1SSMs), finalize a design for a Risk
Management Application Front-end
(between the user and GitLab) - then
build iteratively getting user feedback
throughout.

Impi d UX for analysts, ISSMs and compliance managers, reduced training

to learn our i way of using GitLab, improved compliance, etc.
GitLab is an ITSM tool built to track trouble tickets - not designed to support complex
risk incident and robust i P! ions. We've figured
out how to make GitLab to a lot of things, but the more we establish "workarounds" that
push the limits of the GitLab interface, the less user friendly it becomes.

Multitenancy

Deployment Architecture

a true multi-t t solution
for ThreatAlert and the Armory where
Armory tenant data (or customer
tenant data) and reports can be
viewed and reported on uniquely.

Enable and

SecOps and reduce the LOE for

and Armory t In addition, once we have this
model architected, it's a model that can be sold directly to government agencies
wanting to run their own multi-tenant SecOps. (Currently, to support Armory tenants,
including managed ATOs who need operations and reports that reflect only the
information about their system, the POA&M and reports have to be manually edited to
remove data about other systems. | believe this will become a sticking point for the
government - especially DOD - and should be a priority item. Even for hosted tenants,
we should have the ability to view their system data (vulnerability data, scan data,
inventory data, POA&M data, future compliance validation data, etc.)

Customer Feedback Portal

Establish customer input portal
and formalize a feature
priorization process

Establish a public-facing portal (could also have
an in-boundary portal) to give users an easy
way to share feedback.

This can be combined with a bug bounty input portal - giving our customers a lower friction way to share their
ideas or issues. They can always enter a system specific request, but it would be better to have a broader
review of issues since features one customer wants are often things others also want.

Make Playbooks Easily
Exportable

Make playbooks exportable in
Word or PDF format as a first
step

Currently, there is no real training or manual to
help our SecOps and security engineers
understand our tooling. This is a step-1 (in what
needs to be a multi-step journey) toward
translating the gold buried within out
"application” to a format better designed for
‘human consumption.

Online guidance and content is excellent and needs to remain/exist, but isn't a great primary approach to
supporting new users strugglint to use our tooling. Lots of studies show a significant decline in cognition for
things read online versus on paper. It's just a fact - as much as we'd like for digital content to be all we need.
For heady subject matter and complex instructions, jumping around through links and wading through
complex playbooks isn't the ideal for human users. In addition, Markdown is literally a different language, with
unique syntax - increasing the cognitive load even more, and reducing the chances that users will find and
understand what they need.

Flexible "Service Bus" Tool
Connector Platform (e.g. API
Bus:))

Architect/Design a more robust
connector platform that makes
tool or capability plug-and-play
more feasible

Establish a modernized verison of a Service
Bus that makes plug and play for specific
commercial tooling and/or capability modules
easier and faster.

There is value in g on any specific jal tool, and
construct that cares less about specific tools and more about ingesting or collaborating with various types of
commercial tools or capabilities as a part of a flexible "GSS" stack. This can reduce the cost of defivery,
remove barriers related to competitor conflicts, remove vendor lock-in, and better evolve within the broader
cybersecurity landscape.

Machine Compliance Status
Verification (ASA - Automated
Security Analyst)

A machine-executable
verification of compliance
posture

This is already in the works with early versions
of "ASA"

This kind of capability is fundamental to FedRAMP 20x and future-proofing our approach to risk management
and compliance

Machine ConMon Report
Creation (Customer Friendly)

Not sure where we are with this
- Customer friendly,
professional, intuitive report to
replace weekly and monthly
SecOps manual reports

'Need SecOps reports designed for ISSMs and
‘humans who aren't necessarily spending all day
in our tool stack (they have lots of other

ibilities)

Machi

or reports are I ging fruit, since we already have all of the data needed.
Working with analysts we can create actual reports that summarize the most critical information instead of
expecting customer teams to wade through GitLab alone and synthesize the data themselves. This would be a
huge win, and add signiticant perceived value (and stickiness) to our customer base - as well as being a great
sales tool to convince prospective customers that we make it "easy".

"Smart" Playbooks - g
users complete set of a
per use cases (GUI or Artifact
Output)

Build a model (possibly Al) to
better leverage playbooks - that

Currently, users must navigat of content

and follow multiple links, requiring them to

can query all and
return a complete guide for
common use cases in
actionable format

large amounts of

Money ly (less training needed) and indirectly (less re-work, fewer mistakes, more efficient
SecOps team). Also, Increased customer satisfaction. Improved customer experience. Reduced LOE
required for new employee onboarding. Reduced user-error created problems.

ATOM Front End ("Productized
ATOM)

Establish a GUI-driven
ATOM/system deployment
application front-end

Anywhere we are using CLI, we might
consider something less raw that
actually guides users

(I see this as lower priority as this is one of the last things any external user would
need to be able to do) - Puts the machine more in charge, reduces human error,
protects against missed steps, etc.




Pitched a Strategic Approach to Product Management

Built on my original strategic product
management plan - presented on
product management to stack/Tyto
leadership to try to get everyone
invested and on the same page.

» Re-visited mission, vision, resourcing, and path forward

» Updated my SWOT analysis from the original (standard for strategic plan)

= Established “what’s next” since original plans were shelved
= Clarified Project Management v Engineering Management v Product
Management to try to fix these being conflated

‘3 stackArmor

ATYTO ATHENE
COMPANY

- Strategic Approach to
Managing our “Product”

Mission:
To put cutting-edge cloud solutions into the hands of government, educational and critical
infrastructure organizations by accelerating the path to cybersecurity compliance for CSPs.

Vision:

To be THE trusted leader for cybersecurity and compliance advisory and engineering solutions
- and be the partner our customers never want to be without.

Motto:

Run this organization as if we will be running (and owning) it forever, otherwise we probably
will.... let's not build to survive, but build to thrive...

& stackArmor

ATYTO AnENE
COMPANY

Agenda

Goals

To help clarify and get everyone on
the same page with:

Product vs Project vs Engineering Management
Where we are Today

s Where e afe Draft customer journey — where all product &

* Where we are going
* How we get there (thinking
like a product team)

engineering work should begin

' )

DiSCUSSiOI af Lo auson . al; o alobe oo ~ ', Ny | ..',
Project vs Engineering vs Product
Management

roadmap (
Path Forw
next steps

G stackArmor
ATYTOATHENE B
COMPANY
Product Management*

Project Management Engineering Management

« Define the Vision: Establishes the
product’s strategic direction and vision,

« Develop Project Plan and Budget: Create
@ detalled plan, including tasks, timelines,
milestones, and financials.

« Technical Strategy: Defines the
architectural vision and technical strategy
for buliding the product.

« Design & Develop: Creates the design
and develops the underlying systems and
infrastructure of the product.

« Bulld Quality: Ensures the product is built
to high standards, focusing on scalability,
security, and maintainabiity.

January 27, 2026 « Understand Users: Represents and
champions user needs and pain points to

the development team.

« Manage Project Team & Resourcing:
Secure the necessary resources and support

and direct the team. * Market Research: Monitors market trends,

performs competitive analysis, and
identifies opportunities.

« Prioritize Features: Determines and
prioritizes features and capabilities to moet
user needs and business goals.

« Stakeholder Alignment: Communicates
and aligns with all stakeholders (design,
marketing, operations, elc.) to ensure
overyone is working toward the product
vision.

« Monitor Scope, Progress and Quality:
Track progress against a plan and SOW,
ensure quality control, manage scope creep.

* Manage Risks and Resolve Issues:
Identify potential risks, develop mitigation

« Solve Technical Problems: Addresses
and resolves technical challenges and
strategies, and address issues and Issues encountered during development.

obstacles as they arise.

« Communicate with Stakeholders and
Ensure Succe Koop all stakeholders
informed throughout the project, and work to
meet client expectations and deliver
outcomes.

« Enable Teams: Empowers engineering
teams to build efficiently and effectively,
supporting their development process.

“Product Management is NOT Project Mansgement for
product efforts or product teams
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Pitch for Strategi

¢ Approach to Product Management Continued...

6 Where We Are Today - Do We Have a “Product”?

* Threat Alert Platform — Products + Services

5 ThreatAlert

- " 4

S, Armory

4
SLArmary

"

X

* ThreatAlert Security Workbench (TSW)

* TSR (ThreatAlert Sé
* TST (ThreatAlert Se
* TCS (ThreatAlert Cd

Armory Brand Guide (We Do Have One)

” Overview Draft

Competitive Differentiators:
© Pew 3 Onty! P Ceopes Acsmarens P
@ Amary & ot eushead mkison beumd on 1] peen

h future

Armory Customer Journey Map

3 «)

ISV Deproynd be Comphart  bpied |
Armiry Lanang Zena Prodaven

@ Armory Offering Today: SWOT AnalysiS s i

STRENGTHS

nginee

ring
service

THREATS

promised-deiveortimeines

* Unknowns of Rews futy

20x assessment
* Muyltiple competitors across other clouds
ompetitors are alio now focuted on automa
Election (DOGE) ~ induces caution in 3,
* Current economic environment
* Lack of buy-in from ISVs that want their logo
in the marketplace

anges

VR Uit

standards
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Pitch for Strategic Approach to Product Management Continued...

Industry Trends or Known Pain Points € stackarmor
Things that will help inform strategic decisions...

ATYTO ATHENE
CoMP

Automation and machine-driven capabilities for anything that can be automated is going
to be key to survival
Architecturally, hyper-converged “appliance” model solutions are being replaced with de-
coupled API/service and query-based models where capabilities are initiated and content
accessed on the fly as needed
Analysts are missing issues (missing POA&M item
to failure to fully leverage the capabilities Roadmap Epics to Consider
Customers (ISSMs and Operators) have asked for e hova ek o R Tele: o
sessions to figure out playbooks — where our valu SRS
(&8 G EVELI LR LTV G R 8GN .« Risk Management App Front-End GUI Designed
Employees have repeatedly asked for more trainil| for Efficiency, Clarity, and Error Prevention (to
newer tech (which an intuitive “product”/would hEEEELCIERIGHELITELIRY) o
Customers frequently ask for specific compliance JEUCISELERE TS EITESE
* ATOM Front End ("Productized” ATOM with an
T intuitive Turbotax-like GUI)
January 27,2026 « Establish customer feature request/input portal
(with a review board and prioritization process)
* Make Playbooks Easily Exportable (using Al?)
* "Smart" Playbooks - Guidance is Baked intoaGUI ——~ __
* Flexible "Service Bus" Tool Connector Platform -
* Machine Compliance Status Verification
* Machine ConMon Report Creation (Customer ==
Friendly)

What’s Next? QstackArmor

ATYTO ATHENE
COMPANY

* Agree to some “intentional” actions to shift to a product mindset where the “what”
(product strategy and UX) matter as much as the “how” (tactical and engineering brilliance)
Schedule blue-sky brainstorming meeting(s) to discuss (and eventually prioritize) key
strategic features?

Establish a product management recurring (monthly) innovation meeting to track progress
against plans and coordinate against our mission — identifying single topics per meeting as
well to review architectural plans: g,g. architecture to support current (muti-tenant)
customers, architecture for increased interoperability (removing dependencies),
architecture for future automations and Al, architecture for scalability, architecture for
usability, etc.

Questions?

G stackArmor

ATYIO ATHENE
COMPANY

§ stackArmor




Culture of Accountability - Created EM QPR with
Reporting Template

To build and model a culture of accountability focused on CX - | = Held our first QPR in September.
| established a quarterly program review for the EM team. = Will hold our next QPR in February.

September, 2025 | Sarah Hensley

Customer Engagement Overview € stackarmor

ATYTO ATHENE
COMPANY

Customer Name Build or Engagement | Relationship
ConMon Length (mos) | Status (R-Y-G)

C’ Customer 1 Name | NPS: 9 D stackarmor

Arviosnene
Relationship Meter
Significant Issues/Risks Retention Plan

* lIssuel
* lIssue2

Contacting customers about potential
problems before they notice

Key Success Factors for

. GstackArmor
et st 0 Customer 2 Name | NPS: 9

ATIEARES
of/m attention to Relationship Meter

* Thing 2 that we need to st 2
of/pay attention to Significant Issues/Risks Retention Plan

J * Issuel
Things | Need Help Wit 5

* Thing1
& “ Fast, and helpful responses to customers’
Key Success Factors for This Customer inquiries or issues
Update on Tickets with tracker if needed
* Thing 1 that we need to be on top
January 27, 2026 dlmm’"b
* Thing 2 that we need to stay on top
of/pay attention to

Things | Need Help With/Ideas For Growth Plan

2 * Opportunity 1
g * Opportunity 2

January 27, 2026
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EM Quarterly Program Review Continued...

@S‘Ti§;§°' Things I’'m Doing With/About Al

If Anything

Thing 1 (e.g. Signed up for a Coursiv session)
SubNote

SubNote

Key Focus Areas for Next Quarter € stackarmor

ATYTOATHENE
COMPANY

* Thing 1
* Thing 2
. Thing 3

6 stackArmor

ATYTO ATHENE
[
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Revised the Engagement Management Playbook

Revised the Engagement Management
Playbook | authored to switch tasks to
checklists, adding an appendix that lists all
checklists across each phase in an
engagement.

= The playbook is a foundation for onboarding, training, job
description creation, cross-team collaboration and role clarification.

= This has provided structure and standardization to the EM role.

= Current version is located on the CX/EX Intranet Site.

ment Management Pl

Customer Engagement
Management Playbook

— Our vision:
y ‘ Working Job
p A Customer Engagement Manager Job Tasks.
4 '6'4 ‘ Key Skills

Contents

Welcome to the Team!

Joumey Map 1: Sales Phase
Joumey Map 2: Compliance Acceleration’ATO Phase

Joumey Map 3: Compliance ConMon Phase

Across the Journey

2
2
2
3
3
4
6
7
8

SharePoint Sites.

Intuit TSheets — Time Keeping 13
Box Customer Repositories 33
SmanSheet Gov Customer Project Plans. 3
Delivery and ConMon Playbooks, Tasks u

o Checklist 35

Pre Start s
Day 1 a5
Woek 1 %

y Tasks Q8A 38

Managing Engagements the stackArmor Way

Edition 1.3, Oct 2025

Compliance Acceleration & ATO
Phase
8- ATO Engagement Kickoff

This is a working document and will evolve W (
: EM hosts the kickoff meetng. presects stakehokders, project
ATO Engogement Overviow, project scope, intial schedule, CSP Documentation

Kickoll focquost kst, high level RACI (TBD) and next steps.
{complance covers Mendetes NIST tamies, doivery covers

stackAl BowBlack, guideny CS0 1 vekond o doca orovide o et
Complete\ipload Gscovery questonnale, estabiishing

dacovery sess00 cocrdnatin

Schedube discovery sessions with CSO and intemal A team.

Vaiciate the status of of iorm CSO of the need 10 submit the r
€SP infomaton Fom o EedRAKP f i hse been done

(158 Wi oot them o FedRAMP package rumber

Update the propct Resource/ATO tracker 45’\)7‘90"“ a

weekly task

Intial SmartShest Project Pian and RAID (Risks, Assumptions, Issuss and Dependences log)
estatishec.

Stnck besons Tracker ks Resources nE

Project Kickolt et nd

$es (Might add this Swection in an

etomabxternal Stack Chasvels and Box Fokders (Discovery Tech Docs, Boundary Diagrams.

o
B0 101 - ask if Share a0 Aty barraars Gf newds SA IGhe hei with, 2 - destity

-

stackAmars
: e ary arrars 1o compsation {can te | —_— oo
: rotiance covers Mandates. Black s St uodied o
EM Job Task Checklists Across the Journey | ooy o
M
Toush weekty provsct status sides
1 - Offering Establishment & Validation e o
1eguts 0 saes about armas of porRY 88 perceived by those werking n the ek [hoteicur gty B i s e bro SAR, and areunty
Foadack Hr0m CusIMmens 10 iAo product Backiogs. 1eChAokGy GETISIONS, MUANMAtON Needs. pranaton ) 1Sack
Can be festure kieas or rusraticns. (Team 10 stand Up 8 ‘Permanest” ompicyes foedback p«u which B acsdrwssad. (Track this Jromes,
e Coukd provide & & Ik i & Carnems  each uvtormer's extemal Siack channel Pz The tasks a8 |roqured 1o Sy
Form 1o FedRAMP )
2- 8D, Sales & Marketing Campaigning |-  r—
{ih 2o intermal and CSP tnam 10 1 But ensuring that OA ras | -
reiatd rowgement practces, service 0y oap x complescn status (penarst | sy
Gabvery with Sibed acvecrs. las5ons earmac, o1 B it e e | S Jirmara
Cutomer retaorahg —ansgermant - B test markatog & word cf Mo, and engageant managens
Sy 8 egorLan 108 1 AL § QFRM LAY SX5NNACH VAL FEAGKANBIORS, OIS b i i
SUPPON, COMMUPTCAtoN. TANSOAreNcy, &nd bewy) the CUSIomer's advocate. g r players (0.3 Box. Stad [Rstaction (NPS) survey
¥ frocove
3~ Customer Pipeline Establishment | | (Y 5 . Es 0
Collatoration anvd “up-sel” ntelnew Cpporunties communicated 1o sales rekated 10 1pechc L vos vt o ttomee Jmeating
cppananes irmeeactarn | foush Be
4- Qualification : s proserena by o
Prospect & Sales Navigation s progress, updating schedule o $0 ormures e deack & "
Saes suppon for Operational pr processes 3% 3nd w08 WER the Cstomer | o
Mmr--[vxwwmwnwﬂd-w-mm ! $G5 wil bo chctated by Ba Y jehannel.)
5 - SOWIContract Negotiations project b
b Bietarvios ace ostatishad - Trock
Engagerment 2 eormed 1 proare for - ooy o o Corten
Rarvara of SOV corrmtments and trmaines Sor 8ach $andng angagemant, and provide - ¥equaiton process.
Neomimandaions waad on wikons ered 1 eAe COrLELOUL provemart I SOW gua0e ! | Sk fesva
’ project proser
6 - Signed SOW I fork comgienad, and any risks. Thass
Engagemant Management team ormed of Cortract s2an date, 333 0 determin best Comr a3 | fmtory L omiavidence requst [ -
% | (Conton) managemant 1o ¥ progressstatin, Mos:
Engagemant Mankge 35843720 10 e GO, ARBCHS OUE 10 St W any il Qstons. Joersing ity comptanty and ready o ¥0.25 ey aro able
Handothandshan meesng scheduied wih deivery taam (This moetn s ncrmaly scheduied by the B roqurod by the 3PAD.
EM, but can be schadued by sases. It must bo tienced by the saies 109, EAL and delvery leam) | N——  wth SacOps (Conbion manager)
7 - Handshake with Delivery, Prep Work Y o O acheds. pdating scheduie or Bcoic
ivery, Prop ks in e S msues Py e (e, o) e 0. °Op Jiss Wi the customee
ngagement rerviews s9ned SOW (One of the main jobs of the EM is 10 manage 10 Be SOW | 2
15 0nsre wo Geiver what was prOmSd. yet COntel ay 40008 CTowp ) fowsty maetn) bnbo vacked on e
€ Manager schodules an rtermal of the contract 1 cover requred defrverabios wih J for
ngmerct Varag: s s il vt osos B rooress, cpcating schacte o - gl
Sk S o st and s with the customer
Relasonahio Management - Estabiish vl latonsti wih ISV P (normaly via emad o by
sales) 2 3 L
V e 10 remave barmiers) | s
Kickol dack croated - using SOW, colab with Gebvery team on tachnical detats and schadiie. ; ieda o Wty
Schod.de and hokd n ntarmal team dsbref Call wih e assigred tam members pro-kickof,. Ths o 3. and any risks. Share weskly shdes %
00t 5 where the team a3 Who CWNS what sides g the kKAGA, and reach 2 lam P
SURSRAOES 0TS M futvint, continus Weekly o Monthly (depending on length of sause) souch-base with 1y Business
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Supported Gecko as “sA Assessment Lead” Through
3PAO Assessments

Took on the lion’s share of the work | = | became the translator between engineering and EIT with our first trial of

quarterbacking the 3PAO Al-collected evidence. (image below is just one of many communications |
assessment, which has been quite drove to help pave the way)

chaotic - has provided great insights | = This has been a particularly challenging engagement, with team members
into ways we can improve. - many of whom are less than cooperative.

crossed.

Example of many communications between me and all parties involved in the assessment:

Technical Evidence ‘fi gecko

' A
Gecko Robotics, Oct 24, 2025 e robotics

The engineering team has gathered evidence and made it available in an automated fashion
using an APl — which should make it easier to review. Everything the team needs to review this
evidence is laid out in the attached pdf file that is in the Ext CSP-Evidence Box folder:

govgecko-complete-audit-evidence-package.pdf

All the evidence findings can be viewed using crtl+f/cmd+f search in the pdf on mac or on chrome
(any browser) on windows. It has all been automated via the API from gecko gitlab/gcp. The jsons
were also converted to html for most of the items so they can be viewed in a browser with
timestamps. The webpage can also be searched as well if the team would rather not view json
files.

Example:

As an example, doing a control search the CM-08 allows the team to see the json/html evidence
files or html which can be clicked to review the evidence.

M Gecko Robotics Evidence
M AUDITOR_SUBMISSION_PACKAGE

B 01_Access_Control
M 02_Audit_and_Accountability
W 03_Security_Assessment
B 04_Configuration_Management
B enabled_services_20251024_111204.html

Documentation: Each API's purpose

CM-08: Information System A enabled_services_20251024_111204,50n
B iam_policy_govgecko-govgecko-prod_20251024_111021.htm|
Com po nent Invento ry B iam_policy_govgecko-govgecko-prod_20251024_111021.json
B iam_policy_govgecko-gss-prod_20251024_111021.html
Control Requirement: The organization maintains a complete inventory of system components B iam_policy_govgecko-gss-prod_20261024_111021son

B iam_policy_govgecko-prod-sec-core-0_20251024_111021.htmi

Evidence Files B iam_policy_govgecko-prod-sec-core-0_20251024_111021.json
B issues_closed_90d_20251024_111330.html
R issues_closed_90d_20251024_111330.json
B issues_open_all_20251024_111330.html
R issues_open_all_20251024_111330.json
B kms_keyrings_us-east4_20251024_111207.htm|

keyrings_us-eastd_20251024_111207,json

....... ory_all_20251024 111023, json| (CM-08]

* Purpose: Comple
* size:
* Showrs: All VMs
* Reproduction: |5

M, th

9cp_projects _List 20251024 111017. fson| [CM-08]
et organization B org_policies_20251024_111126.json
B vm_inventory_all_20251024_111023.htm!
R vm_inventory_all_20251024_111023 json

* Purpose: Project inventor

cloudsql_instances 20251024, js.

Let me know if you have any questions or issues, and we would be happy to jump on a quick call
to make sure you've got everything you need!

Sarah

= So far, | believe we've salvaged our relationship with the customer - fingers
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Supported Gecko (and Qanapi) as Primary EM

Provided white glove advisory » Produced FastPass Justification paper with content from team
support to both, but more for Gecko, | = This doc was to help Gecko address a finding with EIT, and attempt to
investing to help expand our work prevent the need for additional tooling changes (e.g. Yubikey)

with them.

gecko

\
R/ robotics

$.€ okta

GFS Justification for use of Okta FastPass
for phishing-resistant, hardware-backed gecko
authentication R ’

Introduction and Purpose

This document provides the explanation and justification 10 support Gecko systom's
approach 10 meeting the intent of NIST SP-800-53 IA-2(6) using Okta FastPass. The
current configuration as descrided in this document aligns with NIST AALS, which is the
highest level of authentication assurance defined by NIST SP 800-638. Further,
FOdRAMP High standards explicitly recognize this type of phishing-resistant, hardwaro-
i ge backed authentication as acceptable for federal systoms — affirming its suitabity from a
robotk:s risk managoment and COMpRANCce POrspective.

I catiines NIST SP 800-53 1A-2(6) | How the Control is Satisfied

The intent of NIST SP 800-53 IA-2(6), and by oxtonsion DoD CC SRG IA-2(6), is to
ensure that one of th (MFA) cor is not sy

compromise via the same channel of attack vedor as the primary credentiais. This is
typically as requinng a logl ly

— not nocessarily a physically separate hotoﬂ — that pfvv-dﬂ moaningful resistance 1o
crodontial thelt of iImpersonation,

Okta FastPass, when deployed with platform-bound credentials secured in a FIPS
140-2/3 validatod TPM or secure enclave, and coupled with enforced user verification
(Diometric or PIN), satisfios the security objectives of IA-2(6):

«  TPM-backed keys are and cannot be , cloned, or
roused — even i the OS is compromised

« The authentication operation requires proof of user presence, such as biometric
or PIN verification, which ensures the key cannot be slently used by malware o
advorsarios.

« Cryptographic isolation of the authenticator (within the TPM or secure enclave)
ensures independence from the user's primary credentials and significantly
reduces the risk of same-channel compromise.

FedRAMP High and DoD Support for the Gecko Approach

Critically, as mentioned proviously, this configuration aligns with NIST AAL3, which is the

highest level of authentication assurance defined by NIST SP 800-638. FodRAMP High

Artlrdi tarnnnies this tuea Al nhiahansasatant, ha1Owaro-backed aUthentcaton as
Bbiity from a risk management and

1 <
: QOCI\O M poiicy updates. For example, the
freforences Okta FastPass and permits
§ the authenticator is stored on a
A Critical Distinction tked credentials are permissidle, and
TPMs themsaives, but rather their
This distincion matters: the goal of 1A-2(6) is not to ban TPMs, but o ensure that the b porform priviieged functions
MFA factor used is truly independent and phishing resistant. In many cases, TPM +
blometric verification provides stronger assurances than physical tokens without
enforced user intoraction. For example
o Ahardware token without PIN or biometric enforcement can be stolen and used.
« A TPM-protected crodential with biometric binding cannot be used unless the
user is physically presont and verified — oven i tho device is compromised
Therefore, Okta FastPass meets the intent and technical requirements of LA-2(6) by
delivering a cryptographically isolated, user-verified, phishing-resistant MFA factor that
cannot be compromised via the same vector as the user’s primary credentials. r

Conclusion

In conclusion, Okta FastPass, when properly configured and supported by TPM
attestation and strong user verification, provides the assurance, independence, and
rosistance 10 compromise that IA-2(6) was designed to enforce. its use should be
acceopted as compliant with IA-2(8) under the DoD CC SRG.



Created Architecture Justification Paper for Gecko

Provided white glove advisory

support to

help expand our work with them.

k!

Gecko, investing to

%, gecko

robotics

) cep

GCP Isolation & Separation Architecture
Justification for Authorizing Official
(AO)

gecko

robotics

GCP Isolation and Security: Technical Implementation

Overview
These IL5-validated controls exceed requirements for IL4.

Virtualization & Hardware-Rooted Isolation
. designed KVM: ype with hardened security modules
. Mamovy isolation enforced in hardware (Intel VT-X/AMD-V) preventing cross-
tenant memory leakage.
* Microarchitectural protections against Specite. Meltdown, L1TF, MDS, Retbleed.

Cryptographic Isolation
*  Per-resource encryption keys, CMEK, and CSEK support.
*  Full-stack encryption: at-rest, in-transit, inter-service RPC.

VIBM, Secure Boot, and Workload Integrity
+ Verified Boot ensures signed, validated host firmware and OS
+ yTBM provides per-VM intogrity measurements.

Network Isolation
= SDN fabric (Andromeda) ensures tenant mubog isolation,
* VPC Service Controls provide sof d and
protections.

Assured Workloads:
«  Enforces U.S.-only personnel, region lock, and DoD IL4/ILS requirements.
* Software-Defined Community Cloud segmentation.

Why Physical Separation Is Not Required for IL4

* DoD CC SRG expiicitly permits multi-tenant infrastructure at IL4 when NSA-
approved Isolation is used—already validated at ILS for GCP.
IL4 system processes no NSS data, so IL6-level physical separation triggers do
not apply.

= Produced GCP Isolation paper with content from the team
to help get approval on their solution architecture for their
“‘AO” (BPMI)

Introduction and Purpose

This doct 1t provides a based that the Google Cloud Platform
(GCP) hosting eﬂvwonmen(—conﬁqured under Assured Workloads and aligned to DoD
Impact Level 4 (IL4) requirements—meets the relevant isolation and separation
requirements in NN-801 Cloud Computing Security Requirements Guide and the DoD
Cloud Computing SRG v1 Release 5 (vIRS), section 5.2.2.3, without the need for
dedicated physical infrastructure.

Summary Position
= Physical separation s not required for Impacl Lmsl 4 (Iu) systems per DoD CC

SRG ViR 5.2.2.3; logical, h is
acceptable.

+ GCP Assured and Google's software-defined cloud model
acn already DISA atiLs, stronger jon controls

than IL4 requires.
GCP's technical implementation (confidential computing, secure boot, VIPMs,
NAP, VPC SC, isolation, provides
stronger security guarantees than physical separation alone.

Sole-tenant nodes are available as an option, but they add cost and operational
complexity and are not required for IL4

Applicable Requirements

SRG v

5 2, 2 3 (Physical Separation Requuemenl!) e syuemu may leverage multi-tenant
when d via NSA and isolation

muhamsms Only ILE/NSS systems require dcdncalad hosting of physical isclation.

NN-8!
Requires logical tenant isolation, robust hypervisor security, boundary protection,
continuous monitoring, and incident response integration. Does not mandate physical
separation for non-NSS workloads.

» Cloud IL4/ILS Provisional Authorization
GCP's ILS PA demonstrates that DISA has already validated GCP’s Isolation,
virtualization, and community cloud model at the higher assurance level (IL5),

n
']
0
~
o)

Alternate (Optional) Solution: Sole-Tenant Node
Mitigation

If used, Google's Sole-Tenant Node configuration introduces the following pros and
cons.

Provides single-tenant physical hosts.
Adds 40-70%+ cost

Increases operational overhead
Reduces elasticty/autoscaling

Conclusion / Recommendation to AO

Based on DoD and NN-801 criteria, GCP's IL5-authorized Isolation architecture fully
satisfies IL4 roquirements without requiring physical separation. The system benefits
from hardware-rooted integrity, advanced SDN isolation, and Assured Workioads
boundaries.

The recommended path forward is to approve continued operation in current IL4
configuration. This decision is done knowing that sole-tenant nodes may be used if
agency-specific policy requires, but they are not required by DoD SRG.

References
« DoD Cloud Computing SRG v1R5: hitps://public. cyber,milidces/dec:
+ GCP Assured https:#/cloud google com

GCP Security Infrastructure Desngn
https//cloud. google.
Shielded VMs: hitps Jicloud google

.

* Encryption by Default: hitps Jicloud.gooqle. tion-by-default

* VPC Service Controls: https://cloud google com/vpc-sefvice-controls

. lo-T it Nodes: hitps-/icloud. google L !
nodes

18



Produced Architecture Implementation Paper for
Gecko

Provided white glove advisory support | = To support their exchanges with BPMI, put together
to Gecko, investing to help expand our | this paper to articulate their architecture.
work with them. = |llustrated their robot as a CX “plussing” opportunity

cko

robotics

o ge

Gecko | An Approach to Implementation

a visual/paper on end-end security of Gecko's system:

Story (IL4+ path):

We run an IL-4+ cloud environment. Customer data moves from inspection
laptops/edge devices to the IL-4+ GFS environment. Data is encrypted throughout.

Field hardware is under strict physical controls (restricted access, chain-of-custody,
tamper-evident sealing), and data at rest is encrypted with a FIPS 140-3~
validated module. All transfers are encrypted in transit.

Compensating control: For this workflow, given the strength of our physical and access
controls, we're proposing to defer Secure Boot and TPM and document this as a
compensating control. Residual risk is covered by custody controls, full-disk encryption,
and end-to-end FIPS-validated TLS; we'll capture this in the POA&M.

1L-4 COMPLIANT EMAT

= =4

Gt Roctic Federsl Metwont Archiacturs

o

19



Produced loT vs Boundary lllustration for Gecko

= Gecko was having difficulty getting their potential
sponsor to understand how the various sensors and
IoT devices fit into the broader secure boundary

= The illustration helped them get their sponsor to a

lllustrated a specific concept for Gecko
to help them communicate clearly how
loT devices are outside of the

boundary.

“yes”!

Secure Deployment Architecture: Data Collection | Inspection | Application

Field Data Collectors & Sensors NRP CAF’ Environment
Data Application

Data Collection & Inspection (Limited Pre-Processing)
iw 992.,'5.2

Scan Data ‘
" ()

0
é‘e
0

\ Inspection Laptop

NDT Data

— *Nuclear Reactor Program Cloud Authorization
Framework (NRP CAF) Environment

**(IL4+ based on DoD CC SRG v1rev3-5 updates)
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Held Critical Retrospective on Gecko post Build
Phase (with Interactive Miro Board)

Taught myself Miro, and used it to
create an interactive retrospective
board used with the team to identify
lessons learned.

= Gecko is a project that is unfortunately defined by
lessons we must learn and not repeat.

= This approach worked great, and allowed us to
generate action items that are still being implemented.

etracc five

Gecko Robotice GCP Build Effort 2025

» i

What Went Well hat We Tri r

Actions
How can we make the next GCP build effort

The highlights of thic buitd effort;

Things we wich we knew at the start
things that went well & we want to repeat

Good
direction
from Josh
and leads

Very well with
last minute
requests
(BPMI) -
thanks Rene!

Great help on
the architecture
side to support

the build

Team did great growing
through the chaos and
without having mature
guidance - and this also.
resulted in a more robust
learning experience

All parties worked
together in
support of one
another and
solve problems

Teamwork!

)

Diving in and
learning OT)
works well
(until it
doesn't:))

Team did
well
cleaning up
mess

or didn't do well that we meed to address

Needed more
guidance to
execute SecOps
meetings with
this system

Wasn't standard
build, but build +
SecOps at the same
time (didn't follow a
traditional project
plan path...)

ATOM is
different,
everything is
different, and we
underestimated
the impact of that

Move into ConMon
- needed ConMon
benchmarks (in
ConMon 4-6 weeks
without being
able/prepared to do
ConMon)

Get build architects
involved earlier in the
process versus learning
huge amounts on an
active project {involve
earlier in so'ution vision
and design discussions)

Due to rapid
nature of this
project's changes,
there could have
been more/better
communication.

Unrealistic
deadlines (on
the customer

side)

Experienced
resources - lots
of new hires
which proved
challenging

First Armory
deployment not
in Armory,
caused struggles
(lack of
experience)

Meed to make sure when
3PAQ engagement
happens. Need  be
Irvited to the meeting.
(Is5ue - customers don't
necessarily know what
we.need to be included in.)

Need to be able to focus
on supporting the
customer setup and
5CANNINE, estanishing
their ISSM skil's, so the
GSS Issues needed to be
resolved before go-live

documentation
updates don't match
the speed of changes
in the system/
development (doc Info
doesn't keep up)

No "checklist"
or smooth
transition to
ConMon

Struggled with a really
mnon-traditional project
plan and customer
expeactations. So knowing
this effort would be more
*agle” dian't really help us
now how to proceed.

g0 smoother?

Armory review/
deployment with
our internal
teams - GCP ONJ
training and
actual training

When we go live, we
need to be ready on
the GSS side even if
the customer isn't.
(fully leverage
automations)

More tesTing to Identify
£3ps 'n documentation or
code issues (ATOM for
AWS: Ed deployed 100x, so
it was vetted, Autamated
testing as well)

Better iaadership ol grment
3r0und Eroguct maturiy.
resourting team capaiig,
what we are seling. Need betrer
Informed decksions. (GO/NG GO
Cakulator?) - ako considering
customer engagements that are
less Ines In thelr declcyment
needs

Be more
intentional
about
blockers

Mid-deployment
retrospectives.
(or re-agenda one
weekly meeting
per month to be
a mini retro)

ConMon
benchmarks must
be implemented at
onset of ConMon

(can't deploy? That's
an indicator...)

When need to run

through Tereform

automation several
times, truly make it
as smooth as ATOM

Invest in
maturing the
SDLC around

GCP like we
have for AWS

ConMon
dashboard
would be
extremely

helpful

Clarify our approach to
determine readiness
for ConMon, whether
that's an actual
chedist, an
automared script, etc.

Do we need to
create a new flaver
of SOW to support

these non-linear,
"we're partners in
whatever®
engagements
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Took Initiative to Create a Delighful CX Through a
Monthly Customer Newsletter

To continue my commitment to » | generated or selected/collaboratively edited content.

increasing our value/stickiness, |

Worked with Tyto to also expand our audience to a HubSpot library ...

stuck with our monthly newsletter - | = Created many custom illustrations each month.

authoring, editing, designing, and = Received a request in the fall by a customer that wanted to subscribe -
an indication that it is valuable and making an impact!!!

fully producing it each month.

stackArmor )
mi— i
[N, RN Y

WSCkATmer Nowsleser od 4 | AL 2025

stackArmor's Armory20x is Part of the 20x Pilot!
AS Do 3uOMIBMON window (osed on FedRAMP 20 Low Authorization Phase One Piot Program -
SACRATION 15 Dloased 1 ANNoUnc Tat 0ur own Armony20x has boen submiiod! Mats off 10 owr

PO 100d0rs AN FNOVILON 103 Members! The team fast racked the implementaton of

Pmenous Carellly archtected Capabates alreddy PAONBIEd 0N G DROG 0AGMIP 10 Geliver &
Quality and fture-defining 20x Package

O month g0 FeaRAMP granted s finst & Suhorzations Under e new 20x pilot program. 4 weeks
Later 85 e SBMISSAON Geading Came and went. he 1otal (and feal) number of Phase One
Semissions s 20 - with 6 of those holding sutherizations as of Aug 28. The 20 ISV remaining in the

Quie will b DrOCes3ed Over the next 2 monts in purut of a 20 Low authorzation - rchxding

Armony20x

Sl
SLArmory

DoD IL5 Has been Re-Defined!

Until vory recently, Cloud Service Providers (CSPs) serving Department of Deferse (DoD)
customers at an Impact Level 4 or 5 (IL4 or ILS) saw only modest differences between these
wo baselines - 10 the point that the standards tarpet was ofien referred 10 a3 a combined
ILAALS systern. That is no konger the case. The Defense information Systems Agency (DISA)
has publishod new guicance for ILS that puts i in a cloarty erent category from IL4. The
new DoD ILS guidelines require all CSPs to use the National Security Systems (NSS)
baseline for authorization. This change adds a whopping 175 (give or take) addisonal
controls 1o the baseline — which is a 40% rise in the overall rumber of requirements.
Mesting the new NSS requirements is therefore a signiicant I, requiring 563 controls a5
0pposed 10 the 418 required by High IL4.

The main takoaway s that the DoD removed High ILS5 systems as an option. The only type of
ILS that now axists is National Security Systems (NSS). For our stackArmor customens, this
means that what used to be High ILS Is now High IL4. The good news is that you won't
need ILS unless you are specifically told that your system is NSS, which 99% of systems do
ot classdy foe

I you have any questions about how this might impact your system or your compliance
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stackArmor’s 20x Investment Will (Eventually)
Benefit All of Our Customers!

The novation leam at StackArmor has been bulding and evaiving a foundatonal tramework at e
core of our ThratAlen ® soiution for years Xt leverages Bhe latest technologies and architectural
Gesgn patierns 10 Grive and Inform system SecOps in an sutomated. dats-driven, faure-ready
maneer. WEh 20x, that Auture Is now acd we wers hers for & The foundationsl work we've done
A e DOGTONS! SORAICHING Itvestment the team made for 20x i Iranslormative, and postions af of
s 0r Auture SecOps TNat s MOre MAChine Griven, CORSNUOS., PROVISNG ON-Gemand reab-time
Information. And whie Our speciic plot sckson for 20x is for 3 Low baseline, Bhe code-centric, query-
based capatition and hay securily INdicator Benchmark comnucts wil bo making e way 1o 8 of
Cur CUSIOMOr SySi0ms In 1he COMING MONDs.

SA

rmory & L4

» Adutainformed ovakustion of e Systeen state 10 reflect & kivel of integrity in e systen's
Security 1ok « Sowing SATInisators he Sssurancs Tat he benchman and associated

»EgliCode-driven
» L Avtomated

» J Continuous

“ANAL = = —

StackArmor i commined 10 starying on 10p of Bhe ever changing Sreat kndscape in
SUppon of Our Customer Sysioms and the Gata those Systems hokd. As part of our
0ngoing vighance, SICAITOr's CISO, Johann Dettwoder, has shared some
ITEORANt Infonmation AbOUt several SCIVE nd evohing SRSk CHTONGYS LYjetng
onterprises globally These hroats are sophistcated, use Al and social engnoenng.
and o Gongned 10 bypass Yaditonl defenses. Please roview, Sharm with your
N, e rorman aert

Attack Campaigns to Be Aware Of!

LAMEHUG Phishing Campaign (AlPowered Malware) Overview.

Asrtused 1o Fancy Ber. his campaign Gelens spear-phishing emals disgused as oficial govemment
Or ministry comespondence. The payload is typcally & 25 e containing an executable. Once kunchod,

the malware connects 10 & cloud-hosted LLM (e bnguane model) that generates makcous
Commands in foal e, enating dynamic conmand-and-conirdl (C2) cperations.

* Dynamic amack logic: Commands sht on the fy, evading Signatune-bissed AV,
* Blonded C2 raffic: Makcious APT calls appear as nomal vraftc
* Rapid exfilraton: No porsistence, data is siolen Guickly. then attackers vanish

3 Question Survey
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September 2025 Newsletter

FedRAMP20x

FedRAMP 20x Latest IXS,:AerEy is In Process!

stackArmor

The 20x Phase 1 pliot, which is no langer accepting new submissions, & well underway. There are 10

FedRAMP 20x I Phase 2 1s Happening systems now authorized and ancther 16 whose submissions are under review - one of those being

This & for all of you who packed up your Provertial station wagons and embarked on a FedRAMP

0ad-tip — Gestnaton ATO - and have baen traveling aking the govemment compiance and ConMon

highway for the past few years thinking Nothing would ever change. it seems like just yesterday we

were all engaging ¢ ompliance cruise control settings and settling into a highly manual and often

burdensome SecOps “comioe zone (or discomort zone if we re being honest) wrapped in layers of More Proposed Standards!
point-n-time scanning and reporting expectations, procedural red lape, and burked bensath a FedRAMP Rel 4 St jards as R t for C. t (RFC)

mMountain of GoCUMEntation Creation and Maiienance actvities. Well paeps - a naw day is upon us! A the

Want your voice 10 be heard regarding the newly proposed program requirements? FedRAMP
Modemization is happening - and &'s happening faster than most of us would have thought possible has published four more RFCs - all of which are required for those inferested in participating in
Broaking long-mmutable barriers and jumping head-frst into the future with the 20x program -« Phase Two of the 20x program. All 4 are open for public comment through mid-October (2 are
FodRAMP has decided 10 trade in the wood-paneiod stabion wagon of yesterday's complia open for comment until October 10, 2025, with the other 2 open untl Octobor 157, 2025).

oparations — at least for 5oma systems. In rapid fashion, FedRAMP 20x has taken fight n & RFC 1D: Proposed

Delorean-esque fture.

und vehicle, Ally powered by aulomated and machine-driven agital ux

5. And while this news

CAPAC

It Was never intended 10 be solely about 20x, 88 long as FedRAMP g KSis summanize the
- provider who

® with the

continues their bullish appeoa

0 breaking barmiers and redefining the future of compl

20x efforts ~ we'l be passing along our insights.

FedRAMP20Xx

Participants in Phase Two will need to implement all of the requirements included in the final version
of the 4 proposed standards currendly in the open RFC period (Ested in the previous table) - in
acdition 10 those established during Phase One as reflectad in the table below. Due to the contnuous and
automated nature of the 20x approach to cybersecurity and complance, hosting platiorms and third-party
cybersecurity and monRornn should be looking 1o build out and deliver the necessary sutomation
capabiiities 10 help suppon Phase Two pancipants — something s1ackAmor started designing and bulding
fong before the launch of FedRAMP 20x "

FedRAMP 20x Base Standards Established during Phase One
Standard ! PDF‘ scription

More News from our CISO

This update
VOR-TF-+8-07 to FRR-VDR-TF-HI-08, adds 3
on apphcation 10 RevS, and fixes a few
define the future of the changes
b industry ex

The following updates
Dothweller, CISSP,

The CSRMC's Ten Foundational Tenets

Meet CSRMC (Cybersacunity Risk | ’ . |
The CSRMC is grounded in the following ten core principles (from the DoW website)

Not ool is FedRAMP cranking out new 20
on Sept. 24, 2025 the Department of War (0
Promise %0 “Dlow Up the RMF." As expect

P ) « Automation - driving efficiency and scale

and @ modermnization face It 10 beter align { « Critical Controls — identifying and tracking the controls that matter most to cybersecurity
makes sense gven there was nothing wronf
the DoD toward a cultural shift in how systed
straight-forward five-phase construct that od

« Continuous Monitoring and ATO - enabling real-time stuational awareness to achieve
constant ATO posture.

actvely defended envroament 10 ensure thi « DevSecOps -~ supporting secure, agile development and deployment
rapidty evolving and emerging Cyber threaty « Cyber Survivability - enabling operations in contested environments
« Training - upskilling personnel to meet evolving challenges.

Whereas the previous RMF was overly relia)

CSRMG has moved from the okd “snapshet] « Enterprise Services & Inheritance - reducing duplication and complance burdens
continuous risk management approach - thi « Operationalization - ensuring stakeholders near real-time visibilty of cybersecurity risk
required for modern warfare,” per the poond posture
The CSRMC Five-Phase Lifecyel « Reciprocity - reuse assessments across systems
atin i sting 10 validate s
1. Design Phase - Security is eml = Cybersecurity Assessments - integrating threat-informed testing 1o validate security

into system architecture.
2. Build Phase
Operating Capabii ) 8
3. Test Phase -~ C,
1o Full Operating G
4.0Onboard Phase |
10 sustain system Vv
5. Operations Phasa
immediate threat d¢ o, YOS Y St MAAASTMCHT COMTMET S

3 Question

§ stackarmor § stackArmor § stackArmor 23



October 2025 Newsletter

stackArmor

FedRAMP and the Government Shutdown

In case anyone was g what the g means for those of us participal
the FodRAMP program ~ this nowsletter is for you! For startors, FedRAMP has provided the follo
official statement: “FedRAMP is currently operating mission-essential functions only, that inciug
receiving packages, responding to critical messages, processing FedRAMP Marketplace updad
working with Prioritized Al services, and handling emergency stuations.” It is likely that for each wy
MproonmsImudlommmwmm,mmldslewwlomwmolulaj
any non-essential activities ~ which includes both the direct interruption and the time needed to reg
once the shutdov cludes. Boyond this, there is some guidance on what we should
be doing while we await the re-opening, For all CSPs currently managing highly regulated systa
under the FedRAMP banner, here’s what you should know.
For the duration of a government shutdown, CSPs should:

* Continue operations as normal. CSP responsibilities do not change during the shutdoW

= Continue to 0ngage with your agency for i jvities - oa
agency is by the y. but many still have active staf participating
regular information security procedures.

* Work with rep of your A g Official (AO) to understand i Significant Chany
Requests (SCR) can proceed in the event that a significant change is awalting approval by |
AO following the legacy process. If the entirety of an AO's staff is unavalable then the C{
cannot make changes until the AQ or a rep ofthe AO s ilable 10 approve.

= Foliow the and ag s during it in thoe FodRAN
Significant Change Notification (SCN) Beta with agency customers (only applicable to CS|
participating in the SCN Beta). |

For the duration of a g FedRAMP will:

= Continue to intake In Process req and Agency As

* Process FedRAMP Marketplace update requests.

* Respond to urgent security-refated messages sont to info@fedramp.gov from the public.
. spond 10 all agency sent 1o info@f oV,

= Support Prioritized Al service activity, induding package assessment and review.

*  Work behind-the-scenes 10 iImprove the 20x and RevS assessment processes.

RFC Comment Periods Extended

FedRAMP’s 4 new Standards are Still Open for Comment

There's still ime to review and comment!!! FedRAMP's 4 new RFCs - all of which are required
for those interested in participating in Phase Two of the 20x program, are still open for public
comment. Timelines have been extended to November 5 for all 4 RFCs.

RFC ID: Proposed Brief Description of Proposed Standard
Standard

. KSis summarize the security capabiities
SESS Secunty providor who wishes % cbtain and maintain a FedRAMP 20x
Indicators (KSis)  authorization. This RFC covers proposed changes o the existing KSis
whore they wore inefloctive, unclear, or insufficiont. This RFC also
Proposes new KSis for both FedRAMP Low and FedRAMP Modorate
10 rescive outstanding gaps and integrate additonal Controls.

104026

This standard and © 104025

11.05.25

doud servico ofloring. i will apply % both FodRAMP 20x and
FOdRAMP RevS when formalized. (This standard is roquired by EO
14144, as amendod by EQ 14306)

Coradorative This standard proposes updates 10 the ConMon process. such as 10.16.26
S Continuous moving meetings 1 a three month cadence and ensuring agency
Monitoring sacurity personnel have adequate support and can consume highlovel 4, ¢ o ¢
(ConMon) and on data using hatis S
Standard suppied and filered for criticality based on their use case. RFC-0016
confinues implementing the vision of OMB's M-24-15 1o redesion the
government-wide ConMon of cioud services 10 botier align with the
requirements of OMB A-130 and the NiST RMF.
Porsistont The biggest preview of the expectations for Phase Two yel, with this 104626
and and Standard for 20x
Assessmant outines new requiremants for automation and guidance for both 11.05.25
Standard providers and assessors on how the pllot approach needs 1o change in :

Phase Two. There is no porting of OG approaches.

Where to Comment

The public may submit multiple different comments on different issues during the

public comment period using the following mechanisms in order of preference: =
(FedRAMP will review and publicly post all public comments received via emad.)

1. Click the RFC 1D in the table above 1o find the specific GitHud Post
and Public Comment Form for each RFC

2. Email: pete@fedramp.gov with the subject ‘RFC-0
Feod| T heve)

s stackArmor

ATYTO ATHENE | 55
COMPANY | &

est take away, for those interestod and qualified for Phase 2, is to pay close
b the FedRAMP website. FedRAMP has been excellent at keeping the public
bout the program and it's evolving guidelines. At the conclusion of the current
key program updates and communications are expected to resume

FedRAMP 20x

And Here is What FedRAMP will NOT do for the duration of a government shutdown:
Perform final review or authorization of any security packages without mission-essential
impact 10 agency operations; most security package reviews will hait

Respond 10 general non-urgent messages; this means general questions, requests for
updates, brand review, etc. will be deferred until the government shutdown ends.

Host any public or large scale meetings (e.g. canceling and pausing all planning for hosting
Community Working Groups, Agency Liaison meetings, FedRAMP Board meetings, Technical
Advisory Group meetings, and Federal Secure Cloud Advisory Commitiee meetings.)

Publish any new RFCs or close existing RFCs; any existing public comment periods will
remain open untl the government shutdown ends.

Attond or make plans to attend any public events.

Make improvements to the website or the FedRAMP Marketplace.

Begin or transition phases for any RevS Balance improvement Release.

window for 20x Phase Two

FedRAMP 20x | Phase 2 is on Pause...

As mentioned, movement on the next phase of 20x is essentially on pause until the end
of the shutdown — with no forward movement on submissions for 20x Phase 2. FedRAMP
also has stated on their wobsite that It is impossidle to fully understand the detalls
associated with the impact of the shutdown on 20x and the FedRAMP Roadmap.

One thing that hasn't changed is that the pending Phase 2, which is 3 new 20x approach
for Moderate authorizations, will strictly limited submissions to optimize the delivery of this
new process as a formal authorization path. The 20x Phase 2 plot will continue 10 be
Rerative, transparent, and collaborative but will have more structured requirements than
Phase One.

stackArmor

That's All for This Month
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November/December 2025 Newsletter

Things are Happening in the World of Compliance!

As we approach the holidays, the team at stackArmor wanted to share one last 2025 newsletter. Since
the last edition, the government shutdown that paused many FedRAMP program acthvwties has ended.

FedRAMP20x

FedRAMP 20x | Phase 2 Updates

As FedRAMP 20x got back Into the swing of things following the govemment shutdown, Phase 2
Iinitatives are back in motion! That said, FedRAMP has shared that most CSPs wanting a 20x Moderate
authorization must wait until the Phase 2 Piot systems have paved the way for a moce standardized

and some exciting things have been happening with stackArmor’s Armory offering approach, when the process is simplér and critical third-party tools are more widely available.

Further, uniike Phase 1 which allowed any interested CSP to submit a package, Phase 2 is NOT open

N
szArn“er o & thorized ‘1 to the public. Only CSPs who submitied a complete package during Phase 1 that was not rejected or
o RANME Pilot Proc £ withdrawn are eligible to apply for the Phase 2 Pilol. Of the 23 CSPs that meet this criterion (which

includes stackArmor's Armory 20x), FedRAMP is targeting approximately 10 Moderate piot

' SJA ho A y FodRAM! b A authorizations to paricipate in Phase 2 (3 of which have already been selected!). This is based on an
KR rm°"y " now In Process understanding that even many systems that oblained a 20x Low authorization under Phase 1 won't be

able to meet all of the requirements and timelines outiined for Phase 2. The FedRAMP website has more
details about the application (and piot proposal) process.

A Lesson in the Importance of Acting with Integrity in Compliance
Program Operations

Adhering to FedRAMP and DoD I complance standards for systems that are processing federal data
under a government-issued Authorization to Operate (ATO) isn't just about taking the necessary steps
to pass audits, Lest anyone has lost sight of the programs” key objectives - protecting federal data - the

recent indictment of a govermment contracior for intentionally misleading agencies (and 3PAOs) about
matiers of compliance should serve as a stark “cold splash of water 10 the face™ reminder.

Finally, Phase 2 is actually being broken up into 2 sub-phases or Cohorts. Cohort 1 in Decamber resulted
in the selection of the first 3 participants with Cohort 2 following in January.

Phase 2: Cohort 1 Participants Already Selected

As previously mentioned, there are 3 CSPs that have already gone through the application and proposal
review process and been selected 10 participate in Phase 2! The first 3 CSP panticipants include

o Confluent Cloud for Government
o Mendian LMS

Danielle Hillmer, a former senior compianca marn from Virginia has been char the Justice
- age bty ved by o Paramiy Cloud

Department with major gowernment fraud, wire fraud. and obstructing federal audits. According to
200, she has been accused of carrying oul 8 “multi-year scheme to mislead agencies over a
9 nt contractor's with security controls.” she allegedly the
cloud service offering’s e with FedRAMP securily controls and the DoD's RMF by
decaptvely claiming secunty controis were in place (per the SSP) all while knowing they weren't

Phase 2: Cohort 2 Coming in January 2026
Beginning January 5%, applications will be accepted for the remaining 7 CSP slots for Phase 2

“ L ——

Nov 18, 2025 Phase 2 pIct auhonzation requirement and othir critora are fnakzed and published
Dec 1 - Dec 5, 2025 Cohort 1 application period, up 10 3 cloud services selected

So here's the thing. There is simply no win in this kind of deceptive behavior. Even # the deceplive
practices hadnt been caught. what good is passing a cybersecurity audit while having your system
positioned perfectly 1o make the ten o-clock news for losing milkons of customer records o leaking
critical national security information? In this case, the cost carmes the possibilty of 20+ years in prison.
This is a good reminder that having an authorized system isn't just about passing audits - ¥'s about
doing the right thing, protecting govermment data, mitigating risk, and doing & with transparency 1o
accurately represent the security and risk posture of a system for &s gavernment users.

G stackArmor

www.stackarmeor. com

There’s a New POA&M Template

Anyone supporting FedRAMP authorized systems ks undoubledly famiar with the Plan of
Action and Milestones (POASM) - a templated arSifact required by FedRAMP (as wel as
other compiance standards) 1o track risk remediation and mitigation activitios for system
findings.

According to the official "Record of Changes” tab in this new version, the changes include —
the addition of an Instructions Tab, the consolidation of reporting fields, and the simpification oy " V'P;ikf'“"”‘"«w
of input requirements. A couple changes of note: m‘ym::'o“ %xm oo
« There is a new PL-2 Findings tab used 1o capture documentation defickencies in the W mose o <Mbgwg.,:’,:':'\ec
SSP and relatod attachments 8Crons ;e
* Afew columns, induding Planned Milesiones, Milestone Changes, and Auto Approve,
appoar 10 have been removed from the now template
As stackArmor works through a8 of the changes, the team will also ba working 10 update our
sutomations to suppor this new template whorever i is possible 10 4o 50. In the moeantme,
systom ISSMs will neod 10 pay careful atlention 1o the new POASM 10 ensure it is accurate!
completed as a part of the monthly reporting requirements.
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Maintained End-to-End stackArmor Journey Maps

Updated all 3 Customer Journey Maps | = These were originally created prior to August, then maintained
throughout the year (and fall) and updated.
» Maps enable clear definition of roles/responsibility across teams,
and activities all customers and team members can expect
= All journey maps are available on the CX/ClI Intranet site.

Sales & Work Initiation Life Cycle Phases

Offering Establishment  BD, Sales & Marketing ~ Customer Pipeline Prospect Qualification SOW/Contract " v Handshake with
& Validation Campaigning Establishment & Sales Navigation N,Ov s Delivery, Prep Work

2 20000
'l A S =

-

(Pre Kickoff)
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‘SOW sgnod by ISV and stackArmer
Kickolf Meshng Mﬂmtm
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@ stackArmor Compliance Acceleration/ATO Life Cycle Phases
® ® © @ © © (19)
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Prosent CSO infofo FedRAMP
Litng

; ssp woun
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Continued CX Program with NPS-Based Customer
Satisfaction Tracking

Updated our process to include an ask to
customers to submit a survey annually,
and after the build phase. (Average NPS

is 9.1, which is excellent)

e Gt View

O

stackArmor

© Customer Pulse Check Dashboard

» Axonius and Red Hat and Sage all provided us NPS scores of 10
in the falll (Props to the EM team for this - none were mine @)

= Fach Newsletter contains a link and call to action re: the survey.

= Program continues to inform new feature request tickets and
product roadmap considerations (e.g. Wiz incorporation)

Net Promoter Score

Customer Satisfaction Dashboard

NPS Surveys Results

Comments Report - Customer Pulse Check

Company Nama

0000008

N

3 New Surveys from Fall, 2025

@ stackArmo

NPS
stackArmor Survey

stackArmor looks forward to collecting real customer feedback to hi'lp us
improve our service delivery!

12

Surveys Submitted

Company Name
Please provide your company name.

1 - How are we doing? *

How likely are you to recommend stackArmor to someone with cloud service}
compliance consulting needs? (1 - Not at all likely | 10 - Extremely likely)
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2 - What are we doing right? *
What does stackArmor do really well that we should continue?
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3 - What can we do better? *
What changes would stackArmor have to make for you to grant a higher ratin§?
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Overall guidance through the re-audit was A better understanding of how/what your
amazing. And the continued support we

receive is good.

Supports ConMon activities to include bi-
weekly and monthly briefings. Also,
supplies all the applicable ConMon
artifacts. Additionally, speaks up and
offers help where needed to maintain the
posture of the environment. Gives vital
help during all assessments and SCRs.

StackArmor has been willing to answer
questions about security compliance that
go beyond the work they are strictly
contracted/paid for. Also, they have been
willing to meet with Sage's FISMAATO
sponsor to help represent our compliance

status. This support really helps us

achieve our compliance goals. Thank

you!

1 vy Py we v parered o min

Overall experience has been good and looking  09/29/25 3:50
customer application is, in turn this will help your forward to working as partners together with PM

team better understand where your tools are this.

impacting the application and can better tune

the support applications.

It would be great if the SRE's on our team could During this SCR the sAteam has been very 10/01/25 2:29 10
be briefed on what day-to-day support hours helpful and eager to answer any questions that PM

are. There seems to be confusion on that. we have. It's been wonderful working with them

Perhaps during one of our weekly calls. Another recently!

would be for more transparency when

something is going to cost more or affect any

type of T&M. This includes any type of additional

help and CCB items. Lastly, to notify the ISSM if

our bi-weekly sync is going to discuss any type

of costs concerning contracts and licenses.

It seems like the automation used to report
findings (as emailed reported and via GitLab)
requires monitoring/adjusting/fine-tuning on your
end. While this has not materially affect
StackArmor’s service it seems like it would
reduce labor for you if the automated processes
were a little more streamlined. Please don't take
this as a compliant, just as an observation.

10/27/25 10
11:06 AM
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Created Multiple Ad Mocks When the Marketing
Agency Couldn’t Hit the Mark

Even though I'm not official
marketing, | was able to
create much of the original
messaging and the actual
ad mocks used to create an
ad campaign.

. @ Threat

. Partner with stackArmor
/] /to break down FedRAMP Barriers
(\» \ without breaking the bank!

The right partner makes
all the difference.

@ stackArmor

ATYTOATHENE
COMPANY

Spending too much time and energy
managing your federal compliance
program(s)?

Let stackArmor operate your
ATO so you can operate your
business!

6 stackArmor

ATYTOATHENE
COMPANY

= After multiple tries, a professional marketing agency was struggling to give us
what we needed or wanted.

= GP, Gabriela and | brainstormed, and decided the quickest way to get what we
wanted was for me to translate our concepts into ad mocks.

» | took that and ran with it to get some “draft” ads - doing the heavy lifting of
getting the basic imagery concepts and content correct (it's now in marketing’s
hands to do the fun work and re-create these in a high-res “polished” format © -
which I’'m more than capable of doing... but ran out of bandwidth.

@ Threat

Trouble finding subject
matter experts to navigate
the complex world of
regulatory compliance?

@ Threat

Are the rapid changes in federal
cybersecurity requirements making
your head spin? You're not alone.

Our FedRAMP Experts & compliance
engineers are ready to do the heavy
lifting.

Our experts will keep you up to
speed on all things FedRAMP!

@ stackArmor

ATYTOATHENE
COMPANY

@ stackArmor

ATYTOATHENE
COMPANY

@ ThreatAlert @ Threat

Spending too much time and
energy managing your federal
compliance program(s)?

Unsure where to start with FedRAMP,
CMMC, DoD IL Levels, or other
regulatory compliance requirements?

Let stackArmor operate your Start with stackArmor - industry
ATO so you can operate your
business!

We’ve got you!

leaders in all things compliance.
We’ve got this!

§ stackArmor @ stackArmor

ATYTOATHENE |55 ATYTOATHENE
COMPANY | \&) COMPANY
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Produced Polished, Professional White Papers x2

Translated Johann’s raw text into a high- » Took a plain text file, edited for clarity, designed and formatted
quality artifacts, doing copy editing, copy for information chunking, and created all graphics to augment
creation, original illustrations, and design. the words.

Future of Compliance White Paper

The Future of Compliance

The Future of Compliance

‘3 stackArmor

ATYTOATMENE
COMPANY

The Query-Based Compliance Methodology

At the heart of the re of compliance® is the idea of treating compliance check

( p ) § \
\ ) ThreatAlert /
. NS Ba P
| SQL
!
' ,
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Future of Compliance White Paper Continued
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Future of Compliance White Paper Continued

Transparency and Collaboration
Because the entire set of controls and their results are open-sourced,
FedRAMP off d ¢
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Future of Compliance White Paper Continued

In all these future paths, a common theme is standardization and sharing. As organizations build
query sets for vanous frameworks, publishing them (where permissible) as open modules enables
a network effect: improvements from one team benefit all, and auditors become familiar with a
common set of automated controls. The technology underpinning our approach is flexible
enough to adapt to multiple domains, boding well for multi-framework compliance unification.

Implications for Organizations Adopting the Methodology

The move toward query-based, continuous compliance has significant implications for how
organizations manage security and audits:
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Broader Organizational Impact
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Armory ZTA White Paper

Meeting Zero Trust Controls Natively in stackArmor®

Armory on Google Cloud

6 stackArmor

ATYTOATHENE
COMPANY
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e their security postures to align with modern defense paradigms. The
Department of Defense (DoD) Zero Trust Reference Architecture (ZTRA)

0 outlines a

lormational shift away from perimeter-based defenses toward a "never trust, always verify”
moded that enforces least privilege, continuous validation, and policy-based enforcement across

every aspect of the digital enterprise

stackArmor’s

streamline FedRAMP and DoD Impact Level (IL) authorizations for Independent Software Vendors
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Armory ZTA White Paper Continued

« Strong Segmentation of Enclaves: The Armory uses a multi-tenant government-only cloud
with VPCs and projects for each customer or application. Network access control and routing
policies ensure each landing zone is completely segregated from others. In other words, there
is no flat network ~ every application enwironment is a distinct segment with logically isolated
subnets. This design contains any potential breach and maps to the ZT principle of micro
segmentation (down to the application/tenant level)

« Default-Deny and Least-Privilege Traffic Policies: All network traffic, both north-south and
east-west, is subject to explicit policy whitelisting. The Ammory employs Palo Alto Next
Generation Firewalls at the boundary and within a shared network hub to inspect and filter all

system traffic. By policy, no traffic is allowed unless explicitly authorized. For example, even

inter-service flows between components must be opened by rule, and any external inbound
access (for user-facing apps) must traverse appeoved points. This approach aligns with DoD
ZTRA's ideal that no network traffic is implicitly trusted. The system requires that all traffic must
explicitly be allowed via traffic flow policies and whitelisting

« Identity-Aware Network Access: The use of Google Cloud's Identity-Aware Proxy (AP)
integrated with load balancers means that network access to intemal resources (like admin

interfac

or SSH to VMs) requires user identity verification at the network layer. This tightly

binds the network pilar with the user pillar - only authenticated, authorized requests get

through, For privileged access, an admin's connection to a VM is not a direct network path but
rather brokered by IAP and the firewall, ensuring the network never exposes listening ports

unless the user is verified. This significantly reduces attack and exemplifies Zero Jrust

The Armory takes a “trust no workdoad™ stance, where even if an attacker compromises one
workload, there is no pathway to freely reach others. Integrated log analysis has been established
for key segments to enable better clasity and to support threat hunting. Security Engineers and

Anal

ts are provided the tools needed to monitor and act aganst threats in near-real time.

The established trust zones are periodically reviewed and updated 1o ensure they align with real
world threat vectors and evolving theeat landscapes. The goal is of the system design is to

eliminate any “flat™ subnet where numerous services can talk without checkpoints. This aligns

with DoD's goal of segmenting and isolating everything possible to mitigate intrusions.

The Armory's architecture implements a comprehensive Secure Software Development and
Deployment Framework, providing secusity controls for applications and workloads from
development theoush runtime. By delivering  pre-hardened  environments,  integrated

“authenticate before connect,”
« Encrypted Everywhere: There is a signifs
throughout the environment. Internal servil
Kubemnetes dusters the guidance is to

communication), All data in transit is end

wability management, The Amory addresses the
w. The Armory implements:

1 application deployed on The Armory starts in & pre-
itected GCP project/VPC with security controls and
A and DoD Impact Level (IL) 5 baseline controls. These

FedRAMP and DoD workloads, inside the}
tr

fic within the cloud environment, it wd

2610 trust tenets that the network is alwayd
* Egress Restrictions: The Armory’s environt
external systems, Outbound internet acces
only specific update sources and trusted |
from known URLs over TLS). By preventing
Any {
anomaly. This whitelisting of external endg

data exfiltration and C2 channel

where even outgoing traffic is governed by
& fty Defit
segmentation at the workload or prog

*  Mic gl

communications between individual mig
achieved with VPC isolation. Allow lists caj
to further reduce the attack surface inside |

Conti ' m

g The Armory performs continuous scanning of running
workloads and def p'-'\dem ies. It leverages tools like Tenable Nessus for vulnerability scanning
and scans containers at least every 30 days (with a policy that no image older than 30 days,
unscanned, should be in production). Any findings are handled per FedRAMP S$1-2 (flaw
remediation) processes in Gitlab, which functions as the system’s Information Technology
Service Management (ITSM) platform. These practices ensure known vulnerabilities are quickly
identified and patched, which is key to a Zero Trust workload posture (assuming workloads may
be targeted, one must minimize their weaknesses at all times).

Runtime Threat Protection: Workloads in The Armory are instrumented with security agents
and monitored. The presence of host-based IDS/IPS, anti-malware (Trend Micro Deep Security),
and file integrity monitoring on servers ensures that if an application process behaves
maliciously, it can be detected or stopped. Moreover, all intra-cluster communications are

encrypted (FIPS mode on hosts or via service mesh), preventing attackers from intercepting
sensitive data between microservices. These controls embody DoD ZTRAS guidance that
workloads should be secure, continuously monitored, and resilient to compromise.

Isolation and Least Privilege by Design: Each application or customer workload is not only on
e network but also deployed in its own GCP project with separate service accounts

a separ.
and access controls, Partners or developers cannot change security controls of the underlying

o e e o i

od 1AM polices, network settings, logging, and
infrastructure-as-code through Terraform. Providing
15 inherit strong security from incoption (least privilege
), reducing misconfiguration risk. This maps to the ZT
it secure configurations by default.”

: StackArmor has buit security into the software
ications. Notably, The Armory's ThreatAlert Container
th GitLab to scan container images for vuinerabilities
cked through a Findings Lifecyde Manager (FLM) in
e deployment. Additionally, static and dynamic code
lary, and infrastructure code is tested in a staging
motion. This end-to-end integration ensures that no
orough security checks, aligning with DoD's emphasis
secure development.

ost).

flows. All dota in
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Armory ZTA White Paper Continued

Automation & Orchestration Pillar

The Armory demonstrates a strong ation and orchestration, using
infrastructure as code, continuous integration pip i ted security resy n
several areas. This pillar is well-addressed through the platform's ThreatAlert tooling and
DevSecOps practices that automate monitoring, patching, and compliance tasks. The system
implements the DoD’s Zero Trust automation objectives via:

« Infrastructure as Code (laC) & Consistency: The entire Armory environment (and
customer landing zones) is deployed and managed via Terraform modules, Changes to
configurations are tested in staging and require formal approval before production. This
1aC approach ensures dardi and repeatabiity q security controls are not
manually applied ad hoc, but rather embedded in the templates. It also means the
platform can rapidly i sents or update config
key for orchestrating Zero Trust policies enterprise wide.

secure tions at scale, a

. d Security g & Resp The Armory’s ThreatAlert(R) Security
Workbench (TSW) peovides real-time toring, and the platform includes automated
alerting and responses to incidents. For example, when a potential security incident is
detected, alerts are not only sent to personnel but can trigger automated actions.
Additionally, Google Cloud’s Monitoring/Alerting is configured as code (policy-as-code
for alert definitions) and sends outputs to collaboration tools (GovSlack and GitLab issues)
via the ThreatAlert(R) Serverless Relay (TSR). This integration means that the moment an
alert fires, it is automatically routed to the Security Analyst team and logged for

daveloping tronds of tepeated pattoms over time. With extersive log
pedom deep dives (0., searching i a newly discovered Indicatod
appeared in the past) and machine learning models ate traned on a larg
10 improve anomaly detection. Retaning this volume of data shows |
Visibility & Analytics analytical capabiities of the monitaring team. I

* Single Pane of Glass ~ stackArmar has created a proprietary apphcation &
The Amiory excels in providing Workbench (TSW) 1o provide visualization of system state on an ond
provickes dashboarding functionality that that mags the seven pifars and

emvironment and leveraging anshyti
logs from every layer; doud infrast
applcations into & centralized
dashboards and alerting. This. pef
expoctations that a 2ero-trust entd
measures the seurity posture” o
aspects that provide visibality into 3

+ Centralized Logging and SIE
centrally collected using Goog)
the system SIEM. The Armory
05 logs, VPC flow logs, firewd
logs, wlnorabity scanners, ar)
peoject. This compechensive I}
events across all planes of thy

cach. Data Owners also have noarreal tirme vissbality into the running
their Continuous Monitoring requisements. Maving such a dashboard §
piltars, helps analysts and loadership alike quickly grasp security post
overall situational awareness, which is key aim of the Visbiity & Analytic)
Periodic Red-Team Simulations: To validate and improve visibility,
smulation exercises are conducted as part of continuous monitoring, T
any blind spots exist in logging or i any malicious activity fails 1o trigged]
utizes lessons from these exercises 10 further tuno the analytics. Over|
and rovalidation of the system automation helgs to calibrato monitorif

where any malcious or policy viclating action is not

and responded

As soasoned security professionals, stackArmaor undernstands that monitoring
only provides value if that dsta &s focused and actionable. The Armory was§
gathered in the day-to-day operations of the system is consistently being of
10 the right tearms at the right times to act when action is needed

cormerstone of Zero Trust, end

real-time alerts and dash
Monitoring is set up with d
(managed via 1a0) to detect
attermpts, DoS patterns,
detections, and changes to crit
for attempted remote access
account o, and potential
automatically forwasded 1o the:
for immediate triage. This ¢

monitored by the Armory Se
Having dodicatod analysts wat
alerts ensures that vistity lead
ITSM in-boundary for tracking
trail froem detection 10 respo
which allows for historical
oeganzational commitment to IR

the DoD ZT model calls for under the Visitslity pillar, not just tooling,
but people and processes actively engaged in using the telemetry.

3

Wherever possible,

hardening guideding), Terraform and scripts a
resources quickly. The
componen!
consistency. I

maintain a cor

The culture of stackArmor has adopted the DoD Zero Trust Cultu
trust and rely on automation to enforce security, rather than trying to bypass it. As technology
investigation, reducing response time and ensuring no alert is missed evolves, the system evob

Armory i

* Long-Term Data for Analytics: The Armory configures log retention to align with federal guidelines
fogs are kept for 30 months in object storage. This is important for forensic analysis and spotting slow-

Continuous Compliance & Reporting: StackArmor has integrated machine readable
compliance artifacts using open standards like Markdown and Open Security Controls
Assessment Language (OSCAL) tooling and detailed compliance reporting into the
Armory's operations. The system’s security controls and status are automatically tracked
and can generate up-to-date security posture reports in near-real time. Automating
compliance evidence collection and reporting is a significant orchestration benefit,
aligning with DoD's push for continuous ATO processes. The system also automates key
aspects of Continuous Monitoring requirements through scheduled and automated
(POAZM)

compliance tasks, Plan of Action and Mile
vulnerability and compliance scan analysis

Integrated DevSecOps Pipeline: The development pipeline itself is orchestrated for
security. With GitLab as the central platform, vulnerability scans, configuration scans, and

ent, and automated

ticketing are all tied together. For instance, when the ThreatAlernt{R) Container Services
(TCS) finds a vulnerabulity, it automatically creates or updates issues in Gitlab (via the
ThreatAlert{R) Findings Lifecycle Manager) for developers and engineers to address. The
use of Gitlab for change management and the Change Control Board process is tightly
coupled with the automation (tickets, merge requests, etc., drive the promotion to
production). This reduces human error and ensures that security steps cannot be skipped
in the deployment process, essentially orchestrating security gates into the Continuous.
Integration/Continuous Delivery (CI/CD) workflow.

Orchestrated Network and Access Control: The Armory uses automation in network and
access realms too, Cloud configurations for logging,
programmatically. Alert baselines are “managed as part of 1aC”. Service Control Policies
and firewall rules are deployed through code templates for each project. This ensures
that when a new project (landing zone) is created for a customer, all necessary ZT controls
(network segmentation, IAM roles, logging sinks, etc) are automatically instantiated
without lag or omission, It shows a high level of orchestration, such that security is not
rekant on manual setup.

= ]
q, and |AP are Q

erm architects leverage automation to enforce security upc across the

environment. If a new baseline configuration is required (due to a discovered vulnerability or new

utilized to push that chanc oMl re t cloud
revision history shows active updates (e.g., replading inseawe
, updating diagrams, etc); having an automated method to do these ensures
grated config management tools for live state further complement Terraform to

ent system state.

ind it mandates i

es to further automate and enhance these processes, ensuring The

op ahead of nefarious actors.

Tho Armory exomplifies o modern, zero-trust native implementation of the DoD Zero Trust
Redesence Architecture, weaving together secure user and device authentication, network micro-
sogmentation, encryped workloads, continuous monitoning, and policy-driven automation into
a cohesive and operationalized security fabric. Every clement of the system, from its pro-
hardened landing zones to its integratod ThreatAlert(R) Security Workbench, reflects the core
tenets of “never trust, abways verify” and "assume broach.”

By unifying Identity-as-a-Service, FedRAMP-compliant doud native controls, and automated
compliance cechestration under o single secure architecture, The Armory dedivers a tum key Zero
Trst environment abigned with both FedRAME and DoD cybersecurity expectations. Its dosign
enables 15Vs to rapidly dopioy secure, resdont Sa35 offerings within o tnusted framework that
meots the rigor of national security-grade standacds,

With its foundational aligrment 1o the DoD ZTRA and its commitrment 1o continuous innovation,
The Armory not only provides an effective blueprint for Zero Trust implementation, it sets a
benchmark for the future of secure doud service enabloment across the federal landscape.

https:/Astackarmor.coa/ amoey!

Copyight © 2025 sackAmner, Wne. & Tyio Athene Company. Al fights reserved. Al other Uadermarks not cwned by
5k Arrmaoe sre the property of thew resprctve cwner. whe may o muay ot be allisted with, connected b, o ypxrsored
by stackArmon Tha document does not provede you weh any kegul rghes 50 any intelnctusl property n sy stackArmor
product or sokution
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Created stack/Tyto Integrated Logo Mocks for GP

= Created logos for both stackArmor and the Armory.
= Provided these to GP.

Upon being asked, created a number of
integrated Tyto/stackArmor logos as original
vector illustrations.

GP Ask - Concept Logos that Blend Tyto with stackArmor

D stackArmor Armory

It4 stackArmor - & Armory

N

w

stackArmor

S

2 . O
stackArmor v Armory

wv

stackArmor “ Armory

o))

¥ stackArmor * & Armory
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Designed Multiple Blog Header Graphics

Created multiple blog = Invested my own money in stock art subscription, showing my commitment.
headers to align with blogs. = Created images using original illustrations combined with creative imagery
collage techniques.

@ stackArmor

ATYTO ATHENE
COMPANY

ATYTO ATHENE
COMPANY
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Blog Header Images Continued
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Raised the Professionalism Bar by Creating Many
Bespoke, Original lllustrations

Beyond any job description | was hired for, I've provided | = Johann provided most of the content for the blogs,

stackArmor with high quality graphics support without while | added, edited, and formatted into publish-
them needing to hire a graphics artist! ready artifacts.

((((

& @SS CI.IPBO ARDS PDFs are Fossils SCREENSHOTS!

& Compliance Theater S 4 ARE SET FOR
_ ARE DEAD 2 o . iﬂ[lltl’lﬂll

I T
| T

TICKETS TICKETS

——Controls—

Control Implementation Data

Control Imf)lementiation Data Control Implementation Data
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Examples of Bespoke Vector lllustrations Continued

Step 1 Step 3 Step 5

Start with Be FedRAMP Moderate GovRAMP without any
Secure-by-design deployment Equivalent by design translation

Our security stack is built and deployed ThreatAlert® is purpose-built to meet With Moderate-equivalent as
as code with security in mind: FIPS- the DoD memo’s requirements. your baseline, your evidence
validated crypto, centralized logging and When DIB customers are looking for pack matches GovRAMP’s
monitoring, vulnerability and configuration a tried-and-true MSP that they can model. You're not hand-waving
management, backup/CP, boundary trust, you can provide all the necessary reciprocity; you're aligning
protection, and zero-trust overlays. All authorization and validation information baselines and reusing testing
this is pre-baked into the stack and to prove they are in good hands. artifacts.

deployed via infrastructure-as-Code (laC)
to ensure secure, compliant configuration.

Step 4

Instrument with ThreatAlert Map forward to IL4/ILS

Our Security Workbench automates Because the DISA Cloud SRG sits
the Continuous Monitoring (ConMon) on top of FeEdRAMP, ThreatAlert also
processes and orchestrates the accounts for the SRG deltas (the + in
creation of deliverables (e.g., Plan of FedRAMP+). This positions your
Action and Milestones (POA&M), organization to take advantage of
system inventory, vulnerability reports, the DISA Provisional Authorization
etc.) to ensure you are validation-ready (P-ATO) process and become widely
at a moment’s notice. available to DoD agency customers.

7 Pillars of Zero Trust

RRLE

=

="- —
.

|

Network/ Applications Visibility & Automation &
User Device Environment & Workloads Data Analytics Orchestration

Securing, limiting, and Continuous real-time Segment (both logically  Applications and Clear understanding of ~ Contextual details provide ~ Automate manual
enforcing person and authentication, and physically), isolate, ~ workloads include tasks  an organization’s data, ~ greater understanding of  security processes to
non-person entities’ inspection, and control the on systems or services  applications, assets performance, behaviorand  take policy-based
system access assessment, and network/environment on-premises, as wellas  and services (DaaS) is activity baseline across actions across the
patching of devices. (on-premises and applications or services  critical for a successful  other ZT Pillars. We have  enterprise with speed
off-premises) with running in a cloud implementation of a developed a unique and at scale.
granular access and environment ZT architecture. zero-frust controls overlay
policy restrictions dashboard to collect and
present the continued
zero-trust posture of the
environment




Visual and Textual Content Development for Blogs

Transformed many instances of raw text into | = Johann provided most of the content for the blogs, while |
polished blogs, each with multiple custom added, edited, and formatted into publish-ready artifacts.
illustrations.

Armory20x: The Shortcut Al ISVs Need for FedRAMP Al Prioritization

I dent Soft Vendors (ISVs) building with Al are in a mad dash to reach the

top. Every week a new foundation model, a new vector database, a new “copilot for X
drops, and suddenly your investors want it FedRAMP'd yesterday so you can sell into
agencies tomorrow.

Problem is, FedRAMP Al Prioritization isn't a “fast pass” for Al systems. It's a “prove
you're serious” filter. NIST controls still apply (at least the Kev Securitv Indicators (KSIs)
do), FIPS encryption still applies, continuous ma
isn't lowering the bar; they’re just asking you to ¢

So, the ion for Al ISVs b

Continuous Data-Driven Insights for
Risk Based Decision Making

Do you want to spend your hard-earned ¥

compliance engineers and writing 700-pa G
want to keep shipping actual Al features { \ stackArmor

That's where Armory20x comes in. ATYTOATHENE
Compliance at Cloud Speed

Traditional compliance is little more than theater|
says everything and nothing, auditors playing s¢
cosplay with clipboards.

Armory20x kills that deader than a pack of rowd)

. Crushing the 10 Tenets of DoD CSRMC — The Future
is ThreatAlert®

If RMF was the long-running compliance opera, grandiose sets, endless rehearsals,
dead-eyed troop members that just want it to end - CSRMC is the punk-rock reboot with
a break-stuff attitude, razor-sharp set list, and the Hell's Angels doing crowd control.
The Department of Defense (or should | say, Department of War? No, seriously, I'm
asking...) formally unveiled the Cybersecurity Risk Management Construct (CSRMC) in
late September 2025, positioning it as the st to the legacy Risk Management
Framework (RMF) and centering it on a five-phase lifecycle (Design — Build — Test —
Onboard — Operate).

CSRMC | Cybersecurity Risk Management Construct

Why the switch? A decade of RMF inside DoD taught everyone the same lesson: static
artifacts age like dead beef in a hot car during a Phoenix summer. CSRMC replaces the
long since zombified RMF with something that resembles a living thing capable of
breathing fresh air. It's chock-full of talk about conti signals, at ion, and
operational accountability. It explicitly aims to be faster, less burdensome, and more
accurate for people that need to make real-life, risk-based decisions. It's risk

gment goodness.

S
S
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Blogs Continued

@ stackArmor

ATYTOATHENE
COMPANY

DoD SRG’s Silent Earthquake:
IL5 Moved to NSS-Land. Most of You Are Actually IL4 (And That’s Okay).

The Defense Information Systems Agency (DISA) has been pushing a number of Cloud
Security Requirements Guide (SRG) updates in recent months. Since July 2025 we've
seen:

* SRG V1R3 - dated July 02, 2025
* SRG V1R4 - dated August 13, 2025
» SRG V1R5 - dated September 03, 2025

Hey DISA, friendly request here - maybe gather everyone together and think about a
roadmap of quarterly releases or an industry tow "~ =

While there's been a number of updates, in my ¢
far. The version number whispers “minor,” but thi
needs to understand the following:

Impact Level (IL) 5 is now explicitly a Nati
neighborhood, and that's not a place mos

The part hardly anyone is saying |

Open the SRG, from version V1IR3 through to th
IL levels, and it's unambiguous: ILS is for unclas:
Information (NSI). That's IL5. Full stop.

Beginning July 2, 2025: V1IR3 introduced a singl

@ stackArmor

ATYTO ATHENE
COMPANY

Impact Level | Baseline

Website Page Title:
Hey MSPs: Why FedRAMP Moderate Equivalency Beats Bare-Minimum CMMC

Meta Description:

With CMMC now in contracts, MSPs in the DIB face a choice: meet minimums or go
further. Learn how FedRAMP Moderate Equivalency with ThreatAlert® delivers scalable |
compliance, faster onboarding, and future-proof security.

Slug:
msps-fedramp-moderate-equivalency-vs-cmmc

Implementing CMMC? Think FedRAMP Moderate Equivalent
Instead.

Hey MSPs...You Should Aim Higher Than Bare-Minimum CMMC. Go Full
FedRAMP Moderate Equivalent. Be Brave!

The Pentagon finally dropped the other shoe. With the Defense Federal Acquisition
Regulation Supplement (DFARS) amendment now posted for public inspection, CMMC
requirements officially land in DoD contracts on November 10, 2025.

Simply put, the grace period is over! Procurement just turned into a cybersecurity filter.
If you don't meet the level specified in the RFP, go home and slap yo' SSP - simple as
that.

100% coverage 1 ABodyof Evidence | DFARS 7012 report-
assessment of the (SSP, SAP, SAR, ing and compliance
FedRAMP Moderate POA&M) available to activities baked in.
baseline by a the contractor and

FedRAMP- assessors.

recognized 3PAO.

FedRAMP

Equivalency



Blogs Continued

Let’s Not “Blow up the RMF”

stackArmor’s Query-Driven 20x Approach to
Modernizing Compliance

n stackArmor

IT security people, especially those people in Compliance, love drama. Every few years,
somebody trots out a seemingly edgy but ultimately trite battle cry like, | don’t know...
“Blow up the RMF!"

As if we’re all about to light the Risk Management.
around the ashes (has no one ever heard of the st
honest, burning things down rarely fixes them. Th¢
fossilized way we’ve been playing the compliance

scr thatare the moment you tg
are obsolete the second you zip them up. | e @ stackArmor

Traditional Federal information system assessme| o Amg&%ims

« Write 700 pages of “implementation stater
only sometimes accurate.
« Have your highly skilled/paid engineers co|

a freshly minted, unskilled intern.
« Ship the whole mess to auditors and pray t
already outdated.

How to do FedRAMP the Wrong Way

A lovingly sarcastic field guide to burning time, money, and
morale

Let's start with the myth that refuses to die: FedRAMP ATOs take 18-24 months and
cost $3-5M.

If you follow the classic FedRAMP advisory playbook, sure. You'll spend months on a
gap it, C ission a refe e architecture that looks gorgeous in
PowerPoint, and then sink quarters into R&D trying to interpret every control like it's
Renaissance poetry. Damn it, what the hell is a Prince of Cats!? Cue the consultant
parade and the endless gap analyses. Cue roadmaps to hell. Cue the realization that
you've made poor career choices. And the absolute worst - cue the invoices!!

»
‘. -------------------- ’ ﬂ Automated
4 Q Continuous

Code-driven
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Supported Tyto Sales with an Inscom “White Paper”

Worked with Tyto to create an Armory = While this looks similar to others, the written content is nearly all

paper with content that speaks to a completely new, requiring hours of research, analysis, and word
specific bulleted list of asks from a smithing to get it right!
Government customer. » Feedback was that this was VERY helpful!

ATYTO ATvENE

G Armo n stackArmor
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The Armory™ | ATOs at Mission Velocity for Department of War

The Armory is a purpose-built, general support system (GSS) cloud service offering - leveraging stackArmor's
proprietary ThreatAlerf* solution, It empowers organizations to conquer complex regulatory requirements
through secure landing zones, fully compliant architectures, engineering, documentation, and audit support,
along wath continuous monitoring and robust tooling for automation, configuration, and account management, all
within an environment managed to CMMC, ITAR, FedRAMP High, and DoD IL4/5 standards

Engineered for Mission Readiness — The Armory is a zero-trust engineered cloud environment
with quantum resistant encryption ready to support mission critical DoW workloads including Al and
quantum computing, as well as meeting DoW requirements for threat modeling, SBOM, AIBOM and
CryptoBOM. We have unique experience defining risk and securing data that moves from edge/loT
devices and field laptops 1o regulated cloud environments using physical and compensaling controls

Rapid Accreditation & Shortened ATO Process =
@] with over 70% of FedRAMP/DISA IL-5 controls inherita ey bilities and proprie S S Jilt to not only me:
rapid workload deployment. The overall time and cost o requirements of variou qulatory comphianc ands r s of today, but al
us for the emerging lechnology trends & requirements of tomorrow.

instance of the Ammory built to FedRAMP's new 20x standards, has prope
more toward machine-driven operations - le ging modern technologies to bette

| Continuous ATO & eMASS Integration - Reducing 1
\ integrated cATO dashboard and automated continuous
g machine-readable outputs. With its ability to integrate a

capabilities can meet our customers wherever they are

Key Armory Capabilities | Purpose Built for Mission Success
Cyber Assurance for AO Peace of Mind = The combl
real-time compliance status visibility, machine-readabla
professionals delivering security operations with advan(
aren't left questioning their risk posture and are equipps

OSCAL, Component Definitions & Machine-Readable Content - Aigned with government
directives, the Armory is architected to support machine-driven operations by enabling JSON/
OSCAL-ready output formats and component-level definitions. Component definitions are
machine-readabie reusable components, stored in a registry, that create system control mappings
and allow query-based status updates and machine-generated documentation. This paves the way
for future rapid SSP and other artifact generation

Integrated, Machine-Guided Security Control Implementations - Security policies and control
implementations based on NIST 800-53+ baselines are baked into the solution’s automations that
govern every stage of the platform’s system lifecycle - from infrastructure- as-code (laC) commats
to deployment, built-in dynamic code analysis, vulnerability scanning, and configuration management
The integrated controls management is foundational for future machine verification capabilities

Continuous Monitoring & Issue Identification - Continuous monitoring and auditing capabili-
ties include centralized logging, real-time alerting, and automalted compliance reporting, This
enables teams to detect, respond to, and remediate issues swiftly, maintaining a constant state
of compliance and superior cybersecurity hygiene

Automated Security & Vulnerability Management & Reporting - DevSecOps in an autho-
rized boundary ensures hosted software leverages automation to manage vulnerabilities and
security control implementation throughout the operations lifecycle. Continuous ATO capabili-
ties generale real-time Plan of Action & Milestones (POA&M)

Dashboard Visibility & Transparency for Team Collaboration - The platform aligns security,
development, and operations teams for shared responsibility cultures. Through unified dashboards
and integraled toolsels it ensures everyone has visibility into secunty posture and compliance
status, promoting coordinated and proactive nsk management

People & Processes Make a Difference - Modemn systems are both designed by and for human
() (=) actors to meet crtical mission needs of human customers - requinng mature programmatic opera-
nw tions guided by SMEs in the government cybersecunity compliance space. stackArmor is differenti-
ated by its world-class cybersecurity professionals who are recognized industry leaders that
orchestrate the processes and programs surrounding the technologies - and provide 24/7x365
secunity operations with advanced analytics

better addresses

continuous monitoning and
tion, and controls compliar

stackArmor | A Leader in Regulatory Compliance and Engineering
stackArmor supports over 40 ATOs covering DoW CC SARG, DoW RMF, FedRAMP, FISMA and CMMC frameworks
including U-NNPI data classifications. The Armory and Armory 20x can be found in the FedRAMP marketplace.



Created Another New Armory 2 Pager

Created yet another new 2 page glossy for GP to | = Because all illustrations are original and vector based, | can

use at trade shows and sales/marketing continue to create new versions of these kinds of glossies.
highlighting the Armory offering. Used many » Leveraged many illustrations from the Inscom “white
graphics from the Inscom paper. paper,” while much of the verbiage is different.
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The Armory™ | ATOs at Mission Velocity for Department of War

Mission-ready for DoW - The Armory is a zero-trust engineered cloud
environment with quantum resistant encrypllon ready to suppon mission
critical DoW workloads includingsfiss

Rapid Accreditation — Accred

Irgasraapeset  _== The Armory™l Winning the Innovation War

computing environment for rapii
Purpose-built general support

‘ Continuous ATO - The platfof system architected to assure
. board and automated continuot highly regulated s
-4 machine-readable artifacts, and Reduced ATO burd
cyber risk for applications
Cyber Assurance — World-clag Cybersecurity controls tailored
24/7x365 security operations for automated risk management
requirements including threat r Faster a to new cyber The Armory™equips

0 support mission N agency teams with
authorized, mission
critical applications

Reduces time and cost of regulatory complic s soiuaims s ta ne oais dam s e e S ot
Simplifies onboarding and continuous monit :
Supports K8s containers, virlual machines a Integrated, Machine-Guided Security Controls - Automated security policies and
Includes scalability to FedRAMP High/IL-5 co controls govern every stage of the platform’s system lifecycle - from infrastructure-

- as-code (l1aC) commits to deployment, built-in dynamic code analysis, vulnerability
scanning, and configuration management.

Continuous Monitoring & Issue Identification - Continuous monitoring and auditing
capabilities include centralized logging, real-time alerting, and automated compliance
reporting. This enables teams to detect, respond to, and remediate issues swiftly,
maintaining a constant state of compliance and superior cybersecurity hygiene.

Automated Security & Vulnerability Management - DevSecOps in an authorized
boundary ensures hosted software leverages automation to manage vulnerabilities
and security control implementation throughout the operations lifecycle. Continuous
ATO capabilities generate real-time Plan of Action & Milestones (POA&M).

Visibility & Transparency for Cross-Team Collaboration - The platform aligns security,
. 4 development, and operations teams for shared responsibility cultures. Through unified
= »== dashboards and integrated toolsets it ensures everyone has visibility into security
posture and compliance status, promoting coordinated and proactive risk management.

Enhanced Incident Response - With its built-in audit trails and continuous monitoring,
the platform supports rapid incident detection and response. This is critical for meeting

FedRAMP's stringent incident management and reporting requirements while ensuring
minimal disruption to service.

stackArmor supports over 40 ATOs covering DoW CC SRG, DoW RMF,
FedRAMPF, FISMA and CMMC frameworks including U-NNPI data v" GovRAMP v FedF
classifications. The Armory is a purpose-buill, general support system Y o)
(GSS) designed to empower organizations to conquer complex regulatory

requirements leveraging wo gineering, machine intelligence, and

v CMMC
v HIPAA v FiSMA

machine automation as force multiplication enabling mission-cenlric teams.




Attended Visual Storytelling Workshop

Thanks to Tyto, was able to attend a 2-day » Material and approach was focused on proposal graphics, but
visual storytelling workshop in November the lessons were applicable to any/all graphics!
where | learned some invaluable skills to » L ots of focus on cognition, which was awesome (elephant vs

deepen what | already know. rider)

t crosswalk system

t our NEWES :
GOAE 4L08 (Strategic)

AUDIENCE: FL Dept. of Transportation

MESSAGE: Avoid pedestrian fatalities with our new
GUARDIAN ADA crosswalk system.

EXPLAIN: GUARDIAN is the first and only intuitive
crosswalk system that uses a combination of colors
(green / red), symbols (walk / don't walk), and
spoken words (audible “walk” / “wait") that tell
pedestrians when it s safe to cross the street.
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