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1

Introduction: Russia’s “Political Warfare” via
the Far-Right

Barbara Molas and Kacper Rekawek

Russia has an established record of waging political warfare on its competitors
on the world stage or practising “an ongoing subversion campaign in Europe and
the United States, using tactics short of war.”! Effectively, such an approach
equals “the employment of military, intelligence, diplomatic, financial, and other
means — short of conventional war — to achieve national objectives.” As was
demonstrated by the likes of Anton Shekhovtsov, this approach also involves
liaising with and supporting anti-systemic far-right parties intent on redrawing
the political map of different Western countries.> By 2024, it should not be a
surprise that Russia encourages, funds, inspires, and rallies a string of radical and
extremist actors who explicitly may not even be pro-Moscow, but act as political
disruptors in their respective countries.* At the same time, Russia itself is a non-
democratic state that suppresses minorities, occupies territories, and has
repeatedly failed to honour international agreements, including by challenging
the sanctity of international borders. In other words, Russia is “[...an] increasingly
right-wing, authoritarian, patrimonial and anti-Western” polity.°

Thus, in the eyes of the many far-right or REMVE (racially or ethnically
motivated violent extremist) individuals present in the Western World, Moscow
is morphing into a traditionalist, anti-modernity and anti-liberal role model.® The
extent to which this is an accurate portrayal of modern Russia, which features
large Muslim minorities (some sources suggest that these constitute even up to
25 percent of the population),” and given its divorce rate (top three in the world),
that Russia could be seen as a stalwart of traditional or family values is debatable.’
Moreover, the Russian government has an ambivalent relationship with the
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country’s far-right milieu, which at times is given free rein to, for example, attack
representatives of the Muslim minorities or activists, or journalists professing
liberal views and critique of the Kremlin. However, this licence to act has often
been curtailed at the whim of the far-right’s Kremlin curators, who also have a
track record of literally terminating their nebulous support for the country’s
nationalists and criminalising them en masse.’ Regardless of Russia’s approach
to its far-right/REMVE activists, the threat from Moscow has become a growing
concern for Western policymakers since at least 2014 and Russia’s annexation of
Crimea, magnified by the full-scale invasion of Ukraine in 2022,'° but also, to
some extent, the Russo-Georgian war of 2008.!! This threat was clearly voiced in
the infamous speech of President Vladimir Putin at the 2007 Munich Security
Conference where, according to Daniel Fried and Kurt Volker, “the Russian
leader firmly rejected the post-Cold War system he’s still trying to torpedo.”!?
Ironically, at no point did the Western far-right/REMVE feel any threat from or
concern about Russia. It was thus happy to align itself with an anti-
mainstream/disruptive force/country that caused so much controversy among the
far-right’s mainstream and pro-Atlanticist political opponents. '3

Ironically, the Western far-right/REMVE’s fascination with Moscow, despite the
latter’s falling short on some of the anti-Muslim or pro-family metrics and its
repression of the Russian nationalist milieu, continues to persevere. It even
withstood the test of the full-scale Ukrainian war when Moscow sent troops flying
the Soviet banner into Ukraine and relied on its Asian or Caucasian units and
recruits in the initial push onto Kyiv. In the eyes of Moscow’s European backers,
this amounted to the alleged traditionalist Moscow fighting “white” Europeans
(Ukrainians) with its own Muslims.'* Shocking as it was, it hardly led to changes
in opinions on the Western far-right/REMVE positive view of Russia or its
foreign policy. It seems that the ties that bind these two parties of this arrangement
— the Russian government and western far right/REMVE actors — are stronger
than one might have thought.

This book aims to interrogate and highlight these ties by focusing on cases in
which Russian influence in European countries is evident or at least strongly
suspected. By demonstrating the practicalities of Russian support to a variety of
far-right/REMVE actors present in ten European countries, the volume will
dissect the forms and extent of influence, and the degree of support that Moscow
offers to its fans, backers, and supporters abroad. The book will refer to the
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individuals, groups, movements, organisations, or parties discussed in its twenty
case studies as far-right (and alternatively REMVE). The far-right, according to
a classic definition of the phenomenon by Mudde,!® is a broad concept that
encompasses both radical and extreme rights. The latter is more akin to the US
concept of REMVE. In fact, the volume addresses entities or individuals who are
nationalist, endorse nativist and anti-immigrant/anti-refugee policies, and aim to
preserve an identity of a given racial, social, national, or regional group or entity
by constructing illiberal and antidemocratic unequal societies. In this scenario,
ethnicity, religion, tradition, nationality, culture, language, and gender become
variables in the construction of such societies.!® Some wish to achieve this in a
democratic manner by winning elections, while others endorse violence, and
other sections yet of this milieu gravitate towards positions which are often called
“anti-government” or “anti-institutional.”!” In short, the far-right landscape has
become a complex and evolving phenomenon which suits Russia as it wages its
“political warfare.” In this sense, it can now choose from a potentially very wide
spectrum of potential political disruptors as its allies or outlets. This book zooms
in on the result of Moscow’s choices while discussing the aforementioned twenty
cases, which saw different degrees of Russian influence over and interference in
the far-right/REMVE scenes of ten European countries.

Russia’s Relationship with the Far-Right in the West

The relationship between the European, and more broadly, the Western far-right,
and Russia has been addressed by a few important works in the last ten years.
Shekhovtsov’s contribution to the field has already been mentioned and is,
moreover, one of the chapters in the current volume. A similar case concerns
Nicolas Hénin and Przemyslaw Witkowski, both of whom penned monographs
on their countries’ (far-right) relationships with Russia (France'® and Poland"
respectively). Other contributions meriting a mention include the work of the
Counter Extremism Project, which discussed the cooperation between Russia and
the West in this sphere in a broader, comparative setting.?’ Works by Clover,
Horvath, and Teitelbaum, as well as those of Due Enstad,?' Fenghi,?? Garner,? or
Laruelle,> which focus on aspects of the Russian far-right/REMVE milieu,
provide a more contextualised understanding of the phenomenon. As these
indicate, Russia has a long and rich track record of far-right politics and actions
by REMVE militants, who are often used and abused by the Kremlin for domestic
policy ends or, as was the case with the 2014 hybrid war against Ukraine — also
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while effectively conducting Russia’s foreign policy during its invasion of a
neighbouring country.?’

Russia, which at times represses its nationalists, continues to be seen as a standard
bearer for far-right forces hostile to the EU.2° As Moscow counters the EU and
the broader West in the name of fighting for a “multipolar world”( i.e. one with
Russia at the top table), Polyakova demonstrates that the far-right is raging
against the same “globalist” forces while wishing to preserve national sovereignty
and cultural identity of a given country or region.?’ In turn, as Gtz and Renaud
Merlen put it, Russia then uses the Orthodox Church as an element in forging its
separate and distinct identity, which impresses the identity-oriented anti-Western
forces of the European far-right/REMVE.?®

Similarly, Antonis Klapsis argues that the far right in Europe sees Putin’s Russia
as a model of “neo-conservatism” and “semi-authoritarianism” that can
counteract the undermining of nation-states spearheaded by the EU as well as
NATO.?’ In other words, Europe’s far-right/REMVE sees in Putin the model of a
strong, conservative leader able to defend tradition and oppose a decadent West.
According to Klapsis, the far right seeks a close relationship with Russia to
achieve a gradual disassociation of their countries from a Euro-Atlantic sphere of
influence and the institutions that represent it. From Moscow’s point of view,
these groups are an opportunity to expand its own geopolitical influence, for
example, if far-right groups and parties become big enough to exert considerable
pressure on EU governments to favour a relationship with Russia.’* Highlighting
Europe’s far-right initiative in establishing relationships with Moscow, Anton
Shekhovtsov demonstrates that efforts to build a (geo)political alliance with Putin
are based on hopes that Russia could help Europe “reconstruct the mythologised
and romanticised nation-state”.>! The formation of coalitions and alliances with
Europe’s far-right is thus beneficial to Moscow as, according to Shekhovtsov, this
constitutes a type of “active measure” to achieve major foreign policy objectives
in case other softer measures do not work.*?

According to Paul Stronski and Annie Himes, such foreign policy objectives
include sabotaging the unity of the West and its opposition to Moscow’s illiberal
vision while weakening democratic projects and values (especially when
spreading in neighbouring countries) to prevent these from permeating Russia
and undermining Putin’s rule. Stronski and Himes argue that such aims require
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influence, which Russia has developed mainly through five tools: energy,
information, culture, politics, and proxies.*® (Dis)information tools have been
especially relevant to Russia since COVID-19, in particular, to exert influence in
Eastern Europe and delegitimise Western action towards the pandemic and
overall credibility.>* This Russian “infodemic” has continued until today through
the spread and normalisation of conspiratorial narratives about the West,
including in post-Soviet countries, where these efforts have been strengthened by
promoting “Slavic brotherhood” narratives as well as shared Orthodox
Christianity.>

Overall, Russia wishes to appear as a viable and legitimate alternative to lead
international relations (in opposition to Brussels) for like-minded or sympathetic
groups and parties. To that end, Russia actively backs political leaders and
candidates it views as vulnerable to influence in regions of interest, for example,
by organising high-profile diplomatic meetings to demonstrate its leadership in
neighbouring countries, or by aggressively controlling paramilitary groups in
strategic regions, including in Ukraine.’® On the other hand, Russia finances and
connects far-right groups and parties in many European countries, which allows
Putin to keep allies at the forefront of the European political arena while fostering
political and social polarisation, as showcased by Beatrix Futak-Campbell. In her
work, Futak-Campbell explains that divisions among Europe’s political actors are
strategic and beneficial for Russia because these are as disruptive as they are
distracting.®’

The literature above overlaps extensively in explaining the nature of the
relationship between Russia and Europe’s far-right as an alliance of convenience
aiming to undermine democratic systems and values, together with the
institutions that represent them. To Russia, Europe’s far-right is a destabilising
tool from which Putin can take advantage to gain legitimacy and geopolitical
influence. To the far right, befriending Russia can empower alternative socio-
political views within Europe, allowing nondemocratic and illiberal-leaning
groups and parties to gain credibility and influence in the European political
landscape. In the literature examined these insights emerge from studying direct
forms of Russian influence. Complementing such an approach, this edited volume
focuses instead on indirect forms of influence, including those based on
circumstantial evidence which may be linked to Russia. These are important
because they shape the threat landscape as much as direct attempts to manipulate
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opinion and behaviour and, therefore, constitute a risk to consider in efforts to
counteract Russia’s strategies to debilitate liberal democracies.

Despite some of the existing literature offering regional examples to illustrate
Russia’s harmful influence, there are no systematic, comparative analyses that
showcase how such an influence manifests across multiple countries. Moreover,
when there are attempts to do so, such as Stronski and Himes (2019), Russia is
presented as the dominant actor, removing local actors of agency (and
accountability) in their efforts to establish closer ties with Putin. Filling this gap,
the present volume looks at Russia’s tactics to influence different regions across
Europe, as well as analyse the steps undertaken by regional actors associated with
the far right to build a useful relationship with Russia. In other words, it considers
Russia’s harmful influence upon the European threat landscape as a two-way
street in which actors on both sides play an equally active role in shaping power
relations. All for one common goal: destroy democratic debate at home and
abroad.

Finally, while some of the literature provides recommendations on how to address
Russia’s harmful influence, including Gotz and Merlen (2019) and Stronski and
Himes (2019), these seem only applicable as generic guidelines at the
international level. It is thus unclear who exactly might be able to make use of
those recommendations, in what capacity, and in what context, especially as it
relates to the regional level. In contrast, our book offers both country-based
tailored recommendations in addition to practical and rule-of-law-grounded
advice to inform transnational counter-extremism and counter-terrorism efforts
against Russia’s activities with the far right. In doing so, this book represents both
an analytical contribution to the study of this subject as well as a tool kit for
practitioners.

Structure of the Book

The collection of studies that this book presents is organised by country-focused
chapters, where each chapter considers two case studies within that country. Some
case studies centre around a group, a movement, a party, or an individual, and
they may span short or long periods of time, but all of them are evidence-based
cases relevant to today’s threat landscape and the current threat perception among
counter-terrorism and prevention agencies. Following the same research
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questions, each chapter sheds light upon the types of (direct and indirect) Russian
influence that can be observed in each region, including what means were used
and by whom to allow for the development of such an influence to emerge.
Towards developing a risk assessment for every country, each chapter will also
investigate what type of impact the influence identified had or could have had,
specifically highlighting what the risk of violence is and where it stems from.

In addition to providing a threat analysis, each chapter discusses any existing
responses at the country level designed to tackle Russia’s harmful influence. This
might include very concrete measures taken by platforms, but also administrative
measures voted by the governments, specific legislations, and even lesser
responses such as political figures acknowledging the problem in public or in
parliamentary debates. An assessment of whether any existing measures are
sufficient will set the stage for recommendations. Accordingly, each chapter
provides advice tailored to their regional focus and planned for policy makers and
practitioners in the field of counter-terrorism and prevention to inform their
practise. In addition to country chapters, the volume provides a concluding
comparative chapter that helps understand the similarities and differences
between all case studies. The purpose of this chapter is to determine whether
patterns in Russia’s influence on Europe’s far-right exist and, if so, how we can
better address them when constituting a problem both at the national and
transnational levels. This comparative analysis also underlines the challenges in
coordinating efforts against such patterns, providing recommendations on how to
do so more effectively.

This edited volume has three main goals. Above all, it aims to provide original
and evidence-based case studies that contribute to our understanding of Russia’s
influence on the European far right. In doing so, it (secondly) hopes to contribute
to our understanding of the evolving far-right landscape, including by offering
new conceptual insights around this form of (violent and nonviolent) extremism.
Finally, it intends to increase policymakers’ understanding of the ways in which
Russia supports far-right movements, organised groups, parties, and individuals
in Europe, with particular attention to the risk of violent extremism.
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Themes Within, and Order of, this Book

The book’s ten country chapters discuss Russian influence on the REMVE scenes
in ten European countries. They are organised into five pairs of thematically
linked countries, which help further elucidate the character of Russia’s presence
in this milieu. The first pair, including the Austro-German, introduces a situation
in which Russia gains a considerable foothold amongst, or influence over,
prominent members of a parliamentary and established political party, both sitting
on the far-right of either Austrian (FPO) or German (AfD) politics. This, as will
be shown, comes on top of activities with less ‘mainstream’ entities, such as the
Suvorov Institute in Austria or even Russia’s so-far troubled (lack of) relationship
with the anti-institutional/anti-government German Reichsbiirger.

The second pair, consisting of Serbia and Hungary, showcases a situation in
which Russian influence in a given country far exceeds forays into the REMVE
milieu and effectively influences the actions of governments. In Serbia, the
country’s defence and security sector openly cooperates with its Russian
counterparts. This is done while suppressing the political activity of the Russian
emigres residing in the country or during the demonstrations organised by the
Serbian opposition when the country’s prime minister thanked the Russian
security services for the alleged tip-off on the upcoming protests.*®
Simultaneously, the government is playing a proverbial cat-and-mouse game with
the REMVE political forces in the country, which are both seemingly critical of
its alliance with Moscow but also stridently anti-Western and ideologically more
in line with the preferences of Russia. Similarly, the Hungarian government also
seems keen on assisting in both the growth and repression of a pro-Russian, but
especially anti-Ukrainian, local REMVE scene. This allows for the adoption of a
political attitude in which the current government in Budapest presents itself as a
safer, less radical pair of hands to some of its internal and external critics.
Consequently, Viktor Orban’s government is then keen on warning all who would
listen of the political dangers should the REMVE actors gain more political
prominence in the country. However, this does not stop the government or the far-
right from overtures to Moscow.

The third pair, consisting of France and Italy, demonstrates how the online
ecosystem of the REMVE milieu is keen on spreading ideas and talking points in
favour of Moscow. Moreover, it also showcases how REMVE influencers (be it
individuals or political parties) prioritise ideological viewpoints (such as anti-
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modernism, anti-feminism, or an anti-LGBTQ+ agenda), which are also close to
Moscow’s heart. These seemingly non-political points are then used to drive a
wedge between the broader REMVE/far-right milieu proponents and voters and
the rest of the electorate. This aforementioned ecosystem also produces and
shares some of the most bizarre anti-government/anti-institutional conspiracies,
of which one (as will be discussed in the French chapter), led to an attempted
coup d’état.

The fourth pair, consisting of the Czech Republic and Slovakia, demonstrates
how Russia’s influence is spreading among individuals, voters, and organisations
that are naturally and inherently positively predisposed to Moscow. They may not
all politically come from the wider REMVE/far-right milieu, but while endorsing
anti-government and anti-institutional positions (especially in relation to the EU,
NATO, and the Russo-Ukrainian war) and professing social conservatism and an
anti-immigrant agenda, all veer towards nationalist and pro-Russian positions. At
the same time, both countries feature political or even paramilitary forces which
have never hidden their fascination with or support for Russia.

Finally, the fifth pair, consisting of Sweden and Poland, presents cases of outright
terrorist violence coming from the respective REMVE scenes, which can be tied
to Russia. Such an approach allows Moscow a cover of plausible deniability as it
was not its citizens nor its officials who prepared terrorist attacks in Sweden or
Ukraine (by Polish REMVE individuals). These two chapters also discuss pro-
Russian, or rabidly anti-Ukrainian, activities of individuals who are either
Swedish (for Sweden Democrats) or Polish (Confederation). They started their
political journeys on the fringes of their respective political systems, but years or
decades later are enjoying the socio-political spotlight. At the same time, they
have not, it seems, renowned nor changed their views.

In terms of individual chapters, the book begins with a chapter on Austria, which
discusses two case studies. The first case study is that of an established, albeit
situated on the radical right of the political spectrum, political party, Freedom
Party of Austria, FPO or the Freedom Party of Austria, which tops the opinion
polls in the country as of early 2024.%° The second case focuses on the Suvorov
Institute, an entity functioning on the fringes of political life in Austria. The first
one zooms in on the scale and depth of FPO’s dealings with Russia, especially
during the period prior to 2019 when it co-led the Austrian government. Before
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2019 the party moved beyond notional support for Russia, via e.g. signing of a
‘friendship agreement’ with United Russia — Russia’s governing party — towards
participation in a government remembered for its pro-Russian policies. It seems
that as much as FPO was responsible for driving the more mainstream parties in
Austria towards pro-Russian positions, the Suvorov Institute played a role in
mobilising the more radical political actors, such as the Identitarian Movement,
for the benefit of Moscow. In this sense, the two entities, albeit disparate and not
directly connected, actually led to a complementary existence.

The second chapter on Germany, mirrors the approach from the Austrian chapter
as it also discusses an established, radical right, political party — the Alternative
for Germany (AfD) and a more fringe entity, the Patriotic Union. The first case
demonstrates an evolution of what initially started as a Eurosceptic political force
and evolved into a political force publishing manifestos in Russian and calling
for a détente in relations with Moscow as a pre-requisite for peace in Europe. The
second case study provides fascinating detail on the little-known coup attempt
from a group of Reichsbiirger (a group of citizens of the Reich — an anti-state
movement functioning in Germany which sees the Federal Republic as illegal)
who attempted to win Moscow’s blessings for its planned violent revolutionary
action.

The third of the national chapters focuses on Serbia and discusses the macro-
influence of Russia on the Serbian government, led by the nationalist Serbian
Progressive Party (SNS). Moreover, it showcases the role and the development
of the even more radically nationalist and, at times, violent, People’s Patrol as a
force in Serbian politics. The two, SNS and the People’s Patrol, are effectively
competing for the same supporters, voters, donors, enablers, etc. and have both
been developing their respective ties to the Russian government or the Russian
far-right/REMVE milieu, which only appears independent of the Kremlin.*® The
chapter offers three ideas as to why this state of affairs persists and how beneficial
this could be to the government in Belgrade and its counterpart in Moscow.

The fourth chapter addresses the situation in Hungary and the multifaceted and
multipronged Russian efforts vis-a-vis the Hungarian far-right/REMVE scene.
Interestingly, the Kremlin again seems to have prioritised targeting all subsections
of this scene in Hungary — both via the more violent and extreme (via the
Hungarian National Front) but also radical right (Jobbik and the case of the
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KGB¢la — a Russian asset among its Members of the European Parliament,
MEPs). Simultaneously, however, as the chapter demonstrates, Moscow could
also count on more than a sympathetic ear from other sections of the country’s
far-right, namely the Our Homeland political party — a splinter of the
aforementioned Jobbik. The key here is not only an imagined sharing of
conservative values between Moscow and Our Homeland as similar alliances or
understandings exist between political forces in other European countries and the
Russian government or the Russian governing party, United Russia. However,
and this is unique among all countries covered by this volume, the Hungarian far-
right forces also perceive Russia as an enabler of geopolitical changes in the
neighbourhood, which, they hope, would lead to the restoration of pre-1920
Hungarian borders. As the longing for ‘Greater Hungary’ is one of the most potent
animating factors for the Hungarian nationalists, Russia, which effectively
attempts to forcibly redraw its borders with Ukraine, becomes an ally in an
attempt to reset if not destroy the post-World War II order in Europe. This
scenario would allegedly benefit Budapest as it borders Ukraine and, prior to
1920, saw today’s Ukrainian Zakarpattia/Transcarpathia regions within its
borders. This would, in the minds of the Hungarian nationalists, allow for a claim
to parts of Western Ukraine, should Ukraine lose the war against Russia.
Consequently, the territorially-minded Hungarian far-right stands out among such
political forces in Europe, which remain more intent on building transnational
ideological alliances without getting into potentially toxic discussions on history
and territory.

The fifth national chapter looks at the two cases from France, both of which are
manifested mostly online. They bear some striking similarities as the main
protagonists, Jo€l Sambuis and Remy Daillet, respectively, resided abroad while
attempting to make the most of their online (in the former’s case) or both online
and offline (in the latter’s case) activism. Sambuis, a French far-right activist
since at least the 1980s, with prison sentences to his name, is sought by the French
state in relation to an attempt on the life of the French president, Jacques Chirac,
in 2002. Currently, he is a Russian citizen and enjoys Moscow’s protection while
broadcasting his anti-Western, pro-multipolar world messages via multiple
French websites and online channels while based in Russia. Daillet, on the other
hand, a former foreign fighter in the Yugoslav wars on the Croat side, is a well-
known and long-standing popular conspiracy theorist who, during the COVID-
19 pandemic, decided to attempt a coup d’état in France. He rallied his followers
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to the cause by hinting that he enjoyed Kremlin support, which would allow him
to topple the “corrupt” French government. Both cases testify to the fact that
Russia acts to support a wide variety of anti-systemic and not only far-
right/REMVE political forces — Sambuis is a more traditional nationalist, whereas
Daillet is more of an anti-government/anti-institutional extremist. Russia also
fashions itself as an attractive alternative to such forces without explicitly and
directly, as seems to have been the case with Daillet but also the aforementioned
German Patriotic Union, endorsing these.

The sixth national chapter zooms in on the two cases from Italy. The first is
seemingly more in line with cases of established radical-right political parties
discussed in the German or Austrian chapter as it focuses on the League party.
However, as the chapter dives into the details of the Russian influence it also
uncovers layers of online political messaging and signalling which benefit Russia
and appear at least partly inspired by similar talking points delivered by Moscow.
The second case fully dwells on the online aspect of the Russian influence as it
discusses the Kremlin’s influence on Italy’s far-right’s supporters. It uses an
interesting case study of cyber-attacks, conducted by pro-Russian hacktivist
collectives, on the websites of Italian institutions. These were allegedly attacked
as a punishment for Italy’s support for Ukraine after the Russian full-scale
aggression began in February 2022. The chapter then assesses the perception of
these attacks by the aforementioned Italian activists and supporters of the far-
right political party New Force.

Chapters seven and eight of this volume focus on the Czech and Slovak cases.
Each of the four instances covered in these two chapters may not look similar at
first glance, but this does not do justice to a single factor binding the REMVE
scenes of the countries: the inherent and long-lasting pro-Russian sentiment of a
variety of political forces and huge segments of the public. Consequently, the
Slovak Republika radical-right party, the Slovak paramilitary Conscripts, or the
Czech anti-government protestors from the streets of Prague all are fond of
Moscow and see it as a viable and attractive geopolitical alternative to the
European Union and NATO. At the same time, these are not pariahs as far as such
sentiments are expressed in Czech and Slovak societies. These contain
mainstream, and not always far-right political forces which often, at least
proverbially, side with Moscow on emerging issues of the period. Regardless of
the above, however, as is shown throughout these two chapters, the pro-Russian
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REMVE milieu comes in different shapes and forms and is actively involved in
challenging the seeming status quo prevailing in the two countries. It is at its most
effective once it combines its pro-Russian approaches with other causes dear to
anti-systemic or anti-mainstream voters, namely COVID-19 lockdown measures
or opposition to a given country’s support for Ukraine in repelling Russian
aggression.

The last pair of chapters (nine and ten) focus on rare events related to Russia’s
influence over the REMVE scenes in Europe, namely outright terrorist attacks as
seen in Sweden and Poland. In Sweden, it is conducted by a group of right-wing
extremists who trained in a camp run by a Russian far-right organisation which is
designated by the US — the Russian Imperial Movement (RIM). This was the
result of an understanding between RIM and a Nordic counterpart - the Nordic
Resistance Movement — gone wrong. What was meant to be “just training” did
not satisfy the trainees who, upon coming back from the camp, engaged in an
ultimately unsuccessful campaign of terrorism in Sweden without the sanction of
their leaders. The Polish case is different — it is one of the most remarkable
testaments of a Russia-sponsored transnational connection of different REMVE
actors across Europe: a German publicist/propagandist ordered an attack on a
Hungarian centre in Ukraine and hired Polish far-right militants to do it for him.
All of it happens so that Ukrainian-Hungarian relations could be further soured.
Apart from the two violent cases, the chapters also focus on political actors who
evolved from ideological positions and later entered parliament. First, the Sweden
Democrats used to be known as a far-right, if not extreme-right political party,
but now have a confidence and supply arrangement with the current Swedish
centre-right government. In Poland, Grzegorz Braun evolved from a
conspiratorial feature on the Polish far-right scene into one of the stalwarts of a
political party that prior to the 2023 election in Poland seemed destined to break
the duopoly between the Law and Justice and Civic Platform parties which have
been alternating in government since 2005.

The volume finishes with a concluding chapter in which the findings of the
previous ten are discussed in a comparative manner. Patterns of Russian
behaviour vis-a-vis the European far-right/REMVE scenes are discussed to
dissect the commonality of approaches by Moscow to utilise their adopted, real,
or imagined ideological allies to proverbially rock the boat in the West. This is to
ensure that in the future, policymakers have a viable compendium of what to
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expect from the far-right/REMVE-Russia dealings, how these are built and
developed, and how to best counteract such developments.

A Note on Concepts

Russian influence is not clear-cut. Above all, there can be either direct or indirect
forms of influence. For example, an indirect form of influence could be an
independent (unaffiliated) user endorsing and spreading pro-Russian narratives
about the invasion of Ukraine. In such a case, while Russia might not be actively
sponsoring or supporting this user to inflict change in the opinion or behaviour of
others, harmful action can take place due to the mainstreaming of a discourse
favourable to the Kremlin’s agenda anyway. Conversely, a form of direct
influence could be Russia providing financial assistance to a party candidate in a
European country in order to assist it in being successful during elections. Both
types of influence are equally valuable and thus present in this study.

As it will be shown, the case studies covered in this book demonstrate a wide
variety of cases in which Russia either acted directly while dealing with the far
right, went through middlemen (either Russian or of other nationalities), or were
sought by a given individual, group, organisation, or party as a potential sponsor
or supporter. Moscow also gave refuge to some of the individuals discussed in
this book. At the same time, in some cases, Russia hardly had to perform any
action before a given entity gravitated towards pro-Russian positions. In this
sense, one should not assume that anyone who is friendly towards Moscow and,
for example, praises the “multipolar world,” is automatically on the receiving end
of Russian largesse. This volume discusses a string of cases which hardly needed
any prodding from Moscow to sing Russia’s praises. Additionally, it also presents
individuals or groups which began their anti-systemic far-right journey while
embracing anti-US, anti-Semitic, or anti-European conspiracies. These hardly
featured any mentions of Russia, but some of their proponents gravitated towards
Moscow through a peculiar learning process which saw them, for example, take
an anti-migrant stance in general and then graduate towards anti-Ukrainian
positions as Europe accepted refugees from Ukraine. Some Russian supporters
are scornfully called Russia’s “useful idiots” but as this volume will demonstrate,
they often reach their ideological positions because of peculiar historical or
ideological grudges, often imagined.*! The subsequent endorsement of such
grudges has nothing to do with their proponents’ mental or intellectual conditions,
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and it would be wrong to write these individuals off as mere fools or “useful
idiots.” One must accept that some in the West consciously chose to reject the
transatlantic alliance or European integration and, while doing so, aligned with
external forces (Russia) seemingly sympathetic to their cause, regardless of the
consequences of such a move. Due to the fact that a considerable section of such
individuals comes from the far-right/REMVE milieu, it is only prescient to dissect
such cooperation or understating between the two in detail.
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Austria: Scandals, Politics, and Identitarians

Fabian Schmid

Far-right movements in Austria have built close relationships with Russia in the
last two decades. The Freedom Party of Austria (FPO), one of the country’s three
major political parties, has begun to develop ties to Russian politicians and
oligarchs since around 2005. This culminated in a so-called friendship agreement
with the Russian Kremlin party, United Russia, at the end of 2016. There are also
numerous indications that the FPO was willing to accept money from Russia-
linked oligarchs. Criminal investigations allege that party-leaders received
several million euros from an Eastern Ukrainian oligarch, and a secretly filmed
meeting between party-leader Heinz-Christian Strache and a woman claiming to
be an oligarch’s niece led to the downfall of Strache, and the end of the
government coalition between the FPO and the conservative OVP 2019.
Currently, there are several investigations into connections between FPO-aligned
officials and Russia, including former foreign affairs minister Karin Kneissl, who
famously moved to Russia in 2023. “We were a pro-Russian government”, former
chancellor Sebastian Kurz (member of the Austrian People's Party, OVP) told a
court in October 2023 — he is indicted for perjury. This is not only true for the
OVP-FPO government from 2017 to 2019, but also for previous administrations
(2007-2017) consisting of Social Democrats (SPO) and the OVP. Several former
chancellors or high-ranking officials have later worked for Russian companies or
lobbied for pro-Russian politicians. While SPO and OVP seem to be primarily
motivated by economic reasons, the FPO also has ideological common ground
with Kremlin politics.

The FPO is generally described as a populist party with mostly far-right policies
and rhetoric. The core of its political agenda is a fierce stance against migration
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and a scepticism against the European Union (EU). The FPO describes itself as
neither aligned with Brussels, Washington DC, or Moscow, but as neutral. It is
calling for an end to sanctions against Russia and a cease-fire in Ukraine. The
party is agitating against LGBTQ+-friendly policies but uses attacks on the
LGBTQ-+-community by migrants or refugees to call for deportations. Similarly,
there have been instances of antisemitism and neo-Nazism within the party, yet
the FPO has repeatedly criticised “imported antisemitism” by Muslim refugees.

While the FPO is a main hub for the political far-right in Austria, there are even
more radical organisations like the youth group Identitarian movement. In the
past decade, the FPO has mostly denied connections to these groups, even though
policies and personnel overlap. Under the current party leader Herbert Kickl, the
party has fully embraced its ties to extremists, even though there have been
instances of violence linked to the Identitarians. The far-right Australian terrorist
Brenton Tarrant has donated several thousand euros to the Austrian Identitarian
movement and possibly met members of the organisation when travelling to
Austria.

One offspring of the Identitarian movement is the Suvorov Institute, a seemingly
unimportant pro-Russian organisation. Its current leader Alexander Markovics
has been a founding member of the Identitarian movement in Austria. The
Suvorov Institute is one of very few entities still actively cooperating with
Russian organisations after the attack on Ukraine in 2022. The Suvorov Institute
is also working together with other groups with a history of violence, for example
the Artgemeinschaft Germanic Faith Community from Germany, which was
banned in 2023.

In this chapter, the manifold connections between the FPO and Russia will be
described. After a short overview of how the FPO built up ties to the Kremlin,
evidence of its pro-Russian actions in government is presented. While the shock
of the Ibiza video brought a sudden halt to FPO’s relationship with Russia in
2019, the party is still pushing for policies beneficial to Moscow. This is indicated
by an analysis of the party’s press releases about the war in Ukraine.

The second case study is the Suvorov Institute, as it shows how Russian influence
is still seen on the fringes of politics and even on the fringes of the FPO. This is
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evidence that Russian entities have no reluctance to cooperate with groups that
are linked to violence themselves or other violent groups.

Case Study 1: The Freedom Party

Austria as a Friend of Russia

Alongside the SPO and the conservative OVP, the FPO has established itself as
the third major force in Austrian politics. The party has been criticised for its
rhetoric and policies regarding migrants and refugees, and its ties to neo-Nazism
and far-right extremism. It has also been plagued by corruption. Still, the FPO
managed to be in government twice in the last twenty years (20002006 and
2017-2019); with the conservative OVP claiming a coalition with FPO was
needed to break up the deadlock of forever-coalitions between SPO and OVP.

The FPO’s ties to Russia have only been a minor cause for criticism by the other
two main parties — probably because they have developed similar connections
themselves. This is shown by one scene alone from 2014 when Chamber of
Commerce president and OVP-politician Christoph Leitl joked with Putin about
how long he himself had been at the helm of the organisation — Putin then
ironically called him a “dictator.”! The Austrian economy is closely intertwined
with Russia: the partly state-owned energy group OMYV concluded joint ventures
with Gazprom.? Raiffeisen Bank International (RBI), part of the most powerful
banking conglomerate, for example, is still active in Belarus and Russia.* OVP
politicians worked for Raiffeisen after their political career had ended, and the
Raiffeisen Bank gave out multimillion-euro loans to the OVP.?

A Friendship Agreement Years in the Making

In December 2016, the then-leadership of the FPO visited Russia and had a photo
of them taken smiling in Moscow’s Red Square. The leading® party cadres were
in Russia for working meetings, they said at the time. In fact, Secretary General
Harald Vilimsky, party leader Heinz-Christian Strache, and his deputies Norbert
Hofer and Johann Gudenus had travelled to Moscow to conclude a friendship
agreement with the Kremlin party United Russia, whose chairman was Russian
Prime Minister Dmitri Medvedev. The agreement was signed by Sergei
Zhelesnyak, deputy secretary of the Party General Council.” It was by far the most
crucial party in Russia that declared its support for the FPO. De facto, it is led by
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Russian President Vladimir Putin, who, according to the constitution, must not be
a party member. Interestingly, hardly anything planned in this agreement ever
came to life.

In terms of domestic policy, however, the FPO for the first time clearly and
officially acknowledged its closeness to Russia and Putin. For some time, no one
could have imagined this. When the party was founded after World War 11 as the
Association of Independents, it gathered mainly former Nazis, so-called expelled
ethnic Germans, and liberals.® They were all united by a fervent anti-communism.
Even after the fall of the Iron Curtain, the FPO was not interested in Eastern
Europe. The party leader at the time, Jorg Haider, wanted to give his party, which
was isolated in Europe, foreign policy weight but to do so he travelled primarily
to the Middle East to visit dictators like Muammar Gaddafi and Saddam Hussein.’

All that changed when Heinz-Christian Strache took over as chairman of his party
in April 2005. Strache’s closest confidant was Johann Gudenus, who was then
chairman of the Freedom Party’s youth organisation. Strache and Gudenus were
connected through their fraternity, the Viennese penal fraternity Vandalia, where
Strache was Gudenus’s Leibvater there, in a sense his mentor.!? For the FPO,
fraternities are important as a recruiting ground and as informal networks.
Historically, fraternities played a key role in the revolution of 1848, when students
and other groups called for freedom of speech and other liberal reforms in
Austria.!! The FPO sees itself in this tradition — thus the term freedom is part of
its official name. Over the next decades, developed rigid antisemitism and moved
to the political spectre. After World War 11, fraternities in Austria had become
breeding grounds for neo-Nazism. Nowadays, most fraternities are seen as far-
right and obscure groups,!? partly because of their rites — some members still
fence without protection and proudly wear their scars. As a Leibvater, Strache
had responsibilities for Gudenus, who in return pledged a lifelong allegiance to
him.!* Gudenus himself had close ties to Russia. The son of an FPO member of
parliament and convicted Holocaust denier, he had attended summer courses at
Moscow University in the 1990s, spoke Russian, and had conducted business in
Russia.'*

Through Gudenius, FPO quickly established contacts in the post-Soviet space,

for example with pro-Russian actors from Georgia or with the oligarch
Konstantin Malofeev, a well-known oligarch.!®> This was followed by what can
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now be described as the typical programme of Russophile European parties: FPO
politicians travelled to Moscow and Chechnya, participated in meetings and
congresses there.!® None of this, however, prevented the conservative People’s
Party from entering a coalition with the FPO in December 2017 and making FPO
politicians, among other things, rise to the level of foreign minister and interior
minister.!”

The FPO in Power

What happened then is an example of the dangers posed by the participation of
the pro-Russian FPO in government — ironically, it was then a supposed
connection to Russia, of all things, that brought the FPO down for the time being.
Even before the FPO joined the government, a dossier was circulating with
accusations against high-ranking police officers and members of the Office for
the Protection of the Constitution, the Federal Office for the Protection of the
Constitution (BVT), Austria’s civilian counterintelligence agency. When
longtime FPO Secretary General Herbert Kickl became the interior minister at
the end of 2017, his team pushed the anti-corruption prosecutor’s office for action
to be taken because of the allegations included in the dossier. The dossier sounded
like 1t was written by a disgruntled insider, who alleged that that money had been
divested from hostage-saving operations by office officials or that the agency was
misused by the OVP to collect damaging information on other parties.'

Consequently, on 28 February 2018, numerous police officers from an anti-drug
unit led by an FPO-affiliated chief, raided the Office for the Protection of the
Constitution whose director Peter Gridling was suspended. The measures were
directed against several suspects in the intelligence department, which is
responsible for counterintelligence. The accusations were that expenses had been
falsely charged and that the rights of certain North Koreans had been violated
because they had been surveilled without the consent of the legal protection
officer.!” To date, there has not been a single guilty verdict in the matter.

European and US partner services reportedly reacted with horror to the raid.?
During the raid, countless secret documents were rummaged through and
transported to the public prosecutor’s office. Among them were documents
related to Russia.?! Peter Gridling, head of the BVT at the time of the raid, told
the Financial Times (FT) that “we were very worried about the Freedom party’s
contacts with Russia”. The BVT investigated how “Russia might finance them,
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offer them jobs”. When the FPO came into power “they wanted to change the
[intelligence service] immediately”, Gridling said to the FT. Interior Minister
Kickl unsuccessfully tried to suspend Gridling and halt the renewal of his
association as the head of the BVT.??> At the time, the Office for the Protection of
the Constitution had already been the target of investigations because of a
suspected data leak: an employee named Egisto Ott allegedly sent data from BVT
to his private email address. To this day, Ott is suspected of having spied for
Russia, which he continues to deny.?? Only in recent years has it become clear
that Ott and a network of acquaintances had been working with the FPO and that
they were involved in the events surrounding the search in February 2018 by
allegedly handing over internal information about their BVT colleagues to the
FPO and associates. Investigators even allege that the FPO paid Ott for secret
information and documents.?*

A key figure here is the former head of the department at the Office for the
Protection of the Constitution, Martin Weiss. He left the BVT shortly before the
raid to work for Jan Marsalek, then-manager of Wirecard, a German fintech
company worth billions of euros that was ensnared in a huge fraud case in 2019.
Marsalek allegedly lied about Wirecard’s assets worth three billion dollars. When
auditors could not find these assets, Marsalek fled to Belarus to escape
prosecution. Intelligence agencies assess that he is now living in a suburb of
Moscow.?

Investigators suspect that Ott conducted illegal data queries for Weiss and, thus,
for Marsalek. Marsalek 1s suspected of having cooperated with Russian
intelligence services for several years.?® There are several examples of his
involvement, which was unknown before Wirecard collapsed: his immediate
entourage included Stanislav Petlinsky.?’” To protect his business interests in
Libya, Marsalek hired Russian mercenary troops managed by Petlinsky. He also
allegedly travelled with the Main Directorate of the General Staff of the Armed
Forces of the Russian Federation (GRU) to Palmyra, Syria.?® Another axis of
Marsalek’s contacts with Russia and the FPO reaches into the Austrian Foreign
Ministry: Marsalek is said to have obtained secret information from the
Organisation for the Prohibition of Chemical Weapons (OPCW) on the Novichok
poison attack against Russian ex-agent Sergei Skripal in Salisbury.? Skripal was
targeted by Russian agents who used the Novichok nerve agent for their
assassination attempt. Skripal and his daughter survived, but an uninvolved
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British woman died. The OPCW did an analysis of the Novichok samples and
distributed them to its member states. According to investigative files from
Austria, this document allegedly originated from the Foreign Ministry, with the
FPO-aligned secretary general there at the time, Johannes Peterlik, requesting the
document.’® Shortly afterwards, Peterlik allegedly showed Egisto Ott the
document, who filmed the report — and possibly forwarded it to Marsalek.?! Those
involved deny this. Peterlik’s wife, an employee of the Asia department in the
Office for the Protection of the Constitution, was in turn one of the prosecution’s
witnesses whose statements led to the raid there.>? Peterlik and Marsalek were
both members of the Austrian-Russian Friendship Society, which also featured
Gudenus and other FPO politicians. Gudenus met with Marsalek several times.
Through an intermediary, a businessman with ties to and interest in Russia,
Marsalek relayed information from sources within the intelligence community to
Gudenus, who in turn shared it with other FPO politicians. This is documented in
investigative files from the office prosecuting corruption.*’

Political scientist Karin Kneissl, who was chosen as foreign minister by the FPO,
was also associated with the Friendship Society. During her time in office, she
attracted attention with her pro-Russian positions—for example, no Russian
diplomat was expelled from the country after the poison attack in Salisbury. A
few weeks later, Kneissl personally invited Putin to her wedding, where he
appeared with an entourage of bodyguards and danced with the bride. The lady’s
traditional curtsy at the end of the dance became one of the most shared and
commented on photos in Austria’s recent history.’* For her wedding, Putin gave
Kneissl expensive jewellery, which she planned to use privately after her term.*
According to chat messages from FPO politicians, Russian investors planned to
enter business relations with Kneissl’s husband.’® After leaving the ministry,
Kneissl first became a member of the Russian petroleum company Rosneft’s
supervisory board, then in June 2023 it became known that she would in the future
head a state-related think tank in St. Petersburg.’” Former Committee for State
Security (KGB) agent Sergei Shirnov said in an interview that Kneissl would have
been an ideal candidate for recruitment by Russian intelligence agencies.*®
Kneissl is now living in Russia.>

The Ibiza Video

Kneissl’s term ended, just like that of all other FPO ministers, in May 2019, when
a video recorded two years earlier appeared online. In it, Strache and Gudenus
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can be seen negotiating crooked deals with a supposed Russian businesswoman
in Ibiza in July 2017. They discussed party donations with her avoiding official
reporting offices; urged her to invest in Austria’s largest daily newspaper and
change its reporting to suit the FPO; and offered the prospect of state contracts in
return.** However, it was a sting operation: security consultant Julian
Hessenthaler had stalked Gudenus on behalf of a lawyer to gather incriminating
material on the FPO. To do so, he invented the figure of the fake oligarch
businesswoman. After the recording in the summer of 2017, there were allegedly
attempts to sell the video to various other parties and entrepreneurs, which did
not work out. As a result, the parties involved reportedly contacted German
journalists Frederik Obermayer and Bastian Obermair. In May 2019, research on
the video then appeared in the Siiddeutsche Zeitung and Der Spiegel. They sealed
the end of Straches’s and Gudenus’s political careers and brought down the
government.*! The incident clearly shows that the FPO attempted to profit from
its relations with Russia during the Strache era, and vice versa. It demonstrated a
willingness to receive financial support from the Russian sphere.*? Party leader
Strache also spoke in the video about having some friends in Moscow who would
have a lot of money. Despite intense criminal investigations around the finances
of the party and several political special committees, so far, no flow of money
from Russia could be officially determined. However, the expensive wedding gift
to the then foreign-minister Karin Kneissl, the willingness of Russian investors
to do business with her then-husband, Kneissl’s involvement with Rosneft, and
now the think tank in St. Petersburg are indications of some form of monetary
influence.

The many visits to Russian conferences or of Russian politicians have helped to
present the FPO as an internationally active and recognised party. Logistical
support was also provided by the fact that FPO politicians were regularly
interviewed in Russian propaganda media close to the state, for example RT or
Sputnik.** Conversely, Russia has clearly benefitted from FPO’s activities. As an
opposition party, the FPO in Vienna, for example, called for a crackdown on
Chechen asylum seekers. This position was also taken during a working visit to
Chechen dictator Ramzan Kadyrov.** Although there have always been tensions
within the Chechen community in Austria, most of the diaspora consists of people
who fled from Kadyrov. By agitating this community, the FPO has politically
prepared the ground for enabling deportations of Chechens to Russia. Opposition
figures in particular are threatened with torture and imprisonment after
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deportation. The FPO was also useful to the Russian government in terms of
foreign policy: the invitation to the wedding of the foreign minister shortly after
the attack in Salisbury gave Putin the means to publicly highlight a division
within the European Union. While other member countries expelled Russian
diplomats, the Austrian foreign minister danced with the Russian president.

The events show clear dangers from Russian influence in Austria:

e Jan Marsalek and indirectly his alleged GRU contacts were offered a way
to influence the BVT via the FPO and internal documents were possibly
forwarded to him. British investigators allege that Marsalek has led
Russian spy operations even after he fled Germany.*

e The actions of the Freedom Party Interior Minister Kickl severely damaged
the Office for the Protection of the Constitution, making it highly unlikely
that it could adequately perform its counterintelligence duties. This also led
to the investigative journalist Christo Grozev, who has written extensively
on Russian corruption for online outlet Bellingcat,*® having to flee Vienna
because he no longer felt safe from Russian agents there.’

e The Chechen community in Austria became the target of political attacks
by the FPO. Here, too, the lack of operational capability on the part of the
Office for the Protection of the Constitution was noticeable.

The FPO Today

Due to several factors, the FPO’s pro-Russian stance has declined in recent years
or has not been demonstrated equally openly. After the Ibiza video, party leader
Strache and his confidant Gudenus had to leave politics: both are now no longer
party members. Contents of the video became the subject of a parliamentary
investigative committee — this would have generated increased attention and
negative publicity for the FPO for any recent contacts in the Russian-speaking
world. Meanwhile, the party is led by Herbert Kickl, who served as interior
minister under the former government and previously as his party’s secretary
general for years. Kickl had repeatedly made known his scepticism about
Strache’s Russian connections and is said to have been unhappy about the
conclusion of the association agreement with UR.*® A fter the start of the full-scale
Russian aggression against Ukraine, however, a pro-Russian stance has once
again shone through. This is shown by an analysis of more than 130 press releases
published by the FPO’s parliamentary club in the first year of the Ukraine war.
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For this chapter, an examination of whether these messages expressed criticism
of arms deliveries, NATO or the US, Ukraine, Russia, or the sanctions or featured
Austrian “neutrality,” was performed. Overall, criticism of the sanctions was
voiced in almost 60 percent of all press releases. Russian actions were
condemned, but Ukraine or its leaders were criticised almost as often. This is due
to the Freedom Party’s interpretation of neutrality, which is considered a kind of
national treasure in Austria. In a June 2022 poll, more than 70 percent of
respondents favoured maintaining military neutrality.*’ Yet, it is disputed how
neutral Austria actually is and how the country should live out this principle. In
principle, neutrality was enshrined in law in 1955 and in a declaration of intent
with the Soviet Union before the latter, and the three other occupying powers left
Austria. Ever since Austria joined the EU in 1995, it has been unclear how neutral
the country has been, given its commitment to the Common Foreign and Security
Policy. In the early 2000s, then-conservative Chancellor Wolfgang Schiissel
spoke of neutrality as being like Mozartkugeln and Lipizzaner horses—in short,
a kind of folklore.’® However, there have been no serious debates about Austria
joining NATO since then.

The FPO ties indirectly with this myth of neutrality. It interprets the neutral status
not only militarily, but also diplomatically. This is a big difference to the current
chancellor Karl Nehammer (OVP), who visited Putin after the full-scale invasion
of Ukraine and declared that Austria is not “morally neutral”, meaning that
Austria will not send military aid to Ukraine, but does condemn the Russian
attack.>! Although Russia’s war of aggression is condemned by the FPO as well,
according to the party, Russia should bear no consequences for its aggressive
behaviour, i.e. neither via sanctions nor the expulsion of Russian diplomats. In
FPO’s vision, Austria positions itself as a place for negotiations between Russia
and Ukraine which are repeatedly called for in press releases — regardless of the
fact that Ukraine would have to accept massive land losses for peace.

In the first days of the Russian attack on Ukraine, FPO’s broadcasts clearly
condemned the invasion. But even at this early stage, the party warned against
sanctions. Moreover, it immediately blamed the USA for the war.>? Thus, already
on 22 February 2022, MEP Harald Vilimsky spoke of US President Joe Biden
being a “Cold Warrior” who “does not shy away from further escalation in Eastern
Europe (...) Both Biden and Putin endanger European security and peace in
Europe with their actions.”? Foreign policy spokesman Axel Kassegger let it be
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known that “there is never only one side to blame.” NATO “is arming just as
much as the Russian side”.>* In the following months, the FPO vehemently
agitated against a possible EU accession status for Ukraine, as well as for EU
funds for reconstruction or military support for the attacked country. The
sanctions were linked to inflation and inflationary pressures and were referred to
as “knee-jerk sanctions.” Following Hungary’s example, the FPO then agitated
for a referendum on the continuation of the sanctions.>

Case Study 2: The Suvorov Institute

FPO, the party clearly leading in the polls for most of 2023 with 32 percent and
therefore nearly 10 percent more support than the Social Democrats,>® plays a
major role in Austrian politics. The second case study is focused on the fringes of
the political sphere: the Suvorov Institute. The Suvorov Institute for the
Promotion of Austrian-Russian Dialogue was officially registered in September
2014, half a year after the illegal annexation of Crimea.”’ From the very
beginning, the association’s slant was clear: it organised demonstrations for the
Donbas and invited predominantly far-right guests to geopolitical discussions in
which strong pro-Russian opinions were expressed, as one can see by the
manifold postings and summaries of events on its Facebook page.’® There are also
clear connections to other groups and individuals linked with violence. To the
Identitarian movement in Austria, which had at least 32 members with a record
of violence; to people involved with the Artgemeinschaft Germanic Faith
Community, whose members had ties to right-wing terrorism; or to the Russian
Night Wolves, who were promoting violence against Maidan activists.”® The
Suvorov Institute caused a stir above all because of one man: Alexander
Markovics. Markovics, born in Vienna in 1991, is said to have been politically
active already during his school days. His first points of contact were with
fraternities and with the FPO, for which he ran as a candidate at the district level
in 2010. Markovics achieved a certain notoriety starting in 2012 when he founded
the far-right Identitarian movement in Austria. This is an offshoot of the French
Generation Identitaire, thus an organisation of the so-called New Right, which
packages its extreme content in a modern way.®

The ideological core of the Identitarians is the conspiracy theory of the Great
Replacement: the autochthonous population is “exchanged” by the ruling elites
for immigrants who, out of gratitude, henceforth support their claim to power.®!
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Subsequently, the programme of the Identitarians turns against LGBTQ+ and the
emancipation of women. Thus, there are strong ideological points of contact with
Russia. Markovics, however, seemed to have developed a particular soft spot for
Russia even within the Identitarians. Early on, the activist became involved with
the propagandist and philosopher Alexander Dugin, reviewing his books and
interviewing him for far-right media like Deutsche Stimme, a publication of the
extreme German political party NPD.%? At the Identitarians, Markovics was the
leader of the theory group within the movement. In 2017, however, a conflict
arose within the far-right grouping which was now publicly represented primarily
by Martin Sellner. In an interview with a neo-Nazi German magazine, Markovics
later stated that the Identitarians had “itself become part of what it claimed to
fight”; there was a “sectarian climate” and “intrigue within the leadership” there.
Markovics quickly found a new political home: the Suvorov Institute.®

A Quick Overview: The Identitarian Movement

The Identitarians gained popularity, in particular at the height of the refugee
movement in 2015. At its peak, the far-right group, which was monitored by the
Office for the Protection of the Constitution in Austria, had several thousand
followers, meaning people who support their ideas and occasionally show up to
events, and around 300 members.** There were several criminal proceedings
against the Identitarians. Markovics, Sellner, and other leading cadres were
charged with forming a criminal organisation and incitement in Graz in 2018 but
were acquitted. The indictment alleged that Sellner, Markovics, and others
formed a group — the Identitarians — to repeatedly commit crimes (incitement),
hence the designation of criminal organisation.®® In 2019, the movement came
under renewed pressure following the terrorist attack in New Zealand. The right-
wing terrorist Brenton Tarrant, before he murdered more than 50 people in two
mosques, corresponded with Identitarian leader Sellner and donated €1,500 to
him.%® In the months before his terrorist attack, Tarrant had made a trip around
the world, including a visit to Austria. Authorities suspected a meeting with
Sellner, but they could never prove it.” The investigation was eventually dropped.
After that, the Identitarians did not regain their former clout; in the end, the
movement split into several groups.®®

In the aftermath of the Identitarians’ dissolution, Markovics began to appear as a
Suvorov Institute employee in 2017, first as press spokesman, then as secretary
general ° He had already participated in events there before. The chairman of the
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association before Markovics was Igor Belov, a Russian journalist who, among
other things, worked for the state-affiliated Sputnik as a Vienna correspondent.
Research by the daily newspaper Der Standard and this author led Belov to resign
from this position, probably because Sputnik did not want to be officially
associated with the Suvorov Institute.”” The founder of the Suvorov Institute is
believed to be Patrick Poppel, a pro-Russian activist who had previously been
active in extremist Christian movements.”! Poppel is currently secretary general
of the Austrian-Abkhazian Society, as well as South Ossetia’s representative in
Austria. He is thus involved with two republics in the territory of Georgia that are
under the protection of Russia and are not officially recognised.”” In a 2018
interview with the Wiener Zeitung, Poppel evoked his great love for Russian
culture. He sees the country as the “successor to the Byzantine Empire,” which
was “conceived as Christian from the beginning.””?

From the beginning, the Suvorov Institute cooperated closely with official
Russian organisations as well as related associations. The Austrian-Russian
Friendship Society, for example, promoted Russian language learning at the
Suvorov Institute, which in turn was shared by the Russian Cultural Institute in
Vienna.” Poppel welcomed to Vienna the motorcycle group Night Wolves, a
Russian organisation that is seen as homophobic and ultranationalist, and whose
current leader has been sanctioned by the EU. The Night Wolves have existed for
more than three decades. Every year they celebrate the Soviet victory in World
War II by touring its former frontlines.”> Photos show Poppel with Russian
Foreign Minister Sergei Lavrov’® or with Sergey Valeryevich Aksyonov, the
president of the unrecognised Republic of Crimea.”” There are also close contacts
with Gunnar Lindemann, a member of the Berlin State Parliament for the far-
right Alternative for Germany (AfD). Together they founded the German
initiative Konigsberger Freunde, which aims for a “better dialogue with
Russia”.”® Poppel also announced that he would cooperate with Zoran Stanojevic
and his organisation Slavia.” Stanojevic was described by the German newspaper
Die Welt as a “Russian influence agent”, his organisation Slavia, allegedly posing
as a charity, but according to Die Welt, it has not left any noticeable track record
of charitable work. Stanojevic is said to have conspicuously sought proximity to
top Social Democratic politicians.®

While Poppel has visibly focused on his role with the Austro-Abkhazian Society,
Markovics’s influence increased via the Suvorov Institute, which thus networked
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even more strongly in far-right circles. In an interview with Gegenstrom, a
website of the publishing house Metapol, Markovics explained his point of view
on the Russo-Ukrainian war. For him, Ukraine has been a “US outpost on the
Eurasian World Island” since the Maidan revolution in 2014. The people in
Donbas had tried to “break out of Western hegemony,” and the Lugansk and
Donetsk People’s Republics had tried for years, together with Russia, “in vain to
find a peaceful solution to the conflict (...) here.”®! After the 2022 Russian
invasion, the Suvorov Institute euphorically posted on Facebook in German:
“Today Russia’s President Putin recognised the Donbas as independent in its old
borders—for the warmongers of NATO and the West this means an end to their
evil game! Long live the Donbass [sic]! Long live the Donetsk and Lugansk
People’s Republics! Long live Russia! Long live Eurasia! Long live the
multipolar world!”%?

Markovics connects the identitarian theory of great exchange with Dugin’s so-
called Eurasianism.®> Without a multipolar world, that is, with centres of power
like Moscow next to Washington, there will be only the American unified man,
Markovics argues.® Dugin himself was interviewed by Markovics for the neo-
Nazi magazine Deutsche Stimme, which is published in the environment of the
German political party NPD (now Die Heimat), an extremist right-wing
organisation that the German constitutional court described as unconstitutional
but too yielding and too insignificant a political influence to constitute a threat to
German democracy. Consequently, the German Federal Constitutional Court
found no grounds to ban the part.®> Markovics also attended the Congress on
Fourth Political Theory organised by Dugin in August 2020. The conference
“united people from all over the world in the intellectual struggle for their own
identity against the liberal system,” as Markovics wrote. One participant, for
example, was Maram Susli, known as the Syrian Girl: a Syrian-Australian
influencer who allegedly advocated for Bashar al-Assad’s regime and participated
in Russian disinformation campaigns. Also in the mix, among others, were far-
right Georgian businessman and politician Levan Vasadze, and US radio host Tim
Kirby.3¢ Similar lineups of personnel could be observed at the Global Conference
on Multipolarity, which Markovics attended in April 2023. More than 100 experts
from over 60 countries would participate in the conference online, the Russian
Foreign Ministry announced.®” Lavrov welcomed the participants, among which
was oligarch Konstantin Malofeev, who is sanctioned by the US, the EU, and the
UK. According to the European Council, Malofeev 1s “closely linked to
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separatists in eastern Ukraine and Crimea” and is a former boss of Alexander
Borodai,®® so-called prime minister.®” Intercepted phone calls and emails showed
how closely Malofeev colluded with the Kremlin in his activities related to
Gudenus.”

Markovics, and thus the Suvorov Institute, continued to be intensively associated
with proponents of the New Right in German-speaking countries. For example,
with the French right-wing extremist Pierre Krebs;®! with hard neo-Nazism, for
example, in the form of the NPD, although the boundaries between the New Right
and neo-Nazism are fluid.”?> However, the Suvorov Institute also provided direct
support for the separatists in the Donbas: the former South Tyrol terrorist Herbert
Fritz, for example, was active there as a language teacher “and ambassador of
patriotic Europe”.”® Fritz had been arrested in the 1960s for his alleged
participation in a terrorist attack in South Tyrol, but was acquitted. He was part
of a movement that violently fought to recognise South Tyrol as an Austrian
territory, as it was part of Austria until 1918. ** In the following years, Fritz
founded several right-wing publications and organisations.”® Fritz also travelled
to Afghanistan after the US troops pulled out. In the right-wing magazine Info
Direkt, which i1s close to the Identitarian movement, he wrote that Afghanistan is
now “safe again”.”® Only a few weeks afterwards, Fritz was arrested by the
Taliban on espionage charges. In October 2023, several high-ranking politicians
of the FPO, like former MEP Andreas Mdlze, travelled to Kabul to secure Fritz’s
release. They were not successful.”” These connections demonstrate more than
ideological and likely logistical support from Russia for the Suvorov Institute and
its proponents. They are invited to conferences and trips and in return they spread
Russian propaganda in Austria. The question of financial support is unresolved.
According to several officials at the Directorate General for Public Security
(DSN) — the new agency that is a direct successor to the BVT — the Suvorov
Institute is monitored and investigated.”®

There are equally clear links to organisations or individuals in whose environment
violence happens. Pierre Krebs, with whom Markovics has made several
appearances, is a prominent member of the Artgemeinschaft Germanic Faith
Community.” In September 2023, German interior minister Nancy Faeser banned
the 70-year-old organisation, which promotes a neo-pagan way of living—hence
the name. According to German authorities, the Artgemeinschaft’s ideology is a
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“continuation of the National Socialist’s ideology”. The organisation had been led
by German neo-Nazi Jiirgen Rieger from 1989 until his death in 2009. Rieger was
also deputy party leader of the NPD and he had been sentenced for violent crimes
several times.'” The neo-Nazi-terrorist Stephan Ernst was also a member of the
Artgemeinschaft; he was allegedly removed from its ranks because he did not pay
his membership fees. In 2019, Ernst murdered the conservative politician Walter
Liibcke, who had argued for the intake of refugees. Ernst was sentenced to life in
prison.!?! The Artgemeinschaft is also connected to people close to the neo-Nazi-
terror organisation NSU (Untergrund), which is responsible for the murder of nine
migrants and one policewoman. A former NPD politician, who was a member of
the Artgemeinschaft, has been sentenced for helping the NSU. After his release
from prison, he lived with the then-head of the Artgemeinschaft.!%?

There have also been repeated violent incidents in the environment of the
Identitarians  themselves, for example, against anti-fascist counter-
demonstrators.!® According to investigation files that had been leaked, 32
members of the Identitarian movement had been sentenced because of manifold
violent crimes like rape, assault, robbery, or blackmailing.!® Identitarian groups
have also trained in self-defence in public spaces and produced stickers bearing
the slogan: Street fight experience since 1529 (referring to the siege of Vienna by

the Ottoman Empire).'%

Threat Analysis

The two case studies show how Russia is influencing Austrian politics in
manifold ways. With the FPO, the Kremlin has a powerful ally who enacted pro-
Russian policies in government and who might come out of the 2024 national
elections as the strongest party. The FPO’s policy undermines EU solidarity with
Ukraine. The party also presents a multitude of complex problems in a populist
manner as seemingly easily solvable. A future FPO participation in government,
possibly even a chancellorship, would significantly complicate the EU sanctions
regime. Likewise, financial support for Ukraine would no longer be possible.

It should be noted that some of the same personnel from the era of party leader

Strache are still active, such as foreign policy spokesman Axel Kassegger, who
attended events in Crimea before the war; or MEP Harald Vilimsky, who was
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present at the signing of the so-called “friendship agreement” in Moscow. The
FPO is also working more closely with extremist groups like the Identitarian
movement and its offspring. Current party leader Herbert Kickl called the group
a “right-wing NGO” and sees no need for distancing. This could also produce a
closer relationship with the Suvorov Institute. The so-called rescue mission of
high-ranking FPO politicians in Afghanistan for Suvorov-aligned extremist
Herbert Fritz is an indication of this. Therefore, the FPO could, via proxies, also
build contacts to violent groups and the Institute’s activities could influence
foreign policy decisions.

Policies: Current Measures

In its fight against Russian influence, Austria is guided primarily by the
requirements of the EU. This applies, for example, to the ban on broadcasting
Russian state broadcasters such as RT, the code of conduct to combat
disinformation, and the list of sanctioned individuals and organisations. The
tracing of assets of sanctioned persons is mainly carried out by the Directorate of
State Protection and Intelligence (DSN). Counter-intelligence and extremism
divisions are also located there. The Directorate is still struggling with the
aftermath of the raid at its predecessor, the BVT. According to the interior
minister and the DSN director, foreign partners slowly began to trust Austria’s

security services again.!%

In the wake of the Ibiza affair, numerous legislative initiatives have been
implemented. For example, parties are now only allowed to accept individual
donations amounting to a maximum of €7,500. In total, donations may not exceed
€750,000 per calendar year. The Court of Audit, the state audit institute for party
financing, among other things, was also given more rights of insight into the
conduct of political parties.!?’

In addition to this, the criminal law on corruption was tightened. In the future,
individuals or organisations will not be allowed to buy a seat in parliament by
placing the person of their choice on a good list position following a party
donation. Also, hypothetical corrupt deals about actions in positions that a person
will attain will not be allowed in the future.!%
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Policy Proposals

Experts and opposition politicians have repeatedly called for the establishment of
a parliamentary investigative committee to investigate the manifold connections
between authorities, government parties, and other institutions to Russia. This
would indeed make sense since it would be possible to question officials and
active or former members of the government in public, and to demand files.!”

Very little is publicly known about the connections between government bodies
and former Wirecard manager and alleged Russian spy Jan Marsalek. An in-depth
public investigation of his contact’s actions in different agencies and ministries —
like the foreign ministry’s former general secretary Johannes Peterlik or the
BVT’s Egisto Ott — is needed. However, the chances of such a committee are
slim, as its findings could potentially harm all three major parties, i.e. the social
democratic SPO, the conservative OVP, and FPO.

It would be beneficial to provide the Office for the Protection of the Constitution
(DSN) with significantly more expertise. The latter could no longer share its
analyses annually in the Constitutional Protection Report, or in regular
publications, in order to make society more resilient against Russian influence. A
stronger cooperation with independent think tanks and other entities is needed as
well. In Mythos Gerasimov Doctrine, the authors Christoph Bilban and Hanna
Grininger argue that the famous article of the Russian general Valery Gerasimov
— seen as the key document about the Russian hybrid warfare, e.g. through
disinformation and espionage — has hardly been analysed in Austria.!''°

Complicating the situation, the accusations of Russian espionage within the
country’s own ranks are still causing unrest at the intelligence agency. Stephanie
Krisper, a member of parliament for the liberal Neos-party, has repeatedly
criticised the intelligence agency, which has led to a lack of expertise and a slow
recruitment process.!!! The current figures are unknown, but personnel files from
2017 and 2018 indicate that only a handful of officials at the BVT were tasked
with tracking Russian influence and intelligence operations.

The DSN itself has argued for a new law targeting fake news and disinformation
campaigns. An expert from the DSN, who was not named, argued in an interview
with the magazine Profil that the spreading of fake news should become illegal.
The interior minister and DSN director denied such plans but explained that
without criminal liability, the intelligence agency’s legal capabilities to
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investigate fake news are limited.!!? Therefore, the DSN should be provided with
the means to identify actors in the disinformation sphere and investigate links to
foreign entities while still upholding freedom of speech. Due to the war in Gaza,
the DSN is working with the Department of Education on a new methodology to
prevent extremism at schools.'!* Similar initiatives should be introduced in regard
to Russian disinformation campaigns.

Due to its widely reported precarious resource situation, the Office for the
Protection of the Constitution is only in a limited position to actively search for
Russian assets in Austria. The Greens, who currently provide the Minister of
Justice, have therefore proposed an anti-money-laundering authority.!!*
Specialising in this area in a separate, multidisciplinary organisation would
certainly make sense and lead to more fruitful results. As long as Russian
investments and assets in Austria remain high, there will be political influence

from the Kremlin and associated oligarchs.
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Germany: The Far-Right Plot and Russian Malign
Inspiration

Anton Shekhovtsov

Rather than have our women and children overrun by the Russians [...],
it would be better to post ourselves as traffic policemen,
spreading our arms so that the Russians
can find their way through Germany as quickly as possible.!

Otto Ernst Remer, a former Wehrmacht officer,
co-founder of the Socialist Reich Party (1949—1952) in West Germany

Case Study 1: Patriotic Union

The anti-terrorist operation carried out by Germany’s Federal Criminal Police
Office and other federal and regional agencies in the first half of December 2022
became the largest operation of this kind against what German prosecutors
described as the “most brazen” plot in the country’s post-war history.> Between
3,000 and 5,000 security forces and police officers arrested 23 presumed co-
conspirators in a massive raid across the country, and two more alleged plotters
were arrested in Austria and Italy.’ During their raid, officers also seized legally
and illegally owned firearms, stun guns, thousands of rounds of ammunition,
night vision devices, bullet vests, and combat helmets in the homes of the arrested
and other related suspects.* German police believed that, under the leadership of
the German far-right activist Heinrich XIII Prinz ReuB, the group of plotters who
referred to themselves as the Patriotic Union planned to overthrow the German
government, dismantle the country’s constitutional order, and establish a new
form of a German state.’
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To this end, the conspirators — who were also named the Reufl Group in the
German media — “created organisational, hierarchical, and administrative
structures with a ‘council’ as the central body and a ‘military arm’”.% The plan
was to have sixteen recruits with military, police, and security services
background storm the Reichstag building during a plenary session of the
Bundestag (German Parliament), arrest all the present members of the federal
government, including Chancellor Olaf Scholz, tie them up, and show them to the
German public on TV — that would allegedly convince other critics of the federal
government across the offices and agencies to join the coup d’état.” The group
anticipated that the success of their plot would only be possible through violence,
and they were prepared to kill people to achieve their goals.

In its preparations for the uprising, the Patriotic Union also sought foreign
cooperation; moreover, foreign agency was one of the ideological foundations of
the group that combined central myths of Reichsbiirger and QAnon ideologies.®
Following those myths, the Reu3 Group believed that the last time Germany was
truly sovereign — and thus, genuinely legitimate in their eyes — was the German
Reich (1871-1945). As the Allies defeated Nazi Germany in 1945, the Reich
ceased to exist, and Germany’s territory came under the control of the Allies-
administered trading construct called the Federal Republic of Germany.
Presumably, as time passed, Germany became increasingly influenced by
members of a so-called deep state, and the Patriotische Union imagined that the
Alliance, “a technically superior secret society of governments, intelligence
services, and military of various states, including the Russian Federation and the
United States of America”, would imminently attack the deep state.” The uprising
that the Reull Group planned to carry out was then seen as an act accompanying
the attack of the Alliance against the deep state, and the leadership of the group
confided that they had no influence on the “upcoming events”.!® What they,
nevertheless, hoped for was that after the group helped the Alliance to take control
over the German territory using a country-wide network of homeland security
companies that would operate as police forces for the Alliance, they would
establish a transitional government that would negotiate “a peace treaty” with the
Alliance and finally restore the sovereignty of the German Reich.!!

While the imaginary Alliance included representatives of several countries, there
was apparently no consensus in the ReuBl Group as to the exact national
composition of the “superior secret society of governments”. In 2019, before the
creation of the Patriotische Union, Reul3 appealed for a “peace treaty” to the US
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president, and also noted that it had tried, unsuccessfully, to contact Russian
Foreign Minister Sergei Lavrov.'? In May 2021, Reul3 wrote a letter in Russian to
Vladimir Putin in which he introduced himself as the ambassador of the German
Reich and asked for cooperation; it is currently unknown whether the letter was
delivered to the Kremlin.'?

Russia played an increasingly important external role in the ideology of the group
after its creation approximately in November 2021. The Patriotische Union was
certain that Russia was definitely part of the Alliance, although they still
envisaged that the Russian army would act together with the US Army in the
“allied” attack against the “deep state”.!* Some in the group believed that the
“Alliance” was not limited to the Russians and Americans and involved seventeen
nations, including India, Iraq, and African countries, which had prepared more
than a million soldiers to march on the “Federal Republic of Germany”.!> The
ReuB3 Group had bizarre views on the “Alliance”, and, in one instance, Riidiger
von Pescatore, a former Bundeswehr officer and the military leader of the
Patriotische Union, confided to his daughter in late September 2022 that several
European countries declared martial law and that two million soldiers, including
Russian army personnel, were standing on the border ready to invade Germany. !¢
However, despite variations in interpretations of the composition of the Alliance,
the three separate charges brought by the German Federal Public Prosecutor
General against 27 members of the Reull Group on 12 December 2023 identified
Russia as the sole central point of reference for the organisation.!”

Pursuing his objectives to garner support from Russia, Reull — together with
Riidiger von Pescatore — tried to meet Russian representatives in the Slovak
capital Bratislava in February 2022,'8 but the outcome of those attempts is
unknown. Later that year, Reu3 would apparently rely for Russian contacts on
Vitalia Bondarenko, who was reported to be his life partner or assistant.!
Identified as simply Vitalia B. in the charges of the German Federal Public
Prosecutor General, the Russian citizen Vitalia Bondarenko was the only foreign
national who was arrested in the December 2022 raid and charged with
“supporting the terrorist group and providing aid in the preparation of a highly
treacherous enterprise”.?’ In particular, she helped ReuB3, who had been mandated
by the group to establish contacts with representatives of the Alliance, to get in
touch with Russian diplomats.?! On 13 June 2022, ReuB visited the Russian
Consulate General in Leipzig together with Bondarenko — apparently to celebrate
the Russian National Day.?? Later, Bondarenko visited the same Consulate again,
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but already without ReuB3.>* Although the details of ReuBl and Bondarenko’s talks
with Russian diplomats are unknown, it is viable to suggest that Reuf3 wanted
either to secure Russia’s support for the planned uprising or, narrowly following
the ideological line, find out the date of the attack of the Alliance against the
Federal Republic of Germany. However, the German Federal Public Prosecutor
General claimed they did not know how the Russian contact persons reacted to
ReuB’s requests.?*

Other members of the Reull Group tried to establish contacts with Russian
diplomats too. During their investigation, German officers found a printed email
exchange between three members of the group and the Russian Consulate General
in Leipzig that began on 28 November 2022. The three Germans, including
Christian Wendler and Frank R.,” introduced themselves as medium-sized
entrepreneurs who were concerned about so-called one-sided media reporting on
the Russian-Ukrainian war — reporting that “harmed the Russian Federation” as
the country was “presented in the wrong light”.? The Germans wanted to discuss
these issues personally with the Russian diplomats in Leipzig, and “an apparently
high-ranking” Russian diplomat invited them for a brief personal meeting at the
consulate on 8 December 2022. Their visit never happened as they were among
those arrested by the German agencies the day before.?’

In November and December 2022, another member of the Patriotische Union,
Johanna Findeisen-Juskowiak, who was a candidate of the minor
Basisdemokratische Partei Deutschland (Grassroots Democratic Party of
Germany, also known as Die Basis) in the 2021 Bodensee constituency elections,
met with the representatives of the Russian Consulate General in Frankfurt and
Baden-Baden “to promote the aims of the association”.?® The outcome of those
meetings is unknown. On 30 November 2022, Findeisen-Juskowiak reportedly
called a member of the Reichsbiirger movement and her fellow Die Basis party
member Ralph Thomas Niemeyer and asked him whether he could establish
contact with Russian Foreign Minister Lavrov or President Putin. Responding to
her question, Niemeyer said that “he was one of a group of 9999 selected people
who had received a tap-proof satellite phone with a four-digit number that could
be used to contact Kremlin spokesperson Dmitry Peskov and Russian Foreign
Ministry spokesperson Maria Zakharova directly”, but he, however, needed to
have a “really very good reason” to use that special phone.?” There were no
reports on the existence of such a phone after the German police raided his
residence in Munich in March 2023. Niemeyer, however, appears to be the main
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source of our knowledge of the above-mentioned letter written by Reuf3 to Putin
in May 2021. According to Niemeyer himself, he was approached on 5 December
2022 by a woman named “Svetlana” who handed him Reuf’s letter and asked to
deliver it to the Kremlin. A few days later, Niemeyer reported the letter to the
German domestic intelligence agency, known as the Federal Office for the
Protection of the Constitution.*

Available information on the Reu3 Group suggests that Russia — as part of the
fantasy about the all-powerful Alliance — constituted not only an important
ideological reference for the group; the Russian military intervention was also a
central practical component of the strategic planning of the coup. Since the
uprising against the Federal Republic of Germany was seen only as an act
complementing the expected attack on the deep state on the German territory, the
uprising alone seemed to make little sense — at least for some members of the
Patriotische Union. This assumption may help explain why the apparent lack of
cooperation on the Russian part led to disputes within the ReuB Group.’!
According to the German Federal Court of Justice, by the time of the arrests in
December 2022, the group had already made all preparations for the actions that
would lead, as the conspirators hoped, to the coup d’état. What was missing was
a “trumpet call” from the Alliance, and the Patriotische Union tried to figure out
what exactly they could, indeed, consider as such; “a possible stock market crash,
the death of Queen Elizabeth 11, an electromagnetic impulse from Vladimir Putin,
natural disasters, or a large-scale power failure” were discussed within the group
as potential signals from the Alliance.*

There is currently no publicly available evidence that any Russian agency or
stakeholder ordered or directed the Reull Group’s practical preparations for the
overthrow of the German constitutional order. However, this chapter argues that
particular activities and phenomena that are directly linked or perceived to be
linked to Russia functioned as external stimuli that inspired the actions of the
Patriotische Union. This argument is theoretically based on the studies of
inspiration as a psychological construct that involves both human agency and
stimulus milieu. As Todd M. Thrash et al. argued:

First, inspiration is characterised by epistemic transcendence, meaning
that the individual has gained an awareness of new or better possibilities.
This aspect of inspiration is experienced vividly, as reflected in vision
metaphors such as illumination, revelation, insight, and “seeing”
possibilities one had not seen before. Second, inspiration is characterised
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by evocation or receptivity; one is inspired by something in particular, and

therefore, one does not attribute to oneself responsibility for becoming
inspired, at least not full or direct responsibility. [...] Finally, inspiration

involves approach motivation, such that one feels compelled to bring

one’s new idea or vision to fruition.>?

Employing the above-mentioned terminology, we assert the following:

The ReuB3 Group was formed around a novel idea of overthrowing the
German government for the benefit of the “Alliance” involving the
Russian Federation.
This idea was stimulated and sustained by external environment
including, but not limited to, two types of developments:
(1) Russian activities in and around Ukraine since 2014:
Moscow’s support for pro-Russian politicians, the Kremlin’s
military backing of pro-Russian separatists, the direct Russian
invasion of Ukraine, and Russia’s corresponding sabre-rattling on
the international arena;
(2) Russian cooperation with German anti-establishment
movements and organisations, Russian information strategies in
the German-language media space, and violent clandestine
operations involving German pro-Russian activists.

e On the part of the leadership of the Reull Group, these developments

evoked the belief that Moscow was not only willing but actually
preparing to act against official Berlin and that it was interested in
having domestic German allies on the ground.

The combination of the Reull Group’s agency (the radical anti-
establishment thrust) and the stimulus milieu (Russia’s real or
perceived actions) compelled the group to move forward with the
implementation of their idea of a coup d’état.

Before discussing the external environment that evoked the Reufl Group’s Russia-
related perceptions, beliefs, and actions, three important caveats must be taken
into consideration. First, this chapter discusses only the second type of
developments in the external environment that stimulated and sustained the
efforts of the Patriotische Union, namely the developments that have a direct

relationship to Germany. Second, in the absence (at the time of the writing) of
facts indicating any degree of Russia’s operational authority over Vitalia
Bondarenko, this chapter considers her Russian origin and citizenship to be, at
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the most, a factor influencing Reul3’s personal attitudes towards Russia and a
factor potentially facilitating communications with Russian diplomats. Should
the relevant facts emerge in the future, Bondarenko’s role in the plot needs to be
reconsidered.

Third, the question of inspiration coming from external environments other than
those linked to Russia remains outside of the research scope of this chapter. The
existence of the other external environments is, however, obvious: as argued
above, the Reul Group’s ideology included central myths of the QAnon
conspiracy theory that originated in the US. Moreover, towards the end of the
Trump presidency in the US, some activists of the German Reichsbiirger
movement, from which the Patriotische Union would later emerge, came to
believe that the Defender Europe 2020 NATO military exercise was a covert
Trump-led military operation aiming “to liberate Germany from Chancellor
Angela Merkel’s government”, and that Merkel had to use “a fake COVID-19
pandemic” to thwart the operation®*. This belief clearly contributed to the
development of the Reull Group’s idea of the Alliance gearing up for striking
against the Federal Republic of Germany. However, with Donald Trump’s failure
to get re-elected and the arrival of the Biden Administration that was sceptical of
Russia, the prominence of the US in the ideology of the Patriotische Union
seemed to wane, and there is no publicly available evidence that the Reull Group
made attempts to establish contacts with American representatives of the
Alliance. Nevertheless, the question of the US-linked developments stimulating
and sustaining the actions of the German Reichsbiirger movement, in general, and
the Patriotische Union, in particular, merits further academic inquiry.

Case Study 2: Alternative for Germany - form Soft Euroscepticism to the
pro-Russian Radical Right

One of the high-ranking members of the Reull Group arrested in December 2022
was Birgit Malsack-Winkemann. At the time of the arrest, she worked as a judge
at the Berlin District Court—a job she had started in 1993 and interrupted
between 20172021 while she was a member of the Bundestag representing the
far-right party Alternative for Germany (AfD). After losing the re-election to the
German Parliament, Malsack-Winkemann remained a member of the AfD’s
Federal Court of Arbitration.>
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As a former politician in the Bundestag, Malsack-Winkemann had a pass card
allowing her to access the parliamentary building and take up to six guests with
her. In September 2022, she took several members of the Patriotische Union for
a tour in the Bundestag where they, as part of their preparations for the coup, took
photos and recorded videos of the halls of offices and boardrooms, underground
passages to other buildings, and the interior of the plenary hall of the parliament.>®
In the transitional government that the Reull Group planned to establish after the
coup, Malsack-Winkemann would hold the post of justice minister.>’

At least two other persons connected to the Patriotische Union and arrested in
December 2022 had relationships with the AfD — Ruth Hildegard Leiding, who
was employed by Malsack-Winkemann during her Bundestag term as a personal
astrologist,’® and Christian Wendler, a former Olbernhau city councillor for the
AfD.* After the arrests, the AfD promptly distanced from the Reul Group and
the entire Reichsbiirger movement, and the party leader Tino Chrupalla declared

that anyone who was “committed to the Reichsbiirger scene” had no place in the
AfD .4

It 1s, indeed, highly unlikely that the AfD, as a party, was involved in the Reuf
Group’s conspiracy to overthrow the German government. However, the AfD’s
well-known amicable relations with Russia appear to represent a potent, albeit
hardly singular, source of the conspirators’ idea about the Alliance and
expectations of Russia’s involvement in German domestic politics. The AfD was
founded by a group of disaffected members of the centre-right Christian
Democratic Union of Germany (CDU) Alexander Gauland, Bernd Lucke, and
Konrad Adam in 2013 as a moderately Eurosceptic party that opposed Germany’s
participation in the Eurozone and its role in bailing out European countries,
especially Greece, that were hit hard by the 2007/2008 financial crisis.*! In its
early years (2013-2015), the AfD primarily consisted of two ideological groups:
the economically liberal bloc led by Lucke and the national-conservative bloc led
by Gauland. In terms of foreign policy orientations, the economically liberal bloc
expressed pro-Atlanticist positions, while the national-conservatives showed a
certain degree of sympathy towards Russia — sympathy that was apparently
shared by the majority of the AfD’s rank and file.*

As early as April 2014, Gauland suggested separating eastern Ukraine, which he
believed was predominantly Russian-influenced, from the rest of the country* —
a position that echoed Moscow’s justifications of its aggression against Ukraine
that started with Russia’s illegal annexation of Crimea in March 2014 and
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invasion of Ukraine’s eastern regions later in spring that year. Also in 2014,
Gauland also took part in a meeting called Freedom with Russia — for a sovereign
Europe organised by the German far-right magazine Compact.** Although the
event was dominated by German participants, it also had a prominent Russian
element, as it was attended by Vladimir Yakunin, a former KGB officer and then
the CEO of Russian Railways who was close to Putin since the early 1990s and
who was active in advancing Russian foreign policy interests internationally
through the workings of the Dialogue of Civilisations Forum.®

The differences in foreign policy orientations between the two blocs of the AfD
were also reflected in voting behaviour of the AfD’s Members of the European
Parliament (MEPs). For example, Lucke’s group largely abstained on European
Parliament’s resolutions that criticised Russia’s aggression against Ukraine, while
the AfD’s national-conservative MEPs voted against them.*® However, even if
they voted differently on Russia-related resolutions, Lucke’s opinions on Ukraine
sometimes correlated with those of Gauland. For example, during the debates in
the European Parliament in September 2014, Lucke condemned “the illegal
annexation of Crimea and any covert or overt support for violent attempts at
secession”. And yet — echoing Gauland’s suggestions about partition of Ukraine
— argued that Ukraine’s borders were “inviolable” but not “immutable”, and that
“ethnic groups should be able to decide on their citizenship in fair, free,

democratic self-determination”.*’

Nevertheless, in 2015, Lucke eventually lost the internal struggle in the party to
the national conservatives and was displaced as the leader of the party by Frauke
Petry. Lucke and several other prominent members of the AfD left the party, and
Lucke referred to rising xenophobic, anti-Western, and pro-Russian leanings in
the party as the reason for his departure.* Indeed, under Petry, the AfD “quickly
radicalised. Xenophobic and populist positions that had before been at least
controversial within the party became mainstream. [...] Even openly racist
statements and attempts to minimise the Holocaust by party leaders were no

longer beyond the pale”.*

According to the hacked and leaked emails belonging to Sargis Mirzakhanian, a
minor official at the Central Office of the State Duma and one of many Russian
operatives who advanced Russian foreign policy interests in Europe,* his group
started cooperating with members and activists of the AfD in January 2016.%"!
Moreover, Mirzakhanian’s group claimed that it had spearheaded Frauke Petry’s
letter addressed to Putin, in which she — if the letter existed — allegedly expressed

55



SHEKHOVTSOV

her criticism of “the Berlin sanctions policies [sic] towards Moscow” and asked
for a personal meeting with the Russian leader to discuss how the AfD could
“contribute to the normalisation of the Russian-German relations”.>? In June
2016, Russian operatives from Mirzakhanian’s group also discussed Petry’s visit
to Moscow, and a note coming from their internal communications claimed that
the AfD leader wanted to meet the Russian president and the State Duma
Chairman Sergey Naryshkin, and to hold talks with Russian officials who dealt
with foreign policy issues.™

Whether Mirzakhanian’s group played a decisive role in its preparations or not,
Petry’s visit to Moscow took place in February 2017. During her Russian trip,
Petry was accompanied by AfD’s members Marcus Pretzell and Julian Flak, and
she met with Naryshkin’s successor as the State Duma chairman, Vyacheslav
Volodin, his deputy Pyotr Tolstoy, the now late leader of the far-right,
misleadingly named Liberal-Democratic Party of Russia, Vladimir Zhirinovsky,
the head of the State Duma foreign affairs committee, Leonid Slutsky, and the
head of the State Duma committee on energy, Pavel Zavalny.>* According to the
official Russian report, Petry and Volodin discussed “cooperation between
regional parliaments, cross-party cooperation, and developing contacts between
youth organisations”.>> While the contents of other discussions are unknown,
particular details about the logistics of the AfD’s Moscow trip imply that Russians
valued the visit of Petry and her fellow party members: according to one
investigative report, Russian stakeholders booked a private jet for the AfD
delegation and paid €25,000 for their trip.>®

Shortly after Petry’s visit to Moscow, in April 2017, the AfD published its
manifesto in the run-up to the 2017 federal elections to the Bundestag. The
manifesto, which appeared in three languages (German, English, and Russian)
declared that “a détente in relations with Russia [was] a prerequisite for a lasting
peace in Europe”, and that “it [was] in Germany’s interests to integrate Russia
into an overall security policy structure”.’” The manifesto also advocated lifting
of the sanctions imposed by the EU on Russia for its aggression against Ukraine
and called for the intensification of economic cooperation with Moscow.>®
Individual members of the AfD had been involved in various pro-Russian
activities as early as in 2015 and 2016, but Petry’s visit to Moscow in early 2017
marked the beginning of extensive, multidirectional cooperation between AfD
party members and Russian stakeholders. By November 2021, when the Reuf3
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Group was formed, AfD members had been involved in a wide range of pro-
Kremlin efforts that could be categorised as follows:

e pushing resolutions criticising ‘“anti-Russian sanctions” in regional
parliaments;

e participating in conferences, roundtables, meetings, and other events
aimed at advancing Russian foreign policy interests;

e taking part in politically biased international election observation
missions in Russia and Russia-occupied territories of Ukraine;

e providing pro-Kremlin commentary to the Russian media; and

e voting against parliamentary resolutions criticising and/or condemning
the Kremlin domestic or international actions.>

Manuel Ochsenreiter: from AfD-Russia Networking to False Flag Terrorism

One of the figures who played an important role in advancing and strengthening
the pro-Kremlin stances of the AfD was late German far-right journalist Manuel
Ochsenreiter.* He had been active in German far-right circles since the 1990s. In
2011, he became an editor-in-chief of the German far-right magazine Zuerst!,
which — in the words of its editorial staff (probably Ochsenreiter himself) — was
“committed only to the life and survival interests of the German people and the
precious heritage of our European culture”.®! Ochsenreiter reportedly expressed
no pro-Kremlin views until 2012,% but it was probably his journalistic interest in
the Syrian civil war, in which he supported Bashar al-Assad’s forces, that led him
to the encounter with the works of the Russian fascist ideologue Alexander
Dugin.®* Dugin, following the official Russian line, also supported Assad.
Ochsenreiter and Dugin met in 2012, and their meeting most likely shaped not
only Ochsenreiter’s long-standing infatuation for Dugin’s ideology, but also his
pro-Kremlin orientations. It was likely through Dugin that Ochsenreiter got in
contact with Mateusz Piskorski, arguably the most active agent of Russian malign
influence in Poland at that time.** Piskorski organised an international monitoring
mission at the illegitimate referendum in Russia-occupied Crimea in March 2014,
and Ochsenreiter was the only Western journalist present at that referendum.

As Ochsenreiter deepened his relations with Dugin and Piskorski, he became
involved in a wide range of pro-Russian activities, some of which were
coordinated by one of his Russian handlers, Sargis Mirzakhanian. Malign
influence operations that Ochsenreiter was involved in ranged from participating
in fake election observation missions and providing anti-US and anti-NATO

57



SHEKHOVTSOV

commentary for Russian state-controlled media through coordinating pro-
Kremlin resolutions and statements of European far-right politicians to organising
pro-Russian events in Germany.

In particular, in May 2016, Ochsenreiter — in cooperation with a regional AfD
politician Udo Stein, and in coordination with Mirzakhanian’s group — authored
a so-called small question (kleine Anfrage) of the AfD faction in the Baden-
Wirttemberg regional parliament to the state authorities, in which the party
criticised the anti-Russian sanctions for the alleged damage to the regional
economy. Moreover, in July 2017, Ochsenreiter published a special issue of
Zuerst! specifically attacking anti-Russian sanctions, and Mirzakhanian’s leaked
communications suggest that his team was involved in Ochsenreiter’s efforts. A
Russian account on the issue found in the communications of Mirzakhanian’s
group described Zuerst! as a magazine “popular among European German-
speaking opposition politicians and public figures” and claimed that copies of the
printed version of the magazine were sent to all members of the Bundestag, to all
offices of the AfD, and to the Freedom Party of Austria (FPO). The Russian
account on the special issue also highlighted three particular features, namely
interviews with the AfD MEP Marcus Pretzell,®® the AfD member of the Saxony
state parliament Jorg Urban,%® and the FPO member Johann Gudenus®’ — all
criticising anti-Russian sanctions.

Ochsenreiter was evidently well-networked in the AfD milieu, and, in particular,
was close to Markus Frohnmaier who founded the AfD’s youth wing in Baden-
Wirttemberg. In March 2016, Ochsenreiter and Piskorski introduced Frohnmaier
to Mirzakhanian, as they wanted to advance his career in Germany and introduce
even more pro-Russian influence in the AfD. After his introduction to the Russian
operatives, Frohnmaier was immediately invited to take part in the Second Yalta
International Economic Forum that took place in Russia-annexed Crimea and was
run by Mirzakhanian’s boss Andrey Nazarov. In Yalta, Frohnmaier was joined by
several other European politicians invited by Mirzakhanian’s team: Pretzell, the
FPO MPs Axel Kassegger and Barbara Rosenkranz, Czech far-left MEP Jaromir
Kohli¢ek, and Italian regional far-right politician Stefano Valdegamberi.®®

In April 2017, as Germany was heading to the Bundestag elections in September
that year, Ochsenreiter and Mirzakhanian’s group came up with an initiative to
ask Russian officials for support for Frohnmaier’s election campaign, as his
membership of the Bundestag would presumably benefit Russian foreign policy
interests in Germany. As the authors of the conceptual paper on Frohnmaier’s
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candidacy put it, the aim of the endeavour was simple: “We will have our own
[i.e. Russian] absolutely controlled MP in the Bundestag”.%® While it is currently
unknown whether Frohnmaier received any support from Russia, he was elected
a member of the Bundestag in September 2017. Ochsenreiter would later start
working for Frohnmaier in the Bundestag.

In early 2018, Ochsenreiter instructed members of the Polish neo-fascist Falanga
group — he knew their representatives through Piskorski since at least 2015 — to
carry out an attack against the Hungarian Cultural Centre in the Ukrainian city of
Uzhhorod.” The objective was to present the action as an attack of Ukrainian
neo-Nazis in order to sour relations between Hungary and Ukraine.”! Ukrainian
law enforcement identified the Polish perpetrators,’”> and the Polish security
services arrested them on 22 February 2018. During the investigation, the Polish
organiser of the attack, Michat Prokopowicz, confessed that Ochsenreiter paid
him €500 in advance, while the rest was paid after the execution of the operation
at a restaurant in the Tegel airport area where the two met on 7 February 2018.7

The story about Ochsenreiter’s involvement in the false flag operation in Ukraine
became known to the German media in January 2019. He expectedly denied his
involvement in the arson attack in Ukraine, but, due to the scandal, Frohnmaier
was compelled to terminate the employment contract with Ochsenreiter, who had
worked for Frohnmaier in his Bundestag office since early September 2018.7* In
January 2019, the Berlin Public Prosecutor’s Office opened an investigation into
incitement to serious arson against Ochsenreiter. The latter, however, managed to
flee Germany, and since then lived mostly in Moscow.”” In August 2020, the
German Federal Prosecutor’s Office took over the investigation from Berlin and
issued an arrest warrant; the investigation suspected Ochsenreiter of terrorist
financing in combination with incitement to arson.”® On 19 August 2021, the
Russian authorities informed the German Embassy in Moscow that Ochsenreiter
had died the day before.”” Zuerst! confirmed Ochsenreiter’s death on 21 August
2021.7 In December of that year, the Federal Prosecutor’s Office stopped the
proceedings against Ochsenreiter.

Russian Anti-Establishment Eco-System in Germany

As demonstrated in the two previous sections, many in the German far-right
milieu expressed interest in cooperating with the Kremlin and other Russian
stakeholders and were actively engaged in facilitating Russian malign influence
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in Germany and other European countries. In some cases, in exchange for their
services, representatives of the German far-right received political support from,
and were encouraged by, their Russian contacts.

However, beyond this cooperation, a complex combination of developments,
activities, efforts, perceptions, and events, which were directly and indirectly
linked to Russian structures, companies, and individuals, has evoked a special
image of Russia in the anti-establishment circles in Germany over the recent
years. That special image of Russia is that of a state that openly and persistently
challenged the established liberal-democratic order of the West — an image of the
leader of the populist resistance against the mainstream political, media, and IT
elites. In this section, we will review three major elements of the Russian anti-
establishment ecosystem in Germany: (1) Russian state-controlled media
targeting German speakers, (2) Russian messaging platform Telegram, and (3)
Russian-speaking groups in Germany.

Russian State-Controlled Media in Germany

In its 2018 annual report, the Federal Office for the Protection of the Constitution,
wrote:

In the interests of exerting influence, the Russian state is expanding its media
presence in Germany. State-owned companies are disguised as independent
media in order to conceal their affiliation with the Russian state and to subtly
influence the public. The most important players here are the internet
broadcaster RT Deutsch and the news agency Sputnik.”

The Russian state-funded RT project was originally founded as Russia Today in
2005 and was renamed into RT in 2009;% the German edition of RT (RT
Deutsch/RT DE) was launched in 2014. In its turn, the Russian state-funded
Sputnik website succeeded the Russian international radio broadcasting service
Voice of Russia which operated between 1993 and 2014 and had had the German
version since its foundation.

RT DE and Sputnik DE (rebranded as SNA News in 2020) first rose to distinctive
notoriety in summer 2017, in the run-up to the 2017 Bundestag elections.
Following Chancellor Angela Merkel’s controversial approach to allow more
than one million refugees to enter Germany during the 2015/2016 refugee crisis,®!
RT DE and Sputnik DE:

60



GERMANY

were consistently negative in their coverage of German officials and
institutions; the AfD was the only exception. Sputnik regularly presented the
AfD as a mainstream party that has been treated badly by the current
establishment due to its opposition to Merkel’s migration policy. [...] There
was almost no coverage of the scandals surrounding Frauke Petry. The
channel argued that if AfD were to win, it would lift the Russian sanctions
and recognize the annexation of Crimea.®

Moreover, during the same campaign, German-language editions of the Russian
media and pro-Kremlin bots pushed a message that the AfD would become a
victim of electoral fraud.®® The initial wave of these allegations emerged in May
2017 when the AfD reported on the alleged electoral misconduct during the North
Rhine-Westphalia state elections, in which the centre-right CDU significantly
triumphed over its competitors. The second wave of controversy came just two
days before the elections when a Twitter account, supposedly run by a young left-
wing woman, claimed that “she” would be working at a polling station and
intended to discard votes for the AfD. Both Russian and Western far-right social
media users widely shared, and commented on, those claims creating a Twitter
storm using a hashtag #Wahlbetrug, i.e. electoral fraud, implying that the
upcoming elections would be manipulated by the German political
establishment.®*

In 2020 and2021 during the COVID-19 pandemic, RT DE, Sputnik and Ruptly
(the Berlin-based Russian state-owned video news agency) reported widely on
the protests of a network of groups and individuals who called themselves the
Querdenker (lateral thinking) and mobilised against the German government’s
policies on COVID-19 safety measures and coronavirus vaccinations.®> As
Alexandra Yatsyk put it, “RT DE presented the issue of mass vaccination as
impinging on basic human rights. This was done by the promotion of the
Querdenken agenda, including anti-vaccine sentiments, and undergirding them
conspiracy theories”.*® Moreover, to strengthen the appeal of the Querdenken,
“RT DE gave the floor to politicians from both left and right who refused to
vaccinate and justified doing so by their ‘personal right to freedom’”.%” In its turn,
as Silvia Stober observed, Ruptly often edited video clips showing the
Querdenken protests “to highlight footage of police violence against protesters”
and produce a perception of the “lack of democracy in Germany and other EU

countries” .88

The fact that the Russian state-funded media advanced the Querdenken agenda in
the German information space contributed to the perceptions of the Russian state
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as a foreign actor working directly to undermine the German liberal-democratic
order. It is even more important against the background of our discussion because
the German anti-government protests, which were predominantly organised by
the Querdenken, gave a strong boost to the development of the Reichsbiirger
movement, with which the Querdenken partly overlapped in terms of ideology,
organisation, and membership. As Florian Hartleb et al. argued,

certain influencers that shaped the Querdenker acted as a catalyst for [the
transition from beliefs in conspiracy theories to forms of nonnormative
political engagement or even criminal behaviour] and built bridges to the
Reichsbiirger milieu, which in turn was especially well-suited to absorb the
anger that built up during the pandemic.®’

Telegram, the Anti-Establishment “Safe Space” on the Internet

The Telegram Messenger app was first launched in 2013 by the Russian
businessman Pavel Durov, the founder and, until 2014, the director of the popular
Russian social networking site VK. In 2014, as the Kremlin tightened its grip over
the internet, it took over VK,*° and shortly afterwards Durov fled Russia in fear
of repressions against him.”! Durov’s troubles in Russia, and, especially, his
privacy concerns about online communications, led him to focus on making
Telegram a secure messenger that also developed into an original social network.
In 2018, as the Telegram management refused to provide encryption keys from
user correspondence to the Russian Federal Security Service, the Russian
communications regulator Roskomnadzor tried to block Telegram in Russia, but
to no avail.”? Since its victory against the Russian government, Telegram came to
be increasingly associated with successful resistance against state pressure and
political censorship. After both democratic and authoritarian governments
obliged major social networking websites (Facebook, Twitter, LinkedIn, VK) and
photo/video-sharing services (YouTube, Instagram, TikTok) to crack down on
content they deemed harmful, Telegram — with its loose moderation policy —
became a safe space for political, often deplatformed activism of all ideological
persuasions, ranging from Belarusian antiauthoritarian pro-democratic
opposition groups®® to American violent right-wing extremists.”*

In Germany, Telegram emerged as an infrastructure for the Querdenken protest
movement, “as the central space for unifying activism, protest, conspiracy
theories, far-right ideology, and COVID-19 scepticism”.” A study by Maximilian
Zehring and Emese Domahidi that analysed more than six million messages from
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578 public Telegram channels that belong or are related to the Querdenken sphere
demonstrates a significant overlap between COVID-19 denial and anti-
vaccination content, QAnon topics, and far-right discourses.”® Moreover, in their
study based on the analysis of 4,500 messages posted to nine Telegram channels
related to QAnon, Identitarian movement, and the Querdenken in the period
between March 2020 and February 2021, Heidi Schulze et al. found that
communications within the Querdenken channels “presented the steepest increase
in the prevalence of conspiracy narratives, anti-elitism and calls for activism. [...]
Particularly noteworthy, the prevalence of support for violence increased over the
study period”.”’

Despite its international standing and the fact that the Telegram company has been
based in Dubai since 2017, it is still generally considered — because of its history
and ownership — a Russian company. Thus, it seems viable to suggest that the
highly questionable association of Telegram with Russia, on the one hand, and,
on the other, Telegram’s relaxed moderation strategies that often tolerate content
that is perceived as dangerous and harmful by the authorities in Western
democracies produce an impression that Russia openly challenges the liberal-
democratic order by offering to anti-establishment and anti-government activists
technological capabilities to bend the rules imposed by Western elites.

Russian-Speaking Groups in Germany

Germany’s “Russian world” 1is a disparate Russian-speaking community
consisting primarily of three major groups of people:

(1) The so-called Russian-Germans (Russlanddeutsche). These are ethnic
Germans who were born in the Soviet Union or its successor states but later
moved, as so-called re-settlers, to Germany. Since the mid-1980s,
approximately 2.3 million Russlanddeutsche have entered Germany where
they were granted German citizenship.”®

(2) Russian citizens residing in Germany. Out of all EU member states,
Germany is home to the largest number of people holding Russian
citizenship—in 2020, their number amounted to 233,918 people.”

(3) Russian-speaking German citizens with immigrant, non-German ethnic
background — their number is unknown, but, to a certain degree, this group
slightly overlaps with the second group because of the people holding dual
(German and Russian) citizenship.
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In her study of right-wing populist narratives among Russian-speaking internet
users in Germany, Liliia Sablina observed that Russian-speakers often referred to
Germans as “weak,” “incapable of making decisions,” and “torturing themselves
with the sense of guilt” for the crimes of the Third Reich.!® At the same time,
however, those “weak Germans” needed support, and Russian speakers “put
themselves in a position of ‘defenders’ of the German culture who [could] clearly

see the ‘real picture’ and ‘[were] not infected with multiculturalism’.1%!

In political terms, this defence of German culture has been often expressed
through support for the AfD, and voting preferences of the German Russian world
became a topic of hot discussion after the 2017 elections to the Bundestag when
the AfD secured 12.64 percent of the vote — its best electoral result since the
party’s first participation in the federal elections.!®? As seen from observations of
Russian-speaking internet fora in Germany, their users tend to consider the AfD
as “the only political alternative to the ‘mass disorder’ that is happening in
Germany”.'% In its turn, the AfD not only welcomes the support coming from the
German Russian world, but actively fosters it as well. As Sablina argues, “the
AfD became the first political party in Germany that incorporated mobilizing
practices toward the Russian-speaking communities”.!® Moreover, as Dennis
Christopher Spies et al. noted, while stressing the significance of Germanness
and advocating “a pronounced anti-immigration and highly assimilationist
integration policy approach”, the AfD espouses the Russian element of
Germany’s Russian world through efforts such as “the founding of a specific
network for Russian-Germans in the AfD, making use of Russian-language party
programs as well as offering policy positions that appeal to Russian-German

voters”.!0

These and other interactions between particular Germany-based Russian speakers
and the AfD has generated a sense of synergy between the Russian world and
antiestablishment movements in Germany. Public perceptions of such a synergy
— strengthened by the German mainstream media — likely constituted yet another
external stimulus that contributed to the ReuB3 Group’s beliefs that Russia was
willing to act against the German establishment or the Federal Republic of
Germany.
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Conclusion

The classical image of poetic inspiration portrays a scene in which the muse —
typically a beautiful and ethereal female figure — is leaning close to the poet or
whispering into his ear, while the poet himself is either deep in thought or writing.
Referring to the psychological studies of inspiration,!% this portrayal features
three distinct elements: (1) the poet is aware of a new idea, (2) something in the
external environment awoke him to that idea, and (3) the combination of the two
compels him to put the idea into writing. There is hardly any doubt that German
activists who formed the Patriotische Union (Reu3 Group) held antiestablishment
views and were disaffected with the sociopolitical order in Germany. Their
disaffection led them to embrace a theory that Germany was not truly sovereign
and, instead, was just a trading construct founded by the Allies who defeated the
Third Reich in 1945 called Federal Republic of Germany (or BRD GmbH, as
some in the Reichsbiirger movement call it).

It is also hardly a coincidence that the formation of the Reu3 Group took place
during the COVID-19 pandemic — a period that saw the radicalisation of German
anti-establishment groups against the background of the government introducing
strict measures to contain the virus. The proliferation of different conspiracy
theories that accompanied the radicalisation of those groups led to the emergence
of their extravagant combinations. But would the Reull Group risk taking on the
German government alone? Judging from what we have learnt about the group
so far, the answer is negative. As conspiracy theories multiplied, mutated, and
conjugated, the Patriotische Union was awoken to the idea of the Alliance, a
secret political-military society that included Russian armed forces and was
poised to attack the deep state in Germany. The Reull Group would then carry out
a coup d’état simultaneously with the Allied attack.

What muse evoked the idea of the Alliance involving Russian troops and gearing
up to take control over the Federal Republic of Germany? Or, in other words,
what developments in the external environment stimulated and sustained that idea
and compelled the far-right activists to act upon i1t? This chapter argued that a
significant part of those developments was directly associated or perceived to be
associated with Russia. In particular, those developments included:

e  Russian support for pro-Kremlin politicians in Ukraine;
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e Russian military support for pro-Russian separatists and anti-
government elements in Ukraine;

e  Russian occupation of Crimea and Sevastopol, as well as parts of
eastern Ukraine;

e Russian aggressive rhetoric towards Western allies of Ukraine,
including Germany;

e  pro-Kremlin stances of Germany’s most successful far-right party, the
AfD;

e involvement of particular German far-right activists in violent pro-
Russian operations;

e  Russian media support for the AfD;

e secure and censorship-free technological capabilities associated with
Russia; and

e  support for the AfD from certain Russian-speaking groups in Germany.

These developments constituted Russian malign inspiration for the conspirators
of the far-right Reull Group, who believed that the Russian army, possibly with
the assistance of troops from other countries, would invade Germany and — after
the ReuBB Group formed a transitional government — would negotiate the
restoration of the sovereignty of the German Reich

Recommendations

For German and European Policymakers

1. Create rapid-response strategic communication units. Policymakers
are advised to establish dedicated rapid-response Strategic Communication units
tasked with promptly disseminating accurate information to the public during
medical, economic, political, and other crises. The swift relay of facts is critical
to pre-empt the spread of disinformation by conspiracy theorists and other malign
actors who may exploit such situations to further their illiberal agendas. The
strategy of pre-bunking, which entails anticipating and counteracting
disinformation before it takes hold, should be an integral part of these units’
methodology.

2. Demand regulation of social media algorithms. European governments
should assertively require social media platforms, including Facebook and X
(former Twitter), to modify algorithms that disproportionately amplify divisive
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content, foster social polarisation, and exploit user emotions for financial gain. It
is crucial for regulations to mandate transparency in algorithmic processes and
ensure that these algorithms do not incentivise or reward content that undermines
social cohesion. Measures may include the implementation of oversight
mechanisms to monitor and evaluate the ethical implications of algorithmic
decision-making, the establishment of clear standards for responsible content
amplification, and the requirement for platforms to demonstrate efforts to
promote unity and constructive discourse.

3. Establish a dialogue with Telegram. Policymakers should actively seek
to establish a dialogue with the management of platforms like Telegram, which
advocate for nearly absolute freedom of speech. Given the complex challenges
associated with censorship and the platform’s significant role in the free flow of
information, it is essential for German authorities to engage constructively with
Telegram to address concerns specific to disinformation that targets German
society. This engagement should aim to foster a collaborative environment where
mutual understanding and respect for Telegram’s ethos can coexist with the
imperative to protect the public from harmful disinformation campaigns.

4. Tackle illegal migration. The German government should prioritise
addressing illegal migration as it reflects one of the major concerns of German
society. It is imperative to recognise the multifaceted impact of this issue,
including its detrimental effects on local communities and the obstruction it poses
to the resettlement opportunities for the most vulnerable refugees. Efforts to
combat this challenge must be strategic, compassionate, and aligned with the
country’s commitment to justice and human rights.

5. Empower civil society. Policymakers should invest in comprehensive
education and training programs to equip civil society members with the skills to
effectively detect, expose, and counteract malign influence operations
orchestrated by Russian entities and other adversarial actors.

For Media

1. Adopt a balanced approach in reporting on Russian malign influence.
When reporting on the activities of Russian malign actors in Europe, instead of
predominantly highlighting their successes, which may inadvertently amplify
their perceived influence and power, media should also focus on the many
instances where Russian attempts to sway decision-making have failed. By
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reporting on the effective countermeasures and the resilience of European
countries, media can help demystify the might of the Russian state and diminish
its potential to inspire illiberal actors within Europe to act against the liberal-
democratic order.

2. Expose journalistic corruption. Media organisations should enforce
rigorous internal oversight and support investigative journalism to uncover and
bring to light any corruption among journalists who may be collaborating with,
or are incentivised by, pro-Kremlin stakeholders to present a distorted portrayal
of Russian policies and actions.

For Civil Society

1. Promote media literacy. Civil society organisations should prioritise the
promotion of media literacy and critical thinking among the public to combat
polarisation incited by old and new media. They can do this by developing
educational programs, creating accessible materials that explain media’s role in
social polarisation, and fostering public dialogues. Collaborations with
educational institutions for curriculum integration, research publications, and
advocacy for ethical media standards are also key.

2. Foster a culture of active citizenship. Civil society organisations should
cultivate empowerment within local communities by promoting activities that
underscore the value of civic participation: platforms for community decision-
making, volunteer programs tailored to diverse interests, support for local
entrepreneurs, networking events, public recognition of community efforts, etc.
These activities shall reinforce the message that the state and individual
involvement are both pivotal in fostering thriving communities.
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Serbia: Government and the Scarecrow

Predrag Petrovi¢

Although the contemporary Russian influence on political parties and the far-right
in Serbia has been present since the violent disintegration of the Socialist Federal
Republic of Yugoslavia (SFRY) in the 1990s, it intensified with the rise of the
Serbian Progressive Party (SNS) to power in 2012. Not only did the last decade
see the party’s cooperation with United Russia (UR), that country’s ruling party,
but also the strengthening of ties between Serbian and Russian defence,
intelligence, and security institutions. Shared features of the Serbian and Russian
regimes, their ideological proximity, and the legacy of the Yugoslav wars of the
1990s, during which Moscow effectively rooted for Serbia and vehemently
opposed NATO’s war on Belgrade in 1999, stood behind this burgeoning
cooperation between the two capitals. In post-war conditions, the SNS skilfully
exploited the rising anti-Western sentiment in Serbia, which helped sustain its
unparalleled dominance over the political scene.! The same period also saw the
pro-SNS government media, including the highly partisan public broadcasters,’
have also started propagating pro-Russian and anti-Western narratives.® With the
SNS in power, there has also been a resurgence of old and the emergence of new
far-right organisations, with most of them holding pro-Russian views. However,
among the more recent groups, there are those with vocal anti-government
stances, accusing the ruling SNS of pursuing a false patriotic and pro-Russian
policy. These groups also seek to distance themselves from what they perceive as
a fake (extreme) right, believing it to be loyal to the ruling party’s interests rather
than to nationalist and pro-Russian ideals.* The distinction will be explained in
more detail below.

The consequences of the Serbian nationalists’ activities are grave and in line with
Russian policy goals of sowing distrust in democracy, the EU, and the West.
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Public opinion surveys indicate far-right attitudes and values are normalised
among Serbian citizens. There is also further growth of anti-Western sentiment, a
decline in trust in democratic values, and the strengthening of pro-Russian views,
with many citizens believing that NATO and the US are to blame for the Russo-
Ukrainian war.’ It is particularly concerning that most young people hold negative
attitudes towards the EU and democracy, support the rule of a strong leader, and
justify violence as a legitimate socio-political tactic.’

Therefore, it is important to investigate further the reasons for and instruments of
Russia’s influence in Serbia, which will be presented through two case studies. In
the first case, the Serbian ruling party was analysed as it holds unchecked power
in Serbia and has expanded cooperation with UR and between Serbian and
Russian state institutions. It has also been using nationalistic, pro-Russian and
anti-Western rhetoric in maintaining, expanding, and strengthening its electorate.
The level of cooperation between the two states and the fact that at the same time,
Serbia officially would not abandon its goal of an EU makes this a unique case of
attempting to “have one’s cake and eat it.” The second case analyses the Serbian
anti-government far-right group, People’s Patrol, which has quickly emerged as
the most vocal violent far-right agent of Russian influence in Serbia. Analysing
this group 1s also important for two more reasons. Firstly, available research
indicates that People’s Patrol is an authentic far-right entity, meaning that it is not
a fake entity controlled by the SNS government and pursues true nationalistic and
pro-Russian policies. Secondly, the group has been cooperating with violent
Russian far-right and paramilitary groups, including the infamous Wagner Group.

These studies also explored whether the ruling party’s pro-Russian policy is
deeply rooted or merely a tool to control pro-Russian influences and sentiments,
which are present among Serbian citizens regardless of the activities of the SNS.
In that respect, the chapter will explore whether Russia seeks to influence the
anti-government far-right to pressure the ruling party not to abandon its pro-
Russian policy. However, to better understand the cases analysed, the roots of
contemporary Russian influence on political parties and far-right groups in Serbia
were first outlined. These research tasks were achieved by reviewing publicly
available research and media reports. Key findings were then checked against
fourteen interviews with journalists, politicians, and experts on this topic. The
research was conducted between May and November 2023.
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Roots of the Contemporary Russian Influence on the Serbian Far-Right

The origins of the Serbian far-right and the contemporary Russian influence in
Serbia can be traced back to the dissolution of the Socialist Federal Republic of
Yugoslavia (SFRY) in the 1990s. Unable to respond to the challenges of
socioeconomic and political crises through democratisation like other former
socialist states, the leaderships of the republics of the SFRY, particularly Serbia
and Croatia, resorted to nationalism and the creation of national, unitary states
instead of civic ones, which resulted in a series of ethnic conflicts.” Under the
leadership of Slobodan Milosevic, the leader of the Socialist Party of Serbia
(SPS), Serbia sought to create a “little Yugoslavia” that would unify the ethnic
Serbian territories in Croatia, Bosnia, and Montenegro, effectively forming
Greater Serbia. Although the ruling SPS had pursued a nationalist policy, the
ethnic conflicts led to the emergence of various far-right movements and political
parties in Serbia, which organised volunteers and even had paramilitary
formations. One of the most significant was the Serbian Radical Party (SRS)
headed by Vojislav Seselj, which, at the height of its power, managed to win one-
third of the seats in parliament and even entered the Government.® It was also one
of the key proponents of Kremlin influence in Serbia, cultivating relationships
first with Vladimir Zhirinovsky’s Liberal Democratic Party® and later with United
Russia. When visiting Serbia or the Republika Srpska in Bosnia,!* Zirinovsky
promised that Russia would supply the Serbs with a ‘red mercury’ super-secret
weapon with which they would defeat Muslims (i.e. Bosniaks), and the West.!!

During the wars of the 1990s, connections between Serbian and Russian far-right
extremists were also established through paramilitary formations as Russian
volunteers joined their ranks. Among them was Igor Girkin-Strelkov, who later
became the armed forces commander of the self-proclaimed Donetsk People’s
Republic in 2014 and is likely to run for Russian president in 2024. Bosnian
media accuse him of being involved in the massacre of at least 3,000 Bosnian
Muslims in the Bosnian town of Visegrad in 1992.'? After the Yugoslav wars,
these connections were maintained through various joint associations and
organisations and served as a channel for Serbian volunteers and mercenaries
from Serbia, Bosnia, and Montenegro to join the ranks of the Russian separatist
forces in Ukraine."?

Apart from the structural or personal connections, the reasons for the entrenched
Russian influence in Serbia can also be found in the fact that Western countries
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opposed Serbia’s nationalist policies, leading to the United Nations’ political and
economic sanctions that resulted in Serbia’s socioeconomic decline. NATO also
militarily intervened first in Bosnia in 1995 and later in Serbia in 1999, leading
to Kosovo’s secession from Serbia.!* Prevalent opinion at that time was that
Serbia had always been on “the right side of history” as it was fighting the
imperialistic ambitions of the powerful states in two Balkans and two world wars
and, consequently, suffered terribly at the hands of victors-oppressors.'®
Therefore, for the majority of Serbs, it was hard to understand why Western
countries, Serbia’s allies in previous wars, supported Croats, Albanians, and other
nations in their quest to secede from SFRY while directly refusing to assist the
Serbs. This created a significant anti-Western and victimhood sentiment among
many Serbian citizens who believed the West wanted to destroy Orthodox and
Slavic Serbia. As a result of this, it seemed that the only ally of Serbia left standing
was the Orthodox and Slavic Russia.!®

After the downfall of MilosSevi¢ in 2000, Serbia started the transition from an
authoritarian to a democratic regime. During the democratic transition, new
topics and discourses emerged on the policy agenda—Europeanisation, human
rights, transitional justice, neoliberal discourse, etc. Although the hegemonic
position of nationalist discourse was challenged, new elites never made a radical
break with nationalism and the far right.!"” Russian influence in Serbia also
remained present in society via the political parties (mainly Seselj's SRS), the
orthodox church, far-right groups, and intellectuals. The main reason for this was
that Russia supported Serbia’s position on the Kosovo issue, which became even
more important after the latter declared independence from Serbia in 2008, and
most of the Western countries recognised it. As a permanent member of the UN’s
Security Council, Russia had blocked Kosovo from joining the UN and its
agencies and supported Serbia on this topic in the international arena.'® In the
same year, the Serbian government sold the Petroleum Industry of Serbia (NIS)
to the Russian Gazprom Neft for €400 million, well below the estimated market
value. The inclusion of Serbia in the Russian South Stream gas pipeline project
and the construction of an underground gas storage facility were also agreed
upon. In this way, Serbia gave Russia almost all its energy security. Selling NIS
to Gazprom and putting energy security in Russia’s hands led many experts to
conclude that this is the economic, security, and political price for Russia’s
backing of Serbia on the Kosovo issue.!® It is also important to note that a few
months before the declaration of Kosovo’s independence, anticipating this event,
the Serbian parliament passed the resolution on the protection of sovereignty,
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territorial integrity, and constitutional order,”® which also defined Serbia as a
military-neutral country. Since then, Serbia’s commitment to military neutrality
became an important Russian instrument for obstructing not only Serbia’s
cooperation with NATO and its potential membership in the Alliance but also its
accession to the EU, as this concept was soon broadened in public discourse
covering not just military but also political neutrality.

Furthermore, if one were to add Alexander Dugin to the mix, the Russian far-right
philosopher and geopolitician who is considered a great influence on Putin?! and
enjoys huge popularity among the Serbian far-right, then Russia’s designs vis-a-
vis Serbia's geopolitical position and its military neutrality become even more
clear. Dugin contends that the responsibility for global conflicts lies with the
“global liberal elite,” attributing it to their frequent attempts to enforce the
principles of liberal democracy, centred on individual rights and inviolable human
rights, worldwide. According to Dugin, liberals often overlook the fundamental
tenet of democracy, which emphasises the people’s right to choose, encompassing
the freedom to either embrace or reject the democratic system. To oppose this
alleged liberal totalitarianism and counterbalance to the West, Dugin advocates
for restoring traditional values (e.g. human dignity, family, chivalry) which are
preserved in Eurasia, where East and West meet and where Russia occupies the
central place.?? In this geopolitical concept, Serbia holds a special place for Dugin
because, as a small country, it has opposed the “global elite” for a long time, and
it is a bulwark for the Eurasian pole in the Balkans. If the Serbs had not opposed
the West, the political and security elite of the Kremlin would not have awakened
in time, and Putin’s Russia would have been too late to arrive on the scene of the
great geopolitical rivalry.

Therefore, according to Dugin, Russia's debt to Serbia is enormous, and Russia's
historical and moral duty is to return Kosovo to Serbia.?? Serbia fully aligning
itself with the West would signify a profound transformation, potentially leading
to the dissolution of its existing identity. This shift could entail the impossibility
of reclaiming Kosovo for Belgrade and the inability to maintain territorial
integrity within current borders. According to Dugin, such preservation would
only be feasible in the multipolar world he advocates for, a vision that Putin
appears to be working towards in reality. Dugin believes Russia will not leave the
Balkans to the West or abandon other Russian friends in Bosnia and Herzegovina,
Montenegro, and Macedonia, especially since the West is on the verge of collapse.
In his opinion, Serbia should take “responsibility” for the Balkans—for the entire
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South Slavic (and partly Albanian) region through active policy in organising a
pan-Balkan Defence and Security System. His opinion is that the Balkan
countries will soon become disillusioned with liberal democracy and NATO, and
this pan-Balkan System would become one of the pillars of a broader Russian-
European strategic partnership, which Putin is striving for. This concept,
however, currently presumes two fundamental conditions: preserving neutrality
and strengthening Serbia's defence capabilities.?*

Case Study 1: Pro-Russian Nationalists in Power

The SNS was established in 2008 by Tomislav Nikoli¢ and Aleksandar Vucic,
former high-ranking officials of the Serbian Radical Party (SRS), the ultra-
nationalist party and the most important pro-Kremlin political actor in Serbia for
two decades.? From 1998 to 1999, during the armed conflict in Kosovo and the
NATO bombing of Serbia, Vuci¢ served as the Information Minister, during
which he signed the Law on Public Information.?® The law is remembered for its
draconian penalties for media and the closure of media critical to Milosevic’s
autocratic regime.?’ Nikoli¢ and Vu¢i¢ left the SRS to form the SNS because they
realised that the existing overtly nationalistic policy could not garner enough
voter support and be well accepted by the Western countries. They decided to
adopt a much more pragmatic approach focused on combating crime and
corruption, for which they blamed the democratic authorities who governed
Serbia between 2000 and 2012. Unlike the SRS, the SNS also embraced the
policy of Serbia’s accession to the EU. The SNS also seemed more inclined to
compromise in resolving the Kosovo issue than the previous Serbian government,
as evident by the acceptance of the Brussels Agreement in 2013.%® These moves
were meant to signal to Western countries that the SNS was pursuing favourable
policy towards the West. However, after the early parliamentary elections in 2014,
in which the SNS secured an absolute majority in the parliament, democratic
reforms stagnated, and Vuci¢’s style of governance increasingly resembled
Putin’s Russia. By 2017, SNS seized key levers of state power, using them for
private gains and stifling critical voices and political opposition. Media was
subjected to complete government control.?> Government loyalists run Serbia’s
six TV channels (RTS 1, RTS 2, TV Pink, Happy TV, TV B92, TV Prva), all with
national coverage. There are only two television outlets in Serbia critical to
Vuci¢’s government (N1 and Nova S), but they do not enjoy nationwide
coverage.’® Instead, they broadcast their programs only through one cable TV
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company (SBB), reaching one-third of the Serbian citizens.?! On the foreign
policy front, Serbia refused to align itself with the EU’s key positions regarding
Russia—such as its full-scale aggression on Ukraine and sanctions towards
Russia.*? While the EU Commission, international research institutes, and think
tanks have documented Serbia’s steep democracy decline in the past five years,*
the West chose not to antagonise the government in Belgrade. In effect, it chose
stability over democracy as it preferred not to alienate Serbia and proverbially
push it into Russia’s arms.>*

At the same time, Vuéi¢’s government®> has never officially rejected the policy
of EU accession, knowing that it would lead to an open conflict with the West.
Instead, it formally still adheres to the goal of EU membership and the values of
liberal democracy, but in practice, it does the opposite and associates itself with
authoritarian regimes such as those of Russia and China.*® Similarly, Vugi¢ strives
to create the impression that he is still very cooperative regarding Kosovo as it
seemingly evident by his acceptance of the Washington Agreement in 202137 and
the EU plan for the normalisation of Serbia-Kosovo relations in 2022. However,
by creating controlled crises and incidents in Kosovo, he seeks to delay their
implementation. For example, in November 2022, at the initiative of the Serbian
List, which is under the control of the SNS, Serbs left the institutions of Kosovo
and boycotted local elections. This later led to violent incidents in northern
Kosovo between Serbs and international and Kosovar security forces.*®

Dragan Sormaz, former SNS party official, who was a member of parliament and
a member of several parliamentary committees as the SNS representative (foreign
policy, security services oversight, EU integration), recently pointed out that the
authorities in Serbia are not pursuing a sincere policy of EU accession and
military neutrality. He also stated that Serbia has aligned itself with Russia for a
considerable time due to Vuci¢’s disdain for the West and its values. Also, Vucic's
years-old narrative about Serbia’s independent and neutral policy is actually
Russian trickery used in Ukraine and Moldova, as well to mask a seemingly
deniable Russian influence.*® Other experts are convinced Vuc¢ié’s pro-EU and
pro-West stances were just a manoeuvre designed to mantle his anti-EU and anti-
West activities.*

Vuci¢’s pro-Russian leanings should not come as a surprise. Since its inception,
the SNS has actually been strengthening its relations and collaboration with
Russia while officially pursuing Serbia’s EU accession policy. The cooperation
has deepened at the party level between SNS and United Russia but also among
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state institutions of two countries, including those in the security and defence
sectors. SNS and United Russia signed cooperation agreements in 2010, 2016,
and 2018 that went beyond symbolic gestures, clearly defining various areas of
collaboration such as exchanging experiences in party and youth cooperation,
organisational work, information sharing, and preparing party members for state
posts.*! One of the stated goals of these agreements is to enhance interstate
relations through improved party ties,*” which have been achieved through
numerous intergovernmental agreements, memoranda, and protocols. In 2012,
the Russian-Serbian Humanitarian Centre was opened, and the following year,
Serbia became an observer in The Collective Security Treaty Organisation
(CSTO).*” Thus, Serbia is the only Balkan state with signed security cooperation
agreements, joint military exercises with Russia, and modernising its armed
forces with Russian weaponry.** These agreements have been accompanied by
visits from high-level officials of Serbia and Russia, including Vladimir Putin,
the President of Russia, Sergei Shoigu, the Minister of Defence, Nikolai
Patrushev, the Secretary of the Security Council, and Sergei Lavrov, the Minister
of External Affairs. During his visit to Serbia in 2019, Putin awarded the Order
of Alexander Nevsky to Aleksandar Vuci¢ for his significant personal
contribution to multilateral cooperation with Russia.*> The practical implications
of this cooperation and its potential consequences for regional stability can be
observed in several cases that have occurred in the past three years. These cases
will be discussed below.

The Serbian World — Putin’s Tool for Destabilising Western Balkans

The foundation of cooperation between Putin’s and Vuci¢ led governments is not
only instrumental but is also rooted in ideological proximity, manifested in the
concepts of the Russian and Serbian worlds. The Serbian world is a concept that
has been present within political and cultural elites as well as nationalist circles
in Serbia since the mid—19th century.*® However, this term only started to draw
attention from the domestic and regional public in 2020 when Aleksandar Vulin,
the then—Minister of Defence, began using it regularly in public appearances.
Thus, Vulin stated that he hopes that the President of Serbia, Aleksandar Vucic,
is creating the Serbian world and that Serbs have the right to be a politically
unified nation, that Vuci¢ is the president of all Serbs, with Belgrade being the
centre of their gathering. Later, he clarified that the Serbian world resolves the
national question of the Serbs, prevents the creation of a Greater Albania, and
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safeguards against the genocide of the Serbian people. Vulin emphasised that the
unification process had started thanks to Vuci¢, and it was unstoppable.*’

The Serbian state official’s public usage of the Serbian world has raised concerns
in neighbouring countries that it could signify a revival of Greater Serbia but now
with strong support from Russia.*® Serbian and Russian worlds are two nearly
identical projects built upon the frustrations of nationalists in Russia and Serbia
due to the loss of influence and the dissolution of the Soviet Union, and in the
case of Serbia, the breakup of Yugoslavia.*’ Both concepts imply the unification
of the Serbs/Russians within the same cultural, media, and political space under
one strong leader.>® Furthermore, the public promotion of this concept comes at a
time of heightened political tension between the West and Russia and worsening
political and ethnic relations within and between Serbia, Kosovo, and Bosnia.>!
By loudly promoting the Serbian world, Russia is essentially sending a message
through Belgrade that it can potentially and seemingly at a whim destabilise the
situation in the Western Balkans.

It i1s important to note that Aleksandar Vulin is the one who is the most vocal
advocate of this idea. In the past ten years of the SNS rule, Vulin has held
important state positions. He was initially the director of the Government Office
for Kosovo; then, he held roles as the Minister of Labor, Defence, and Internal
Affairs, and in the end of 2022, he was appointed as the director of the Security-
Information Agency.>? It was during his tenure in the Defence and Interior
Ministry and when the military was being rearmed and reequipped™ that Vulin
was publicly advocating for the Serbian world. Vulin is the leader of the
Movement of Socialists, a micro-political party with no significant voter support
in Serbia.’* He has held important state positions due to his loyalty to Aleksandar
Vuci¢ and Russia. Some experts consider Vulin to be one of the most important
figures of Putin's regime in Serbia, tasked with placing pro-Russian personnel in
key state institutions, which he has indeed accomplished within the military,
police, and counter-intelligence service.” The seriousness of Vulin’s messages
about the Serbian world is highlighted by the fact that, following Moscow’s
orders, he initiated the persecution of Russian opposition figures in Serbia, as
well as Russian refugees critical of Putin, which is described in the next section.

Serbian Security Institutions Persecuting Russian Liberals

In December 2021, Alexander Vulin, then—Interior Minister, met with Nikolai
Patrushev, Secretary of the Security Council of the Russian Federation (SCRF) in
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Moscow, when they agreed to form a joint working group to combat the coloured
revolutions.®® The Serbian Mol’s press statement stressed that these
revolutions “are a traditional political instrument used by certain power centres
and countries to undermine statehood and take away sovereignty under the guise
of democratisation.”” The joint working group is tasked with preventing mass
demonstrations and constantly monitoring opposition activists, NGOs, and

independent journalists.*®

The group’s establishment formalised the already-good cooperation between
Serbian and Russian security apparatus. Namely, in May 2021, a group of Russian
municipal lawmakers and democracy activists attended an educational seminar in
Belgrade which was chaired by Andrei Pivovarov and Vladimir Kara-Murza,
prominent opposition leaders. The Serbian intelligence closely followed the
seminar and recorded all participants’ activities and conversations. Very soon,
Vulin flew to Moscow to personally hand over the surveillance material to
Patrushev, which was then used by Russian authorities to sentence Pivovarov to
four and later Kara-Murza to 25 years in prison for “carrying out activities of an

undesirable organization™’ and “high treason,”® respectively.®!

Serbian state institutions persecuted liberal Russians who have resided in Serbia
as well. In this respect, without any justification, in mid-June 2023, Serbian
authorities banned entry into Serbia to Peter Nikitin upon his return from a trip
abroad. The ban was issued by the Serbian police at the request of the Security
Intelligence Agency (BIA), headed by Alexander Vulin. After 40 hours in the
airport transit zone, he was allowed to enter Serbia without any explanation.
Nikitin holds both Russian and Dutch citizenship and has a Serbian residence
permit, where he and his family have lived for seven years. According to Serbian
legislation, a ban on entry into Serbia cannot be issued without previously
revoking permanent residence. Therefore, this ban is related to Nikitn’s pro-
democracy activism. He is a leader of the Russian Democratic Society (RDS),
which politically organises Russians in Serbia and has grown to tens of thousands
since Russia invaded Ukraine. The organisation fiercely criticises Putin’s Russia
and regularly holds rallies in Serbia supporting Ukraine. Nikitin said the entry
ban had to do “solely with Russian interests” and that the Security Information
Agency “is obviously following Russia’s orders,” as the RDS has never interfered
with internal Serbian affairs.%?

Soon after, the Serbian authorities denied an extension of the temporary residence
permit to Vladimir Volokhonsky, one of the founders of the RDS and close
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associate of Peter Nikitin. The decision was based on the BIA’s assessment that
Volokhonsky presents a threat to the security of Serbia but without further
explanation. Nikitin and Volokhonsky are the RDS’s leaders, and therefore, their
cases attracted media attention, while other persecutions of liberal Russians went
unnoticed by a broader public. Nikitin stated that even before the Russian
invasion of Ukraine, security officers attended their rallies, asking for IDs and
interviewing their members, while after the invasion, harassment intensified.®* In
this respect, RDS followers were questioned by BIA, while others were denied
residence permits and Serbian citizenship even though they met all criteria.
Dragan Sormaz, a former SNS official, and some political analysts are confident
that Vulin is just carrying out Vuéi¢’s decisions.®*

The Absurd Level of pro-Putin Propaganda

Strong pro-Russian messaging in Serbia has long been present, but it further
strengthened after the SNS had assumed power in 2012. Pro-government TV
stations and newspapers not only ran pro-Russian propaganda such as Informer,
Politika, Vecernje novosti, Kurir, and Blic, but their messaging was much more
emotionally charged than Russian media.%® This propaganda went even further
with the full-scale invasion of Ukraine, reaching absurd levels. Pro-government
media were reporting that Ukraine attacked Russia and that Western countries,
chiefly the US and Great Britain, were responsible for the war while Putin did
everything to prevent the outbreak of the armed conflict. For instance, the daily
Informer whose chief editor, Dragan Vucicevic, is one of the strongest
propagandists of Vuci¢’s rule, published as front-page titles: “Americans push the
whole World into chaos: Ukraine attacked Russia”, “Warr [sic] horror: artillery
shells randomly kindergartens, schools, hospitals.” Other pro-government media
had similar front pages: “World on the edge of catastrophe: Ukraine attacked
Russia!” (Alo), “Putin: Russia has done everything for peace in Ukraine” (The
Courier), “Blood has been spilt on the Russian border” (The Evening News).%

The pro-government media went even further, reporting that the Russian military
would not stop in Ukraine, but it would then intervene in the Balkans, liberating
its allies from the imposed liberal rule and correcting historical injustices incurred
by the West: “Brits in a big panic. Putin sends Army to unite Serbia and Republic
of Srpska” (Serbian Telegraph).®” Other pro-government print media reported less
emotionally charged language utilising (quasi)analytical style but with similar
messages and points on the decline of the Western hard and soft power, the rise
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of the BRICS, which would amount to an emergence of a truly multi-polar
world.®® The Serbian pro-government TV stations with national coverage (Pink
and Happy) have also taken pro-Putin and anti-Western stands.® In their top-rated
talk shows, pro-Western analysts are present, but they are regularly outnumbered
by pro-Putin analysts (many of whom are former military and intelligence
officers). Even though the Serbian pro-government media alleviated pro-Putin
narratives when it was obvious that the Russian invasion of Ukraine would
not be swift and easy, they are still very present.”®

Case Study 2: People’s Patrol - Kremlin's Scarecrow

People’s Patrol is an extreme right-wing organisation founded in 2020 by
Damnjan KneZevi¢. The group centres its efforts on anti-migrant initiatives, with
its members assuming a quasi-police role. They engage in activities such as
halting migrants in public spaces, limiting their freedom to move, and executing
citizen arrests. For instance, in one case, they knocked down and detained a
migrant by firmly holding around his neck, suspecting him of pickpocketing a
girl. Proof of this alleged pickpocketing could not be seen in the video.”! Other
cases are very similar; in recordings, it can only be seen that migrants are detained
without any evidence of their alleged crime.”” One of the extreme examples of
violent behaviour of People’s Patrol was when one of its sympathisers was
throwing refugees and migrants off the bus, with comments such as “M70 and a
bullet to the head”, “Yes, yes... All of you should be killed. You will only learn
Serbian once I put a bullet into that black head of yours.””® They record and
disseminate all these and other activities via their social platforms, and other
communication apps, spreading fear, xenophobia, and Islamophobia. In fact, anti-
migrant actions are essential for this organisation as these practices allow them
to attract the attention of a broad audience and present themselves as a ‘saviour
of the nation’ from the enemy ‘other’. The People’s Patrol was established by the
same people who founded People’s Initiative No Surrender of Kosovo and
Metohija,”* but a new name was chosen when the focus shifted to anti-migrant
activities.”

The thematic focus on migrants was a training ground for the group to master
manipulation and communication techniques on social networks as well as to
learn to conduct violent activities at the edge of legality. The People’s Patrol used
anti-migration activities to propagate (bigger) messages aligning with core far-
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right themes and Kremlin propaganda. At the basis of their anti-migrant narratives
lie civilizational conflicts (East versus West, traditional versus liberal values),
conspiracy theories (global liberal elites from the West secretly reaching
agreements with authorities in Serbia about migrant settlement), victimhood
nationalism (Serbs are once again victims of Western elites due to their financial
interests and hatred towards Orthodox Christianity), dehumanisation of others
(Muslims, liberals), and the heroisation of a group (People’s Patrol, sacrificing
greatly for Serbianhood in the fight against terrorists, the West).”® Anti-migrant
activities allowed the group to expand its network by forming branches mainly in
towns where migrants are present (e.g. Sombor, Backi Petrovac, Subotica), and
to gain greater popularity among members of the far-right.”’

Several key indicators highlight the effectiveness of the People’s Patrol. Firstly,
when only this group actively conducted anti-migrant activities, public opinion
surveys recorded a significant rise in anti-migrant sentiments among Serbian
citizens. Thus, surveys in 20207® and 20217 showed an increase in citizens’
opinions that migrants increase crime (58 percent, 70 percent), pose a health risk
(49 percent, 69 percent), endanger Serbian values and customs (37 percent, 68
percent), are terrorists (41 percent, 54 percent), and were actually sent into
Islamise Serbia (38 percent, 60 percent). An increased number of people also
believe that there is a secret plan for the mass settlement of migrants in Serbia
(36 percent, 54 percent). In the same period, in pro-government media, migrants
were not a prominent topic, and reporting on the issue was neutral, meaning that
the group managed to reach out to the broader public solely through intense
presence on social networks.®’ Secondly, the People’s Patrol managed to expand
its network and to organise relatively well-attended gatherings despite having
limited resources. Thirdly, the group attracted the attention of Russian right-wing
organisations and media outlets like Russia Today. It stands out as one of the few
far-right organisations from Serbia to have visited Russia three times since the
Russian invasion of Ukraine.®! Following the war in Ukraine, People’s Patrol has
quickly emerged as the most vocal pro-Russian far-right group in Serbia. Below
is an explanation of how and why the People’s Patrol has acted as an agent of
Russian influence in Serbia and the Western Balkans.

Welcoming Russian Invasion and Better Ties with Russia

The Russian invasion of Ukraine was a strong impetus for People’s Patrol and a
majority of Serbian far-right groups and political parties, which welcomed and
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celebrated this Russian move through rallies and social networks, seeing the
invasion as the beginning of the liberation of Serbian historical territories that the
enemies currently occupy. The first mass meeting in support of Russia was held
in Belgrade on 4 March 2022, and, to the surprise of those unfamiliar with current
trends in the Western Balkans, attracted several thousand people. Messages that
could be heard at the rally included: “Serbs and Russians are brothers forever,”
“Crimea 1s Russia, Kosovo is Serbia,” and “Serbia, Russia, we do not need [the
European] Union.” The rallies were held in Montenegro, Bosnia and
Herzegovina, and cities throughout Serbia.

It should be noted that Denis Gariyev, leader of the Russian Imperial
Movement, uploaded a video message asking Serbians to support “the renewal
of Russia within its historical borders,” which was then distributed at rallies
and through far-right accounts and profiles.® The movement is known for its
paramilitary Imperial Legion wing, which has fought against Ukraine since
2014 and has conducted training in urban warfare for European, e.g. Swedish
(see: Swedish chapter of this volume) extreme right-wingers in Russia, and
some of whose members have been convicted of terrorism. In mid-2020, the
US administration added the movement to the Specially Designated Global

Terrorist list.3

With the war in Ukraine, People’s Patrol also started establishing better
connections with the Russian extreme right and communicating this clearly to the
public. Thus, KneZevi¢ spent some time in Moscow at the end of April and the
beginning of May 2023 as guests of some of the largest Russian media, e.g.
Russia Today. During this visit, KneZevic¢ told the Russian public that Aleksandar
Vuci€ is not a friend of Russia but a mercenary of the West, but that, despite this,
the Serbian people will stand with their Slavic brothers, the Russians.®> One of
the hosts of the visit was Alexander Lysov, leader of the Russian-Serbian Centre
— Eagles (Rusko-srpski centar Orlovi).%¢ Knezevié’s activities in Russia were
reported in detail via the internet portal Srbin.info and various extreme right-wing
channels on the Telegram social networks.?’

Serbian and Russian extreme right-wingers have also become better connected
on the Telegram social network, where they quickly transmit and spread
propaganda messages and disinformation.®® Since the beginning of the war in
Ukraine, they have been sending messages throughout their social network
channels that the Russian Army will not stop on the western Ukrainian border but
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will go further to the West to help Serbia liberate its historical lands. Also, during
the heightened tensions in Kosovo at the end of July of 2023, the network of these
channels transmitted coordinated disinformation that an armed conflict had
occurred between Serbs and Albanians, that one Serb was wounded, and that the
Serbian Army was ready to intervene on the border between Serbia and Kosovo.*
This disinformation also attracted the attention of the mainstream media, which
could have led to an escalation of the conflict in a situation of heightened tensions.
Lisov’s Z-Orlovi (with whom Knezevi¢ established contacts during his visit to
Russia) took an important role in spreading this disinformation.”

Amid escalating crises between Kosovo and Serbia and the West’s efforts to calm
down this situation, KneZevi¢ visited Wagner’s centre in St. Petersburg at the end
of November 2022. He stated that he hoped his visit might guarantee Russian
support in the decades-long feud with Serbia's former province of Kosovo, and
particularly the assistance of Russia and its army in the event of a conflict in
Kosovo.”! Soon after, it was published that Wagner had opened its cultural and
information office called Z-Orlovi in Belgrade, which proved to be fake news.
The Russian-Serbian Centre Z-Orlovi does exist, but it operates mainly on
Telegram, where its members spread disinformation and post threats to Russian
liberals currently residing in Serbia.”? The fact is that after KneZzevi¢ visited
Wagner, some Serbian far-righters started wearing Wagner patches at the later
protests in Serbia and at the barricades in Kosovo, spreading fear that members
of this paramilitary might escalate crises in Kosovo to armed conflict.”?

Threats to Vuci¢’s Regime and Russian Liberals in Serbia

To prevent Russia from destabilising the Western Balkans and thus diverting the
attention of the West from the Russian full-scale invasion of Ukraine, Western
countries decided to try to revive Kosovo/Serbia dialogue and solve their dispute.
In this regard, the EU made a plan for the normalisation of the relationship
between Kosovo and Serbia, which the US backed. However, after Serbian
President Aleksandar Vu¢i¢ announced in January 2023°* that he would accept
the proposal, far-right groups and political parties initiated a series of activities to
undermine the acceptance of this plan. In this respect, the People’s Patrol,
together with other far-right groups and individuals, organised protests in front of
the presidency building on February 15, the Serbian Statehood Day. Chanting
“No surrender!”, “Treason!”, “Betrayal of Kosovo is a betrayal of Russia!” they
threatened to riot if Vuci¢ backed the EU plan. At the gathering, Knezevi¢ said,
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“You are afraid of riots. I swear to you that we are ready for more than this.”*®
Also, Dejan Zlatanovi¢, editor of the online portal Srbin.info, said in his speech
that “the one who signs will be killed,” alluding that the Serbian president will be
murdered if he signs the normalisation agreement.”®

At one point, the protesters tried to break through the protective fence and enter
the presidential building, but the police prevented the attempt.”’ In the end,
KneZevi¢ and Zlatanovi¢ were arrested and charged with instigation for a violent
change of the constitutional order but were released to defend themselves while
not in detention. Russian foreign ministry and the Russian ambassador to Serbia
condemned the threats sent from the rally and stressed that Russia does not
interfere in the internal affairs of friendly Serbia.”® KneZevi¢’s arrests did not
prevent People’s Patrol sympathisers from actively calling citizens to participate
in another two protests on the same issue. The rallies were held on 17 March
2023, the day when Kosovo extremists conducted a pogrom against Kosovo Serbs
in 2004,” and on 24 March 2023, the day when the NATO bombing campaign
against Serbia began in 1999. Protesters with Wagner Group patches were spotted
at all rallies.'%

After visiting the Wagner Centre, the People’s Patrol began openly threatening
Russian liberals currently residing in Serbia. In a post on their Telegram channel,
the group stated that Russians and Ukrainians who came to Serbia had not been
a problem initially, but many of them had abused the hospitality and started to
influence and change the opinion of the Serbian people. The Russians also
organised public demonstrations showing support for Ukraine. “Well, gentlemen,
you waved your liberal flags unhindered until yesterday. Now, you won’t do that
anymore; we will trample on them. And you and everyone else will watch ours.
Maybe we're occupied, but we're proud and defiant. Welcome to Serbia,” the
group announced. The immediate reason for these threats was that Russian
liberals defaced the Wagner mural in Belgrade.!”!

Russian liberals and anti-war activists had received threats before from the far-
right group Russian-Serbian Centre - The Eagles through their Telegram channel
(Z-Orlovi) but not openly by People’s Patrol. However, members and
sympathisers of Russian and Serbian far-right groups closely cooperate, and the
leader of Z-Orlovi, Lisov, hosted Knezevi¢ during his visit to the Wagner Centre
in St. Petersburg. Serbian far-right extremists seem to gather information about
Russian liberals in Serbia and then send it to Z-Orlovi, which is surprisingly well-
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informed of the latter’s actions and movements. One case of physical violence
has also been documented, where Ilya Zernov was beaten when he tried to repaint
the mural dedicated to Wagner in Belgrade.!??

Relationship of State Authorities towards the Far-Right

Even though the existence of extremist groups in Serbia is not explicitly
forbidden by law, the authorities have sufficient legal instruments to address the
threat emanating from groups, as many of their activities are illegal. The Serbian
Constitution prescribes that any encouragement of racial, ethnic, religious, or
other inequality or hatred shall be prohibited and punishable. Serbia is also a
signatory of many international conventions prohibiting discrimination which are
transposed into the Serbian legal system (Constitution, Public Information Law,
and Anti-Discrimination Law).!%® Experts agree that the current legal framework
is sufficient for addressing (violent) extremism, but the problem is the state’s
benevolent relationship with the far-right.!%

The relationship between the Serbian authorities and the far-right groups has
always been pragmatic and tolerant. Even during the rule of democratic
governments (2000-2012) no real effort to address the extreme right was made.
The Constitutional Court banned two extreme-right groups, National Alignment
and Honour, but declined to do the same for similar organisations, SNP 1389, and
SNP Na3i.!'% The same court had earlier rejected the Chief Public Prosecutor’s
initiative to ban dozens of football hooligan groups even though they acted more
as a hate and crime group than mere football fans.!%

With the SNS in power in 2012, nationalism has been resurrecting, and far-right
groups, both fake and authentic, have become political instruments in the hands
of the ruling party.!%” Both groups contribute to the spread of values that align
with the government’s vision of the Serbian identity, securitising some topics and
groups (migrants, minorities), diverting voters’ attention away from genuine
issues, and serving as examples of huge Russian hybrid influence in Serbia
providing an excuse for SNS government not to distance Serbia from Russia.
Fake far-right groups also serve the SNS for siphoning support and votes away
from genuine extreme-right groups and political parties, carrying out smear
campaigns and violent acts instead of government officials, and establishing links
with extreme-right groups in other countries. That is why Serbian authorities do
little to prevent and punish hate speech and violent activities of far-righters. Even
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if the perpetrators are arrested, they are soon freed, continuing their actions. Legal
proceedings against far-righters rarely end with verdicts. Furthermore, Serbian
officials rarely publicly condemn the activities of the extreme-right groups, and
pro-government private media give space to far-right activists and war-crime
convicts. No wonder that in 2019 the Courts of Appeal annulled the verdict to
Goran Dividovi¢ Fuhrer, the leader of the banned neo-Nazi group National
Alignment for violence against participants of the anti-fascist gathering.

The People’s Patrol, although authentic far-right, has also experienced tolerant
treatment by the authorities as its violent activities against migrants, professional
media, nongovernmental organisations, and citizens go unpunished. One of the
drastic examples of said actions was when the prosecution did not initiate
proceedings against members of the People’s Patrol when they plastered the city
centre of Sombor with posters containing images and personal information of
residents who were renting their accommodation to migrants, effectively inciting
their lynching.!®® Serbian authorities undertook sharper measures towards the
activities of the People’s Patrol only in response to their protests against the
acceptance of the EU plan for Kosovo in February 2023 and threats of violence.
Thus, state authorities arrested Damnjan Knezevi¢, leader of the People’s Patrol,
and Dejan Zlatanovi¢, editor-in-chief of the far-right internet portal Srbin.info,
charging them for calling for a violent change of the constitutional order.!®
Another man, allegedly a People’s Patrol member, was arrested on his way to the
February protest after a scoped rifle was found in his car.!'® Knezevi¢ and
Zlatanovi¢ were released to defend themselves in freedom, and they soon
continued with their activities calling again Vu¢i¢ traitor and fake pro-Russian.'!!

The possible reason why authorities responded, in this case, more decisively to
the violent activities of the People’s Patrol and their collaborators is that they
want to show the West how determined they are to combat extreme right-wing
groups and the destabilising efforts of Russia to sabotage the implementation of
the Brussels Agreement—a process of paramount importance for Western states.
Consequently, through these arrests, authorities are also sending a message that
this is a very serious violent group, and the West should understand that the
extreme right can potentially destabilise Serbia and the region.!!?
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Consequences: Citizens’ Enormous Support for Putin's Russia and
Undemocratic Values

The long-term exposure of Serbian citizens to unhindered propaganda from the
ruling SNS and extreme right-wing groups, such as the People’s Patrol, has
resulted in the normalisation of pro-Russian, ultra-conservative, and nationalist
values, as well as the strengthening of anti-democratic, anti-European, and anti-
Western attitudes. The Belgrade Centre for Security Policy’s (BCSP) research
from the autumn of 2022 shows that the majority of Serbian citizens blame NATO
and the USA for the outbreak of the full-scale war between Russia and Ukraine,
and no less than 80 percent of respondents are against imposing sanctions on
Russia.!'> Moreover, 45 percent of citizens believe that Serbia should remain
neutral in the Ukrainian conflict, while 36 percent think Serbia should take
Russia's side. The constant bombardment of Serbian citizens with messages that
Russia is becoming an unstoppable political, economic, and especially military
force has led to nearly half of the citizens seeing Russia as the dominant power
in the 21st century. At the same time, less than one-fifth of them believe it to be
the US.

Shortly after the SNS came to power in 2014, the support of Serbian citizens for
EU membership dropped below 50 percent. From 2017 the percentage of
respondents opposing EU membership started to increase, and by 2022, the
percentage of both groups of citizens (supporters and opponents of EU
membership) had equalised at 46 percent. The public opinion towards Serbia’s
membership in NATO is even more negative, with only 5 percent of respondents
in favour of joining NATO, while two-thirds of them are against it. Furthermore,
citizens perceive NATO and the USA to be the biggest enemies of Serbia.!!*

Public opinion polls also indicate that nearly half of the citizens support activities
and/or values promoted by extreme right-wing groups, such as the People’s
Patrol. A similar percentage of them support the idea of the “Serbian world” and
the holding of religious rallies to preserve Christian, traditional, and family
values, as well as public morality. In these conditions, it is no surprise that they
consider ethnic minorities seeking to secede (41 percent), globalist elites (36
percent), and migrants (35 percent) as the top threats to their personal security
and safety, while extreme-right groups (24 percent) and hooligans (22 percent)
receive more favourable treatment.'!>
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The citizens’ nationalist and pro-Russian stance is evident in their opinions on
Serbia’s foreign policy priorities, with the highest ranked being the protection of
Serbs in the region (82 percent), the fight for Kosovo (77 percent) and
strengthening cooperation with Russia (72 percent). In contrast, EU membership
(41 percent) and improving ties with the USA (37 percent) are ranked lower on
their list of priorities. Anti-Western attitudes of citizens are mirrored in their
views towards democracy. Only 40 percent of respondents think that democracy
is the form of government that suits Serbia best, while one-third are for
democracy in principle but believe that the current state of affairs in the country
requires a “firm hand.” The rest of the citizens are indifferent to the form of
government or are openly for autocracy.'!® It is particularly concerning that most
young people hold negative attitudes towards the EU and democracy, support the
rule of a strong leader, and justify violence in society.!!”

Two Russian media, Sputnik Serbia and Russia Today, are present in Serbia from
2015 and 2022, respectively, but both are only internet portals. Therefore, the pro-
Russian stances of Serbian citizens cannot be ascribed to Sputnik and RT but to
Serbian pro-government media with national coverage. BCSP’s public opinion
polls have shown a significant overlap between people who expressed pro-
Russian attitudes with those who get their information from pro-government TV

stations and those who fully support President Aleksandar Vugi¢.!'®

Concluding Remarks: The SNS and People’s Patrol - Two Sides of the
Same (Russian) Coin?

It is easy to conclude that the ruling SNS, while formally still leading Serbia into
the EU and cooperative towards the West, 1s the most significant agent of Russian
influence in Serbia. This influence is primarily manifested in the political and
informational sphere, though other areas like security policy or economy should
not be neglected. Through the media it controls, which constitutes 85 percent of
the overall media space, the SNS spreads pro-Russian propaganda with a much
greater emotional charge than the two Russian media outlets in Serbia, Sputnik,
and Russia Today. This raises the question of why Russian influence is also
present within far-right groups, particularly those critically and even hostile-
oriented towards Vucic¢'s regime, such as the People’s Patrol. Is not it sufficient
for Russia to exert its influence in Serbia through the ruling SNS which holds
absolute power in the state? There are three possible answers to these questions.
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The first explanation is that Putin does not fully trust President Vuci¢. In this
scenario, Russia utilises the People’s Patrol to send a message to the authorities
not to make a U-turn away from Russia. Grounds for this assertion can be found
in the fact that Vuci¢ has not completely closed the door to the West as Serbia has
not (officially) abandoned its EU integration path and Vuci¢ appears cooperative
in normalising relations with Kosovo. Moreover, a vocal pro-Russian figure in
Serbia is Aleksandar Vulin, a politician with no significant voter base in Serbia,
solely occupying critical state posts thanks to Vuci¢. If Vuci¢ turns towards the
West, he can easily, without domestic political repercussions, distance himself
from Vulin and shift blame for pro-Russian influence onto Vulin. Finally, Russian
media in Serbia, Sputnik, and Russia Today are only internet portals, meaning
that Serbian pro-government media with national coverage are responsible for
boosting pro-Russian sentiment among Serbian citizens. Given that Vucic's
government channels Russian influence, he can also curtail and divert it in other
directions, if he wishes. Therefore, through the People’s Patrol’s (violent)
activities, Russia is informally conveying to both the authorities in Serbia and the
West that it has ways to further generate discontent among citizens on national
and other issues and can exploit it to destabilise Serbia and the region. According
to this hypothesis, the People’s Patrol is the Kremlin’s informal messenger in
Serbia.

The second explanation is that the actions of both actors are well coordinated and
planned in Moscow. The strong pro-Russian far-right in Serbia serves Vuci¢ to
demonstrate to the West that the extreme-right can genuinely destabilise the
situation in Serbia and the region should he decide to swiftly resolve the Kosovo
issue, thereby eliminating the political basis of Russian influence in Serbia. The
violent activities of the People’s Patrol provide Vuci¢ with a convenient excuse
to delay the practical normalisation of relations with Kosovo, preserving a frozen
conflict—a situation that aligns with Russia’s goals in the region. Vuci¢’s refusal
to impose sanctions on Russia could be justified on the same grounds. The
People’s Patrol has operated unhindered for years, and the arrest of its leader
serves the purpose of simulating a fight against the pro-Russian far-right in
Serbia. Vuci¢’s official cooperation with the West on the Kosovo issue and regular
years-long hints of moving away from Moscow correspond to Russia’s interests,
prolonging the West’s false hope of Serbia’s foreign policy shift. Supporting this
second explanation is the fact that Vuci¢’s regime has done little to diminish pro-
Russian stances among citizens. Instead, it has reinforced them through its media,
creating and projecting the image to the West of strong Russian influence in
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Serbia and portraying that Vuci¢ cannot swiftly shift towards the West. Finally,
the Serbian and Russian governments share a similar ideological background
manifested in the Russian and Serbian world concepts, seemingly turning them
into good allies.

The third possible explanation is that Vuci¢ does not intend to bring Serbia closer
to the EU and the West or Russia. Instead, he aims to maintain absolute power in
the country for as long as possible until the geopolitical situation becomes clearer.
In pursuit of this goal, he amplifies the fears of both the West and Russia,
positioning himself in between so that if he is not in power, these fears would
then materialise — Russia destabilising the region or the West pushing Russia out
of the Western Balkans. Officially, this is a policy of (military) neutrality, but a
more suitable term, coined by President Vuci¢ himself, is “politics of
wriggling,”!!” which implies lying to both the West and Russia while masking it
by making some concessions and decisions that align with their interests.

Whichever explanation is true, it is certain that the consequences of these actions
of SNS and extreme right-wing organisations like the People’s Patrol are dire and
long-lasting for Serbia while simultaneously fitting the goals of Putin’s Russia.
The public opinion in Serbia is pro-Russian, ultra-conservative, and anti-Western,
with citizens seeking the rule of a strong leader. Particularly concerning is that a
majority of young people hold these views. Citizens’ attitudes can change, but it
is always a slow and difficult process, especially in societies lacking consensus
on fundamental societal values and at the crossroads of different geopolitical
interests. Hence, the belief that Serbian authorities can easily change public
opinion in case of a shift towards the West is unfounded. The responsibility for
this situation in Serbia also lies with the West, which has tolerated the erosion of
democratic institutions, the marginalisation of political opposition and critical
media, and the concentration of power in the hands of Vuci¢ for years, all in
pursuit of achieving a final agreement between Serbia and Kosovo and
maintaining fake stability in the Western Balkans. This has led many pro-Western
citizens in Serbia to become disappointed and sceptical of the EU and the West,
as well as democracy, which they perceive now only as an instrument in
geopolitical competition. Therefore, even if Vuci¢ were deposed soon, it would
be hard to believe that current voters would support a sharp turn from Russia.

Therefore, it is crucial for the EU and other Western countries to promptly prevent
Serbia’s further drift towards Russia through a combination of incentive measures
and sanctions. In this regard, the New Growth Plan for the Western Balkans by
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the EU Commission is significant, envisioning €6 billion in financial aid and
investments for Western Balkan countries implementing substantial reforms.'?°
Additionally, Serbia will have access to €1.4 billion through IPA3 funds by
2027.'2! The EU should adopt a firmer stance towards Vu¢ié¢’s government and
withhold these funds if the authorities do not genuinely strengthen democracy
and the rule of law and do not align Serbia’s foreign policy with the EU. The EU
should also impose restrictive measures on representatives and associates of the
government. The US has already taken such steps for some of them.!?? Still, by
expanding the circle of sanctioned individuals and coordinating the simultaneous
imposition of sanctions by the EU and Western states, Vu¢i¢'s government would

be significantly more affected.

Finally, one of Serbia’s obligations on the path to the EU is adopting a new
strategy against violent extremism. The EU should insist that the key priority of
the strategy be the fight against extreme right-wing and malign foreign influence.
One of the most important measures in combating the far right should be a change
in the narrative in the public sphere, with public officials and the media as the
main actors. Necessary measures should also include strengthening media
pluralism and critical thinking. Through an accompanying action plan, the EU
should monitor the implementation of the strategy, and if it proves weak, the EU,
along with partner countries, should immediately apply restrictive measures
towards the authorities.
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Hungary: The pro-Russian Far-Right is Reinforced
by the Orban Regime

Edit Zgut-Przybylska

Russia’s basis for seeking influence over the Hungarian public was weak at best
after the democratic transition in 1989. Hungary is not a Slavic country; the
population does not speak Russian, and the two nations do not share a common
border. The two revolutions that happened in Hungary, in 1848 and 1956,
respectively, were crushed by Russian troops. Consequently, the Hungarian far-
right scene has had a long history of hostility, if not hatred, towards Russia.'
Therefore, the Kremlin employed a threefold strategy. Primarily, it focused on
influencing the mainstream political elite politically and economically.? As a
result, Viktor Orban’s government has been strengthening ties with Russia and
strained Hungary’s relations with NATO and EU allies. Secondly, the case of Béla
Kovécs, a former MEP of the far-right Jobbik party, is also indicative of the
totality of the Russian outreach to the Hungarian far-right. Having him spying
and lobbying within the European Parliament for years, the Kremlin has managed
to create a pro-Russian network of far-right actors in the heart of the EU.

Thirdly, the Kremlin put great emphasis on exploiting historical grievances
related to the lost territories of Hungary after WWI to win the hearts and minds
of the Hungarian far-right scene.* Our Homeland is leading the charge in this
regard as it is the most ardent supporter of territorial revisionism while spreading
pro-Russian narratives. According to interviewed experts,’ the uniqueness of the
Hungarian scene stems from the fact that although paramilitary organisations like
the Hungarian National Front (MNA) were aiming to strengthen cooperation with
Russian secret services, the Kremlin was not taking them seriously and operated
through other channels.
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Hungarian REMVE — Strategies and Ideological Tenets

The dominant strategy of the Hungarian far-right is that they traditionally
mobilised against historical minorities, such as the Roma, the Jews, and national
or ethnic minorities.® However, the scope has been largely extended towards
external enemies.

Drawing on the Great Replacement theory, the Hungarian far-right claims that
societies are facing a twofold threat: externally, it is represented by the Muslim
immigrants who are allegedly threatening the ethical and cultural basis of the
Christian civilisation. Internally, the threat is represented by what the scene terms
decadent leftist-liberal forces that are pursuing feminist and gay rights. It fits the
approach of the global far-right populism where gender serves as a symbolic
glue’® that holds the extreme right-wing scene to fight the onslaught of modernity
both domestically and internationally. They perceive it as accelerating the
collapse of the fundamental, God-given difference that makes society function in
a normal way: that between men and women. The long list of components of
gender includes the issue of divorce, gay marriage, social acceptance of
promiscuity, abortion, and the demise of the traditional family, in which the main
role of women is to have children.’ In this context, Russia served as an example
of normality where LGBTQ+ rights are not tolerated.

The Hungarian far-right also claims to defend common sense against the
migration policy of the EU.!"° It is embedded into a very pessimistic and
consistently anti-modernist narrative about the West’s intellectual, cultural, and
social history. In their narratives, the West is portraited as being degenerated
under the influence of Marx, Engels, Freud, the Frankfurt School, feminism, and
postmodernism. In contrast, Russia has become a beacon of normality that “does
not want to unleash aberration” by fighting off LGBTQ+ rights.!! Their rejection
of the EU and NATO is embedded into an antisemitic, xenophobic conspirator
approach against George Soros, often copy-pasting Kremlin narratives.

The far-right scene in Hungary has its own identity stemming from historical
grievances that are centred around the territorial losses of Hungary. Arguably, the
biggest and most important yearly gathering of the Hungarian extreme right is the
so-called Day of Honor to commemorate the alleged breakout of the German and
Hungarian soldiers during the siege of Budapest on 8 February 1945.'2 The
Hungarian far-right organisations have also traditionally supported the idea of a
Greater Hungary, and advocated for reclaiming territories inhabited by
Hungarians in Slovakia, Romania, Ukraine, Serbia, and Croatia.!* These
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grievances date back to the 1920 Treaty of Trianon, which reduced Hungarian
land by two-thirds, leaving a quarter of the Hungarian population outside of the
country’s borders.'"* Far-right groups, therefore, fostered openly revisionist
narratives while vocally supporting Hungarian minorities in other countries.
Consequently, the past is always a reference point in terms of organisational
meetings, commemorations, and political speeches.

This 1s an opportunity for the Kremlin to exploit historical grievances by
supporting territorial claims. Part of its broader effort after 2014 was to
undermine the region’s stability in general and bilateral links with Ukraine in
particular via supporting local enablers: secessionist, revisionist, and far-right
organisations. With secret service and hybrid warfare tools, Russia was fuelling
disputes between Central Eastern European countries and local extremist
organisations.!> The Hungarian extreme-right scene is particularly interesting to
study and a fertile ground for the Russians because of the above-mentioned
historical grievances, thanks to which the Kremlin has revitalised its traditionally
limited linkages within these organisations as of 2010.!% As a result, the most
prominent extreme-right (paramilitary) groups operate under some form of
Russian influence. These organisations are currently centred around Our
Homeland, a far-right party openly supportive of Russian geopolitical efforts in
the Hungarian National Assembly. Riding the wave of territorial revisionism has
been further strengthened since Russia invaded Ukraine in 2022. Moreover, this
1s not happening in a domestic vacuum. The political and institutional framework
provides an increasingly favourable environment for Pro-Russian activities in
Hungary up until today. The pro-Kremlin efforts of the Hungarian far-right are
being reinforced by Viktor Orban.!” The ruling party, Fidesz, deliberately
disseminates anti-Ukrainian, anti-Western, and pro-Russian narratives in its top-
down centralised, robust propaganda machinery both in mainstream and social
media.'® What is more, national security authorities lack the will to act against
the local enablers of the Kremlin, which has increased national security threats in
Hungary over the last decade.!” Therefore, the central questions addressed in this
chapter are: What are the structural and political contextual features of the
Hungarian far-right scene that operates under Russian influence? What type of
direct or indirect Russian influence can be observed in the selected case studies?
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Research Methodology and Case Selection

This chapter builds two cases: one representing a direct, and another an indirect
instance of Russian influence within the broader Hungarian far-right scene. As
for the direct case, the chapter explains how the MNA, became the venue point
for the operation of Russia’s military intelligence service, the GRU. The case of
MNA is indicative of the pro-Kremlin environment provided by the Orbéan
government. It allowed MNA an undisturbed collaboration with Russian secret
services. As a result, no other far-right organisation has been confirmed to be so
directly linked to and influenced by the Russian secret services in Hungary. It
directed public and scholarly attention to the efficiency of the Kremlin in
influencing paramilitary and extremist organisations operating in Hungary.
Another empirical case is the story of Béla Kovacs (with a nickname KGBé¢la), a
former MEP of Jobbik, a far-right Hungarian party that has been spying within
the EU on behalf of Russia. Accounting for the indirect linkages, the chapter
investigates the pro-Russian narratives of Our Homeland and the paramilitary
organisations centred around it. Studying these latter cases is warranted on
multiple grounds: one of them is that they co-jointly agree with Vladimir Putin’s
characterisation of the nihilistic and decadent West contrasted with Christian-
conservative Russia. Another feature of these organisations is that they have the
most ardent anti-Ukrainian approach in the Hungarian political scenes.

The empirical evidence for this study was collected from multiple sources. It
combines extensive primary and secondary sources, a wealth of data provided by
investigative journalists and policy reports, as well as expert interviews
undertaken by the author. The desktop research will collect the necessary
information and note the sequence of events and their evolution. In-depth
interviews with experts of scientific life and the media allowed the analysis to
move beyond reliance on open-source information and acquire a deeper
understanding of the background of the Pro-Russian extreme-right scene and its
events.

Case Study 1: The MNA in Cahoots with the GRU

Before the full-scale Russian invasion of Ukraine in 2022, the Russian secret
service’s overarching goal in Hungary seemed to have been to obtain as many
local potential enablers as possible: “They traditionally aimed at recruiting a huge
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number of local contacts, regardless of their effectiveness and capabilities. In
other words: the quality of these contact persons were less relevant and useful
idiots also qualified as valuable ties just to fulfil a “yearly quota” — argued one of
the interviewees, Andras Dezs6, a Hungarian investigative journalist. Moreover,
in his view, such outreach did not automatically equal an attempt to recruit a given
individual to the ranks of the Russian secret service agents. This was allegedly
more of an operation to build bridges with proverbial open-minded local actors.?

MNA, a small but violent outfit of the Hungarian far-right, seemed to have come
into Russia’s orbit precisely through such connections. Officers of Russia’s
military intelligence service, the GRU, have been in contact with the organisation;
Russian “diplomats™ have participated in airsoft exercises organised by the group.
The organisation was led by Istvan Gyorkos, one of the most well-known
figureheads of the Hungarian neo-Nazi scene, who was sentenced to life
imprisonment on a charge of murdering a Hungarian policeman in 2016.%!

Known to be an extremist and dangerous figure of the neo-Nazi scene, GyOrkos
has been on the radar of the Hungarian secret services since the beginning of the
nineties. He established MNA first under the name of the Hungarian National
Socialist Action Group in 1989. Gyo6rkos first drew the attention of the Hungarian
police in 1991 when he distributed neo-Nazi leaflets with a swastika in the cities
of Gydr, Budapest, Devecser, and Szé¢kesfehérvar. The membership of the
organisation mostly consisted of the Gyorkos family and their friends under the
umbrella organisation called Peregrine Falcon Hiking Association — also founded
by Gyérkds in 1990.%2 The total number of members of the MNA had grown to
250 by the end of the nineties. It centred its activities around self-defence and
combat training with airsoft drills, paintball, and various legally available tools
necessary for military training, such as: military maps, practicing with grenades,
etc. Their camps operated across Hungary, the largest of which was located on
private land in the outskirts of Bony called Sashegy. Photography documented
that on one occasion, the participants greeted each other with a fascist salute and
studied neo-Fascist documents published in the US.? Having built a well-
connected neo-Nazi network since the beginning of the 1990s, Gydrkods also
established the Day of Honor commemoration in 1997, which became the most
important yearly event of the neo-Nazi scene. It commemorates the purported
breakout of German and Hungarian soldiers during the siege of Budapest on 8
February 1945.2* Together with a number of European extreme-right and neo-

115



ZGUT-PRZYBYLSKA

Nazi groups, the entire Hungarian right-wing extremist scene gathers every year
to march and participate in memorial tours of the breakout all over the country.

Gydrkos also started the newspaper called New Order, which disseminated Nazi
symbols as well as racist and anti-Semitic writings. He had been seeking the
opportunity to establish a Nationalist-Socialist political system in Hungary by
building a web of violent radicals.”® In order to achieve his goal, he built
relationships with the leader of the Austrian neo-Fascists and maintained contact
with other foreign Nazi organisations. According to the investigative documents
of the time, GyOrkos and his sympathisers received their inciting propaganda
materials from the head of the Foreign Reconstruction Organization of the
German National Socialist Workers’ Party operating in the US. The New Order’s
newspapers were also financed by this organisation.?®

The party, although far-right in content, also developed links with far-left and
what is key to the analysis, the pro-Russian Hungarian Workers’ Party (the
ideological heir to the pre-1989 Communist Party), led by Gyula Thiirmer. The
party disseminates pro-Russian politics and seeks to strengthen diplomatic
relations with Russia.?’” The marginalised organisation has held numerous public
events with GyOrkds’s organisation, although Thurmer refused to confirm their
relationship in the past.?® According to Index.hu, this collaboration eventually
resulted in a split between Hungarian neo-Nazi groups.?’

Russian diplomats and members of the Russian military intelligence have been
around the and the Hungarian militant subculture for years. The situation started
before Russia annexed Crimea, as the Russians were trying to do it in a smart,
less ostentatious way.’* The National Security Committee of the Hungarian
Parliament confirmed that the Hungarian counter-intelligent services were aware
of collaborative trainings between the MNA and the Russian services. In fact, the
Committee revealed that MNA has been “begging for financial support™! for the
GRU that was not taking the organisation seriously.>? Russia was primarily
interested in a website co-created by Gyorkos, called Hidf6.ru, that became most
prominent Hungarian-language Russian propaganda portals around 2012.3% It
indicates that MNA was already under Russian influence and the portal became
an instrument for active measures for the Kremlin. It manifested in August 2014,
when the Russian Ministry of Foreign Affairs accused Hungary of shipping arms,
including T-72 tanks, to Ukraine, referring to fake content on the website,
Hidf6é.ru. The website published three photos, allegedly taken by readers,
showing T-72 tanks transported on a train in Nyiregyh4za, a town in East
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Hungary. The Hungarian government denied the existence of the tanks and called

the “Kremlin’s accusation an unfriendly gesture.”*

Russian secret services are well-known for identifying the interests of potential
contacts and using them as a venue point of communication.®® In the case of
MNA, it was the airsoft drill since it resonated well with the personal interest of
Gydrkos. MNA openly organised its trainings on the internet. Activities like relic
hunts for World War II weapons were also proven to be useful for strengthening
bonds with MNA. Private hunters and collectors from both the radical right and
left were frequent guests of these events, along with the agents of GRU.*
According to Ferenc Katrein,?” a high-ranking former counter-intelligence officer
of Hungary’s Constitutional Protection Office (AH), the main goal was to “gain
influence over an organization with a huge potential of violence that is suitable
to facilitate subversive domestic and international activities.”*® This refers to a
wide range of activities, including fuelling ethnic tension, organising large-scale
neo-Nazi events like the Day of Honor, and building an international network of
like-minded organisations on the basis of the breakout by besieged Nazi forces in
occupied Hungary during WWII. “They have had logistical importance in terms
of destabilisation—as a potential tool to use when needs be to destabilize the
country” explained Katrein.*

This had been ongoing for years before the National Bureau of Investigation (the
Hungarian FBI) was supposed to search Istvan Gydrkos’s house for illegal
weapons in 2016. When the two officers showed up at his home, the leader of
MNA opened fire and killed a 46-year-old police officer. According to Katrein,
the GRU must have been careless; they contacted MNA despite the fact that it
was already on the radar of the Hungarian intelligence services. “It means that
they simply did not care about a potential breakdown of the organisation, which
indicates huge arrogance, showing how much the Russians have looked down on
their Hungarian counterparts”, argued the former intelligence officer.*’

Dezsd agreed that putting such effort into MNA was a strategic blunder for the
GRU. The murder of a Hungarian police officer directed full attention to the
organisation; law enforcement authorities together with the secret services put
great efforts into demolishing MNA completely. Russian activities have been
halted and Hidfo.ru ceased to operate as of 2018. After the police detained
Gyorkos, the National Investigation Agency and the Anti-Terrorism Centre
ousted twelve members of the Hungarian National Front in Bony, Budakalasz,
Budapest, Jaszberény, Mosonmagyarovar, Rad, Sajokeresztur, and Vac. Weapons
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of Russian and Slovak manufacture and explosives were seized by the police.
These twelve people were interrogated as suspects for violence and misuse of
firearms,*! out of which eight were arrested in 2022.%?

There was no consensus among the interviewees as to whether the MNA were
aware of being infiltrated by the GRU. In this regard, one argued that even if
Gydrkos was not aware of the true identity of the GRU undercover officer, the
younger generation of the organisation (e.g. his sons) must have known whom
they were collaborating with. Katrein argued that “It is simply unrealistic that the
leadership did not know what they got themselves into”. There is also no publicly
available information about the former members of the MNA and if they joined
other platforms after 2016. According to Katrein, “Most neo-Nazi, paramilitary
people ‘grow out’ the membership above a certain age. Beyond 30, you do not

want to put your family at risk, especially after such an institutional failure”.*

As a result of the aforementioned events, the MNA was banned in late 2016, and
to date, no other organisation has been confirmed to be directly linked to and
influenced by the Kremlin in Hungary. The fact that such common exercises with
the GRU were happening under the watch of the Hungarian intelligence services,
including military counter-intelligence, indicates the lack of political will to
undercut Russian services operating in Hungary.** Alfahir (a website close to
Jobbik) confirmed that former president Janos Ader and Istvan Gyérkos Jr. are
related, which was first reported by Hidfé.ru.*> Accordingly, the second aunt of
Janos Ader is the wife of Gy6rkés Sr., and Ader’s second cousin is Istvan Gy6rkos
Jr. Although President Ader’s office has denied this relationship before, Gy6rkos
often referred to the fact that thanks to their family relationship, the organisation
enjoys a so-called “protection” in Hungary. The Russians also knew about this
family relation, which was confirmed by several sources.*®

Case Study 2: The Curious Case of KGBéla

KGBela’s case is indicative of the distinctive features of Russian influence in
Hungary. He not only influenced the domestic far-right but also catered to an
international network of like-minded actors within the European Parliament and
spied and lobbied on behalf of Russia. He largely contributed to turning Jobbik
into a pro-Kremlin party and became the party’s Russophile MEP in Brussels in
2009.%7 According to Dezs6, he has been known to the KGB for a long time; the
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organisation recruited him through his wife in the 1980s, and his political career
started in the early 2000s.%®

Kovacs never denied his Russian ties and the frequent trips he took to Moscow.
Géabor Vona, Jobbik’s leader, accompanied him on at least one occasion in 2008.
This trip happened before pro-Russian traces became very prevalent in the party’s
rhetoric.* He established his influence in the party by becoming a top financial
supporter of Jobbik.>® Although his Russian connections were well-known within
the party, he could have achieved a career due to his generous “donations” to the
party and often to its members in an individual manner. Another notorious
example of his contribution was the Youth Section of Jobbik, which organised
various events during the 2000s with the direct financial support of Kovéacs.!

Sources of his wealth remain a mystery. Béla Kovacs started as a businessman
living in Russia when he returned to Hungary in the 2000s to open a salad bar.
On several occasions he claimed that he spent the period between 1988 and 2003
in Russia working in the leadership of diverse trading companies.’? However,
investigative journalists revealed that there is no trace in Russian company
records in that either Kovacs or his wife had owned Russian companies,>® let
alone obtained any (high-level) position in one.>* He is famous for his high-level
international connections; in 2007, he invited one of his party members to the
inauguration of Ramzan Kadyrov Czechen president. He travelled on his own
account, not using party finances.>

As a result of all this, he has been on the radar of the Hungarian counter-
intelligence services (along with other European services) since 2009. Kovacs
rather acted as an agent of influence than a classic Russian spy, and he was quite
efficient in this regard. He reported to Russian diplomats in a conspiratorial way
and lobbied on behalf of Russia within the EU. According to the accusation,
between 2012 and 2014, Kovécs’s task was to form groups in the EU to strengthen
Russia’s interests specifically and weaken EU policy.>¢

Kovécs first convinced the formerly anti-Russian Jobbik®’ by invoking his fringe
contacts in Polish politics. Since the Hungarian far-right is known to traditionally
admire Poland for its strong nationalist scene, Kovacs was putting emphasis on
the pro-Russian Mateusz Piskorski,”® the former leader of the far-right Zmiana
party.”® While the relationship has been established between the two parties,
Piskorski was arrested on suspicion of spying for Russia ten years later.®® Kovécs
started as an MEP only in 2010 only, when he took the seat of Zoltan Balczo,
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another Jobbik member in the European Parliament. Despite that there have been
numerous conflicts between him and the previous staff of Balczo, the party never
withdrew him, most likely because of his financial power. As stated by Szabolcs
Panyi, an investigative reporter at Direkt36, during an interview, “His real task
was not to meddle in Hungarian politics but to organize a pro-Kremlin network
of far-right MEPs and parties: the Alliance of European National Movements
(AENM)”.%! The group was established in 2009 with the declared aim of forming
a faction in the European Parliament. Kovacs first served the role of a treasurer
and later as president of the organisation. As part of an international group
observing the referendum held in the Crimea in 2014, he took a position on the
Russian/Ukrainian conflict, arguing that “the vote would be absolutely free and
fair”.? Panyi added that “it is indicative of the success of the AENM that it even
included Marine Le Pen’s National Front® and members from Nick Griffin’s
British National party in 2014.” Kovacs’s activities in Brussels strongly indicate
that he must have been working for Russia’s Foreign Intelligence Service, the
SVR.% It seems that the alleged financial support from these services must have
significantly increased his means of mobilisation, recruitment, and activity within
the EU institutions.

Kovacs’s moderate, bureaucratic image indicated that he was interested in
building international relations on an intellectual level, rather than engaging with
radical extremist paramilitary groups. However, Investigative VSquare has
confirmed that Kovécs was also in touch with Istvan Gy6rkos and the MNA. Not
only did they reveal that their families once had a close relationship in the early
2010s, but also that Gyérkos’s wife was hired to do household work for the
Kovacs family.%

Although the AH was secretly investigating Kovacs, just before the European
parliamentary elections in 2014, it terminated the ongoing investigation and
subsequently initiated a criminal case against a far-right politician.® In the spring
2014, Kovacs’s espionage story was leaked to Magyar Nemzet, a pro-government
daily newspaper. In this way, it could be used against the far-right Jobbik party,
which turned out to be the governing Fidesz main rival in the election campaign.®’
Serious accusations were put against him, such as spying against the bodies of
the EU on behalf of a third country.®® However, the AH did not have a chance to
make sure he could not escape justice and that his web of contacts would be fully
discovered. It could not finish the ongoing investigation and collect enough
evidence against Kovacs, allegedly because the government interfered in
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revealing the story at an early stage for political reasons. Therefore, Kovacs could
escape to Russia after 2017 without any difficulties.®

Information about the financial linkages between Kovacs and Russia were not
disclosed in the official indictment, either. Currently, he lives in Moscow and
teaches international relations at the Moscow State Institute of International
Relations. The Hungarian Supreme Court ruled on 27 September 2022 that Béla
Kovécs had indeed spied for Russia and sentenced him to five years in prison in
Hungary. He was also sentenced for budget fraud and falsification of
documents.” Since June 2023, he has been the subject of an international arrest
warrant, and since November 2022, he is also the subject of a Hungarian arrest
warrant.

The story of KGB¢la is indicative of the complicated nature of Russian influence
in Hungary.”! His connections and spy activities were revealed by a pro-Russian
government for power political reasons, to undermine the credibility of Jobbik
who turned out to be Fidesz’s main rival in the election campaign. For almost 10
years, the same party in power provided smooth sailing for Kovacs to avoid
proper scrutiny and jail. According to Dezsd, the “Hungarian authorities [let] him
off the hook, which must have been a decision of the Hungarian Prime Minister
himself, Viktor Orban. What’s more, no measures were taken against Kovacs’
Russian handlers or Russian diplomats; there is no word of [any] Russian
diplomat being extradited from Hungary.”’? After his spy case was revealed, he
quit the Jobbik party, which started to take a more moderate direction and
eventually split. Currently, most of the former pro-Russian politicians of Jobbik
belong to its splinter party, Our Homeland.

The New Pro-Russians of Hungary

Our Homeland Movement and its satellite organisations, Our Homeland (MHM)
is a Splinter party of Jobbik, itself the formerly dominant far-right party. It was
founded after the parliamentary elections in 2018 under the leadership of Laszlo
Toroczkai, former mayor of the village of Asotthalom in South Hungary and a
current leaders, Déra Durd and Elod Novak, former members of Jobbik and an
influential power couple of the Hungarian far-right scene.” Toroczkai became an
inspirational figurehead of the Hungarian far-right scene over time. He co-created
relevant paramilitary organisations and youth movements: the Sixty-Four
Counties Youth Movement (HVIM), the Army of Outlaws, and the Wolves,
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among others. It is mainly formed by ex-Jobbik members, who were disappointed
with the party’s drift to the centre, itself a reaction to a rightward shift in power
of the Viktor Orban’s government since 2010. The splinters announced their
desire “to go back to [...their] radical, anti-establishment roots”,’* which
effectively meant they would be free to pursue a racist, antisemitic, anti-EU, anti-
NATO, and openly pro-Russian narrative.”> During the 2022 general elections,
while the more moderate Jobbik suffered a significant loss in seats, from 26 in
2018 to nine, Our Homeland won six seats in the parliament.”® Besides
disseminating blatant irredentism and xenophobia against migrants, refugees, and
“others”, the party was successfully channelling public frustration over COVID-
19 restrictions and anti-vaxxer sentiment.”’ It resonated well with the pro-Russian
narratives that Western democracies are not capable of handling the crisis. Since
no other party has been touching upon this issue, it significantly helped them to
reach the parliamentary threshold in 2022.7 It also nicely fits the global trend in
which anti-vaxxer extremist organisations shifted their focus towards anti-
Ukraine narratives, which provided a huge opportunity to exploit conspiracy
theories.”

Most of KGB¢la’s former Jobbik party members split away and now belong to
the Our Homeland party, pushing a pro-Kremlin and anti-Ukrainian position, in
particular Novék and the deputy chair of the party, Dur6. When Kovacs’s ties to
Russia were revealed in 2014, Novak defended himself against accusations of
spying for a long time. Years later, the pro-Russian and radical wing (like Novak)
left Jobbik to form the Our Homeland party.?’ The party espouses a vehemently
anti-Ukrainian approach as it advocates for the suspension of all support towards
Ukraine until the situation of the Hungarian minority inside the country is not
handled.®! The party also opposes Hungary’s participation in NATO’s Baltic Air
Policing mission — currently, Hungary’s JAS-39 Gripen fighter jets are patrolling
there to intercept Russian military aircraft.

The Hungarian far-right contextualises the war in Ukraine in accordance with its
antisemitic, anti-Western and in particular, anti-US and pro-Russian approach.
Our Homeland, the HVIM and the Army of Outlaws are known to be very vocal
about their anti-Ukrainian approach. They also contextualise the conflict with
regard to the protection of Hungarian minorities in neighbouring countries, being
the most ardent critics of Ukraine.?? It strove to condemn President Zelenskyy,
the US, and NATO for provoking the war which they see as an opportunity to
reclaim Transcarpathian territories from weakened Ukraine. Our Homeland and
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its partner organisations (closely collaborating and sharing agenda with the Army
of Outlaws, HVIM) are the most vocal about it.®> Toroczkai, who was once one
of the most outspoken on demolishing the Soviet monument in Budapest, took a
strong pro-Russian turn after 2014. As the former mayor of Asotthalom, he
inaugurated a Yuri Gagarin®* statue and a renovated street named after the Russian
astronaut in 2016. According to Péter Kreko, the director of Political Capital
Research Institute, this symbolic act must have been pursued both by the Russian
embassy and Toroczkai and indicates the presence of Russian soft power in the
Hungarian countryside.

Since Russia invaded Ukraine, Our Homeland has been condemning sanctions
against Russia, rejecting support for Ukraine and its accession to NATO and the
EU. After Putin indicated in 2022 that Hungary, Romania, and Poland might have
territorial claims towards Ukraine,® Toroczkai claimed that Transcarpathia
should belong to Hungary. He posted photos from 1938 and 1939 of Polish and
Hungarian troops shaking hands on the common border. It clearly underscores
the party’s revisionist aim that sees Russia as a force thanks to which these
territorial claims could be realised.®” Another recurring argument is that Ukraine
does not deserve Western support because of its “mistreatment®® of minorities”.*’
Therefore, stakeholders within the Hungarian extreme right-wing milieu
advocate that all support towards Ukraine should be suspended until the situation
of the Hungarian minority inside the country is not addressed appropriately by
the Ukrainian government.”

The vice president of the National Assembly and deputy chair of Our Homeland,
Dora Dur6 underlined on state-owned Russia Today the Kremlin’s propaganda
and conspiracy theories about Ukraine. She argued that “Ukraine’s accession to
NATO poses a huge national security risk”, and that the Hungarian government
would only approve it “if Putin did”. The party stipulates that “Ukraine hides in
the shadow of the US and the West”, “cannot be seen as independent”, and is led
by a leader who is “anti-peace and anti-democracy.” According to Durd, Ukraine
should “hand over all its occupied territories because it is the only way to achieve
peace”.’! Based upon the investigation of the Hungarian fact-checker website
Lakmusz, these include the following disinformation and conspiracy theories:

e Ukraine has never existed; it has been “put together” in the 20th century
by “territorial charities” provided by Poland and Hungary. The country has
always been dominated by the Russian-speaking population and there has
never been a Ukrainian majority. Furthermore, Crimea has been a personal
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“donation” to Ukraine by Nikita Sergeyevich Khrushchev, the First
Secretary of the Communist Party.”?

e The war is not primarily about Ukraine; it serves the special interests of the
US, which is mostly responsible for the war. According to this narrative,
bioweapons are being developed in Ukrainian laboratories upon the request
of the United States. It embeds into the alleged context that the American
deep state is fighting to maintain the unipolar world order by weaponising
Ukraine against its contester, Russia.”

e The Ukrainian Army has been committing genocide in Donbas since 2014
with the support of the West.**

e Ukraine deserved the attack from Russia. In a YouTube video entitled “The
hidden truth about the war in Ukraine”,”® Toroczkai argued that Vladimir
Putin had to start “Special operation” as an act of self-defence. In other
words, Russia acted legitimately in response to a threat posed by the Nazi
regime in Kyiv.

Our Homeland also seeks cross-regional collaboration with other far-right parties
in Europe like the Forum for Democracy (FvD)* in the Netherlands, which
manifests in mutual visits and support with regards to their anti-Western, pro-
Russian, and xenophobic messages.

The Party’s Satellite Organisations: HVIM and the Army of Outlaws

Currently, the most relevant pro-Russian paramilitary organisations of Hungary
are closely collaborating with Our Homeland. HVIM, the Army of Outlaws, and
the Wolves are all affiliated with the party in terms of human composition,
ideological approach, and activities, centred around Laszlo6 Toroczkai. What
makes it difficult for them to cooperate with other far-right platforms in Central
Eastern Europe is that they have a very strong territorial revisionist approach and
claim to restore Greater Hungary. Advocating for reclaiming territories inhabited
by Hungarians in Slovakia, Romania, Ukraine, Serbia, and Croatia creates a huge
amount of tension between these two Hungarian organisations. Another key
feature to mention is that HVIM and Army of Outlaws are openly rejecting
democracy as a system.”’

Currently, HVIM is led by Gyorgy Gyula Zagyva, former Jobbik MP and Gabor
Barcsa-Turner. The movement depicts itself as an ultraright-ultraconservative
platform, and the central element of its worldview is traditionalism and rejecting
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modernity. HVIM is not only active in Hungary but also recruits members in
various parts of Romania, Slovakia, Serbia, and Ukraine with a significant
number of ethnic Hungarians in these countries being members or sympathisers.
The heroisation of the glorious past and territorial irredentism is prominent in
their worldview. The group’s name, HVIM (name also refers to idealised
historical periods), stems from the administrative design of Hungary before the
Treaty of Trianon, which constituted 643 counties. To demonstrate this, the
movement’s badge also outlines the territory of historical Hungary.”®

The paramilitary dimension of HVIM is mostly represented by the Wolves, an
organisation affiliated with HVIM, focusing specifically on this (para)military
activities, aspect by teaching (semi)military and martial arts skills to its male and
female members with the help of veteran soldiers.” It is led by HVIM co-chair
Gabor Barcsa-Turner, who also held martial arts training sessions. During such
sessions, visitors could take part in airsoft games, and the Wolves members
presented unarmed weapons to participants.'® The group provides basic military
training to its members, who, among others, use airsoft replicas of weapons. One
of their unofficial trainers, Zsolt Dér, was a veteran of the Balkan wars and was
in direct contact with separatists fighting in Eastern Ukraine in 2014. He admitted
that he had been approached by pro-Russian forces to join them in Ukraine.'%!
Dér said he ultimately refused to do so because he was employed by the Jobbik-
delegated former deputy speaker of parliament and a member of Jobbik, Tamas
Schneider, and preferred to remain at his disposal. The group’s motto, Ancient
content, new form, points to the acquisition of, in part, skills of modern warfare.!??
The movement has close ties with Betyarsereg (Outlaw Army), the largest and
most violent paramilitary far-right platform since it was established by Toroczkai
in 2008. Its formation was triggered by the domestic political crisis that erupted
in 2006.1%

The black-clad self-defence force has a motor club as well and is also present at
the HVIM youth camps, teaching kids survival skills, as well as Hungarian
history. The organisation prioritises physical strength and coordinates training or
self-defence. The platform group has a long history of violence against the Roma
minority and advertised itself as helping with problems with the Roma. It
primarily means that the group engages in the intimidation of the Roma
community in smaller Hungarian settlements. Its leader, Zsolt Tyirityan, served a
prison sentence on a charge of a vicious attack on a Roma citizen earlier,'** and

was a member of the Pax Hungarica Movement (abolished in 2017) that evolved
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from the Hungarian Blood and Honour organisation. The organisation prioritises
physical strength and coordinates training. The organisation is mostly active in
Miklés Horthy commemoration,!® national holiday events (23 October, 15
March), intimidation at LGBTQ+ parades, and demonstrating force through
motorcycle tours, joint training sessions, and strength and sports competitions.
While Betyarsereg is considered a rather self-involved organisation that aims to
reach out only to its core membership, and prefers not to put emphasis on external
networking, it often collaborates with Our Homeland on the ground.!° During
their latest intimidating action, they were “patrolling” a “dangerous” settlement
in Budapest, claiming to undercut “local gipsy crime” in public spaces.!’” The
Army of Outlaw has co-jointly patrolled with two other extremist organisations
in Sopron, a Western-Hungarian city, to “deter violent Ukrainians” who are

“threatening public security”.!%

These groups — along with Our Homeland — use online and social media as an
effective mobilising tool, in particular Facebook, where they announce the details
of their most important events. Online media platforms like Kurucinfo, Barikad,
Alfahir, Hunhir, and Szent Korona Radio are among the most popular websites to
disseminate their Pro-Russian and anti-American narratives. The HVIM, the
Army of Outlaw, and the Wolves mostly present these ideas through their
websites or via interviews they occasionally give to the mainstream media. The
most active fringe platforms that would normalise pro-Russian narratives are
individual accounts on social media along with Szdmok and pro-Kremlin sites
(Orosz Hirek, Newsfront, and Balrad), among others.!%

Security Threat: Russia Exploits Territorial Grievances

Russia has been fuelling disputes between CEE countries and their extremist
organisations by secret service and hybrid warfare tools since 2014.'1° Besides
exploiting irredentist grievances, the overarching goal of the services is to fuel
interethnic tensions and deteriorate bilateral relations with Ukraine.!!! One of the
latest notorious examples was an SMS campaign in Transcarpathia, with a large
number of Hungarian minorities.!!> The message from 2022 claimed that
“Ukraine is for the Ukrainianians! Glory to the Nation! Death to the enemy! Let’s
It reached a significant number of local residents in

",

dip a knife into Hungarians
the surroundings of Beregszasz. The fact that such a campaign required a huge
contact resource indicates that it was an active measure of the Russian secret
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services. Another indicative factor is that the slogan “Let’s dip a knife into
Hungarians” has appeared in previous Russian disinformation measures as
well 113

Politicians in Our Homeland, the HVIM, and the Army of Outlaws have
traditionally been very vocal about their anti-Ukrainian standpoint. They also
contextualised it with regard to the protection of Hungarian minorities in
neighbouring countries. In 2015, the platforms organised a boycott against
Roshen sweets, which were produced by the firm of the former President of
Ukraine, Petro Poroshenko. They claimed that “buying these products is a
contribution to the assassination of Hungarian minorities in Transcarpathia, for
which Poroshenko is responsible”.!'* In the same year, the extreme right
Ukrainian paramilitary organisation Karpatska Sich'!® threatened to annihilate
Jobbik and HVIM activists!!® for undermining the Ukrainian state and
destabilising the region along ethnic fault lines in Western Ukraine and
Subcarpathia.!'” The reasoning behind this approach was that the more historical
debates over the borders are resurrected, the more fear and distrust are spread into
the region, and the better it is for the Kremlin.!'® The radicalisation of HVIM
became prominent in 2017 when two members, Istvan Beke and Zoltan Szdcs,
were charged with attempting violent acts in Romania with revisionist intentions.
According to charges filed by attorneys of Romania’s Directorate for the
Investigation of Organised Crime and Terrorism (DIICOT), Beke and Sz6cs had
wanted to blow up a section of a natural gas pipeline leading to Bucharest near
Targu Secuiesc.!'!’

Foreign (Hungarian) Fighters in Ukraine

Having such a diverse and active pro-Russian radical scene, the question arises
whether the paramilitary flank of these organisations is supporting Russia on the
ground in Ukraine. There is no indication that HVIM and the Army of Outlaws
have supported Russian separatists on the ground with foreign fighters.!** So far,
four Hungarian citizens have been investigated for illegal recruiting and
potentially joining the Russian forces in Ukraine. One of them is Krisztian
Lehoczki, a former policeman who joined the separatist armed forces in Eastern
Ukraine in 2014. He received a four-year suspended jail sentence for committing
a war crime. The police have investigated four other similar cases since 2014.
The most recent case occurred in September 2022, when the National
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Investigation Agency revealed that a security guard, B. Richard, was planning to
establish a Hungarian private military company. The man’s apartment in
Budapest was searched and a number of documents and computer equipment
were seized. In addition, the police were still looking for two other men on
charges of illegal recruitment: Csaba Zsédely, 25, and Lajos Deme, 48, were
arrested four years ago.'?! “Our investigation came to the conclusion that the Saint
Stephan Legion was established by Russian citizens. In case Hungarians or
Hungarian minorities in Ukraine were joining it, transposing Hungarian identity
was an applied strategy only”, said Szilvia Német, an investigative journalist at a
fact-checker portal Lakmusz.hu.!?

Lack of Policy Responses - Live and let Live

Having weak but visible far-right actors is supposed to demonstrate to the West
that the Orban government is the only guarantee to keep the extremists out of
power. Our Homeland has been also serving Fidesz as a pioneer to mark out new
pathways ideologically and politically. It accommodates numerous ideas of the
party, including restricting abortion and introducing a restrictive law, directly
connecting sexual minorities to paedophilia.'?® As far as law enforcement and
investigative bodies are concerned, there is no emphasis on the threat posed by
far-right pro-Russian organisations in Hungary. On the contrary, the scene
represents an opportunity for the Orban government, which provides symbolic
gestures and political support for them.

Therefore, the far-right scene often has financial support as well. One of the most
prominent NGOs of the extreme-right scene, Protected Society Foundation,
linked to the MP of Our Homeland, Arpad Szakécs, received 22 million HUF
public support in 2023.!2* The platform is extensively disseminating anti-US and
pro-Russian interpretations of the war in Ukraine. The privileged relationship has
been also reinforced by the support of the pro-governmental local and national
media outlets. It is indicative that while oppositional politicians did not have
access to the government-linked media outlets, the centralised media of Orban’s
Hungary, including the public broadcaster, would feature Toroczkai on a number
of occasions. Furthermore, government-linked mouthpiece media outlets seem to
employ an area with an obvious double standard towards Jobbik and Our
Homeland, heavily criticising Jobbik for being an extremist organisation while
remaining silent about the openly hate-mongering, anti-US Our Homeland.
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Attacking Jobbik served the role of undermining the unity of the opposition that
aimed at co-jointly challenging Fidesz during the parliamentary elections in
2022.1%

President Katalin Novék also pardoned Gyorgy Budahéazy, who organised violent
attacks with petrol bombs against the socialist-liberal Gyurcsany government
between 2007 and 2009, was convicted of hate crimes against LGBTQ+ people
and participated in the attack on the Public TV Headquarters in 2006.'%° These
were carried out by the Hunnia Movement and a terrorist organisation called the
National Liberation Movement of the Arrows of Hungarians, established by
Toroczkai and Budahazy in 2007. It strongly indicates that the government aims
to lure these nationalist-radical voters to Fidesz to prove that the governing party
shares a certain affinity with them.!?’

Shift in the Domain of Russian Influence

Interviewed experts agreed that the Kremlin’s secret services have less intention
to boost local enablers on the Hungarian far-right spectrum, in particular since
Russia invaded Ukraine. Instead of putting direct financial and logistical efforts
into organisations like Our Homeland, HVIM, or the Army of Outlaws, the
Kremlin is mostly focusing on the Orban’s government.

Firstly, they have put great efforts into strengthening economic cooperation with
the Orban government, which acts as a deliberate Trojan Horse of the Kremlin
within the EU and NATO. The Hungarian Prime Minister is among the few
European leaders to have consistently refrained from supporting Ukraine with
weapon supplies and the only one to have taken an openly anti-Ukrainian stance
on several occasions. Also, the Orban government is openly campaigning against
the sanctions targeting Russia. It fits Viktor Orban’s Eurosceptic, anti-Western,
and pro-Russian politics since Fidesz came to power in 2010. Viktor Orban’s
Eastern Opening Strategy, in particular the strengthening of economic relations
with Russia and China, served the role of expanding business opportunities for
the clientelist network of the government.!”® Orbéan’s childhood friend, the
wealthiest oligarch in Hungary, Lorinc Mészaros, is the key beneficiary of these
transactions, in particular the Paks 2 nuclear investment that is being financed by
Russian loans.'?” The government has been embracing more extreme, religious
fundamentalist actors since 2017, when Hungary first hosted the World Congress
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of Families,'** an American Christian organisation that has been accused of being
an anti-LGBTQ+ hate group with links to the Kremlin.!*!

Secondly, in Hungary, the government-organised media actively disseminates
disinformation narratives about the war to justify Russian aggression. These
narratives are adopted either from official Russian communications or the pro-
Kremlin media.'*?> They are centred around ideas that “Euromaidan protests were
a CIA plot to overthrow the Ukrainian regime” and consequently allow the US
access to the Black Sea.'*® That would indicate there is a written agreement
between NATO and Russia that the former would not expand towards the East.
Consequently, the United States, the EU, and NATO are always framed as
aggressive, imperialist actors, while the roles of Russia and Ukraine vary
depending on the source of disinformation.'** These narratives claim that Ukraine
has no borders because ““it did not register them” with the UN, and Russia, as the
USSR’s successor, can do as it pleases in Ukraine and Belarus.!*> The recurring
argument is that “Kyiv is the aggressor by violating the ceasefire”, obstructing
the peaceful settlement, the ceasefire, and regularly attacking the separatists.'*®
Since the Hungarian language is not closely related to the other, largely
interrelated Slavic languages in Europe, it provides even smoother sailing for the
Orban government to create closed disinformation bubbles.

Thirdly, various factors indicate that Hungary became the ever-growing European
headquarters of Russian secret services. While European countries have been
downgrading the size of the staff at embassies and consulates of Russia, it is
indicative that the staff of the Russian Embassy in Budapest is on the rise.!*’
Moreover, the Hungarian government invited the Headquarters of the
International Investment Bank to Budapest in 2019. It is a former Soviet financial
instrument that has been turned into an asset of the Kremlin in exerting economic
influence.!*® The bank can host an unlimited number of guests according to law,
without background checks and with the freedom to move unrestrainedly within
the Schengen Area — which is a threat to other EU and NATO member states.
Furthermore, Russian hackers have entered the servers of the Hungarian Foreign
Ministry several times and stolen plenty of information since 2012. Despite the
revelations of the investigative website Direkt.3610, there was no diplomatic
response and no systemic steps to reduce these vulnerabilities.** As a result,
according to DezsO, “Viktor Orban is perceived by the Western intelligence
community as an agent of influence working for Russia. There is not much
difference between him and KGBéla in this regard.”!4°
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Fourthly, the Russian Orthodox Church became an infrastructural power hub for
Russia on the ground. Despite that, only 14,000 citizens declared themselves
Orthodox believers, even though the Orban government has been providing huge
public funds to the Russian church in Hungary.!*! In 2022, the Hungarian
government supported the construction of an orthodox chapel with one million
euro, for which the “entire Russian Orthodox Church is grateful for Viktor
Orban.”!'*? The official reasoning is that Hungary is a Christian country, and the
government’s link with Russia is an aspect of that to uphold traditional Christian
values that are neglected by the West.!43

The importance of this relationship as a tool was reaffirmed on several occasions.
Patriarch Kirill, the head of the Church, was excluded from a package of EU
sanctions against Russia after the objection of Viktor Orban in the EU Council.
Kirill serves as an influential propagandist for the Kremlin who supported the
invasion of Ukraine.!* The Orthodox Church facilitated the transportation of
eleven Ukrainian prisoners of war to Hungary in May 2023; the POWs belonged
to Transcarpathia and were captured by Russia during its ongoing invasion of
Ukraine. Such unilateral diplomatic efforts are further deteriorating Hungarian-
Ukrainian relations and are perceived as a way to undermine the collective efforts
by the EU Member States to pressure the Kremlin into backing down from the
invasion of Ukraine.!* “It indicates the shift in the functioning of the Russian
secret services: the Kreml is building its local capacities through its Orthodox
church. It is operating uninterruptedly by the Hungarian counterintelligence
services”, argued Panyi.!*® The importance of the Orthodox Church as a tool was
reaffirmed by the Hungarian government on several occasions. Patriarch Kirill,
the head of Russia’s Orthodox Church, was excluded from a package of EU
sanctions against Russia after the objection of Viktor Orban in the EU Council.
He serves as an influential propagandist for the Kremlin who supported the
invasion of Ukraine.!*’

Conclusions and Recommendations

Kreko has argued that:

[Wlhen it comes to the Hungarian pro-Russian far-right, there are more
useful idiots than sorcerers paid by Russia. They are selling an alternative
anti-Western reality where Putin is a hero. It is mostly ideology-driven and
deliberate, in contrast to Western examples where Russia still has to put great
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efforts into the far-right like in Austria or France. This is not needed anymore
in a country where the main venue point of Russian influence is the Orban
government. !4

However, Our Homeland and its satellite organisations are still serving a useful
role for the Kremlin and posing a security threat. They are openly advocating for
leaving the EU and NATO, and their anti-Ukraine standpoint is even more hostile
than the government’s.!*® One difference between Fidesz and the far-right is
defined by their approach towards territorial revisionism; while the far-right
openly advocates for it, the government has no such policy initiatives. However,
the Hungarian Prime Minister provoked international criticism at various
occasions by hinting that Hungary has a right to reclaim its lost territories. One
of the latest examples was the yearly political festival of Fidesz in Baile Tusnad,
Romania, where Orban said that: “We never claimed these (Transylvania and
Seclerland) were Romanian territorial units.”!° He also posted a video of himself
at a football match wearing a scarf featuring a map of Greater Hungary in 2022.
The scarf included territories that are today part of Ukraine, Romania, Serbia,
Austria, Slovakia, Slovenia, and Croatia, which were perceived as blatant

nationalism and irredentism. !

Whereas KGB¢éla and Istvan Gyorkos’s MNA were direct connections nurtured
by Russian secret services, the current Hungarian far-right is under the indirect
influence of the Kremlin. Despite the fact that Russia is not actively aiming to
change the behaviour of these particular actors, harmful action can still take place
due to pro-Russian discourse. There is circumstantial evidence proving that these
far-right actors are acting on behalf of Russia to change the public attitude of
Hungarian society by pushing anti-Western, anti-Ukrainian, and pro-Russian
narratives. These far-right groups approved the Russian annexation of Crimea and
invasion of Eastern Ukraine, allegedly to protect the Hungarian minority in
Ukraine and in return obtain support for their fight against Western liberal values.
Our Homeland and its satellite organisations serve Russian geopolitical interests
and goals by inciting irredentist action and bolstering the autonomy of
Transcarpathia in Ukraine. Our Homeland politicians are regularly voting with
the governing Fidesz majority. Furthermore, House Speaker Laszld Kover,
Orban’s close ally, decided that the openly anti-US and Pro-Russian party should
become a member of the parliament’s Committee on Defence and Security.
Consequently, El6d Novak of MH gained access to classified, NATO-related
materials, among others. Therefore, the Russian influence of the Hungarian far-
right movements and their devotion to the Putin ideology threatens the stability
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of Hungary and the entire region, which the Hungarian government should be
considered as more than a potential security concern not only for Hungary but
also its NATO allies and other EU Member States.!'>?

Providing recommendations on how to combat pro-Russian far-right narratives
in a country where the government corroborates their ideas is a difficult task to
do. Therefore, a holistic and cross-sectoral approach is needed from the
democratic forces to map, identify, and combat the security risk posed by the pro-
Russian far right in Hungary.

e Finding a reasonable balance between not interfering with the right to
associate and blocking radical and far-right actors from misusing this right
is not easy. Yet, local authorities would need to employ a transparent and
coherent strategy towards pro-Russian far-right actors who are threatening
social cohesion. It 1is essential that local-level municipal leaders
independent from the government have a better understanding of these
risks to undercut their local subversive activities in a bottom-up fashion. In
cooperation with civil society organisations and think tanks specialising in
pro-Russian extremism, local municipalities should analyse the activities
and narratives of these local organisations to provide better democratic
responses to their anti-Western messages.

e Address social reconciliation by engaging relevant stakeholders and
piloting strategies to boost trust, mutual tolerance, and democratic
resilience at local levels of governance. Civil society should also aim at
enacting social norm change by involving younger generations to develop
their knowledge and ideas, raise concerns, and co-create solutions for
social inclusion. This outcome could be highly significant at the local scale
where pro-Russian disinformation and far-right organisations are the most
vocal.

The EU should finance pilot countering strategies for increasing the democratic
participation of marginalised (i.e. rural, poor, ethnic minorities) and disengaged
groups (i.e. youth) designed to empower them and reinforce their participatory
process in rural areas. It should create multiplication effects of social change by
establishing and forming networks of young leaders across targeted countries.
Such projects should increase political knowledge through a novel digital app
Democratic Compass designed to reach groups that are vulnerable to political
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manipulations and distortive practices and strengthen their participation in the
democratic process through information support.

e [n order to design better and more powerful counter-narratives to combat
anti-Western pro-Russian disinformation, the EU should provide financial
support to improve the skills of targeted stakeholders (i.e. local authorities,
policymakers, CSOs at national and EU levels). Democratic political
forces and civil society should aim at a methodological novelty to
strengthen inclusive language and frame positive narratives around the
European Union, the transatlantic alliance, democratic values, and mutual
tolerance.

e While robust research reveals the Kremlin’s influence within the far-right
in CEE, the nature of Russia’s influence is changing amid the war. Further
academic and policy research needs to be conducted to explain the complex
underpinnings of this shift—in particular, the involvement of the Russian
Orthodox Church—and its security implications. This interdisciplinary
approach between academics, policy experts, and investigative journalists
should co-jointly open the black box of relationships. This cross-sectoral
advance research, funded by NATO Public Diplomacy Division Grants,
should build deeper insights into the connection between the Orban
government and the Russian Orthodox Church.

e Maintaining good political and economic relations with Russia provides a
huge risk of corruption, which further undermines democratic institutions.
The United States needs to invoke the Global Magnitsky Human Rights
Accountability Act and sanction government officials and oligarchs
centred around Viktor Orban for their extensive involvement in corruption.
This is in particular warranted about Lérinc Mészaros, who is extensively
involved in the Paks 2 nuclear investment.

e The EU could also do more to push back against authoritarian foreign
influence related to its Member States. The Commission should use its rich
Rule of Law toolkit to monitor investments from suspected sources of
malpractice such as monopolisation, corruption, and media capture in
Hungary. The Commission should also reform its own EU Transparency
Register to map lobbying activities in the EU institutions more efficiently.
Despite the fact that it is obligatory to disclose lobbying on behalf of third-
country governments, the current register is not legally binding, lacks
sanctions, and is poorly enforced.
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France: Interference Based on Resistance to the
System

Nicolas Hénin

Schematically speaking, the French far-right can be divided into four main
clusters. But before developing them, it should be remembered that such a
division is necessarily excessively schematic. Some activist circles have drawn
up maps' that better illustrate its diversity. It is also important to mention the
schools of thought which, under an often pseudo-intellectual veneer of bookshops
and magazines, provide a link between conservative circles and violent militants.?

Our first two clusters are naturally the two political parties that represent what we
refer to as the far-right, our two others are more nebulous movements. The
National Rally (RN), following a rebranding operation from the National Front,
is the political party traditionally embodying the far-right. Long marginalised and
excluded from any coalition with other political parties (a process known as
‘barrage’) made a win for the RN in the second round of three presidential
elections (2002, 2015, 2022) impossible. However, the RN has been notably
mainstreamed since 2022 and has managed to secure a significant number of
minority seats in parliament. Its aim, since this electoral success, has been to
normalise and pursue a policy of “de-diabolisation”, abandoning its calls for
withdrawal from the euro or the EU and sanctioning the most blatant racist
expressions among its activists. The RN does, however, continue to maintain
links with groups, or former members, that are keen on violence, in particular the
Groupe Union Défense (GUD).*

The second party, Reconquéte (literally “Reconquest”, based on the premise that
the country is being invaded and that control has to be regained), which emerged
ahead of the 2022 elections around populist polemicist Eric Zemmour, remains
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more controversial than the RN, aiming much more to provoke rather than to
mainstream. Its competitive relationship with the RN is linked to its origins: it
emerged by poaching leaders and seeking to capture voters. Reconquéte assumes
a representation of the world based on a migratory invasion that would endanger
France and its identity, leading to xenophobic, racist, and Islamophobic
narratives, as well as adherence to the theory of the Great Replacement.’ It is
close to militant groups such as Génération identitaire (which was one of its
founders).® Reconquéte is tantamount to a form of French-style Trumpism, both
in terms of its massive recourse to influence operations on social media,’” and the
ease it shows in dealing with the facts, purveying a form of post-truth.

On the French political spectrum, these two parties are the closest to the Kremlin’s
positions.® In 2014, the RN benefitted from two loans from a Russian bank for a
total of six million euros, which led to an even more visible alignment with
Moscow’s positions (already very compatible)’: anti-globalism, anti-liberalism,
anti-LGBTQ+, anti-immigration, and perceived resistance to a threatening
Muslim world. This ideological proximity concerns not only issues relating to
Russia,'? but international relations as a whole.!' The RN at the time (and those
who left to found Reconquéte) were the most virulent in defending and
rehabilitating Bashar al-Assad’s regime in Syria and denying his crimes. RN
member of parliament Thierry Mariani was one of Moscow’s most active
advocates in France, founding an association, Dialogue franco-russe, which is a
front for Russian intelligence!? to exert influence, and organising numerous trips
to Damascus. Russian support for the RN crossed the boundaries of legality
during the 2017 presidential election: the Macron Leaks, an audacious hack and
leaks operation carried out with malware developed by Russian military
intelligence (GRU)'? and amplified by the US alt-right through highly visible X
(formerly Twitter) accounts and more discreet Telegram channels,'* aimed to
prevent the election of Emmanuel Macron while he was engaged in an electoral
standoff against Marine Le Pen.!* Notwithstanding RN’s actions, it is Zemmour’s
civilisational representation of the world which makes him ideologically the
closest to the “conservative revolution”!¢ ideas promoted by the Kremlin. The
Russian ambassador to France indicated in 2015 to the author, when Zemmour
was just a columnist not yet involved in politics, that he considered him to be the
best analyst of French political life and an asset to work with.!’

Researcher Adrien Nonjon recalls'® the reasons for the far right’s fascination with
Vladimir Putin: virile, conservative, a defender of traditional values, particularly
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in the area of morality. Where France is portrayed as in decline, Putin offers the
response of a man who is said to have turned his country around when it was
plunging into chaos and restored its place in the international arena. Finally, he
presents an alternative to the way the Western world is organised, offering a
sovereigntist alternative to a situation that would otherwise place France in a
position of vassalage to the US.

A third cluster is made up of a nebula of non-legalistic local action groups
advocating violent action. These groups constitute what the security services call
the ultra-right to differentiate them from the “official” radical right, which
respects the law and participates in elections. The main difference is also the call
for violence, although in practice, the line between a “legalistic far-right” and a
“violent ultra-right” is not so watertight. Many of the militants involved in violent
ultra-right actions are or have been members of far-right political parties. This
ultra-right 1s fragmented but largely made up of neo-Nazi groups, some of them
popular and close to skinheads, others elitist and royalist."

Recently, their mode of networking has been both global, through internet
channels (notably Telegram), and local, around places such as bars, combat sports
clubs, soccer fans’ clubs, or bookshops.?’ The tactic has been to set up branches
down to medium-sized, provincial towns, supposedly to defend local cultural
identity against the immigrants, leftists, or homosexuals who purportedly threaten
it. They post photos and videos on their Telegram accounts in which they perform
shows of force, organising fights and raids against their targets. The flagship
Telegram channel of the neo-Nazi hooligan movement, Ouest Casual, has played
a major role in recent times, becoming a flagship of the radical-right internet
apparatus. It also communicates in English and interacts with the international
neo-Nazi scene, which is relatively new, given that the French far-right is
traditionally French-speaking and Franco-centric. These groups are occasionally
the subject of legal proceedings. Some have been the subject of administrative
disbandment, which has had little effect since they quickly reformed under a
different name, suffering only somewhat from these types of sanctions.?!

This ultra-right-wing ecosystem has been profoundly disrupted by Russia’s
invasion of Ukraine.?? Many activists deplore this “civil war between whites,
which distracts from the real fight, that against the migratory invasion”.”* But
while the vast majority appreciate Putin’s ideology, some of the neo-Nazi
movements have come out clearly in favour of Ukraine, but a Ukraine embodied
by a fantasised Azov Battalion. These individuals are not directly controlled by
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Moscow but while joining highly controversial Ukrainian units they
inadvertently, and in a minor sense, validate the Russian narrative on the need for
“denazification” of Ukraine.?*

The fourth cluster in our description of the French far-right extremism is a new
movement that is being described by the intelligence services as “conspiracists”
(sometimes also nicknamed “ultra-jaunes”, or ultra-yellows, to refer to
radicalised Yellow Vests).?> In fact, it began to be observed during the Yellow
Vests protest movement in 2018, a populist movement that was initially not very
politicised but gradually became radicalised and was absorbed by the far-right.
This protest movement took the form of roundabout occupations on the outskirts
of towns, large-scale and violent demonstrations every Saturday in Paris, and
publications (texts, but above all videos) by influencers on social networks. Most
of these influencers were unknown or little known before the crisis. It is
interesting to note that they were highly valued and amplified by the Kremlin’s
media,”® but also by Alexandr Dugin who gave them vocal support on his
Facebook page.?’ They are still part of a powerful narrative today used by pro-
Kremlin media in France.?

Among the figures who have lent strong support to the Yellow Vests are André
Ryssen, a Unité Radicale activist,”” or Jacques Sapir, known on social media
under his Russeurope alias, and an outspoken advocate of the Kremlin.*® Several
Yellow Vests have been convicted of calling for violence or forcible overthrow of
institutions.’! After the end of this social crisis, leaders of this movement again
became very active during the pandemic, adopting COVID-19-sceptic or anti-vax
stances before taking up the Kremlin’s narratives®? during the full scale Russian
aggression of Ukraine.’> Many of these players can count on a parallel media
ecosystem, calling itself reinformation media.>* These media, present exclusively
on the internet (websites, web-hosted TV channels, Telegram channels), have
shown large areas of overlap with the Kremlin media.*® The subjects covered, and
the people invited to talk about them were largely the same. This very marginal
ecosystem partly intersects with traditional media (Valeurs actuelles, CNews, Sud
Radio, or newcomers like Omerta), sharing common guest speakers and
narratives.>® They were also very present on the Russian state media (RT France,
Sputnik in French) until their ban by the EU in 2022.

Regardless of the aforementioned clusters, this chapter will study two cases that
illustrate the Russian influence and penetration of the French far-right. First is the
case of Jo€l Sambuis, a pioneer of far-right online activism in France, who has
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been based in Russia since 1998, and secondly is Rémy Daillet, a leader of the
complosphere (online ecosystem for spreading conspiracy theories)’’” who
illustrates that even if this radical ecosystem is not directly activated by Russia,
it is manipulated and amplified in the hope of provoking violent action in France.
Our two main characters began their careers in right-wing or radical-right
political parties, before drifting away from any institutionalised organisation,
advocating violent action while establishing themselves as leaders of their own
movements. The first one is directly linked to Russia, as it is based there and
promotes the country and its political system. The second is a radical right-wing
figure who curates audiences activated and agitated by the Kremlin media.

Case Study 1: Joél Sambuis, a Predecessor of Online Hate

Joél Sambuis was born in 1959 near Grenoble, in the foothills of the Alps. Before
becoming involved in extremism, he was first active in two traditional right-wing
movements, the Inter-University Union (UNI)*® and the Rally for the Republic
(RPR).** He soon found himself in trouble with the law. In 1986, he received his
first prison sentence for charges of participation in a paramilitary group and
possession of weapons.*’ Then he began running credit card scams. In 1995, he
was sentenced to four years imprisonment for charges of a new scam but was
released in 1997 and married a Russian citizen in October of the same year. In
1998, he moved to Russia under a forged Russian passport. In 2001 he was
sentenced to five years’ imprisonment in France, which he never served.

His first signs of online activity date back to the closing years of the last century,
around the time of his departure to Moscow. At the time, the web was still a
largely undeveloped and deregulated territory, with several pioneers exploring the
limits of freedom of expression. Under a pseudonym on the Usenet forum, a
general discussion platform divided into chatrooms, he particularly frequented
the newsgroup fr.soc.politique. In January 2000, he created the cameleon.org site,
which promoted total freedom of expression and provided anonymisation
solutions.*!

In January 2001, Sambuis created a website SOS Racailles — a name that
resonates with another name of one of the main anti-racist NGOs, SOS Racisme,
and the word racaille, which is racist slang for scum. The head of SOS Racaille
hides behind the pseudonym “Nick Samere”.** Joél Sambuis has never admitted
to being behind Liberty web’s French-language sites but the site’s development
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uses the same non-public programme as the commercial site Sambuis openly ran
with his wife (moskokiosk.com).** SOS Racaille regularly praised Putin’s Russia
(“the only country today that dares to fight the Islamist threat”), operated around
a core of five main contributors, all identified by investigations done by activists
known as V8.** V8 identified Sambuis: the host of SOS Racaille, usually very
careful to conceal any clues to his identity, mistakenly posted a message revealing
his email.* This address, along with many other clues, enabled them to trace
Sambuis’s identity.

Liberty web’s chatrooms had self-proclaimed armed branches, the Comités canal
résistance (CCR), which mainly called for violence, promising “armed actions in
housing estates” and “targeted eliminations”.*® It also claimed to have damaged
mosques (including at least one arson attack) as well as the premises of anti-racist
organisations, and committed at least one physical attack, on the parish priest of
Saint-Denis cathedral, calling him a “collaborator of the migratory invasion”.*’
Led by a mysterious Colonel X (yet another Sambuis alias), the CCR appeared in
August 2001 via a press release on SOS Racailles.*® One of their main targets was
president Jacques Chirac, referred to by the racist term Ben Shirak, supposedly

to demonstrate his complicity with immigration.*

On 14 July 2002, a 25-year-old neo-Nazi militant, Maxime Brunerie, inspired by
this call to violence, decided to attempt to assassinate Jacques Chirac as he
reviewed the troops on the Champs-Elysées for Bastille Day.>° He fired one shot,
which missed, then turned the gun on himself, but did not have time to fire again.
He was subdued by passersby and police. Even though the psychological
disorders are confirmed (the perpetrator seems to have been unsettled by a
breakup with his partner), premeditation of the act and its ideological roots were
established. Maxime Brunerie had been active in neo-Nazi groups since he was a
teenager, had posted a message on a Combat 18 forum inviting people to watch
what he was going to do on television, and emptied his bank account in the days
before. He was sentenced to ten years in prison.>!

Investigators, unaccustomed at the time to looking for evidence online,
established a connection with the sites run by Joél Sambuis and obtained his arrest
by the Russian police in July 2003. Sambuis was remanded in custody pending
trial in Russia, where he was accused of having entered with a false passport in
1998. It was agreed that France would then obtain his extradition to serve his five-
year prison sentence for bank fraud before a possible trial for his involvement in
the attempted murder of Jacques Chirac.>?
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Shortly after his imprisonment, Sambuis applied to Russia for political asylum,
claiming to be the object of “political persecution” in France and preferring “to
die in Russia than to return to France”. > To everyone’s surprise, Sambuis was
released in January 2004, a decision that mortified the French investigators.>
Thirteen years later, journalist David Doucet tracked down the retired police
officer who had led the investigation. Doucet’s book reveals the connection
between Sambuis and the failed attempt on Chirac’s life:

The investigations we carried out within the anti-terrorist section revealed
links, exchanges, between Brunerie and Sambuis. In these messages, we
learn that it was Sambuis who launched the idea of carrying out an attack
on the 14th of July, and Maxime Brunerie told him he was going to take
action.>

SOS Racailles disappeared in March 2003 but promised to reorganise.’® In fact,
under his various aliases, Sambuis continued to make death threats against
Chirac. A message posted by user JackyNice who signed his call CCR on Liberty
Web's fr.soc.politique forum, targeted the president, calling for “a VERY hard hit
on Ben Shirak and a dozen other targets selling France to the Muslims”.>” At the
same time, a joint investigation by V8 and the anti-racist association Movement
Against Racism and for Friendship between Peoples (MRAP) profiled a number
of CCR members: one of them had been involved in the bombing of a mosque in
Romans-sur-Isére in 1982.°% However, the case against Sambuis in the Chirac
affair was dismissed in 2009. The Russians’ lack of cooperation ruined the
investigation.

There is virtually no trace of Sambuis’s activity between his last provocations in
2003 and the summer of 2015. All he did was post, under the pseudonym SOS R,
on the blog euro-reconquista.com. In 2015, Sambuis decided to come back to the
web. He first created a website named Eurocalifat, seeking to weaponise jihadist
attacks,” but above all the migration crisis. “The Muslim invasion of Europe
began a few weeks ago”, wrote the administrator to justify the site. The site was
overflowing with uninhibited, xenophobic, and Islamophobic hate content,
providing anonymisation advice, pleading for urgent action in the face of an
imminent ethno-religious civil war.®® The site was shut down in 2017 following
a court ruling, something rare to happen in France. Sambuis replaced
EuroCaliphat with reseaulibre.org, which was itself quickly replaced with another
site in 2018 to thwart an investigation by the online media outlet Mediapart.
Sambuis took over one of his former aliases and opened leonfrance.net (which is

151



HENIN

no longer updated but still online). “You’ve understood that no election can
change anything, so much so that the country is in the hands of a mafia sold out
to the invaders? Are you preparing for a merciless confrontation in your villages
and towns to liberate our country? You are Léon!”®' displayed a welcome
message on this new site.®? In May 2016, he opened rusreinfo.ru, which amplified
the content of his other sites.%

This cascade of sites is contradictory: it seems to want to blur the traces and
ensure an online presence even if a site is targeted by an investigation — but at the
same time, these sites do not hide their affiliation, reference each other, use the
same terms, and focus on the same targets. Similarly, their administrator, Joél
Sambuis, remains clearly identifiable despite the forest of pseudonyms he hides
behind.%*

A study of the narratives propagated by these sites shows a predominance of
disinformation, sometimes crudely forged, with a focus on Kremlin priorities:
demonstration of the moral decadence of the West, the need for a multipolar world
in the face of American hegemony, division, and demoralisation of Western
public opinion, in particular by showing the corruption and duplicity of their
elites. For example, rusreinfo claimed, a few days after the 13 November attacks,
that Fabius had admitted to delivering assault rifles to the Islamic State (ISIS).%°
Just as Russian propaganda puppets in Africa claim that the French are complicit
with jihadist groups in the Sahel, claiming that the West was supporting and
arming ISIS was one of Russia’s main narratives to pretend that they were the
ones actually fighting terrorism in Syria, while their main aim was to support
Bashar. In November 2016, Sambuis revived one of his old techniques and
attacked two right-wing politicians, including a presidential candidate, with
Arabic sobriquets: Francois Fillon became Farid Fillon and Alain Juppé Ali
Juppé, using the same process as his call for Chirac’s murder.®® In March 2017,
he again attacked Fillon by fabricating the news of his wife’s suicide.®’ In early
2018, Paris regional council member Pierre Serne was targeted by a violent
harassment campaign after he took part in an LGBTQ+ rights march in Moscow.®
In July 2018, he disseminated the Kalergi Plan conspiracy theory for the
destruction of Europe.®” This far-right, anti-Semitic theory, disseminated in
France by Alain Soral, among others, supports the idea of a great replacement of
Europe’s indigenous populations, made possible by the construction of Europe
and benefiting Jewish supremacy — echoing the anti-EU, anti-Semitic clichés of
Russian propaganda. The Yellow Vests provide an opportunity for further
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misinformation: in January 2019, he forged and circulated a false memo signed
by the then—Minister of the Interior, Christophe Castaner, claiming that the
government would seek to seize the weapons of the people, suggesting that it was
fearful of being overthrown.”

In April 2019, he took up Russian Elena Chudinova’s theory on the Islamisation
of Europe:

By 2048, Islam has taken the reins of power in most of the countries of the
European Union, renamed the Euro-Islamic Bloc or Euroislam. At first, a
large Albania, reunited with Kosovo, and re-Islamized and armed with
petrodollars, seized what was left of Serbia. (...) In this nightmarish Europe,
only two countries retained their independence: Greece, at the price of paying
a heavy annual tribute, and Poland, the last Catholic country in Europe, which
had the wisdom to ally itself with Russia and leave the European Union while
[there] was still time. Russia stands as the last representative of the free
world.”!

These fantasies were tantamount to conspiracy theories, suggesting, for example,
that the fire at Notre Dame was provoked by president Macron so that he could
build a minaret in place of the spire. Via his various sites, he propagated
alternative, conspiratorial, and pro-HCQ discourses during the pandemic.”

In October 2022, a retired man imbued with racist ideology, 84-year-old Claude
Sinké, attempted to set fire to the Bayonne mosque after shooting and hitting two
worshippers who were trying to flee. The investigation revealed the role played
by the nebula of Islamophobic sites, including those of the Sambuis galaxy, in
activating this act, convincing him that the use of violence against Muslims was
an urgent necessity.”> Currently, Sambuis is mainly present via a nebula of
French-language hate sites, hosted under his tvs24.ru domain. These include a
mirror of the Riposte laique site, as well as the sites of several contributors.
Among the most visible contributors to these sites is Boris Karpov who also has
a Telegram channel with over 18,000 subscribers and echoes Kremlin narratives.
Behind this alias 1s no real person to be found — it could even be another account
by Sambuis. In January 2023, for example, Karpov called for the derailment of
trains carrying weapons to Ukraine. “Derailing a train isn’t very difficult, a few
judiciously placed concrete blocks do the job perfectly.” “There are lots of other
possible actions to help us without leaving France, and I invite those who really
want to (with ACTS, not phrases!) to contact me by Telegram (@B******

153



HENIN

(residents in France only, if and only if you're ready to make a concrete

engagement)”.’”

Case Study 2: An “Ultra-Yellow” turned Violent

The second case study is that of Rémy Daillet-Wiedemann. He is a living example
of an ideological ecosystem dubbed the complosphere by the security services,
which grew in influence during the Yellow Vests crisis and particularly
proliferated during the pandemic.”> Members of this far-right ecosystem draw
heavily on the propaganda of the Kremlin media which has amplified their
outreach considerably—and make no secret of their admiration for Vladimir Putin.
However, it would be an exaggeration to consider them mere Russian assets.
Their fascination with the fantasy of a child-kidnapping deep state also affiliates
them closely with the QAnon movement.’¢

Born in 1969, Daillet’s political involvement began in 1991 when, at the height
of the Yugoslav war, he and his brother enlisted in the Croatian National Guard
which at the time attracted a number of French nationalist activists.”” Then, he
briefly became a local executive in his father’s centre-right Democratic
Movement (MoDem) party but was expelled after a stormy meeting during which
he secretly recorded the discussions. Next, Daillet concentrated his activities on
the internet, offering training courses for parents wishing to unschooled their
children. A father of seven himself, he became involved with the School
Withdrawal DaysJRE movement, and with his partner authored a guide entitled /
school at home (2012) which advocates homeschooling children.’”® According to
his site, “school is a dangerous place: pedos [sic], harassers, delinquents, drug
dealers, labs and government are the big vectors of malaise, suicide, murder and
common crime”.” Some of these sites adopt the codes of personal development
or promise entrepreneurial recipes for making a fortune. He promotes his
coaching activities on his Telegram channel La Nouvelle France, which was filled
with praises of him, posted by fake admirers. Settled on a Malaysian island since
2015, he sold advice on how to make a fortune expatriating. He found himself
hosting sites and pages on social media devoted to his favourite topics: opposition
to vaccination, 5G, chemtrails, or Renaud Camus’ racist theory of the Great
Replacement. He endorsed QAnon’s theses on the corruption of American
politicians, compromised in an international paedophile conspiracy. He also
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supported Holocaust denier and Nazi activist Vincent Reynouard and posted
revisionist texts on Facebook under the pseudonym Thibault Lacroisade.®

Starting in October 2020, Rémy Daillet called for a coup d’état in several videos
viewed hundreds of thousands of times on YouTube.

I’'m going to overthrow the government of the Republic which has totally
sold out to the powers of money [...] I am the one who will abolish the current
regime and replace it with a new one [...] It’s us, Mr. Macron, who are going
to oust you. You have betrayed France.®!

Following these videos in late 2020, a 39-year-old man rammed a gendarmerie
station with his car in Dax (Landes). He had told the investigators who had
arrested him that he was in contact with Daillet, and that he wanted to launch a
coup d’état.®? The perpetrator, diagnosed as bipolar, was given an eighteen-month
suspended prison sentence. On his website, Daillet explicitly recruited militants
to join his coup project. Each person can choose a role according to his or her
skills or tastes: “liaison officer” or ‘“handling explosives and dangerous

devices”.?3

Jeannot, Pitchoune, le Corbeau, Bruno, Bouga — these are the pseudonyms, which
may sound farcical but were apparently not perceived as such by those who
adopted them, of the people Daillet recruited online, convincing them that
COVID-19 is a scam designed to establish a health dictatorship by Emmanuel
Macron who collaborates with obscure hidden forces. More or less discreetly,
they all joined the so-called “resistance”, acquiring false vaccination certificates
and exchanging information with their guru as they waited to take action. In April
2021, Rémy Daillet triggered his followers into action. He conceived and
remotely ordered the abduction by several men of an eight-year-old girl, Mia
Montemaggi, who was staying with her grandmother in the Vosges. The operation
aimed to return the child to her mother, a fan of conspiracy theories and
radicalised during the Yellow Vests movement, who had lost custody and was no
longer allowed to see her unsupervised. After a five-day search that focused
media attention, the little girl was found in a squat in Switzerland.®*

In May 2021, Daillet and his wife were arrested by Malaysian police and
extradited to France in June, along with all of their three children. He took
advantage of the media exposure of his first court appearance to announce his
candidacy for the presidential election, to be held the following year. In the end,
the proceedings initiated by the local court were taken over by the anti-terrorist
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prosecutor’s office since the investigating magistrates considered that the child
abductions were an integral part of the plan of violent action aimed at
overthrowing the state.®® The investigation showed that the plan to kidnap Mia
had been conceived by the plotters under the code name of Operation Lima and
its ultimate objective was to topple the governmental institutions. Daillet’s plan
for the young Mia, the abducted eight-year-old, was to take her to the only place
where he and his accomplices believed she would be safe: Russia.®

The coup d’état project was called Opération Azur and was conceived in Daillet’s
self-imposed exile in Malaysia while France was locked down®’. Daillet used his
websites and Telegram channel to recruit a more or less serious network. The
organisation involved cells in different regions with captains and was divided into
two branches: one civilian and one military, with actual weapons preparations and
a recruitment plan. This second branch was led by two soldiers from the French
army. In Daillet’s phantasmagorical plans, one group of demonstrators was to
engage the security forces without attacking them so that the latter would be
overwhelmed. Another group would have used incendiary projectiles, while
another would have gone “into contact and shoved [blackbouler] the adversary”
explained the conspiracist himself. The attackers were equipped with explosives
and riot shields. Once the Elysée was in Daillet’s hands, he imagined giving a
long speech. Meanwhile, his militants would have taken control of a radio or TV
station to broadcast their propaganda over and over again, for at least three or four
hours, according to the press account of his hearings.®® While in pre-trial
detention in October 2021, Daillet was implicated in another case by the General
Directorate for Internal Security (DGSI, the French domestic intelligence
agency)®: a planned attack by the neo-Nazi group Honour and Nation founded in
late 2019 by Sébastien Dudognon, a former leader of the National Youth Front
(FNJ, the RN’s youth movement). Phone taps as part of this investigation revealed
discussions about Jewish France, compared to an “octopus to be eliminated”. The
most advanced scouting operations concerned Masonic temples, which the
militants wanted to blow up. An initial wave of arrests within this group led to
the identification of several people who regularly exchanged views with Daillet.*°

In March 2022, Sylvain Baron, one of the Yellow Vests’ conspiracy figures, was
indicted along with other Daillet associates on charges of conspiring against
governmental institutions.’! Barron has long adopted positions in favor of Putin’s
Russia, whom he begs to come to the aid of French “resistance fighters”.”? In May
2023, Rémy Daillet was finally released from prison.”® The Paris-examining
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magistrate’s court had authorised his release under house arrest and electronic
surveillance.

Admittedly, Rémy Daillet only had a virutal relationship with Vladimir Putin’s
Russia. There is no indication that he has been activated by Russian agents. On
the other hand, he is part of a conspiracy fringe, which flourished during the
Yellow Vests® and then the pandemic® which has been agitated and promoted
incessantly through various Kremlin channels and flourished further after the
invasion of Ukraine.”® Putin has probably never heard of Daillet, but that has not
stopped the latter from using the former in his recruitment for a planned coup
détat: to motivate his subscribers on his social media, Daillet claimed to be in
contact with the Russian president (and also with Trump) as these would have
lent their support in the event of an insurrection against the French government
and institutions.®” In this case, Russian influence, however evanescent, has mainly
been an amplification, notably through the Kremlin media RT and Sputnik.”®
These media have brought together anti-system movements that were initially
quite heterogeneous, even if most of them had an affinity for the far right. They
have structured them and done their utmost to make their message both more
audible and more normalised. To a lesser extent, Russia provided these groups
with technical resources, particularly electronic ones. The lax regulation of a
platform like the Russian VK has been a godsend, making it a rallying place for
these militants.

Threat Analysis

The two case studies show actions taking place mainly online, with calls for
violence leading to concrete acts, even if the kinetic impact of these movements
remains far below the ambitions of their initiators. At the very least, Russian
interference seems to have consisted of facilitation and the provision of resources.
Moscow seems to have taken pleasure in inspiring and encouraging the
development of far-right movements in France with varying degrees of
ideological conviction: from the most doctrinaire far-right, seeking to develop a
constructed ideological corpus, to the most nebulous, ideologically opportunistic,
amalgamating anti-system frustrated people wishing to turn the tables. Whatever
the case, the risk of violence is real, and the limited results so far seem to be the
result of the mediocrity of the players involved.

157



HENIN

The question remains whether Moscow instigates or accompanies these calls for
violence. In other words, are individuals seeking violence looking to Russian
propaganda for an ideological framework and justification to carry it out, or is
Moscow activating individuals through hate speech, driving them to violence?
Both phenomena are probably at work simultaneously. While the two case-study
characters discussed above undoubtedly adhered to Russian positions on their
own initiative, and declared their allegiance, in the case of Sambuis, Moscow
provided him with asylum and means, while in the case of Daillet, Kremlin
propaganda helped radicalise an audience that enabled him to find followers.

Counter-measures

The example of Joél Sambuis and his network of sites demonstrates the limits of
counter-measures when the perpetrator is located in a country that is not
cooperative in judicial matters, such as Russia, which seems, at the very least, to
tolerate these activities from its soil. Moreover, this case shows the limits of
justice when internet traces are blurred. Cascading pseudonyms do not fool many
people, but they go some way towards maintaining a plausible deniability that
favours closing the case in the absence of absolutely irrefutable evidence. The
impact of these sites 1s mixed: on the one hand, the low visibility of these sites
must be emphasised as they remain confidential and are rarely shared, as shown
by the CrowdTangle tool.”” These sites have also been flagged up by
disinformation watchdogs such as FirstDraft'® and Les Décodeurs du Monde
factcheckers for their propagation of false news. However, within a certain radical
sphere, these sites undoubtedly help to create a reality and incite people to take
violent action. Furthermore, these marginal discourses are slowly infusing into
more mainstream media, helping to popularise a kind of casual hate speech.

A major vulnerability is media regulation which is no longer as much a matter for
the national level as for the European Commission. This raises legitimate fears
since a liberal democracy rests fundamentally on pluralism and freedom of
expression. However, the RT and Sputnik experiences have shown how malicious
actors succeed in weaponising liberal legislation for their own benefit. Right from
the beginning of the Yellow Vests crisis, one of the main narratives promoted on
RT France was the delegitimisation of liberal democracy.'! Since their Europe-
wide ban following the invasion of Ukraine, the Kremlin’s media have deployed
strategies enabling them to circumvent these sanctions, including the creation of
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false-hat media, such as the Omerta web TV!?? and an eponymous printed
magazine,'®® without any particular reaction from the authorities. In addition,
there have been ethical flaws on the part of traditional media: the BFM-TV news
channel found it appropriate to conduct a complacent interview with Daillet in
Malaysia before his arrest without taking into account the dangerousness and
infectiousness of his words.!*

Recommendations

In France, counter-terrorism and counter-interference are entrusted to the same
players: the domestic intelligence chain, headed by the DGSI. However, within
this chain, hybridisations could be useful. France has not seen any major right-
wing extremist attacks, although it has been hit particularly hard by jihadist-
inspired terrorism. Counter-terrorism resources have risen sharply (the total cost
of counter-terrorism operations following the 2015 attacks reached nine billion
euros in 2019, according to a report by the Cour des Comptes,'® while
intelligence services have seen their budget envelope continue to grow)!% but still
need to be redeployed to cover the whole spectrum of threats even if awareness
of the problem is growing, as shown by DGSI Nicolas Lerner’s media interviews,
in which he reminds that, while the risk of jihadist attack remains the main threat,
the trivialisation of the use of violence by the “ultra-right” presents a significant
risk of terrorist violence “in Western democracies, and in France in particular”.
In particular, he considers that the French radical right has been radicalised by the
jihadist attacks that France has seen, but also cites “the influence of radical
ideologies” from the US (but does not mention Russia).!"’

The system for preventing radicalisation is more precarious, as shown by the drift
of the SG-CIPDR (the state body responsible for designing and implementing,
among other things, policies to prevent extremism), illustrated by the Marianne
Fund!® (a generous subsidy allocated in a light-hearted way, assigning the largest
amounts to incompetent, biased, and even hateful actors). It is urgent to broaden
this approach to take account of changes in the threat. The prevention of
radicalisation would benefit from taking better account of foreign interference:
for example, debates on the Muslim Brotherhood are polluted by caricatured
language from the Middle East. In addition, these case studies show a certain
success 1n recruiting the violent extreme right among members of the forces of
law and order or the military. Dedicated prevention is urgently needed.!®
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Last but not least, the actors identified are able to take crude advantage of their
use of pseudonyms and their extraterritoriality (it was not for sedition or terrorism
that Daillet was arrested by the Malaysian police but for a residence offence). It
is probably unrealistic to expect the Russian police to cooperate in the current
circumstances while the Russo-Ukrainian war continues. However, opportunities
to neutralise the actors judicially have undoubtedly been overlooked in the past.
Every possible window of opportunity must be seized to activate international
judicial cooperation. The case of Boris le Lay, perhaps the most convicted neo-
Nazi militant in France, who escapes punishment thanks to his exile in Japan,
even though his address is known,!''? is a grim reminder of France’s inability or
unwillingness to prosecute such offenders.
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Italy: Russia’s Influence over Far-Right Offline and
Online

Ottavia Galuzzi

The political, economic, and cultural ties connecting Russia and Italy date back
to the Cold War era when Italy had the largest communist party in Western
Europe, threatening NATO unity.! In the 1960s, the centrist Christian Democrats
paved the way for economic agreements with the Soviet Union on oil, via the
Italian state-owned company Eni” on gas which is still in place today.® This shows
that Italy’s positive attitude towards Russia has not been the interest of a specific
party, but political and economic relations with Moscow developed both under
Italy’s right and left governments.* Due to this widespread indulgence towards
Russia, Italy is perceived as one of Europe’s “Russia understanders” with
approval across different political cultures.’ Yet within the Italian political
landscape, the modern far-right has positioned itself as the primary supporter of
Vladimir Putin’s Russia by depicting it as the geopolitical alternative to Euro-
Atlantic institutions.® As a matter of fact, the rise of far-right parties in Italy has
offered Russia new opportunities to exploit their pro-Russian rhetoric’ and anti-
EU sentiment, fuelled by views of patriotism, anti-immigration, anti-LGBTQ+,
and anti-establishment.®

This chapter showcases how Italian far-right parties would not have needed to be
directly aligned with Russia to effectively do Moscow’s bidding via their anti-EU
attitudes.’ Following the Crimean annexation in 2014, Russia has utilised the
voices of Italian far-right parties, like Northern League (LN), Brothers of Italy
(FdI), and Forward Italy (FI), to further the growing pro-Russian ecosystem
through economic and political deals, strong institutional relationships, and
mutual interests, which have led these parties to support Russia’s geopolitical
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aspirations, condemn sanctions against Russia, and decry the EU and NATO.!°
This ecosystem legitimises Russia’s politics through relationships with like-
minded politicians and consequent agreements,'! such as Russian officials
hosting LN members in Crimea, Italian far-right leaders meeting with Putin in
Moscow, and the formal cooperation agreement between United Russia and LN.!2
The political openness towards Russia is backed by mutual economic interests
that have led Prime Minister Mario Conte to sign bilateral economic agreements
with Russia valued at 1.5 billion euros in 2018,'* and have brought hundreds of
Italian businesses to invest in the Russian market over the years'# representing
today the 6.3 percent of international businesses actors present in Russia.!> The
scope of this research is to assess Russia's influence on the Italian far-right
landscape, and the role played by cyberspace in furthering such influence. The
research also aims to evaluate the risks of violence that these influences may lead
to, with particular attention to the risks of violent extremism.

As a result of the 2022 elections, Italy’s government is led by the centre-right
coalition headed by Giorgia Meloni’s Fdl,!'¢ and includes the aforementioned
LN!7 and FI1.'® This new coalition has raised concerns internationally for two main
reasons: firstly, the current administration is the first in Italy’s postwar history
whose majority partner, Fdl, is rooted in the post-fascist tradition; secondly, the
inclusion of parties sympathetic to Russia, LN, and FI, could enhance Russia’s
influence over the Italian political landscape in general and its right-wing
elements in particular.'® For instance, LN leader, Matteo Salvini openly expressed
his sympathies for Moscow by wearing Putin T-shirts in the European Parliament
in 2015 and in Red Square in 2017.2° The former leader of F1, Silvio Berlusconi,
was among the strongest advocates of Russia’s membership of the G8 and
bringing it into the NATO Alliance.?! During a popular television show in
September 2022, Berlusconi attempted to justify the Russian invasion of Ukraine,
and there are recordings of him talking to FI supporters and a member of the
parliament in which he claimed that “Putin had been forced into war and that he
only wanted to replace the Zelensky government with well-mannered people.”??

Regarding the extreme far-right New Force (FN),?* in 2014 and 2013, its leader
Roberto Fiore participated in conventions in defence of the traditional family
organised by the Kremlin and was among the ten leaders from European extreme
far-right parties invited to a Russian Conservative International Forum sponsored
by the Kremlin in Saint Petersburg.?* Since Russia’s annexation of Crimea, a few
FN voters and sympathisers have been in Ukraine to defend Russia’s stances and,

172



ITALY

in some cases, even fight for Russia.?® Some of these individuals are still in
Ukraine; their involvement in the ongoing conflict and activities, particularly
online, will be discussed later in this paper.

Meloni’s Fdl appears to lack direct ties with the Kremlin, which has facilitated
the sudden shift from advocating openness towards Russia and opposing
European economic sanctions against Russia,?® in line with far-right ideology, to
firmly condemning Russia’s war on Ukraine and sanctions.?’ This shift is mostly
due to economic factors that render attempts to buy gas from Russia mute as this
has become impossible under the new EU sanctions, but also political ones, such
as the new government’s determination to remain in the EU and NATO’s good
books.?® Due to such policy shifts, FdI will not be a part of this analysis, but its
trajectory raises some interesting points for future research, namely, under what
circumstances a given radical right actor might opt away from Russia. The
chapter will thus shed light on Russia’s influence on LN led by Matteo Salvini
and generally on the Italian far-right milieu within the online ecosystem, using
FN supporters as an example of actors directly influenced via cyber means.

The Case Studies

The above contextualisation provides insights into the two main focuses of this
chapter, which are addressed through two case studies. The first case study
analyses Russia’s political influence on LN by exploring the political activities
carried out by its members and supporters, as well as several Russians belonging
to Putin’s close circle.?” As will be shown, the questionable relationships and
veiled accords established over the years brought LN and United Russia, Putin’s
party, to sign a formal political agreement of collaboration in 2017.3° The case
analyses how such collaboration is backed by pro-Russian cultural organisations
based in Italy,’! and it is connected to LN’s economic interests of overturning
European economic sanctions against Russia.*? This influence is characterised by
several layers, which include mutual online propaganda through the think tank
Katehon,** and a Russian attempt to illegally fund LN’s political campaign
through an inconclusive oil trade. Beyond this direct political influence, the case
study examines Russia's indirect political and cultural influence upon LN’s anti-
gender values to assess the risks of violence stemming from the normalisation of
harmful narratives and stigmatisation of “othering” pursued by the Kremlin and
LN.3* The choice of this specific topic is linked to the recurring online and
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physical violence against the LGBTQ+ community, and the backsliding of
inclusive social policies which is occurring in Italy.*® The decision to analyse the
Russian influences over LN, instead of other aforementioned Italian far-right
parties, derives from the abundance of evidence, which is publicly available and
allows for a thorough analysis of the Russian influence over Salvini’s party, be it
political, cultural or financial.

The second case study discusses the cyber influence that Russia can indirectly
exert upon the Italian far-right milieu through the ideologically motivated
cyberattacks of a decentralised network of malicious actors and the risks of online
radicalisation into violent extremism stemming from such influence. To narrow
down this topic, the case covers a series of cyberattacks delivered by pro-Russian
hacktivist collectives against Italy’s institutions’ websites because of its
opposition to the invasion of Ukraine,*® and it assesses how these cyber
operations are perceived by FN’s voters to evaluate the presence of indirect
political and cultural influence. In this context, FN supporters are used as an
example of far-right actors that could be potentially influenced by pro-Russian
hacktivists through cyber means and information operations. The anonymous
nature of cyberspace makes it difficult for this research to present the existence
of direct Russian influence over the FN community via cyber means, but the
example of FN is discussed to shed light on a growing trend that sees the pro-
Russian hacking community and the Italian far-right milieu engaging online,
sharing information, and overall influencing each other. Through the analysis of
these two communities on Telegram — FN voters as an example of an Italian far-
right actor, and pro-Russian hacking collectives — the case study identifies
overlaps in sharing of the pro-Russian and pro-war content, hate speech, and
sharing of the content produced by the Italian foreign fighters fighting for Russia
against Ukraine. As will be shown, the Italian far-right milieu and the pro-Russian
hacking community share ideological affinities, particularly on the Russo-
Ukrainian war, and indirectly influence each other by amplifying pro-Russian
news. Additionally, these online communities may be a breeding ground for far-
right and extreme groups or individuals with low cyber skills, where they could
learn how to deliver cyberattacks from the pro-Russian hacking collectives in the
name of Russia’s interests. The case determines the indirect logistical influence
these malicious actors could have by organising military cyber exercises and
offering cyber tools, leveraging existing cybercrime as a service model.*” Given
the ideological affinity of these communities, further research into Telegram’s
private channels and dark web forums could reveal ongoing collaborations. What
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is evident from this research is Russia’s lack of interest in avoiding the
interrelations of similar communities online because of the benefits it may gain,
and the implications that ideologically motivated cyberattacks, borderline
content, and online violent extremism have on the offline world.

Both case studies are discussed in detail in the following sections, which include
a threat analysis of Russia’s influence and an assessment of the risks stemming
from this. The chapter also presents current measures in place to counter such
influence and reduce its impacts. Finally, the chapter provides recommendations
on how to prevent and counteract the effects of Russian influence, particularly
leading to ideologically motivated cyberattacks and far-right violent extremism
online.

Research Methodology

This chapter relies on desktop research into the relationship and influence
between Russia and the Italian far-right, and on a review of the existing literature.
The qualitative research uses a combination of keywords inherent to the topics of
discussion.® Further, it gathers information through open-source intelligence and
text analysis of websites, and public Telegram channels related to pro-Russian
hacking collectives or individuals, Italian far-right groups or individuals, and
known Italian foreign fighters. The research was limited to Telegram due to its
wide use by far-right and cybercriminal actors.*® Further findings supporting this
chapter’s topics could be identified on social media platforms such as Discord,
Gab, and MeWe, to name a few,*® dark web forums or websites,*' or channels and
groups, oftentimes private, maintained by other Italian far-right actors, such as
Casa Pound.*

Case Study 1: Russia and Salvini’s LN

Today LN is one of the main far-right parties in the Italian political landscape,
where it is part of the current centre-right coalition government with Fdl and
Forza Italia.** Despite LN losing 3.2 million votes during the 2022 election, a
significant drop compared to the 5.7 million votes obtained in the previous
election,* and obtaining only 23 seats in the Chamber of Deputies,® its leader
Matteo Salvini maintains a loyal electorate through the motto “Italians first.”*
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Previously known as Lega Nord, LN underwent a process of ideological
transformation after Salvini became leader in 2013, shifting the party into the far-
right nationalist party of today.*’ This transformation led to the endorsement of
anti-Europeanism sentiments, anti-immigration positions, and the defence of the
heterosexual family as the fundamental unit of society.*® In this context, Salvini
became the symbol of European sovereignty in Italy, with millions of followers
on social media platforms where he transforms anger into public consent and uses
slogans belonging to Mussolini’s fascism*® such as “So many enemies, so much

honour” (“Tanti nemici, tanto onore”).”

The overall anti-democratic stance taken by LN brought a shift of its electorate
to the extreme right,’! making it an appealing ally for Russia’s interests in Europe.
Over the last few decades, LN’s voters have reflected this anti-democratic stance
by expressing a loss of trust in the parliament, ineffectiveness of moderate
political positions, and dissatisfaction with democratic institutions.>> Beyond the
condemnation of democracy and Europe’s liberal forces, there is evidence of
LN’s members spreading racist and xenophobic propaganda, as well as pushing
for homophobic policies in order to defend the so-called ltalian identity (white,
Catholic, heterosexual).>® Such negative narratives foment the anti-democratic
perceptions of LN’s voters, which could lead to systemic discrimination against
specific communities like immigrants and the LGBTQ+. This approach is aligned
with Russia’s strategy of political warfare which includes meddling in the internal
affairs of European states to promote alliances with anti-democratic actors,>* with
the ultimate scope to cause societal divisions and disruptions at the European
level.” In several circumstances, Salvini has publicly adulated Putin and
portrayed Russia as a bastion of sovereignty and cultural conservatism against the
forces of liberalism damaging Europe.*® As such, the Russian influence over LN
could potentially further radicalise the party, which would attract more extreme
supporters and consequently, radicalise the existing electorate via the provision
of harmful narratives. A drift towards more radical politics could be accompanied
by even more stringent opposition to the sanctions regime against Russia and
hinder European efforts to restrain Russian forces.

Russia’s influence over LN appears to be multilayered and relies on the
ideological affinities between the two sides, impacting LN’s political
perspectives. It also, however, rests on economic issues and a sense of shared
cultural values. Although initially, Russia lacked a declared line of influence over
LN, the Kremlin has often shown its intent and capability to be allied with
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Salvini’s party. For instance, Moscow’s media outlets echoed Salvini’s
complaints against the West’s alleged anti-Russian policies.>” Russian officials
hosted LN members in Crimea, and Salvini, together with other LN members,
met representatives of United Russia in Moscow, including President Vladimir
Putin.’® Consequently, what enabled the establishment of a more overt Russian
influence over LN was the political coordination agreement signed between
United Russia and LN in 2017.%° This case study argues that the combination of
veiled and official relationships established between the two sides led to this act
of political agreement and ideological understanding. Valid for five years and
automatically renewable, the content of this agreement relies on ten essential
points, and it is based on the principles of state sovereignty, mutual respect, and
mutual non-interference.®® The parties agreed to organise bilateral and
multilateral events, exchange information, and contribute to the unification of all
forces in defending traditional values.®! This agreement formalised the bonds
between the two parties and brought advantages to both. On the one hand, it
allowed Moscow to assume a more decisive role within Italy and the geopolitical
strategies of the EU, where all countries must agree to maintain the embargo
against a third-party country like Russia.®? On the other, it made LN Russia's
supporter and guardian of the economic interests of those Italian companies
counting on the possibility of trading with Russia.®® Therefore, this agreement
demonstrates the interconnection between the two parties’ political and economic
interests, which has turned LN into a more fertile ground for Russian influence.

Particularly, these influences emerged through the involvement and relationships
established between a few personalities close to LN and associated with the
Kremlin, such as Gianluca Savoini, Konstantin Malofeev, and Aleksey Komov.**
Savoini is Salvini’s spokesperson assigned to strengthen the ties with the Kremlin
and increase LN’s visibility, without ever being a party member.%> Malofeev is a
Russian oligarch and businessman who has joined Aleksandr Dugin, philosopher
of the modern Russian right, to gauge European far-right interests in collaborating
with Russia.®® Finally, Komov is Malofeev’s associate dedicated to nurturing
relationships with European conservatives through participation in relevant
events (such as LN’s congress where Salvini became the party secretary in 2013)
and organisations linked as evidence of the intent to strengthen the Kremlin-LN
collaboration.” What is peculiar is that most of the profiles mentioned in this case
study do not hold official political positions but are close to the ruling elites in
Russia or LN
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Together with LN’s representatives, Savoini created the Lombardy-Russia
Cultural Association (ACLR) in 2014, intended to convey Putin’s worldview
based on the cornerstones of identity, sovereignty and tradition, while developing
trade agreements between Italian companies and Russia.®’ This entity is important
to 1llustrate Russia’s influence over LN for three reasons. First, Komov was
elected honorary president of the ACLR,® which suggests the intent of
officialising the collaboration with the Kremlin. Second, this type of entity is not
legally obliged to publicise its financial reports, so it is unclear if ACLR may have
received money from Russian individuals.”! Third, ACLR has openly supported
Russia’s politics by justifying Crimea’s annexation and by condemning economic
sanctions through online publications and physical demonstrations, often
organised with the Russian Embassy in Rome and the Russian Consulate General
in Milan.”” Additionally, the ACLR and LN are headquartered in the same
building in Milan”®. To further promote ACLR’s goals and their engagement
within it, Malofeev, Dugin, and Savoini have also contributed to fostering the
Kremlin-LN relationship by disseminating online propaganda through
conservative websites like Katehon.” Referred by Dugin as an informational
initiative of pro-Russian nature,” the think-tank Katehon presents numerous
articles proclaiming the collaboration between the Kremlin and LN, praising the
leadership of Putin and Salvini and promoting conservative values.’® Savoini
appeared among Katehon’s contributors, along with Alessandro Fiore, son of FN
leader Roberto Fiore, and he was often interviewed on topics related to the
Kremlin-LN relationship.”’

Similar to ACLR’s mandate, the organisation Russian Centre of Science and
Culture (Rossotrudnichestvo) has facilitated Russia’s influence over LN by
connecting like-minded politicians and diplomats committed to forging closer
cooperation between Russia and LN. “Rossotrudnichestvo is “a leading Russian
agency whose main mission is to strengthen Russia’s humanitarian influence in
the world”,”® and it is represented in 80 different countries.” While the
organisation officially organises cultural events and language courses, the
ultimate goal is to influence public opinion outside Russia. Both ACLR and the
Russian Centre of Science and Culture represent examples of Russian soft power
aimed to consolidate the Italian far-right’s efforts to promote pro-Russian views.*
All of these references show how Russia's influence on LN emerged in an existing
pro-Russian environment, in which key figures connected to the party and the
Kremlin acted to build relationships and to create structures designed to further
Russia's political influence. These key figures have also attempted to promote

178



ITALY

economic interests favouring both the Kremlin and LN’s members and voters.
For instance, Savoini and Claudio D’Amico opened the consultancy agency
Orion in Russia with the goal of expanding the network of Italian anti-sanction
companies, and several Italian business leaders voting for LN pushed to maintain
trade operations with Russia.’! For these reasons, Salvini has always advocated
for stopping the Western sanctions against Russia, citing the adverse implications
on the Italian economy. Although LN has declared its intention to protect the
Ukrainian population, the party has not changed its position against the economic
sanctions for Russia. 32 The potential financial influence of Russia on LN goes
beyond these sanctions, as investigations were conducted into the meeting that
occurred at the Metropol Hotel in Moscow, where Russian and Italian
counterparts — including Savoini — allegedly agreed to a financial scheme
supporting LN’s political campaign.®® This was to be directed through an oil trade
agreement and illicitly directed towards LN.* The Italian court later exonerated
Savoini and the other Italians involved, as the oil sale did not take place.® Despite
this, the investigation suggests the existence of intent and capability for Russia to
promote financial influence to facilitate local political goals supporting its
interests,® and proves the interconnection between political and financial
influences in this context. With the United Russia-LN arrangement still valid
today, the parties’ intention to collaborate is plausible, and it raises questions
about where these influences may lead considering the current Russian military
invasion of Ukraine, and the recognition of Russia as an actor that sponsors
terrorism according to the European Parliament.’’

In addition to what was previously discussed, the ideological affinities between
Putin’s Russia and LN have facilitated the emergence of indirect political and
cultural influences, leading to discriminatory discourse, borderline content, and
ultimately, violence towards specific communities. A great example is Russia’s
and LN’s anti-gender narratives as they directly pinpoint their ideological affinity
to encourage the spread of harmful narratives. It is known that individuals like
Dugin, Malofeev, and Komov are actively involved in anti-gender organisations,
such as the World Congress of Families (WCF), and have operated to find new
allies at the European level.®® The cooperation with WCF enables the Russian
government to act through the local proxy actors and seemingly hide behind an
alliance of individuals with similar religious and ideological convictions.®’ On its
side, LN is closely allied with the anti-gender network that politically mobilises
conservative and pro-life organisations to undermine LGBTQ+ rights.”® For
instance, LN supported the Eighteenth WCF conference taking place in Verona
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in 2019 through the endorsement of the then—LN government ministers — Salvini
as Minister of the Interior, Lorenzo Fontana as Minister for Family and
Disabilities, and Marco Bussetti as Minister for Education — to reinforce the
party’s position around the natural patriarchal family as the fundamental unit of
society.”! This furthers Russia's end goal of dividing the European member states’
opinions on LGBTQ+ issues and leveraging the erosion of the common
understanding of fundamental rights and protection of minorities.”

LN reveals its ambivalence towards violence through the spread of discriminatory
language targeting the LGBTQ+ communities in line with Russia and through the
normalisation of harmful narratives and stigmatisation of the othering.”®> On the
one hand, LN supports individuals and entities that are evidently homophobic and
spread offensive narratives.”* On the other, it shares anti-LGBTQ+ messages,
which may not be openly insulting but convey discriminatory opinions and depict
the LGBTQ+ community as other compared to the community of white,
cisgender, heterosexual males used as the basis of LN’s nationalist discourse.”
For instance, Salvini commented on the anti-LGBTQ+ law proposed by
Hungarian President Victor Orban as the liberty of any state to decide on its own
school, university organisation, and justice system, while the EU criticised it as a
discriminatory regulation.’® More recently, LN representatives confirmed that
Salvini had a conversation with the former paratrooper commander Roberto
Vannacci about his book “The World Back to Front,” where, among other
derogatory messages, he makes homophobic remarks.”” According to sources, LN
representatives have defended Vannacci’s right to express his views through his
book.”®

Regarding the use of discriminatory language, LN’s pro-family stance is
expressed through Salvini and other LN representatives’ statements about the
necessity of a child to have a mother and a father, which must be reflected in a
school education dedicated to fostering the idea of so-called natural family.”
Beyond the pro-family stance, there are also examples of LN delegates directly
spreading derogatory messages against LGBTQ+ people. In relation to the 2015
Gay Pride of Milan, LN members Massimiliano Bastoni and Luca Lepore stated
that the city would be the “depressing stage for a few thousand frustrated people,
victims of nature’s aberrations.”'® In 2018, during a radio show, LN’s former
municipal councillor in Verona, Alberto Zelger, asserted that “gays are a disaster
for the reproduction and conservation of the species.”!”! Even though the city
council distanced itself from Zelger’s remark, it appears he conveyed the opinion
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shared by other LN members at the time.!? These harmful narratives are well
aligned with those shared by the Kremlin, which, for instance, released a pro-
constitutional reform video to show that a child could be adopted by a same-sex
couple if the proposed amendment to article 72 of the Russian Constitution —
which defines marriage as a union between a man and a woman — was not
accepted.'®

Russia’s efforts to target LGBTQ+ people by normalising harmful narratives lie
at the heart of political homophobia connected to its moral sovereignty, as
opposed to the decadent West.!%* At the same time, Salvini’s narrative around the
demographic decline fits into this worldview which also includes Putin’s
narrative of connecting homosexuality with paedophilia.!® Perceived symbiosis
between the two augments a political and cultural alliance and understanding.!%
The alliance helps increase the risks of violence towards the “others” in Italy.
Since 2015, LN has denied LGBTQ+ rights by opposing the implementation of
bills on same-sex unions and homophobic violence!® while changing LGBTQ+-
inclusive laws.!% In 2019, Interior Minister Salvini deleted parent I and parent 2
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from ID documents to restore the traditional mother and father, and LN is prone
to block LGBTQ+-friendly initiatives across Italy such as introducing sex and
gender education in school curricula.!'® More recently, Italian far-right parties,
including LN, voted against the legislative bill known as the Ddl Zan'!!, which
aimed to make violence against LGBTQ+ people and disabled people, as well as
misogyny, a hate crime.!!? The European Parliament condemned Italy for its anti-
LGBTQ+ rhetoric,!'!® which is aligned with the poor ranking position of Italy for
the achieved LGBTQ+ rights (34" out of 49 European countries).!!* Following
the ban of the Ddl Zan, hate speech has remained common, even among
politicians, and anti- LGBTQ+ hate crimes have continued with physical threats
and violence.''> In 2021, the leading Italian LGBTQ+ association Arcigay
recorded 126 incidents of homo-transphobic hatred reported by the mass
media,!'® while the project Chronicles of Ordinary Homophobia recorded 70
cases of homophobic violence, consisting of single attacks, multiple attacks

(targeting several people together), and murders.!!’

Case Study 2: Pro-Russian Hacking Collectives and Italian Far-Right

As one of the global leading actors in cyberspace, Russia is more than capable of
exerting its influence through the leverage of cyber means.!'® However, Russian
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cyber policy responds to crises and emerging opportunities, making Russia’s
cyber approach mostly tactical.!' This case study explores the cyber influence
that Russia indirectly exerts upon the Italian far-right milieu, taking FN and its
sympathisers, for example, through the ideologically motivated cyberattacks of a
decentralised network of malicious actors. Additionally, this case assesses the
risks of online violence and online radicalisation into violent extremism
stemming from such cyber influence. Different studies have shown the direct
harm of cyberattacks on people and consequent societal impacts,'?° while multi-
stakeholder fora agree on the risks of harmful content and online radicalisation
leading to offline violence.'?! In such an intertwined world, Russia’s influence
through cyber means should not be underestimated given its advanced cyber
capabilities of delivering cyberattacks affecting both civilian critical
infrastructure and military targets and relying on an expert range of cyber actors
providing cyber tools and carrying out cyber operations, such as branches of the
Russian army and secret service, private companies, and network of hackers and
cybercriminal groups.'?

In this chapter, FN’s supporters are used as an example of far-right actors because
of their tendency towards a neo-fascist, ultra-nationalist and conservative
ideology, often supported by acts of violence. For instance, back in 2015, eighteen
members of FN were accused of serious bodily harm, preparation of explosives
and aggravated domestic violence.!?® It is thus clear that FN relies on an extreme
right-wing and violent electorate, and its members are accused of homophobic
political campaigns'?* and recurrence of violence during demonstrations.'?> Due
to FN’s fascist and racist narratives and incitement to violence, Facebook
removed the profiles of administrators of several pages connected to the party,
classifying it as a hate organisation.!'?°

The involvement of FN in this analysis is also due to its pro-Russian stance. Since
2015, FN is openly supportive of Russia, defined by Fiore as the “third Rome,”!?’
and it has facilitated Italian investments in Crimea by organising several business
trips.!?® Some of the most known Italian foreign fighters present in Ukraine, but
fighting on the Russian side, like Andrea Palmeri, Riccardo Cocco,'” and
Alessandro Bertolini,'*° are former members or sympathisers of FN, which is
indicative of the inclination towards violence among FN’s voters. Between 2014
and 2016, roughly 50 to 60 Italian foreign fighters were present in Ukraine, while
currently, the number has dropped to fourteen.!*! The majority of the Italian
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extreme-right foreign fighters have been in Ukraine since 2014, and most
deployed on the Russian side of the conflict.!*?

In May 2022, the pro-Russian hacking collective Killnet launched a series of
DDoS'3? attacks against the websites of several Italian institutions, such as the
Senate, the National Health Institute, and the Ministry of Defence, making them
temporarily unreachable.!** According to the hackers’ Telegram channels, these
attacks were delivered to punish Italy’s opposition to the Russian military
invasion of Ukraine.!*> Although these attacks did not bring any serious
implications, as the websites were offline for a few hours,'*° Killnet’s success was
to set a fierce narrative about the war in Ukraine and amplify it through its
cyberattacks.!®” Known as hack-for-hire cybercriminals, Killnet became openly
vocal in backing Russia’s offensive when the war started. The group’s goal was
to damage Western governments for their absolute support of Ukraine and anti-
Russian sentiments.'*® Through a combination of their technological skills and
ideological beliefs, Killnet launched ideologically motivated cyberattacks to
further Russia’s interests even though there are no signs of direct control from
Russia.!* This is aligned with Russia’s cyber strategy of leveraging cyberattacks
from non-state actors claiming to act on its behalf, while the Kremlin neither
contradicts these claims nor intervenes to stop such cyberattacks.

Additionally, disinformation on the war in Ukraine has been disseminated on
Italian broadcasting shows by hosting guests like Nadana Fridrikhson —a Kremlin
delegate — who asserts Ukraine’s ‘“Nazi problem” and denies Russian
involvement in the civilian massacre of Bucha, raising the percentage of Italians
who do not believe the media on Ukraine.'*’ Therefore, the ideological nature of
the cyberattacks and disinformation campaigns turns them into force multipliers
of political and cultural influence, which are indirectly used by Russia to
disseminate pro-Russian values, particularly pro-war discourse. This suggests
that the threat of ideologically motivated cyberattacks should not be devalued as
unrealistic,'*! particularly in a pro-Russian ecosystem like the Italian far-right
milieu.

What this case aims to determine is the potential presence of Russia’s influence
over the Italian far-right milieu through Killnet’s cyberattacks and online
activities by reflecting on the example of FN’s community. Despite the lack of
direct Russian influence over FN through cyber means, this case points out
similarities and overlap between FN supporters online and pro-Russian hackers
that suggest a growing trend of indirect influences in cyberspace among these
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groups, notably the Italian far-right milieu and pro-Russian hacking collectives.
With a focus on pro-war discourse, the case analyses the content of public
Telegram channels, which are the go-to place for recruiting, seeking donations,
and inciting violence against either the Russian or Ukrainian side of the war.!*

Firstly, this part of the study is based on the content analysis of channels We Are
Killnet, Legion, and two other hacker groups or individuals connected to Killnet
— HackBeregini and NoName057(16). There are many smaller groups connected
to Killnet and Legion that aim to amplify Killnet’s messages, while other private
channels are used to manage operational activities.'*® All these channels
disseminate pro-war content, strongly oppose “Russophobes” with insulting and
derisive comments, and either claim or praise the cyberattacks delivered against
those actors resisting Russia, declaring them cyber war. These hacking collectives
fall within the category of politically motivated hackers, who use aggressive
expressions, engage with audiences through various communication channels,
and are likely to add photos, videos, and hyperlinks to state their beliefs.!**

Secondly, Italian far-right activities on Telegram from a larger study'#* have been
examined, focusing on the channels related to FN. The FN channel praises the
Kremlin and Putin, describing him as the guardian of traditional values and a
victim of hate from the West. Several posts claim the need to end economic
sanctions against Russia, with organised protests and petitions, and support
Russia’s geopolitical ambitions over Ukraine. Similar content was shared also by
the official Facebook account before being suspended,'*® and now it is shared by
the affiliated page Radio Forza Nuova. The other selected channels, like La Terza
Roma, share far-right and neo-fascist sentiments combined with anti-NATO, anti-
EU, and pro-Russia values to different extents, representing a fertile ground to
further Russia’s influence over the Italian far-right milieu. The online Italian far-
right ecosystem is used for explicitly fascist propaganda, creating cyber-
communities of debate and mobilising a political cause,'*’ like Russia’s
aspirations over Ukraine. These channels frame pro-Russia discourse to further
pre-existing narratives about the West, claiming that the war is caused by the
aggression of NATO and Western governments. As such, FN voters online appear
to be prone to spread dissatisfaction about the status quo and incite voters to acts
of violence, for instance by disseminating information on the Russo-Ukrainian
conflict,'® often through the posting of borderline content. In this context, FN is
used as an example to investigate the topics discussed by the wider Italian far-
right community online, overlapping with pro-Russian discourse. The fact that all
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these Telegram channels are public suggests the intent of Killnet’s community
and the Italian far-right community, beyond only FN voters, on disseminating
pro-Russian propaganda and increasing societal tensions, which indirectly
intensifies Russia’s influence and the risks of further violent extremist ideologies
online. An additional analysis of the indirect influences is presented in the
following paragraphs, outlining some of the potential consequences of such
influences.

The final step of this analysis is identifying overlaps between Italian far-right and
pro-Russian hackers’ channels through mentions and hyperlinks. Previous studies
confirm that hyperlinks can be considered indicators of closeness, traces of
communication, and means for reciprocal help in obtaining public attention.!'#’
Following a content analysis of these public channels, the case identified overlaps
between four channels, that either openly support FN or far-right values, share
pro-Russian and pro-war content, and mention Killnet’s channels and news about
its cyberattacks as information resources or means to defend the Kremlin. For
instance, the channel Gruppo di Sostegno FLN re-shared the news about Killnet’s
cyberattacks, claiming they were a lie from the Italian government aimed to make
Russia the usual public enemy. Few of these channels, like Saker Italia Notizie
and Donbas Italia, forbid users to insult Russia and targeted specifically Italian
audiences in favour of Russia’s invasion of Ukraine by echoing Russian
propaganda and by praising the pro-Russian hackers’ operations. There are also
attempts from these hackers to incite conservative Italians to favour Russia.
NoName057(16) posted about the positive reactions from Italian users who
actively protested against the “Russophobic policies of their country” and
fomenting their dissatisfaction. Although some channels do not openly mention
FN, they amplify alike views shared by extreme channels like La Terza Roma,
intensifying the influence of pro-Russian views on the Italian far-right milieu.

Another element reinforcing the existing pro-Russian ecosystem is the reference
to Italian foreign fighters in some of the channels mentioned previously.
Particularly, few of the pro-Russian hackers mention the Telegram channel of
Vittorio Nicola Rangeloni as a reliable source of information regarding the war
in Ukraine. Even if the role of Rangeloni in Ukraine is unclear, he refers to the
Russian invasion as the liberation of a population, and his closeness to the Italian
neo-fascist environment is proved by his re-sharing of posts from La Terza Roma.
Similarly, few of these channels mention the Facebook account of Andrea
Palmeri, fighting against the Ukrainian government since 2014 and FN supporter,
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who shares updates about the ongoing war and amplifies the conservative views
of La Terza Roma to an audience of more than 5,000 followers. These information
overlaps suggest that the Italian far-right milieu, relying on the example of Forza
Nuova’s supporters online and the Killnet’s community, share ideological
affinities on the Ukraine war and indirectly influence each other by amplifying
pro-Russian propaganda. As such, this strengthens Russia’s political and cultural
influence over the Italian far right on divisive topics, like the war in Ukraine.

Besides representing a breeding ground for pro-Russian and violent extremist
ideologies, these public channels could represent a learning environment for far-
right audiences. Taking the example of the FN community, the exposure to the
content shared by Killnet may be compelling thanks to the pro-Russian frame,
and regardless of the cyber skills needed. Therefore, this case suggests that the
pro-Russian hacking collectives could recruit far-right users into delivering
cyberattacks to further Russia’s interests, and indirectly create a logistical
influence favouring Russia. This logistical influence can be established through
the cybercrime as a service (CaaS) model, where cybercriminals are hired to
attack specific targets or sell cybercriminal tools, infrastructure, and services to
the highest bidder,'*? and through cyber military exercises, where users are trained
to deliver cyberattacks. While it is difficult to find evidence of CaaS without
accessing the dark web and deploying investigative tools, cybercriminals use
public communication channels to organise military cyber exercises aimed at
recruiting users to join their criminal activities and eventually contribute to their
cause. Through its Telegram channel, Killnet communicated about the
organisation of cyber military exercises and encouraged its followers to train their
cyber capabilities over a list of targets,'®! including Italian infrastructures. In the
connected channel Legion, the attack instructions are more detailed,
administrators assent to launch attacks, and recruitment posts for new hacktivists
are released.!>?

Considering the number of followers these channels have, the spread of their
narratives 1s impactful. With its 11,494 followers, Legion repeatedly called
hacktivists to attack Italy because of its opposition to the war in Ukraine, while
NoName057(16) shared calls to join their DDoS project with 46,200
subscribers.!*>* These groups look both for expert programmers and users with
low-cyber skills eager to join their cause,'>* as in these channels it is possible to
find tutorials explaining how to deliver DDoS attacks.!> Particularly, DDoS
attacks can be an engaging start for nontechnical users, as they can be performed
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through the use of various instruments that can be rented or obtained for free from
various attacker groups online.!*® Recently, security researchers detected the
Wagner ransomware, a ransomware attack likely targeting Russians and
demanding to join the private military corporation Wagner Group, instead of
asking for money.!>’ Despite the lack of information about ransomware, this
example shows how easily malicious cyber tools can be delivered by users with
different cyber skills to convey a political message, and potentially recruit new
affiliates.

All of the aforementioned examples point to the intent and capabilities of the pro-
Russian hacking community to exert logistical influence over an audience’s
keenness in acting to promote Russia’s interests and carelessness regarding the
harm caused, like FN voters. The goal of using cyberspace as an attack medium
to extend influence and cause harm is aligned with Russia’s cyber strategy. While
a deeper analysis of the engagement between these communities could provide
further evidence of intent, the Italian far-right community could join
cybercriminal activities like DDoS campaigns, considering the limited technical
skills needed and the availability of training materials offered by Killnet’s
community. Russia’s lack of actions in avoiding pro-Russia-motivated
cyberattacks and potential cyber offensive training of far-right audiences raises
high concerns about the offline implications of cyberattacks and the likelihood of
leveraging cyber means to radicalise and recruit more violent extremist users.
Although only a few states currently have the cyber capabilities to cause severe
disruptions and physical damage,'*® this case presents the adverse impacts of
hacking collectives’ operations and the potential connection with the Kremlin.
With a growing attack surface, exploitable vulnerabilities, and the weaponisation
of cyber tools, the likelihood of ideologically motivated cyberattacks intensifying
pro-Russian values, and, indirectly, Russia’s influence is a realistic threat to
consider with particular attention to increasing far-right activities online.

Existing Measures

As was shown, one of the root causes of Italy’s far-right milieu’s expansion is the
fact that extremist thoughts and ideas are now freely expressed by different
“mainstream” political actors. This is happening even though such statements and
utterances are effectively unconstitutional. Indeed, article XII of the Italian
Constitution affirms that “The reorganization, in any form, of the dissolved fascist
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party is prohibited. As an exception to article 48, temporary limitations on the
right to vote and eligibility for the leaders responsible for the fascist regime are
established by law for no longer than five years from the entry into force of the
Constitution.'*® Additionally, the Scelba Law prohibits the reconstitution of
fascist parties and regulates the procedures to dissolve such groups, including
punishing individual and collective behaviours.!®® These are part of Italy’s
constitutional and legislative efforts to avoid and limit the spread of neo-fascist
ideologies.

Regarding Russia’s leverage, as a European member state, Italy has the
responsibility to limit Russia’s influence through the implementation and respect
of restrictive measures against it. They include visa measures and economic
sanctions, such as import and export restrictions on Russia aimed to thwart its
capabilities to continue the aggression.'®! Although these sanctions are designed
to maximise the negative impact on Russia’s economy while limiting the
consequences for European countries,'®? a few Italian far-right parties like LN
have continuously opposed these measures seen as damaging to the Italian
economy.

As of January 2019, political parties are prohibited from receiving funding from
foreign donors in light of what the Metropol deal could have led to.'®
Additionally, the European strategy includes individual sanctions targeting
people supporting, financing, or implementing actions that undermine the
territorial integrity and independence of Ukraine.'®* Several individuals were
charged in Italy for recruiting fighters to go into Ukraine!®> and others were
arrested for participating in “preordained and violent actions aimed at changing
the constitutional order or violating the territorial integrity of the Ukrainian
government,” such as recently for the foreign fighter Alessandro Bertolini.!

As previously discussed, Russia exerts its influence also via the dissemination of
propaganda and disinformation through media outlets. To counter this, the
broadcasting activities of several Kremlin-backed disinformation outlets, like
Katehon, are suspended in Europe.'” Pro-Russian propaganda and
disinformation are also widespread among online communities, where this
research shows that it is often picked up by far-right users increasing the volume
and risks of hate speech and radicalisation of violent extremist views.

In the case of hate speech, the Italian legal framework refers to the Mancino Law,
which criminalises hate speech inciting violence and discrimination on a
religious, national, and ethnic basis.!®® Civil society advocates argue the need to
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expand the protected characteristics in criminal law to include protection for
targeted communities,'® like LGBTQ+ people. Although applicable media
legislation prohibits all content that contains incitement to hatred and intolerant
behaviours based on “differences of race, sex, religion, or nationality”,!”® harmful
narratives on divisive topics, like homosexual rights, continue to grow online
bringing severe implications to the offline lives of targeted people. The lack of a
proper and legal definition of hate crime in Italy tends to exacerbate existing
tensions and does not protect the most vulnerable.!”! These concerns must be
addressed offline as much as online.

Recommendations

This final section presents a few recommendations that can be adapted to the
Italian context to prevent and counter the impacts of Russia’s influences and the
risks of violence posed by Italian far-right groups, which echo pro-Russian views
and are enabled by them. These recommendations aim to respond to the threats
posed by borderline content, particularly hate speech, ideologically motivated
cyberattacks, and violent extremism radicalisation.

Firstly, the Italian Parliament should apply more fiercely the laws in force,
particularly the Scelba Law,!”? and implement the proposed law AC 3074 aimed
at introducing the new criminal offence of fascist and Nazi-fascist regime
propaganda into the penal code.!” The proposal also intervenes on current
legislation regarding the performance and ostentatious use of symbols and
emblems attributable to the contents and methods of the fascist and Nazi-fascists
parties.!”* In this regard, FN’s neo-fascist stance and its involvement in violent
protests in 2021 triggered the Democratic Party to file a motion in Parliament
reporting that violence “as a method of political struggle can never be tolerated”
and calling for the government to dissolve the FN and all the other groups that
refer to fascism.!” However, the application of the Scelba law is often challenged
by the Constitutional freedom of expression, leveraged by the far-right parties to
oppose the Democratic Party’s motion.!”®

Secondly, the Italian Ministry of Education should be looking into including
cybersecurity skills and training in high-schools to foster public resilience and
online critical thinking within the younger generations. This could lead to the
creation of an educational curricula, then translated into a nation-state
implementation program which focuses on enhancing digital and media literacy
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to 1identify pro-Russian fake news, as well as on digital resilience and
cybersecurity skills to better understand the cyber threats posed by pro-Russian
actors and their offline implications. The educational curricula could be
developed with the support of the National Cybersecurity Agency the national
cybersecurity authority aimed to protect the national interests in the field of
cybersecurity, safeguard security and resilience in cyberspace, prevent
cyberattacks and promote awareness. This workstream would require the
collaboration with a network of civil society organisations that could bring their
expertise in protecting and empowering targeted communities, like LGBTQ+
people. Through this type of collaboration, LGBTQ+ individuals could acquire
the knowledge and skills to understand the cyber threats and attackers they face,
learn how to recognise a cyberattack, defend themselves, and report any violent
actions.

Thirdly, policymakers, practitioners, and tech companies should promote wider
use of the redirect method to reduce the spread of harmful content contextually
relevant to national growing threats, like the search for pro-Russia and pro-war
narratives, hate speech, and local far right content that could lead users to further
radicalisation. As an open-source methodology deploying targeted advertising to
connect people looking online for harmful content with constructive alternative
messages,!’’ this method can redirect users searching for pro-war content or far-
right supporters to reliable resources, alternative narratives, and non-extremist
links, reducing the volume of far-right!’® and pro-Russia propaganda shared. To
ensure its effectiveness, this method should be applied to the Italian cultural and
political context to address harmful and extreme content searched by local far-
right groups, which often echo pro-Russian narratives, as this research shows.
Additionally, this method could also be used to redirect users searching for
cybercrime-related content to material providing concrete examples of the
adverse implications that cyberattacks and cybercrime cause in the offline world.
As most of the cybercrime research may happen through dark web sites, the
method would require specific plugins and technical changes to effectively work
on dark web browsers, like the Tor browser, and bypass anonymous proxies or
encrypted tunnels that are not normally set up for clear web sites.

Additionally, Italy must implement the Digital Service Act, designed to improve
the removal of illegal content and protect online users’ fundamental rights,'” as
incitement of terrorist activity, hate speech, and violence are considered
inadmissible content.!®® The most recent measure is the Terrorist Content Online
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Regulation, which obliges hosting service providers offering their services within
the EU to take down terrorist information from the Internet or restrict access to it
within one hour of receiving an order from authorities.'8! While these European
measures focus mostly on terrorist content and require application in Italy,
national procedures and legislation need to be implemented and strengthened to
combat hate crime and hate speech.

Lastly, further research based on the content and thematic analysis of
public/private Telegram channels related to the pro-Russian hacking collectives
and the Italian far-right community is needed to understand the growing trend of
influence between these two groups and assess what the realistic consequences
are. The content and thematic analysis on similar groups should be carried out
also in mainstream platforms such as Facebook and X (formerly Twitter), on
alternative platforms, like Discord, Gab, and MeWe, to name a few, and in dark
web forums and websites. Particular attention is required for the analysis of
ideologically motivated cyberattacks delivered by far-right groups in Europe, and
of the influence of Russia’s advanced cyber capabilities. It is essential to
understand the nature of this threat by analysing the volume of far-right
ideological cyberattacks, their victims, modus operandi and impacts to assess the
degree of connection between online and offline violence.'®? This research would
be insightful for P/CVE programs, as it could shed light on the interconnection
between the malicious hacking community and the far-right community: on one
side, it could analyse the factors that push violent extremist actors to join cyber
operations and deliver cyberattacks; on the other, it could explore the factors that
may lead the radicalisation process of cyber attackers'®® to far-right violent
extremism. Given the Kremlin’s involvement in several known malicious cyber
operations, it would be worthy to assess the influence of Russia on far-right
ideologically motivated cyberattacks, particularly if they target European
institutions, causing further political, economic, and societal tensions.
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Slovakia: Politics and Paramilitarism

Daniel Milo

Russian influence on the far-right and right-wing extremists in Slovakia has to be
conceptualised in a wider context of Russian-Slovak relations, history, and
specifically, the perception of Russia and its footprint in Slovakia. These factors
greatly influence the ability of Russian actors to leverage certain elements of the
far-right milieu for its strategic goals.

Slovakia stands out as the most pro-Russian country in the region of Central and
Eastern Europe.! The pro-Russian views of Slovaks are manifested in many ways
— whether it is the low perception of Russia as a threat, significant support for
strategic partnership with Russia, or the widely accepted notion of Slavic Unity.
Perhaps the most telling illustration of the pro-Russian attitudes in Slovakia is
manifested in assigning the responsibility for the current war in Ukraine.
According to the latest polling, Slovaks are least inclined to put the blame for the
war on Russia with mere 40 percent supporting such a notion, while in Hungary
it is 54 percent, in the Czech Republic 71 percent, and in Poland 85 percent who
see Russia being responsible for starting the war with Ukraine.?

Unlike in Poland, Czech Republic, or Hungary, the dominant narrative in the
public discourse concerning Russia was until February 2022 a rather positive one.
While the 2022 Russian invasion of Ukraine led initially to a radical change in
the perception of Russia, the long-existing narratives and political discourse
continue to cloud judgement and support pro-Russian attitudes even in the post-
invasion reality. The main elements of that perception are centred on the idea of
Slavic brotherhood (78 percent agree that Russia is our Slavic brother®), rejection
of perceiving Russia as a security threat (only 20 percent perceived Russia as a
threat in 2021;* currently it is just 54 percent’), and strong anti-Americanism (50
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percent perceive the US to be a security threat in 2023°). Another important
element is the appeal of a strong leader, personified by Vladimir Putin, who is
still perceived positively by 27 percent in 2023.” There are several reasons
enabling such a positive attitude towards Russia in Slovakia:

1. Slavic Brotherhood. The so-called Slavic brotherhood is a belief that all
Slavic nations share not just language or some historic ancestry roots but
are connected by a special bond existing until this very day. Sometimes this
bond is even presented as a spiritual one by describing the history of Slavic
nations through the prism of ethnicity and common ancestry.® Another
important element of the Slavic brotherhood belief system is a special place
of Russia in it, notwithstanding the fact that the Russian Federation is
composed of many different nationalities, not just ethnic Russians, who
compose approximately 80 percent of the whole population.” Russia is,
supposedly, the protector of all Slavic nations and is the only bulwark
against the “decadent West”. According to this narrative, made popular in
particular by Alexander Dugin in his neo-Eurasianism doctrine, Russia is
not just a country but represents a different form of civilisation, based on
other principles than the Euro-Atlantic one.! Such a notion combines
centuries-old schism between the Eastern Orthodox and the Roman
Catholic Church dating back to 11" century!! and also incorporates Russian
geopolitical goals. While majority of Slovaks declare themselves as
Catholics,'? the notion of Russia being a protector of the so-called
traditional values (rejection of LGBT rights, feminism, equality of men and
women) plays very well into the pro-Russian attitudes. During the nation
building period in the mid-19" century, founding fathers of the Slovak
nation such as Iudovit Stur'® or Jan Kollar'* often espoused the romantic
image of uniting all Slavic nations under the “mighty (Russian) oak”,
where Slavic nations should seek their refuge from Hungarian or German
oppression. The concept of Slavic brotherhood underpins the victimhood
narrative that sees Russia as a mere victim of the West. As illustrated by
the opinion poll results, this romantic perception of Russia,
notwithstanding its real actions, is still very much present in the minds of
many Slovaks.

2. History and the Communist Past. The legacy of communism and the
liberation of Czecho-Slovakia by the Soviet Red Army at the end of World
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War II (WWII) plays an important role in modern perception of Russia in
Slovakia. The Soviet Red Army, which liberated Slovakia from the Nazi
Germany in 1945, suffered heavy losses in the process and monuments
commemorating their sacrifice are in almost every town or village.!> The
martyrdom of Red Army soldiers has been one of the main elements of
communist ideology and is deeply ingrained in the national memory. The
martyrdom and sacrifice which are at the centre of WWII commemoration
events are often abused by modern pro-Russian proxy actors such as
motorcycle group Night Wolves to push modern Kremlin narratives, using
the banner of anti-fascism to further antagonise the population against the
West, EU, and NATO.!¢ Due to Night Wolves’ activities against Ukraine,
the whole organisation, including its Slovak branch leadership was placed
on the EU sanctions list in 2022.!” Moreover, the legacy of communist past
is interpreted differently in Slovakia than in the neighbouring countries.
During communism, Slovakia witnessed massive industrialisation and
economic development thus the attitude towards the communist era is more
positive. Even the 1968 occupation of Czechoslovakia by the Warsaw pact
armies was not perceived in Slovakia as negatively as in the Czech
Republic.!® While the fall of communism is seen positively in most of the
former socialist bloc countries, including the Czech Republic, this was not
entirely the case in Slovakia.!® After the initial support for democratic
changes, the harsh impact of economic transformation in Slovakia led to
resentment and even negative perception of the democratic transformation.
Such post-communist nostalgia also contributes to the anti-Western
attitudes, instrumentalised by Russia in the whole region of Central and
Eastern Europe.

. Energy Dependence and Economic Influence. Slovakia was until last
year largely dependent on Russian energy imports. Slovakia takes around
85 percent of its natural gas and 66 percent of its oil from Russia,?° and
only after the economic sanctions on Russian energy in 2022 did Slovak
energy imports start to diversify.?! Moreover, all the fuel for two Slovak
nuclear power plants using Russian technology also comes from Russia,
which created a heavy energy dependence. This legacy of decades-long
Russia-oriented energy and raw material dependency manifested also in
the coal or iron ore imports for heavy industry and resulted in a significant
economic influence of Russia in Slovakia. In addition, Slovakia is also an
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important corridor for Russian energy infrastructure — the transport fees
from oil and gas pipelines transiting Slovakian routes to Western Europe
were a significant source of income for the state budget.??

. Pro-Russian networks. The above-mentioned affinity for Russia existing
in a significant segment of the population has been used and further
strengthened by numerous Russian actors and pro-Russian proxies
operating in Slovakia. Slovakia had, until recently, a robust and effective
network of pro-Russian actors comprising media outlets, businesses,
cultural associations, and sports clubs, which facilitated Russian influence
in the country on many different levels. The existence of such networking
dates back to communist times and these networks were revived and further
strengthened during Putin’s reign. Such networks exist in various areas:

* Fringe media outlets of all formats — internet radios, printed magazines,
online TV projects, and publishing houses producing pro-Russian
content with sometimes unclear and dubious sources of financing.??

e Martial arts clubs — Systema MMA clubs, host appearances of Russian
martial arts instructors serving as a recruitment and indoctrination
vehicle.

e (Cultural and academic associations building on the vast network of such
contacts from the communist era.

e Motorcycle clubs and subculture — using history and motorbikes to
spread Russian influence.?*

e Paramilitary groups — drawing from a lack of state-sponsored
alternatives, these groups are often a gateway for young males into
antidemocratic movements, tainted with anti-western attitudes and
Russian propaganda.?®

* Business entities with direct links to the Russian Federation, building
upon the significant energy and heavy industry dependence of Slovakia.

Russian Influence on Slovak Far-Right and Right-Wing Extremist Scene

The Slovak far-right and right-wing extremist scene has always been deeply anti-
Western and embraced Russia as its natural ally in its antidemocratic struggle.

While most actors in the Slovak far-right and right-wing extremist scene take their
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inspiration from the neo-Nazi and fascist ideology or its modern offshoots, Russia
has always been admired due to its position as a geopolitical and cultural
counterweight to the US, NATO, and the EU.?® The historic legacy of Russia (or
the Soviet Union) as the power that defeated fascism might seem at odds with
nativist, racist, xenophobic, and antidemocratic attitudes of the far-right, yet the
“enemy of my enemy is my ally” principle allows Russia to exert certain
influence on these actors in Slovakia.?” Moreover, many of the groups belonging
to the far-right spectrum try to whitewash their extremist views and/or
background by embracing anti-Western or so-called anti-globalist attitudes,
utilising the Russia-originated narratives, incorporating them into their own
political agenda.

Such long-term affinity between Slovak far-right actors and Russia has been
manifested on numerous occasions by prominent members of the Slovak far-right
even without any visible tangible support or leads from Russia. The pro-Russian
attitudes mostly manifested in anti-NATO and anti-US public actions,
demonstrations, and slogans by prominent far-right actors, as well as voting of
far-right MPs and Slovak MEPs. Cases of direct influence are quite rare due to
the clandestine nature of Russian operations and the lack of clear attribution from
open sources. Thus, the influence of Russia on the Slovak far-right is
predominantly indirect. It uses the same tools that Russia utilises to project its
image abroad and to strengthen support for its strategic goals such as information
operations, providing political or organisational support, and creating networks
of like-minded individuals via culture, sports, and ideology. Such assessment was
confirmed also by experts interviewed for this analysis.?® In the course of
interviews, the experts pointed to publicly known cases of contacts and meetings
between members of the far-right milieu and Russian representatives and the
ideological alignment between far-right actors and Russia. However, due to the
existence of extensive Russian and pro-Russian networks in Slovakia, it is quite
likely that there have been cases of more direct influence (i.e. providing financial,
logistical support), yet these are beyond the domain of open-source intelligence.
Moreover, on several occasions, such contacts or influence did not involve
directly far-right individuals and groups.
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Selection Criteria for the Two Cases

The cases selected for this study represent relatively rare cases when the Russian
influence was made visible, to a certain extent, by actions of the far-right actors
or Russian actors themselves also in the open-source domain.

The first case concerns the far-right political party People’s Party — Our Slovakia
and its successor Republic Movement. It was selected as a typical example of
right-wing-extremists-turned-politicians, embracing pro-Russian, anti-Western
attitudes, and narratives, which are in line with Russian strategic goals. The
Russian influence in this case was, as illustrated below, predominantly indirect.
Yet one particular incident involving a Russian intelligence officer bribing a
Slovak citizen might illustrate a broader trend of Russian support which remains
hidden due to the clandestine nature of such activities.

The second case includes a paramilitary group Slovak Conscripts, which
illustrates how Russia tried and to a certain extent failed in creating a puppet
violent paramilitary organisation in the EU and NATO member state. While not
being a typical far-right group, the case of Slovak Conscripts well illustrates the
methods, approaches, and tools Russia applied in exerting its influence in the
nativist, paramilitary milieu. It also represents the closest example of a violent
group, since the paramilitary group was clearly preparing for an armed conflict
and its loyalty to official Slovak armed forces was highly dubious. This group
also gained international attention due to an HBO documentary When the War
Comes providing an insider perspective on the group’s inner working and
ideology.”’

Case Study 1: The People’s Party — Our Slovakia and the Republika
Movement

The People’s Party — Our Slovakia of Marian Kotleba (LSNS further on) has been,
until recently, the most important pro-Russian far-right political party in Slovak
politics. Having received 8 percent of the votes in the 2016 elections and securing
two MEPs (out of fourteen) in the 2019 European Parliament elections, LSNS for
more than ten years dominated the far-right political spectrum and was seen as
the most successful political project of this type. LSNS is described by political
scientists as a (neo-) fascist party due to its clear inspiration and admiration of
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Slovak wartime fascist state and its current nativist, xenophobic, and racist
ideology.*°

The history of LSNS dates back to 2009 when its leader Marian Kotleba rose to
prominence by organising marches in Roma settlements, promising quick fixes
to the people living in the neighbourhoods of these marginalised communities.
His first attempt at creating a political party (a right-wing extremist one) in 2005
was unsuccessful since the Supreme Court disbanded it due to violation of the
Slovak Constitution in 2006. The main reason for this decision was the political
programme of the party, which suggested limiting the right to vote only to citizens
organised in professional groups, in violation of the Constitution.?! Yet, in 2013
Marian Kotleba won the seat of Banska Bystrica region governor in a surprising
victory over a social democratic predecessor. He used this position to create a
power base and get access to public funding and media attention, which he
utilised to solidify support for his party.3? The transformation of a former radical
extremist movement into a political party decreased the potential for violence and
open anti-system rhetoric in an attempt to gain voter support. Yet, many of their
followers originate in the right-wing extremist subculture and manifest much
more openly their proximity to extremist ideologies and violence.

Marian Kotleba and his fellow party members have been expressing anti-EU,
anti-NATO, and pro-Russian attitudes openly for years. However, these views at
that time did not receive much attention due to the marginal position at the far
end of the political spectrum. This has changed after he became the head of
Banska Bystrica’s self-governing region in 2013. During the tenure of Marian
Kotleba as the regional governor, he refused EU funding®* and even removed the
EU flag from the Banska Bystrica regional self-governing region office.’* A prime
example of his pro-Russian attitudes is his open letter he issued at the height of
the 2014 Maidan revolution, urging then-president of Ukraine Yanukovych not to
resign, warning him of the EU and NATO membership:

As a member of the Slavic nation, I fully understand what is now being
fought for in Ukraine. The European Union needs new markets and the
NATO terrorist organization is trying to move closer to the border of the
Russian Federation. As a citizen of an EU Member State I can responsibly
tell you that the opening to the EU will not bring anything good to the
Ukrainian people. Ukraine will become just another huge market where
there is no place for the original Ukrainian goods. Production will be
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replaced by imports and consumption, and hundreds of thousands of people
will lose their jobs. At the end of this process there will be anything but
totally enslaved Ukrainian people and the transfer of Ukrainian land into
the hands of foreign investors.>¢

In 2016 LSNS entered the Slovak Parliament with 8 percent support, becoming
the first far-right party to be represented in the national parliament since the fall
of communism. Marian Kotleba and his party repeatedly manifested strong anti-
EU and anti-NATO views in their party newsletters, programme manifesto, public
meetings, and demonstrations.’” These statements, however, were not driven
predominantly by a strong pro-Russian attitude, but rather by a rejection of the
liberal, democratic values that EU and NATO represent. The pro-Russian attitude
of LSNS was also complicated by a strong neofascist elements in the party
ideology and activities. These included rejection of the Slovak National Uprising
at the end of WWII (armed uprising against the fascist regime in central Slovakia
by the military and partisans, militarily defeated by combined forces of Nazi
Germany and elements of the Slovak army, but very significant politically and
present in modern Slovak identity),*® commemoration of fascist Slovak wartime
state and its president Josef Tiso or placing known neo-Nazis on the candidate list
in the 2016 parliamentary elections.’® Such open neofascist tendencies existing
in the party also prevented closer links with Russia, at least public ones. Despite
these conflicting views on history, Russian influence was present in the form of
shaping LSNS attitudes towards the EU and NATO, war in Ukraine, annexation
of Crimea, and sanctions against Russia. LSNS adopted a clear pro-Russian
position, accusing the US, NATO, and the collective West of provoking Russia
and labelling the Maidan Revolution as a coup orchestrated by foreign powers —
fully in line with Russian strategic narratives.*

A notable case of an anti-US attitude which benefitted Russian interests was an
attempted blockade of the 2015 Dragoon Ride of US military vehicles through
Slovakia to Hungary. This ride originating in Germany and passing through
Czech Republic was a demonstration of solidarity and ability of NATO allies to
protect member states after the Russian annexation of Crimea and occupation of
Donbas and Luhansk in 2014. In response to this show of NATO military
capabilities, a number of LSNS members joined by other demonstrators
attempted, unsuccessfully, to block the entry of the US military convoy into
Slovakia, calling the ride a “US occupation”.*! Such negative attitudes towards
NATO and the US were vividly illustrated also in the 2016 election’s programme
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manifesto of LSNS, which included a pledge to withdraw from NATO, calling it

a “criminal organisation” and a tool “to advance the power interests of the
USA” 4

In continuation of the same approach, inspired also by the 2016 Brexit
referendum, LSNS initiated a referendum to leave the EU and NATO 1n 2016. It
was an attempt to capitalise on the wave of anti-EU and anti-NATO sentiment,
instigated to a certain extent by Russian proxies and pro-Russian networks. LSNS
started to collect signatures for a petition to initiate a referendum to leave EU and
NATO in July 2016.* The initiative was unsuccessful and failed to gather the
required 350,000 signatures, yet it served as an important mobilisation tool for
LSNS.

On other occasions, Mr Milan Uhrik, then-MP of Slovak Parliament urged the
prime minister Pellegrini not to support extension of the sanction’s regime against
Russia, using the same narratives as the Russian Federation, blaming the West for
deterioration of relations with Russia and claiming the sanctions to be inefficient
and harming only Europe. In particular, Kotleba accused the West and the US of
aggressive and provocative policy towards Russia, echoing the Russian
narratives.** Marian Kotleba, founder and leader of the party, also used the theme
of Slavic Brotherhood, one of the most prevalent pro-Russian narratives in

Slovakia, in his unsuccessful 2019 presidential campaign, even on his
billboards.*

The case of Bohus§ Garbar — a smoking gun of a direct Russian influence?

As noted previously, cases of direct Russian influence on the far-right are very
rare. Yet, one such case, connected indirectly to LSNS appeared in March 2022
when a video of a meeting between a Russian GRU operative and Mr Bohus
Garbar (external contributor of an influential pro-Russian online news portal
Hlavne Spravy) appeared online.*®

In the video, recorded allegedly by the Slovak Military Intelligence*’” and leaked
to the press in March 2022, the Russian operative was handing out €1,000 as a
payment to Mr Garbar for collection of classified information and recruitment of
others during their meeting in summer 2021. Garbar, who was convicted on these
charges and sentenced in February 2023 to a paltry three-year suspended sentence
and a fine of €15,000*® was a donor to LSNS during the 2016 parliamentary
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elections.*’ According to published information, he donated €10,000 to the LSNS
party in 2015 and in 2016. He had been working at that time as a journalist and it
is highly unlikely that he could have afforded such a donation from his income
alone. LSNS at that time denied connection to Garbar and knowledge of his
Russian contacts.

Allegations of LSNS being clandestinely funded by Russia have appeared also in
connection to the 2016 arrest of Polish pro-Russian activist and alleged Russian
spy Mariusz Piskorski, head of the pro-Russian Change party>® or in connection
to the so-called Usovski email leaks in 2017. The leaked emails included
communication of Alexander Usovski, a Belarussian far-right activist who
received payments from Russian oligarch Malofeev and organised series of anti-
NATO, pro-Russian demonstrations in many Central European countries,
including Slovakia.’! However, Slovak police investigation launched into these
allegations and did not find any proof of such illicit Russian funding.>? Experts
interviewed for the analyses concluded, however, that by using a chain of proxy
actors, any Russia-originated funding could have been easily laundered and the
true origin of money hidden even from the police. The gifts of 2015 and 2016 by
Garbar to the LSNS party potentially but not unlikely raise a suspicion of being
an example of such clandestine funding operations.

LSNS’s demise into insignificance started with the split in the party in 2021, when
the Republic Movement was established. The old-school, proto-fascist, far-right
ideology could not compete with the slick, modern communication of its
successor. The final nail in the coffin was conviction of the party leader Maridn
Kotleba for a public display of sympathies to fascism in the 1488 checks case,>
1.e. a situation in which he distributed charity money for a highly symbolic, and
associated with the far-right, amount of money.>* The election result in the 2023
parliamentary elections just confirmed this demise since the party received a mere
0.84 percent of votes.>

Republic Movement — Successor to LSNS

Another notable case of indirect Russian influence in the political domain and a
prime example of spreading pro-Russian attitudes in Slovakia is the example of
a former deputy chair of LSNS, current member of European Parliament, and
leader of Republic Movement: Milan Uhrik.*® The Republic Movement came to
existence as a result of a split in the LSNS in 2021 and currently dominates the
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far-right spectrum with up to 10 percent of popular support. Uhrik rose to
prominence after the 2019 European Parliament elections due to his provocative
videos on social media attacking the EU as being overrun by migrants and
threatening the traditional values.’” Since then he has been among the staunchest
supporters of Russia in the European Parliament (EP) and even after February
2022 he continued to repeat Russian narratives blaming the West, US, and NATO
for the war in Ukraine. He has created a large online following and was the most
successful Slovak politician on Facebook with 5.4 million interactions — shares,
likes, and comments — in 2022.%%

Analysis of his voting record in the EP concerning Russia carried out by Political
Capital Institute shows that Uhrik is among the seven most pro-Russian MEPs
from the Visegrad four (Czechia, Hungary, Poland, Slovakia) plus Austria.’® The
voting record is also well illustrated by some of his public statements in the
European Parliament, using Russian narratives and framing, especially when it
comes to war in Ukraine, or sanctions. According to Uhrik, it was the “secret
services and NGOs” funded from “Brussels, but mainly from Washington” which
organised “first the Maidan and then the civil war” in order to weaken Russia’s
position in Europe.®

His public statements from EP, expressing pro-Russian views and accusing MEPs
of double standards, were sometimes even picked up and shared by Russian
media. A prime example is his speech shortly after the Russian invasion in March
2022, where he used the whataboutism trope, accusing the EP of double standards
when it comes to sanctions, comparing US invasion to Iraq or conflicts in Libya
or Syria. Moreover, he used the same narrative as Kremlin, accusing Ukraine of
war crimes in Donbas and Odessa. Footage of this speech was shown by the
Russia 1 TV channel and shared by the Telegram platform of the Ministry of
Foreign Affairs of the Lugansk People’s Republic.®!

Two weeks before the Russian invasion into Ukraine, Uhrik sent a letter to the
Russian ambassador, asking him whether Slovakia would become a military
target for Russia, as a result of signing Defence Cooperation agreement (DCA)
with the US. The tone and content of the letter vividly illustrate anti-US and anti-
NATO narratives, rejecting “the confrontational line of sanctions, geopolitical
pressure, expansion and colonial tendencies towards the Russian Federation”.%?
Unlike the LSNS party, Republic Movement and its representatives are welcome

at the Russian Embassy. On 30 August 2021 Miroslav Suja, MP of the Republic
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Movement, met with Russian Ambassador and the chair of Russian Duma foreign
affairs committee during his visit in Slovakia.®

The official website of the Republic Movement also republished in July 2022 a
lengthy article of Russian MFA Sergej Lavrov, where he accused the West of
being responsible for all the ills in the world — instigating war in Ukraine, not
respecting agreements with Russia, faking chemical attacks in Syria and against
Sergej Skripal, etc. The article is preceded by a question: truth or Russian
propaganda? Such verbatim reproduction of all Russian strategic narratives,
without any attempt at disputing some of the obvious lies and misconceptions in
the Lavrov’s article clearly points to acceptance of Russian perspective by the
Republic party.®* Such Pro-Russian and anti-Western views are not only present
in public speeches or posts of Republic members. They are reflected also in the
2023 parliamentary election’s programme manifesto of the Republic Movement.
In a clear continuation of LSNS policies, the Republic Movement announced yet
another referendum on exit from NATO. The programme manifesto called NATO
“arelic of the Cold War and a source of military tension and conflict in the world”
and announced that after restoration of Slovakia’s defence capacity, a referendum
on NATO membership should be held.®

Alignment with Russian strategic narratives are clearly manifested also in the
official position of the party regarding the war in Ukraine as outlined on their
official website. According to Republic, the main cause of the conflict in Ukraine
was not Russian aggression, but rather the “‘expansion of the North Atlantic Treaty
Organisation (NATO) towards the Russian Federation”, as well as “the Ukrainian
Government’s long-standing aggression towards the Russian minority in the

east”,% mirroring the Kremlin propaganda.

In conclusion, the Republic Movement and its representatives have clearly
adopted the Russian perspective on international relations, EU, NATO, post—Cold
War security architecture, and the war in Ukraine. They have, as illustrated in
numerous examples, acted in line with Russian strategic interests — rejecting
sanctions, blaming the West, using “whataboutism” to deflect criticism of Russian
actions, and adopting and spreading Russian strategic narratives. Yet, despite
several documented meetings between Republic and Russian representatives,
there is no publicly available evidence of a direct, financial, or material support
provided by Russian actors to representatives of this party. Nevertheless, it is clear
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that Russia is well aware of a positive pro-Russian sentiment existing in the
Republic Movement (or at least ideological alignment between the two) and
might try to cultivate and further expand its influence beyond mere sympathies
and rhetoric. Moreover, Republic managed to get rid of the extremist label by
shying away from open manifestations of antisemitism, outright racism, or
adoration of fascist Slovak wartime state characteristic to its mother-party LSNS.
The modern far-right rhetoric and skilful use of social media rewarded Republic
with significant public support at the expense of the LSNS, which saw its public
support collapse. This has also led to official acceptance of the Republic
Movement and its representatives by the Russian authorities, illustrated by
official meetings of Uhrik at the Russian Embassy in Brussels®’ or his fellow MPs
such, as Miroslav Suja at the Russian Embassy in Bratislava.®® Despite narrowly
missing the 5 percent threshold needed to enter the parliament in the general
elections held on 30 September 2023 (Republic got 4.75 percent,” it remains the
most powerful far-right political party with a significant presence on social media
and a natural ally of Russian interests in Slovakia.

Case Study 2: Slovak paramilitary group Slovak Conscripts

The second case involving violent far-right groups or individuals connected to
Russia is quite difficult to establish in Slovakia. Far-right and right-wing
extremist groups due to police pressure and transformation into political parties
have largely rescinded violence and there are no publicly known cases of actual
violence linked to Russian influence. While right wing extremists often have
negative views of the EU and NATO and admire Russia, violent hate crimes
committed by right-wing extremists are not directly linked to Russian influence.
Therefore, the best example of a violent group connected to Russian influence is
the case of Slovak paramilitary group Slovak Conscripts (SB). While not
representing a typical far-right group, it belongs to the wider nativist, vigilante
milieu and shares some common ideological features with far-right groups.

SB is perhaps the best known and the most important Slovak paramilitary group
in modern history of Slovakia. It functioned for ten years (2012-2022) and at the
peak of its popularity had some 150-200 active members in more than ten regional
branches, organised regular weekly trainings and an annual weeklong summer
military exercise.”® In addition, special seminars involved active Slovak military
personnel and even Russian instructors. Due to the young age of its founder, the
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ideology of the group changed from a loose antiestablishment nationalist group
with xenophobic undertones to a more polished image consisting of patriotic
narratives and political aspirations, culminating in cooperation with well-known
Russian proxies in Slovakia. Pro-Russian attitudes based in Slavic Brotherhood
narratives and Russian ideological influence were defining features of this group
throughout almost its entire existence despite the changes in membership and
public image. The group also came under close scrutiny of the security agencies
and was (indirectly) mentioned in annual reports of the Slovak Intelligence
Service and Military Intelligence.”! Slovak Conscripts officially announced the
end of their activities in October 2022 without providing clear reasons for doing
so. According to the experts interviewed for this study, the group went through a
serious internal crisis after the Russian invasion of Ukraine, which led to a
decision of its leader to officially conclude its existence.’? For almost a year, there
was no clear successor to the group. Yet recently a potential substitute appeared,
using the name Volunteer Corps’® without any visible reference to its predecessor
or its pro-Russian leaning. However, due to its short existence it is too early to
assess its activities and orientation.

History and Origins

SB originated in 2012 following a three week-long training of its two founding
members — Peter Svréek (at that time only 17 years old) and Michal Feling in
Russia.”* The course was organised by Russian organisation Stjag with ex-
Spetsnaz instructors. The participation of Svréek and Feling was facilitated by
another Slovak, Marek Rusyniak, who studied in Russia and was well connected
to Russian nationalist organisations such as Narodny Sobor.”” Despite the harsh
conditions experienced by Svréek and Feling in the summer camp in Russia, the
model of Russian military-patriotic education was an inspiration to set up a
similar structure in Slovakia. It quickly became an important paramilitary group
with a patriotic and nationalist character serving also as indoctrination to the pro-
Russian, anti-Western worldview for young people, often teenagers who were
mostly attracted to its ranks.

From the very onset, the individuals directing the group expressed strong pro-
Russian sentiments and shared many views typical for the far right (nativism,
rejection of liberal democracy, anti-EU, anti-NATO). A typical example was
Tomas Bickos, then-member of Slovak Conscripts leadership, who openly called
US a fascist country and expressed his support for pro-Russian separatists in
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Donbas, or Martin Lipocky, another leading figure of the group who has also
participated in some of the anti-NATO demonstrations organised by Usovski in
Bratislava.”® Yet, in contrast with far-right groups, they never openly manifested
racism nor expressed adoration for the totalitarian war time fascist Slovak state
or right-wing ideologies. On the contrary, they tried to build their image on anti-
fascist struggle, Slovak National Uprising, and patriotism. One of a few
exceptions confirming the hostility towards democratic values form the early
stages of its existence was an article written by Tomas Bicko§, the commander of
the second unit of SB at the Meapatria website, where he called NATO a “pro-

terrorist aggressive organization under the imperial US influence”.””

Russian Influence

The influence of Russia in this group manifested in several notable cases. One of
its founding members, Martin Keprta, decided in 2014 to join pro-Russian
separatists fighting in Donbas and he stayed there ever since. He was identified
in a Russian TV interview from Donbas in 2014 and later confirmed that he joined
the pro-Russian separatists. He stated in an interview with Slovak media the
reasons why decided to join the war: “Our aim is building New Russia
(Novorossiya) and the recognition of the Donetsk independent republic. [ am a
member of the official army. It means that if the peace will continue I will remain
in the barracks waiting when my homeland will call me to service once again.”’

While the leadership of SB tried to distance itself from Keprta, stating that he left
the group prior to his travel to Donbas, similar views on the 2014 war in Ukraine,
or annexation of Crimea as being legitimate were present among the SB
leadership.” Perhaps the most telling sign of indirect Russian influence is the
attitude of Peter Svréek to NATO and his links to other pro-Russian actors in
Slovakia. Peter Svréek, as the supreme commander of SB, attended several anti-
NATO rallies, as did some of his fellow SB members, while publicly denouncing
Slovak membership in NATO.% Interestingly enough, as the Usovski email leaks
revealed, these demonstrations were organised and paid for by Konstantin
Malofejev, one of the patrons of the Russian far-right and conservative cause,
using Usovski and his network of actors.®! Over time, Svréek started to be
involved in activities of other pro-Russian groups and networks operating in
Slovakia. Aside from his appearance at demonstrations, he was a speaker at the
2018 National Conference presenting his ideas on neutrality and defence policy
alongside many pro-Russian actors,*> where he also met with Stefan Harabin
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(former minister of justice, Supreme Court judge-turned conspiracy theorist, and
staunch Russia supporter).®® Stefan Harabin was also a candidate in the 2019
presidential elections, yet he only received 14 percent of votes (some 307,000 in
total) in the first round and did not make into the second round. Later on, Svréek
formalised ties with Tibor Eliot Rostas — editor of an influential disinformation-
spreading monthly magazine Zem a Vek (Earth and Age), who was recorded
asking for Russian financial support in a Moscow meeting in 2015.% Zem a Vek
was one of the first disinformation media outlets in Slovakia and the only one that
also produced a glossy-printed 100 page-thick monthly magazine. It frequently
featured various conspiracy theories and was, due to its content, included also in
the list of disinformation media by an independent panel of experts.

Another important connection to Russia is SB’s link to a notorious Night Wolves
motorcycle group. Peter Svréek participated in several meetings with a Slovak
branch of this well-known Russian motorcycle group linked to Kremlin.
According to other SB members, SB created its own motorcycle club Patriot.?’
Aside from the Night Wolves, examples of direct meetings between Russian
actors and SB in the public domain are relatively rare. Members of SB received
training from several Russian instructors, including ex-Spetznaz and ex-GRU
specialists such as Igor Zorin.®® The last element of Russian influence is clearly
visible in the public communication of SB on their social media. Until the day of
Russian invasion into Ukraine, it was staunchly pro-Russian and repeated many
of the Russian narratives. These included participation of leading figures of the
SB at meetings against NATO,*’ public communication on SB’s official Facebook
page, accusing the US and the West of provoking Russia and rejecting any
involvement in a potential conflict with Russia,”® and rejection of NATO
membership.’!

SB officially ended their existence in October 2022 by a public announcement on
their Facebook page, without providing any explanation as to the reasons.®?
According to expert interviews one of the main reasons was a disillusionment
after the 2022 Russian invasion and conflicts in the group regarding its stance
towards Ukraine and Russia. There was no clear successor to the SB following
its dissolution.

The story of ten years of SB clearly demonstrates several risks:
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e There is ample potential for existence of pro-Russian paramilitary groups
in Slovakia.

e Currently, state authorities have very limited tools to counter such
activities.

* The wider paramilitary milieu is largely anti-Western and shares many of
the Kremlin narratives.

* Young people are especially vulnerable to the appeal, camaraderie, and
excitement offered by such groups.

e Russian actors are aware of this situation and have been/are trying to
cultivate links with these groups by means of martial arts experts, Russian
martial arts clubs, and commemorative events.

* These groups by large do not pose a real security threat but are an important
vehicle for spreading of Russian propaganda narratives and could serve as
a recruitment tool for other pro-Russian groups.

Current Measures in Place

Since various forms of Russian influence permeated Slovak society for a long
time, measures to counter it were, until recently, rather symbolic. An important
milestone was adoption of a national Strategy for Combating Hybrid Threats in
the Slovak Republic in 2018 by the government, which for the first time
mentioned subversive efforts by foreign actors as a serious threat.”® Yet, due to
political reasons and the composition of the government, practical measures
limiting Russian influence were tokenistic. The coalition government in the
20162020 period was composed of three parties — a social democratic SMER,
the nationalist Slovak National Party, and a Slovak-Hungarian centre-right Most-
Hid. The Slovak National Party in particular has been consistently blocking any
meaningful measures to counter Russian hybrid influence in Slovakia. Frequent
visits of its leader, Andrej Danko, to Moscow and his meetings with the leader of
the Russian Duma, Vyacheslav Lychachev, were emblematic.”*

A more systemic approach to Russian influence from the state authorities started
to emerge in 2021 as a result of the new approach to the issue of hybrid threats
and disinformation by the new government. A practical outcome of this change
of approach was the adoption of the new Security Strategy of the Slovak Republic
by the Slovak government and the Parliament.”® This strategy provided a
framework for subsequent steps and, for the first time, called Russia “a major
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challenge to the security of our Euro-Atlantic area.”® One of the practical results
of the strategy was to develop a policy including a new set of measures for
countering hybrid threats. Such policy was adopted in March 2022 and is called
the Action Plan for the Coordinated Countering of Hybrid Threats.”” The action
includes a number of practical taskings with a direct impact on limiting Russian
influence efforts in Slovakia, such as increasing personal and technical capacities
dedicated to this issue, public awareness campaigns or specific legislative
changes The action plan was supported by the implementation of an EU-funded
national project involving the Ministry of Interior, Ministry of Defence, Ministry
of Foreign Affairs, and the Office of the Government with the main aim of
increasing the resilience of Slovak public administration to hybrid threats.
Although Russia is not mentioned specifically in the national project, its impact
would limit Russian influence as well, since the Russian Federation is the main
hybrid actor in Slovakia.

Despite having a relatively well-developed policy framework and even dedicating
significant resources, there are still large gaps in countermeasures limiting
Russian hostile influence, including the influence on the far right. One of the
major issues, confirmed also by the expert interviews is a lack of coordination of
active countermeasures. The system in place allows for collection of information
across different ministries and agencies (via the National Security Analytical
Centre based at Slovak Intelligence Service), yet the flow of information is often
one-directional. Moreover, the coordination of countermeasures even in some of
the most high-profile cases involving Russian influence was not adequate and
suffered from lack of clear mandate and fractured responsibilities.

One particular area, which was mentioned also in the expert interviews, was
insufficient financial investigation of foreign (Russian) funding for various
entities. While Slovakia formally forbids any foreign funding for political parties
and election campaigns, as the case of Garbar proves, it is rather easy to
circumvent the barrier by simply transferring the money to a Slovak citizen or
entity. The same applies for transparency of funding for various media
enterprises. The existence of such a dense network of pro-Russian media in
Slovakia at times when traditional media struggle to survive economically raises
serious doubts as to the sources of their funding — even more so when in the past,
attempts to get Russian funding for such media operations were exposed. Another
set of countermeasures concerns the spreading of Kremlin propaganda, including
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justification of war and denial of Russian war crimes on the internet and social
media. Shortly after the Russian invasion started, a hastily adopted amendment
to the law on cybernetic security allowed the National Security Authority to
temporarily block websites if they were spreading “serious disinformation”.”® As
a result, NSA blocked four websites notorious for publishing Russian
propaganda, allegedly also on the grounds they have been receiving Russian
financial support.” Yet, this measure was only temporary and the blockade
expired on 30 September 2022. New legislation, which should have replaced the
hastily adopted one, did not pass the parliament due to political bickering.

The public and political debate of Russian influence in Slovakia intensified
especially after February 2022, however, it remains polarised along the political
preferences. While the government and its ministers of defence, foreign affairs,
or even prime minister clearly stated that Russian influence and activities present
a danger for Slovakia, such notions were rejected by the opposition, which
criticised the alleged double standards and demanded normalisation of relations
with Russia and an end to sanctions.!®

Conclusion

Russian influence on far-right groups is part of a larger effort employing both the
existing vulnerabilities and a network of influence Kremlin has developed over
the years. Information operations facilitated by a well-connected network of
online and offline sources, recruitment, and indoctrination using sports (martial
arts clubs) and culture serve as main elements of these efforts. Targets of such
influence are predominantly segments of the society displeased with the current
situation and their socioeconomic status — young people with strong patriotic or
nationalist sentiment. Due to the high level of sympathies towards Russia and the
corresponding anti-Americanism, such activities have a fertile ground to take root
and expand. While at the beginning of the Russian invasion to Ukraine, Russian
proxies and pro-Russian actors were in a state of shock since autumn 2022 they
have regained their strength and are currently as strong as they were before the
invasion. While in the months following the February 2022 invasion, voices
blaming the war on the West, or even Ukraine, were marginal, currently such
views are held by large segments of the population.'” The outcome of the 30
September parliamentary elections is also a confirmation that the Russian
influence in Slovakia and pro-Russian attitudes are not waning, but quite the
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contrary. Political parties that openly criticised sanctions against Russia, blaming
the West for provoking the war, succeeded in forming the new government.

Recommendations

Political campaigns financing. Adopt more detailed legislation on the financing
of political parties, movements, and electoral campaigns in order to increase the
transparency of funding and expose illicit foreign funding. Sources of domestic
funding for political parties and campaigns above a certain threshold must be
traceable to their origin (final beneficiary), similarly to the case of public
procurement.

Media transparency. Increase transparency of media ownership for all media
formats, including online portals. Media should be required to disclose annually
their financial data and sources of funding.

Blocking of foreign sponsored disinformation. Adopt an amendment to
Cybersecurity Act that would allow blockade of websites spreading serious,
foreign-funded disinformation or engaging in Foreign Information Manipulation
and Influence (FIMI).

Investigate cases of hybrid threats. Adopt legislative changes allowing police
to investigate cases of hybrid threats involving foreign entities and streamline
exchange of information of such cases between intelligence services and law
enforcement. Increase capacities dedicated to financial investigation of illicit
foreign funding of hybrid actors — personal, technological, and institutional.

Better coordination of efforts. Create a central coordination mechanism or
platform for practical and operational coordination of ministries and institutions
involved in combatting hybrid threats. Amend the competencies of individual
ministries to designate the entity primarily responsible for coordinating the fight
against hybrid threats and disinformation.

State alternative to paramilitary organisations. Create a state-accredited and
regulated alternative to paramilitary organisations, led by instructors from the
ranks of current or former members of the armed forces or security forces. Such
programme should be easily accessible, attractive, involving Slovak army
veterans, and if possible, also western (American) guest lecturers as a
counterbalance to pro-Russian paramilitary groups.
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National strategic narrative. Develop central strategic narrative, building upon
positive historical moments and personalities as a tool to prevent polarisation
and fragmentation. Launch public campaigns spreading positive national
narratives highlighting Euro-Atlantic ties and benefits of EU and NATO
membership in real life.

Stop abuse of diplomatic status. Introduce more effective control mechanisms
to prevent abuse of diplomatic status by incoming personnel of foreign embassies
and foreign missions. Decrease the number of Russian operatives in Slovakia by
introducing parity of Russian diplomatic mission personnel in Slovakia with
Slovak diplomatic mission in Moscow.
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9
Czech Republic: Echoes of Discontent

Far-Right Populism and the Disinformation
Dilemma

Veronika Vichova and Veronika Kratka Spalkova

The far-right political scene in the independent Czech Republic began to take
shape in the 1990s, merging around the subculture of skinheads. It was
characterised by an uncritical adoration of Nazism and open acts of violence.!
Particularly in the second half of the 1990s and during the first decade of the new
millennium, the far-right movement in the Czech Republic was associated with a
multitude of violent activities, often resulting from interethnic tensions. These
incidents frequently manifested as attacks on the Roma minority, which is
relatively sizable in the Czech Republic.? According to a qualified estimate in the
government document Strategy for Roma Equality, Inclusion and Participation
2021 to 2030, there are about 262,000 Roma living in the Czech Republic.?
Additionally, there were anti-Roma demonstrations organised by various groups
that were classified by the Czech Ministry of the Interior as far-right extremist
organisations.*

A certain turning point for the development of the far-right scene in the Czech
Republic was 2013, when the last organisations National Resistance and
Autonomous Nationalists that had origins in the skinhead scene disbanded.’
However, this only made room for other far-right, and at the same time more
populist projects. It was precisely in 2013 that Tomio Okamura’s Dawn of Direct
Democracy party was founded, which already made it to parliament in the 2013
elections. However, the party soon disintegrated and was replaced by the Party of
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Direct Democracy (SPD), which was founded and is still led by the same Tomio
Okamura.

Experts consider the SPD to be a far-right project, which distances itself from
Nazism and extremism as such, but uses populist tactics to push nationalist,
conservative, anti-immigrant, anti-Muslim, and xenophobic themes.® Since then,
the SPD has maintained its position in the parliament and is among the most vocal
opposition, especially in topics related to Czech membership in the EU and
NATO, migration issues, and the Czech foreign policy concept, which in recent
years has been strongly pro-Western and anti-Russian. Therefore, the first case
study presented in this chapter is closely related to this party.

The year 2015 marked another turning point in development of the far-right scene
due to the great wave of migration.” In addition to the fact that migration became
the main theme of the extreme right during this year,® there was also a big boom
of disinformation in the Czech Republic. These two phenomena were
immediately connected, and representatives of the far-right scene began to
actively participate in the creation and dissemination of disinformation. The
report on extremism on the territory of the Czech Republic in 2015, which is
regularly processed by the Ministry of the Interior, directly states that although
criminal activity in terms of violent behaviour has decreased, at the same time,
criminal activity via the internet has increased (especially hate speech crimes).
According to the report although organisations such as the Workers’ Party of
Social Justice (DSSS?) or the National Democracy (ND'?) organised concerts and
other events intended for followers of far-right extremism, criminal activity as
such was very rarely recorded.'!

It was only around 2015 that a visible connection between the Czech extreme
right and pro-Russian activists in the Czech Republic was noticed. It was related
to the international activities of the Russian Federation in Ukrainian territory in
2014.'2 The annual report of the Czech Security Information Service (BIS) for
2015 says:

Part of the extreme right presented itself prominently with pro-Russian
positions, especially articles on the Internet and the organization of several
events through which it wanted to make itself visible in the media. Some
entities, which had not done so in previous years, also began to express
themselves pro-Russian. '3

Only the Russian annexation of Crimea acted as a detonator and disinformation
projects began to flourish in the Czech information space, both via websites and
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social media networks.!* Part of the Czech extreme right sided with Russia and
began to actively participate in the creation and dissemination of pro-Russian
disinformation in the Czech information space, which began their long-term
cooperation in this area.'® This led to future modelling of the Czech far-right scene
in the mould of its Russia-inspired and-supported counterparts in Western
Europe. Conservatism, traditionalism, nativism, and ambivalence, if not outright
hostility towards international organisations such as the EU or NATO, provided
the basis and glue for this connection.'®

The trend of connecting the Czech far-right and pro-Russian activists continued
in the following years and was most evident in their online activities. The most
recent Report on Extremism in the Czech Republic for 2022 processed by the
Ministry of the Interior shows that the current risk from the point of view of right-
wing extremism is isolated online communities. Specifically, the report states the
following:

The National Democracy and the Workers’ Party of Social Justice
represented completely marginal entities that were unable to organize their
own significant action in the monitored period. From the point of view of
the relationship between the factions in Ukraine, they can be considered
part of a community that resonates with pro-Kremlin narratives. about [sic]
entities that help spread ideas generated by official Russian propaganda for
the Central European region.!’

The activities of Czech far-right and pro-Russian actors have significantly
contributed to radicalisation of part of Czech society. In recent years, the Czech
Republic has witnessed a rise in instances of anti-system behaviour among
citizens without previous or evident ties to extremism.!® These incidents involve
sporadic acts of violence aimed at expressing defiance against political decisions
or judicial authorities. Often, these actions are accompanied by calls for the
resignation of governing elites or the encouragement of fellow supporters towards
increased radicalisation and forceful transformation of democratic institutions.

This phenomenon extends beyond the Czech Republic, affecting various Western
nations. Experts and political figures from some of these countries frequently
point out that the radicalisation of citizens is significantly influenced by
disinformation.'” While domestic entities often propagate such content, its origins
and initial sources are often international. In the Czech geopolitical context, this
particularly involves the Russian Federation.?® As a result of several successive
waves of disinformation (encompassing topics such as migration, the coronavirus
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pandemic, vaccination, anti-epidemic measures, the Russian invasion of Ukraine,
and related subjects), a segment of Czech society has begun to radicalise.

Nevertheless, respected Czech institutions that have been engaging with this issue
over the long term (often stemming from the core of their existence) confirm the
influence of disinformation on radicalisation. Among them is the BIS, which
addresses this trend in its Annual Report for 2021.2! The Ministry of the Interior
likewise arrives at the same conclusion in its Report on Extremism and Prejudiced
Hatred in the Czech Republic for 2022.22 The National Centre Against Organised
Crime (NCOZ) also describes these trends in its Annual Report for 2022.% In
connection with disinformation concerning the Russian invasion of Ukraine, the
NCOZ additionally notes that the primary sources are official Russian
propaganda and Russian media.

The gravity of this trend is further affirmed by the Deputy Director for Criminal
Police and Investigation, Vojtéch Motyka, who stated in an interview with
Seznam Zpravy daily in February 2023 that the profile of a typical perpetrator in
the context of contemporary hate crimes and the broader concept of extremism
has markedly transformed. According to his remarks, the typical contemporary
perpetrator of hate crimes lacks ties (or overt ties) to the extremist scene, with
their behaviour being influenced and radicalised by disinformation activities.?
He also confirmed this fact in the interview he gave for the purposes of this
research, when he said:

A typical perpetrator of today is an ordinary citizen from the public, whose
connection to the extremist scene is nonexistent or only hinted at by the fact
that he attacks the same protected interest as the traditional extremist
movement. Most of these typical offenders do it through social networks or
using the internet, which is also characteristic now but different than before.

The Russian Federation exploits various tense situations to disseminate
propaganda. Integral to this strategy is the creation of an impression among
citizens that only two extremely contradictory stances exist regarding a particular
issue. This mode of manipulation significantly contributes to online
radicalisation. The disinformation online environment in the Czech Republic is
established and fuelled with Russian support, albeit not always directly. Massive
disinformation campaigns aimed at dividing Czech society, pitting groups against
each other, or fostering radicalisation often originate from Russia and are
sustained by Russian communication channels operating in the Czech language,
such as Sputnik News.
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The connection between far-right and pro-Russian activists is also confirmed by
Ladislav Vrabel’s demonstrations, which are the subject of the second case study.
With the help of pro-Russian activities (such as an array of disinformation
projects on social media or disinformation websites through which
demonstrations were called for and then vividly broadcasted live), Vrabel’s Czech
movement managed to get a relatively large number of people to the protest
events in the first place. The Czech Ministry of the Interior commented on the
demonstration of 3 September 2022 as follows:

The Czech quasi-media scene supported the demonstration for a long time,
however, its subsequent reaction is more interesting. On the one hand, it
came practically immediately, which is not quite the rule even for planned
events, and on the other hand, it came immediately supported by the
propaganda of the state media of the Russian Federation.?®

Methodology

The two case studies present examples of how a combination of the extreme right
and pro-Russian/Russian activists have contributed to the radicalisation of Czech
society in recent years, with the first case directly involving violent behaviour
aimed at causing bodily harm (potentially to life) and material damage.
Methodologically, we approached the analysis by combining in-depth desk-based
research with semi-structured interviews with experts in the field.

For the desk-based research, the authors primarily engaged with primary sources
such as annual reports from relevant institutions for the given domain (e.g. BIS,?
NCOZ?") and regular analytical texts produced by relevant institutions for the
domain (such as the annual reports on extremism in the territory of the Czech
Republic by the Ministry of the Interior?®). Additionally, the authors consulted
academic texts concerning radicalisation within the Czech or Central European
geopolitical and social context, as well as texts exploring various factors that may
initiate and perpetuate the process of radicalisation.

To provide specific context, the authors also utilised articles from mainstream
media, especially for case studies where contextualising specific events, times,
locations, actors, etc., was necessary. To enhance the depiction of the first case
study, the authors conducted a semi-structured interview with a journalist who
had extensively researched the case and personally interviewed the main actor.
As for further interviews, the authors identified six experts from various
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institutions (Ministry of the Interior, NCOZ, Centre Against Hybrid Threats,
Police, etc.) who responded to both general inquiries contextualising the situation
in the Czech Republic and specific questions related to selected cases.

Case Studies

When selecting case studies for the Czech Republic, the authors made their
decisions precisely based on the specific relationship between the Czech extreme
right and pro-Russian activists. Even though extreme right-wing entities active in
the Czech Republic do not have direct financial ties to Russia that could be proven
(or, if they do, this information is not accessible to the public), their ideological
closeness 1s more than evident. In some cases, this ideology manifested itself, for
example, in the fact that members of far-right entities travelled to Russia or the
annexed Crimea, participated in events at the Russian embassy, or directly
cooperated in spreading pro-Kremlin propaganda. This characteristic of the
relationship between the Czech far-right and pro-Russian activities generated two
case studies, one of which is an example of violent behaviour, and the other is an
example of direct cooperation between members of the far right and the pro-
Russian activists.

The first case shows how the close association with Tomio Okamura’s far-right
SPD party and the excessive consumption of pro-Russian and anti-migrant
propaganda resulted in the self-radicalisation of a Czech senior citizen. The
outcome of senior Jaromir Blada’s self-radicalisation process culminated in a
terrorist act with the intention of raising awareness about the perceived threat
posed by migrants originating from Africa and the Middle East (the circumstances
will be described in detail in a separate sub-chapter dedicated to this case study).

The second case concerns the mass and gradual radicalisation of a certain
population group, which resulted in several violent incidents at anti-government
demonstrations. These demonstrations were organised by the newly formed
movement and its supporters. This case was included because it fulfils the signs
of an extremist movement in the sense of an effort to shift not only the political
system away from a democracy of the country but also an effort to revolt against
the political establishment, incitement to hatred of certain groups of the
population, connections to certain political actors (including foreign ones), as
well as connections with pro-Kremlin actors operating in the Czech Republic.
These are demonstrations organised by Ladislav Vrabel, who has been actively
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involved in projects connected with the Czech disinformation scene for a long
time. For representation and the organisation of demonstrations, he founded an
association called The Czech Republic First!*

Case study 1: First ever Terrorist Act on the Territory of the Czech
Republic

Contextualisation - Migration Situation in Europe Prior to the Terrorist Act

The migration wave to Europe in 2015 and 2016 was a significant and complex
phenomenon characterised by a substantial influx of migrants and refugees from
various regions, primarily the Middle East, Africa, and parts of Asia. The crisis
was primarily triggered by a combination of factors, including ongoing conflicts
in Syria, Iraq, and Afghanistan, political instability in countries like Libya, and
economic hardships in parts of Africa. The displacement and desperation caused
by these circumstances led to a surge in people seeking safety and better
opportunities, often making treacherous journeys across the Mediterranean Sea
or through the Balkans. Many sought refuges in European countries as they hoped
to escape violence, persecution, and poverty.*

The arrival of many migrants and refugees presented Europe with significant
challenges. Countries along the Mediterranean coastline, especially Greece and
Italy, bore the brunt of the initial arrivals due to their geographical location.
However, the crisis quickly turned into a pan-European issue, prompting
discussions about burden-sharing, humanitarian responsibilities, and the
practicality of managing such a large influx.*! The European response was varied
and highlighted divisions within the EU. While some countries demonstrated
solidarity and provided assistance, others erected fences and implemented stricter
border controls. The lack of a unified approach exacerbated tensions among
member states and led to disagreements over dividing the responsibility of
hosting and supporting the migrants.*

The Czech Republic’s response to the migration wave was characterised by a
cautious and somewhat resistant stance, which aligned with the overall sentiments
of certain Central-Eastern European countries. The Czech Republic, along with
other countries in the Visegrad Group (Poland, Hungary, and Slovakia), expressed
uneasiness about the potential implications of the migration crisis and advocated
for stronger border controls and the preservation of national sovereignty.>* The
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Czech government opposed mandatory EU quotas for the distribution of refugees
among member states, which were proposed by the European Commission to
address the uneven burden sharing within the EU.*>* Similarly, the response of the
Czech society reflected a mix of scepticism, security concerns, and a focus on
maintaining national sovereignty. The government’s reluctance to accept
mandatory quotas and its preference for assisting refugees in their countries of
origin were emblematic of the broader debates and divisions within the European
Union during the migration crisis.*®

Contextualisation - How Russian Propaganda used the Migration Crisis to its
Advantage

The migration crisis turned out to be an ideal topic for targeted propaganda
because thanks to a targeted massive disinformation campaign, the Russian
Federation was able to encourage different views on the given situation in society
among politicians and citizens. Pro-Russian propaganda and disinformation
narratives often capitalised on the migration crisis in the Czech Republic, as well
as in other European countries, to further their own geopolitical and ideological
objectives. These narratives aimed to exploit the concerns and uncertainties
surrounding the migration wave to fuel anti-European Union sentiments,
undermine the credibility of Western institutions and sow discord among EU
member states.*® Several tactics, outlined below, were employed by pro-Russian
sources to exploit the migration crisis.’’

Amplifying Fear and Instability

Pro-Russian media outlets and disinformation networks amplified fears about the
potential security threats posed by migrants, emphasising the possibility of
terrorists infiltrating Europe among the refugees. They also propagated narratives
that portrayed migrants as a cultural and social threat to European identity. They
highlighted cases of crimes or disturbances involving migrants, sometimes
exaggerating or misrepresenting facts to stoke anti-migrant sentiments.*® These
narratives were aimed at deepening societal anxieties and casting doubt on the
EU’s ability to manage the crisis.*
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Questioning EU Policies

Pro-Russian sources often criticised the EU’s response to the migration crisis,
portraying it as weak, ineffective, and chaotic. They used this to paint a negative
image of the EU’s decision-making processes and its ability to address complex
challenges.* A number of narratives have also emerged that were intended to
undermine citizens’ trust in European institutions.*!

Promoting Nationalism and Sovereignty

Pro-Russian propaganda often praised Eastern European countries that resisted
accepting migrants and framed this resistance as a defence of national sovereignty
against perceived EU pressure.*? This resonated with anti-EU sentiments present
in some segments of the population.*’

Blaming Western Policies for Causing the Migration Wave

Some pro-Russian narratives tried to attribute the migration crisis to Western
interventions and destabilisation efforts in countries like Syria and Libya. This
aimed to present Russia as an alternative to Western influence and as a stabilising
force in the region.*

Highlighting Divisions

Pro-Russian actors sometimes highlighted divisions within EU member states
over how to handle the crisis. This was intended to portray the EU as weak and
divided, contrasting with the image of unity and stability that Russia sought to
project.®

These tactics intended to exploit existing grievances and concerns within Czech
society, aiming to erode trust in Western institutions and create fertile ground for
alternative narratives that align with Russia’s foreign policy goals.*®

First Czech Terrorist Attacker Jaromir Balda

In June 2017, Jaromir Balda, a 71-year-old Czech senior citizen, felled two trees
on the tracks, causing train accidents. Around the felled trees, the perpetrator left
leaflets with the exclamation “Allahu Akbar!”, which means “God is great” in

241



VICHOVA AND KRATKA SPALKOVA

Arabic. Other similar leaflets, in which he tried to give the impression in bad
Czech that they were written by individuals not proficient in Czech language,
supposedly such as newly arrived Muslim migrants/refugees, were subsequently
posted in public spaces and dropped into mailboxes.*” He was hoping the act
would be then blamed on such outsiders and lead to a backlash against them and
also their migration away from the Czech Republic.

Balda was eventually sentenced to four years in prison for committing a terrorist
act,*® which was below the lowest possible limit due to impaired sanity. He was
eventually paroled after serving two-thirds of his sentence.*” Balda was among
the prominent supporters of the far-right SPD party during the migration crisis.
During the campaign before the elections to the Chamber of Deputies of the
Parliament of the Czech Republic in 2017, he gave a donation to the SPD
movement in the form of a free performance (hanging a banner on the fence of
his house, an advertising sticker on his car, and 50 hours of plastering posters)
worth about twelve thousand crowns (approximately $522 USD or €489). He was
photographed several times with the leader of the party and other members. Even
though he was not a member of the party, he was involved in regional SPDs
events.>

Although the SPD publicly distanced itself from Balda in the words of Tomio
Okamura,’! there is a lot of visual and other evidence that Balda was strongly
influenced by this party and their rhetoric. This fact was also confirmed by the
court, which pointed out in the judgment that Balda had become a “victim” of
manipulation by public officials.’> He was in an imaginary information bubble
which caused him to believe disinformation about alleged hordes of Muslim
refugees, heading to the Czech Republic (or allegedly already in the Czech
Republic). These people would then harm Czech citizens (rape women, behead
men, etc.).>’ Balda admitted in court that he was genuinely terrified when he said,
“I had dreams about how they [Muslim immigrants] were here—how they cut our
heads, shouted their religious slogans.”>*

Kristina Cirokova, who filmed an interview with Balda for Czech news media
channel Seznam Zpravy after he was released from prison, later confirmed that
Balda’s fear was his main motivation for committing a terrorist act:

He described how he became terribly afraid of refugees. He received many
chain emails containing fearful disinformation about migration, he also read
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some articles from the media, which are described as disinformation. He
said that he has friends in Germany, and they told him how they have a lot
of migrants there and that it was terrible. He talked about how the Muslims
were going to eliminate us because they gave birth to more children than us
and their culture was somehow twisted [...] He was afraid that they would
rape our women.>>

Cirokova also added that although no direct link to a foreign power could be
found here, it cannot be ruled out that the chain emails contained disinformation
about migration that J. Balda received, could have originated in some troll farm
from Russia.

In the published part of the interview, Balda himself admitted that he actively
participated in SPD’s regional events. He also said he drew support from the party
because he liked its anti-immigration agenda. The Chairman of the Senate of the
Regional Court in Prague, Jiti Wazik, who tried Balda then confirmed in an
interview that: “the problem with [Balda’s] behaviour was really politicians and
other people who were trying to find simple solutions to complex problems.”>°

The influence of disinformation on Mr Balda’s actions is also confirmed by other
experts whom the authors interviewed for the purposes of this research. They also
agree that the case was a turning point. The case clearly showed how
disinformation can lead to misunderstandings/misinterpretations. It also
significantly contributed to changing the thinking of relevant Czech institutions
on extremism and the process of radicalisation. This is confirmed by the experts
with whom the authors conducted semi-structured interviews for the purposes of
this study, as evidenced by the following quotations. A good example is Major
Stanislav Beranek, who works as an analyst at the National Centre against
Organised Crime.

Since the 1990s, the view of extremism in the Czech Republic has been
modulated by the German view which is very focused on symbolism,
subcultures, and external signs. The problem is that subcultures will lack
criminal activity if they are not criminal subcultures and do not commit
criminal activity. This view, however, collided with the new extremism.
People who are not members of any subcultures are starting to act extremist.
That’s why even Mr. Balda has never been recorded anywhere prior to his
terrorist act. This is a qualitative shift with disinformation that people who
do not have a subcultural background are becoming radicalized.>’
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The situation is similarly evaluated by the Ministry of Interior as was confirmed
by one of said Ministry’s officials in an interview:

It was a milestone; it was the first act of terrorism in the Czech Republic.
At the same time, it is a symptomatic example, because it is one person
radicalized also due to the influence of disinformation. A symptom of where
the trend of violence is going, what are the threats to our national security.
These are not organized groups doing big spectacular things, but individuals
who can quite easily simply commit something that is significant and has a
lasting impact on society.*8

The influence of the SPD as well as the critical nature and uniqueness of this case
are also confirmed by the analysts of the Ministry of the Interior (experts on
extremism and radicalisation) Jifi Pétioky and Jakub Merc, who answered the
author’s question about the case of Mr Balda in writing as follows:

The case of Mr. Balda was exceptional mainly because it was an
accomplished terrorist act. Furthermore, by the fact that it was not
committed by a young radical, but by a seventy-year-old senior citizen. It
was not a traditional right-wing extremist, but a supporter of the SPD
movement who suffered from existential fears.*

Political and Disinformation Influence Leading to the Terrorist Act?

Tomio Okamura’s SPD party is known for its nationalist and anti-immigrant
stance. The party’s response to the migration crisis was characterised by
opposition to accepting refugees and migrants, as well as scepticism towards the
EU’s handling of the situation.®® The SPD positioned itself as a staunch critic of
the EU’s policies regarding migration and advocated for stricter border controls
and the prioritisation of Czech national interests. The party capitalised on the
public’s concerns and fears related to the migration wave, often using anti-
immigrant rhetoric to appeal to its voter base.’! Some key aspects of the SPD’s
response to the migration crisis included:

* Opposition to Refugee Quotas: The SPD strongly opposed the EU’s
proposed mandatory refugee quotas, which aimed to distribute refugees
among member states. The party argued that decisions about accepting
refugees should be made independently by each nation, without external
interference.?
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* Scepticism of Multiculturalism: The SPD expressed scepticism about the
integration of migrants and refugees into Czech society, emphasising the
importance of preserving Czech cultural identity. The party often presented
itself as a defender of traditional Czech values against what it characterised
as a threat from immigration.%

* National Sovereignty: The SPD highlighted the concept of national
sovereignty and framed the migration crisis as a challenge to Czech self-
determination. The party portrayed itself as a defender of Czech interests
and national control over immigration policies.®*

e Security Concerns: The party raised concerns about potential security risks
associated with the migration wave, echoing fears of terrorist infiltration.
This narrative aimed to garner support for more stringent security
measures.

e Anti-EU Sentiments: The SPD criticised the EU’s response to the
migration crisis, portraying the union as out of touch with the concerns of
individual member states. This rhetoric reinforced the party’s broader anti-
EU stance.®

SPD’s Support of Russia

The SPD has a track record of holding opinions that mirror the ideas/views put
forward by Russia. A perfect example of this situation is the so-called Vrbétice
case.%” In 2014, two ammunition warehouses exploded in the Moravian village of
Vrbétice.®® In 2021, at a press conference, the political leaders of the time
announced that the BIS had discovered that at least two Russian informants were
responsible for the explosion.®” The whole matter eventually resulted in a serious
diplomatic rift during which some Russian diplomats were expelled from the
Czech Republic’ and, conversely, Czech diplomats were expelled from Russia.”!
In the end, the Czech Republic was put on the list of enemy countries by
Moscow.” In this matter, the leaders of the SPD took a very reserved attitude
towards the findings of the Security Information Service, repeatedly trying to
trivialise these and foment distrust in their conclusions. They were very critical
of the government’s decision to expel Russian diplomats from the Czech
Republic, and overall, their statements fit into the narratives that the official
Russian propaganda media were putting forward’”® such as that Russia’s
accusation of the explosion in Vrbétice is part of a larger Western plan to proceed
against Russia,”* or that foreign intelligence services invented Russia’s
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involvement and are themselves responsible for it.”> Simultaneously, SPD also
aligned with Russia, narrative wise, on Moscow’s hybrid and the full-scale
invasions of Ukraine in 2014 and 2022. SPD ruled out assistance to the Ukrainian
army and to Ukrainian refugees in the Czech Republic whose number reached
approximately 370 thousand according to a consortium of non-governmental
organisations working with migrants.’®

SPD chairman Tomio Okamura together with SPD MP Jaroslav Foldyna have
also demonstrated their support for pro-Russian paramilitary groups in the Czech
Republic.”” These are Czechoslovak soldiers in reserve and the National Militia.
These groups do not only express themselves aggressively against the West and
spread pro-Russian propaganda, but they also support the unrecognised and
Russian-controlled separatist republics in the Donbas. In the past, the group
Czechoslovak soldiers in reserve for peace sent Czech citizens to fight for these
entities’ organisations.”®

Jaromir Balda was an ordinary Czech retiree before his involvement with the SPD
and engagement with disinformation sources. The migration wave and the
inundation of shocking disinformation, conspiracy theories, and often direct
falsehoods compelled him to take a deeper interest in the subject and become
politically active. Initially a consumer of disinformation, he gradually aligned
himself with its creators, crafting and disseminating chain emails filled with
misinformation about migrants and migration in general. This process highlights
his gradual radicalisation.

His connection to the SPD was relatively narrow as he expressed his decision to
support this party due to its strongly rejecting, even xenophobic, stance towards
migration. However, the SPD is not only characterised by its rejection of
migration but also profiles as a pro-Russian party. Its members associate with
problematic individuals from the Russian Federation, openly endorse Russian
foreign policy, and significantly contribute to disseminating disinformation, often
originating from Russia, within the Czech information environment. Members of
this party actively contribute to the culmination of the disinformation
environment and indirectly collaborate with other Russian and pro-Russian actors
operating in the Czech Republic. Jaromir Balda thus became a victim of
manipulation both by Russian and pro-Russian actors spreading disinformation.
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Case Study 2: The Interplay of Pro-Kremlin Movements and Anti-
Establishment Sentiments as Unique Channels for Dissent

On the first weekend of September 2022, Wenceslas Square in Prague witnessed
a gathering of a notable magnitude in the Czech context. Approximately 70,000
individuals congregated to voice their dissatisfaction with the Czech
government’s policies.”” The demonstration, aptly named Czech Republic First!
was organised by Jifi Havel and Ladislav Vrabel. Garnering the support of
numerous organisations, political factions, and like-minded individuals, their
primary agenda revolved around challenging the present Czech administration
and ardently demanding its resignation due to the demonstrators’ discontent with
the government’s approach to the ongoing energy crisis, inflation, and the Russian
invasion of Ukraine.

These demonstrations have cast a spotlight on the intricate web that ties potential
foreign influences — most notably from Russia — to anti-establishment activities,
the convergence of far-right and far-left entities, and the menace of
disinformation. This case study delves into these events, highlighting their
complexities, where genuine grievances converge with externally orchestrated
disinformation and evolving radical mindsets.

Ladislay Vrabel: Spreader of Disinformation in Excessive Debts

Ladislav Vrabel, the prominent figure behind the Czech Republic First!
movement first started to express his political views publicly on his social media
around 2015, while voicing his dissent towards Islam and the Middle Eastern
refugees.’’ His fame deepened as he started challenging the prevailing narrative
around COVID-19, sometimes resorting to disinformation. His journey as an
online activist has not been without its controversies.®! In early 2023, Vrabel was
detained by the police for scaremongering. The root of his contention was a video
Vrabel uploaded in November 2022 in which he asserted that the Czech
government was planning to target Russia with nuclear-equipped fighter jets. He
even forewarned of a possible retaliation: “If our government proceeds with this,
Russia might counter-attack, sending nuclear missiles our way.”%?

The court weighed innating that Vrabel’s declarations potentially alarmed a
sizable portion of the populace. As a result, he received a four-month suspended
sentence, with conditions extending to over a year and a half.** Not one to stand
down, Vrabel sought to contest this judgment. However, the appellate court
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echoed the initial decision, reaffirming the four-month suspended sentence set
over eighteen months.®

In February 2023, the Ceské Budgjovice Regional Court made another significant
decision regarding Vrabel: it declared him bankrupt. The court pointed out that
Vrabel did not make genuine efforts to pay off his creditors. Instead, he seemed
to be assisting in pulling out funds that were already earmarked by the insolvency
overseer. Vrabel brushed off the court’s verdict, labelling it as a political trial.*°
By the time of this decision, his debts amounted to a hefty CZK 2.7 million
(roughly €107,000, or $115 000 USD). During the subsequent seventeen months
of bankruptcy proceedings, he managed to repay a meagre CZK 14,500, barely
scratching the surface at 0.5 percent of his total debt.®

However, that was not the sole financial red flag around Vrabel. While Vrabel
vocally criticised the government’s COVID-19 policies, branding them as
genocidal towards the unvaccinated, he was simultaneously seeking COVID-19-
related business aid. He secured CZK 2.3 million from the Ministry of Industry
and Trade. This sum was channelled through three companies where he acted as
the managing director. Interestingly, these companies were listed as belonging to
his Serbian wife, Bojana Vurdejla.®’

Demonstrations against the Government: a Colourful Palette across the
Political Spectrum with a Common Goal

The demonstrations Vrabel organised in 2022 and 2023 were remarkable not only
for their size but also for the diverse tapestry of political affiliations they brought
together. The demonstrations transcended traditional political divides, drawing in
an eclectic mix that ranged from staunch communists to far-right nationalists and
EU critics.

Some key figures appearing on stage during the demonstrations included a pro-
Russian political scientist, and chairwoman of the Alliance of National Forces
party, Vladimira Vitova, notorious for her commentary on refugees arriving in the
Czech Republic flaunting high-end gadgets.®® Another voice from the right was
Zuzana Majerova Zahradnikova, leader of the Trikolora movement and a former
MP. Her faction regularly promotes referendums on Czech membership in the
EU. In its program, Trikolora specifically claims it will “support all initiatives
which will result in strengthening of our sovereignty, or to the loosening of our
relations with the EU, including withdrawal from the EU.”%
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Contrasting these right-leaning voices were individuals like Josef Skéla — a
staunch communist known for his steadfast defence of Joseph Stalin’s policies —
and Lubomir Volny (formerly an MP with the right-wing SPD).”® Volny had
notably labelled Ukraine’s president, Volodymyr Zelenskyy, a “mass murderer”
on social media — a claim thoroughly investigated by the police but subsequently
deemed noncriminal.”!

At one of the demonstrations, an intriguing addition to the mix was Christine
Anderson, a German MEP representing the Alternative for Germany, a German
right-wing populist political party with a notable focus on Euroscepticism and
strengthening ties with Russia (more on this party in the German chapter of this
edited volume).”?

The Czech government remained steadfast in its criticism of these protests. Prime
Minister Petr Fiala stated that the event was organised by pro-Russian entities
with extremist inclinations and operating counter to the Czech Republic’s best
interests. He also alluded to the recurrent Russian disinformation campaigns
targeting Czech territory and its susceptible populace.”®> Later on, the prime
minister clarified that his critique was aimed not at the attendees but the
organisers whom he labelled as constituents of the Russian 5" column. He also
said that the organisers of the demonstrations want to make the Czech Republic
“a vassal of Moscow once more.”*

By May 2023, Vrabel led a transformed set of demonstrations under the banner
of the “Together for Peace and Freedom” campaign. This rally was tinged with a
heightened sense of urgency and concern. Several speakers warned against the
US government’s purported interest in establishing military bases within Czech
territory. Police intervened with an arrest of an individual on charges of endorsing
genocide — a person previously known to authorities.”> Demonstrations are being
convened with changing regularity also during autumn 2023.

While the faces at the forefront might have been changing or the names of the
rallies altered, the demands of the demonstrations throughout both years remained
more or less consistent. Despite the varied backgrounds of the demonstrators,
there was a unified and continuous call for the resignation of the Czech
government, a re-evaluation of relations with Russia, particularly concerning gas
contracts, and a reconsideration of the Czech Republic’s role in international
alliances such as NATO and the European Union, but also the UN and the World
Health Organization. Several demonstrations also called for curtailing the influx
of Ukrainian refugees.”®
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Another thing common for all the demonstrations were the pro-Russian narratives
expressed by the speakers from all around the political spectrum. These narratives
have been a direct follow-up to the Russian invasion of Ukraine in 2022, which
marked a significant shift in the nature of the dynamics between the far-right (and
far-left) extremist scene, pro-Russian activists, and dis-informers. Pro-Russian
narratives gained more significant prominence over time, particularly in
discussions about energy security, economic challenges, and migration.

The BIS in its 2022 annual report”’ stated that the anti-government
demonstrations in 2022 have been significantly influenced by Russian
propaganda, aimed at solidifying Russian interests within the EU. Despite the
lack of concrete evidence of a direct financial connection between the Russian
Federation and the demonstration organisers, the BIS report indicates a strategic
use of local actors to advance Russian agendas. Pro-Russian narratives were
intertwined with public issues, leading to anti-government demonstrations which
were then used by Russia to propagate its narrative within the EU’s information
space.

Who are the Protestors? Profiles, Behaviours, and Societal Context

The demonstrations have drawn a complex and varied crowd, reflecting deep-
seated dissatisfaction and socioeconomic concerns among the populace. The
demonstrators’ profiles are as diverse as the speakers on the stage, ranging from
those brandishing symbols of the communist era to others displaying Russian
flags and emblems. This blend of ideologies underscores a unifying thread of
discontent with the government’s policies and the nation’s trajectory.

A striking aspect of these demonstrations is the assortment of flags and symbols.
Participants carried banners of the Communist Party, Czech National Social
Party, and even the far-right extremist DSSS. Some even waved Russian
Federation flags or wore T-shirts featuring Russian president Vladimir Putin,
signifying a blend of nostalgia, political dissent, and in some cases, direct support
for Russian policies.”® Despite the relative peace maintained during the protests,
as per police reports, there were instances of divisive behaviour. The crowd’s
reaction to the Ukrainian flag at the National Museum, leading to demands for its
removal and subsequent police intervention, illustrates the underlying tensions
within the Czech society and the potential for escalation.”
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Recent surveys by the STEM agency!® reflect widespread dissatisfaction in the
Czech Republic. More than half of the population is unhappy with the country’s
situation, with 62 percent viewing the future with uncertainty or fear. Financial
worries are prevalent, with 30 percent anticipating a worsening of their
household’s financial situation. Trust in the government is notably low, with only
25 percent expressing some degree of trust, while a significant majority expressed
distrust or indifference.'%!

This data underscores a broader context in which these demonstrations occur. The
protests are less about the specific ideologies displayed and more about a general
discontent with the socio-economic status quo. The variety of political leanings
and opinions within the crowd makes it challenging to uniformly label or describe
the demonstrators. However, the trend of individuals with no history of
extremism gravitating towards these protests is a significant development. It
suggests a growing dissatisfaction that, if ignored by the state and government,
could lead to an increasing tendency of the public to express political views
through potentially radical or extremist avenues.

In summary, the diverse array of symbols and sentiments expressed at the
protests, particularly those displaying Russian flags and emblems, highlights a
notable Russian influence among some participants. This presence is not merely
symbolic but points to a potentiality of Russia leveraging these sentiments to its
advantage, a concern that cannot be easily dismissed and has been suggested also
by the BIS. The fact that some of the protestors are openly displaying pro-Russian
symbols in a sociopolitical context marked by general discontent and distrust
towards the government indicates a complex intertwining of local and foreign
influences.

It would be hard to overlook the possibility that Russia, known for its strategic
interests in influencing foreign affairs, might capitalise on this unrest. This
development has raised alarm within the Czech Republic (including the political
representation), signifying the seriousness of the situation and the urgent need for
the government to address both the domestic causes of dissatisfaction and the
implications of foreign influences on its soil. This confluence of internal
discontent and external interests presents a delicate challenge for the Czech
government, requiring careful navigation to maintain national integrity and
societal cohesion.
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Communication towards Trust-Building: a “Mission Impossible” for Czech
Democratic Institutions?

The Czech Republic, in the face of escalating disinformation campaigns, finds
itself at a crossroads. Despite the thorough analysis of vulnerabilities through the
2016 National Security Audit'®? and the 2022 Analysis of the Czech Republic’s
preparedness to face a serious disinformation wave,'® there is a notable gap in
effective tools and capacities to respond to serious disinformation attacks.
Intelligence services, security institutions, and experts across various sectors
consistently underline the ongoing disinformation campaigns.'® The
unpreparedness of Czech institutions to cope with a so-called infodemic has been
further demonstrated during the COVID-19 pandemic, during which the rise of
disinformation channels, old and new, together with a chaotic and uncoordinated
communication of the government, may have led to harm to public health itself.

This onslaught of misinformation has destructive societal impacts, further
eroding public trust in democratic institutions, which is already very low, and
fostering polarisation and radicalisation. Czech society’s current resistance to
disinformation is markedly low, lacking built-in defence mechanisms against
these effects. Dis-informers, leveraging the openness of democratic societies and
digital platforms, disseminate their agenda more effectively and efficiently than
those combatting misinformation. Furthermore, due to the low level of
trustworthiness democratic institutions have amongst the population, it puts them
into a precarious position, since fighting disinformation requires a certain level
of trust, transparency, and dependability.

In comparison to many other countries, including Latvia and the United
Kingdom, the Czech Republic’s organisational, personnel, and technical
capacities to counter serious disinformation waves are insufficient. Czech’s
closest partner and neighbour, Slovakia, for example, has been employing almost
twice as many personnel in the area of strategic communication and countering
hybrid threats before the latest Slovak Parliamentary elections in 2023. The Czech
Republic does exhibit competence in identifying actors and their links,
particularly in cases of suspected criminal offenses, with the involvement of the
police and intelligence services.!® Furthermore, while the Czech legal system
possesses unique legal instruments to counter Russian influence, including the
so-called Magnitsky legislation which enables the government to put Russian
oligarchs on its very own sanctions list, it often falls short in quick and effective
application.!%

252



CZECH REPUBLIC

However, the state’s reliance on repression and attribution as primary tools
against disinformation is not enough. A more proactive approach is needed,
focusing on prevention and equipping citizens with the tools to navigate
misinformation, or simply to build resilience of individuals who are vulnerable
not only to disinformation, but also fearmongering, hateful expressions, and
radicalisation. Furthermore, all the teams and units working on either monitoring
and analysing disinformation and hybrid threats, or strategic communication, are
located at the Ministries of Interior, Defence, and Foreign Affairs. While the
security and foreign policy aspect of disinformation is important, what can be
drawn from the case studies chosen for this publication are often not the issues
that would be the main concern of people vulnerable to disinformation. Resorts
like public health, social issues, or finance should be involved in systematic
communication towards the citizens.

Quality information literacy in schools is 1mperative. Currently, this
responsibility falls disproportionately on the nonprofit sector, which is
unsustainable in the long term. Information literacy education should be
integrated into the national curriculum to foster critical thinking and media savvy
among younger generations. As Czech institutions struggle with trustworthiness
amongst the Czech population and struggle to reach audiences to build their
resilience against disinformation, strategic communication should be the right
and proven tool to do so. Currently, strategic communication efforts are
fragmented, existing within the Ministries of Foreign Affairs, Interior, and
Defence without a unified mandate or coordination.

To address the part of the population distrustful of democratic institutions and
vulnerable to pro-Russian narratives, the state must engage these citizens
systematically and through appropriate channels. This requires a more robust and
coordinated system. The work needs to be broadened to include other ministries
such as health, finance, and labour and social affairs. Strategic communication
should address not just foreign and security policy but also topics of direct
concern to Czech citizens. A centralised coordinating leadership from the cabinet
office could unify these efforts, ensuring consistency and efficiency in the state’s
communication strategy.

Each ministry should have its own strategic communication experts who should
not be subordinate directly to politicians or political spokesmen but clearly
mandated with communication of the institution itself. Their efforts should be
responsible not only to the government but also to experts and the wider public.
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Especially in a time of necessary austerity and budget cuts, using resources
effectively is essential. While the Czech Republic has a lot of tools to counter
Russian influence, including the Magnitsky legislation or the mechanism to
screen foreign investments, these tools require a lot of analytical personnel in
order to have any impact. Where the state lacks behind in its capacities,
cooperation with nongovernmental and private sectors could be crucial for
positive progress. Engaging with NGOs, academic institutions, and the private
sector can provide a multifaceted approach to countering Russian influence and
disinformation, leveraging a wider range of expertise and resources.
Collaborations with private companies might also help with using modern,
efficient, and technological solutions for monitoring the information spaces or
tracking ownership of companies and identifying Russian financing.
Strengthening capabilities in digital forensics and analytics will help in more
effectively tracking the sources and patterns of Russian influence, be it in the
information space or in the economic sector. This involves investing in
technology as well as training personnel in these specialised fields.

Conclusions and Summary

The Czech Republic’s journey since the 1990s has been marked by the evolving
nature of its far-right political scene, initially centred around skinhead subculture,
and characterised by violence and ethnic tensions. This historical backdrop set
the stage for the current challenges posed by far-right extremism, disinformation
campaigns, and pro-Russian activism. The far-right movement, initially
dominated by violent acts and anti-Roma sentiments, has transformed into a more
sophisticated threat, leveraging disinformation, and aligning with pro-Russian
agendas. Disinformation campaigns in the Czech Republic, particularly
intensified since 2015, have exploited societal fractures. These campaigns have
been intricately linked with pro-Russian activism, further polarising the society.
The pandemic exacerbated the disinformation issue, providing a fertile ground
for spreading misinformation and fuelling distrust towards democratic
institutions and public health measures.

The Czech Republic currently lacks comprehensive tools and strategies to
effectively counter these disinformation waves. Despite efforts like the National
Security Audit, the response has been insufficient, especially in comparison to
other European countries. To combat these challenges, a multifaceted approach
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is essential. This includes enhancing information literacy in education, fostering
public-private partnerships, investing in digital forensics, and strengthening
international cooperation. Additionally, a unified strategic communication
framework across various ministries and regular public awareness campaigns are
crucial.

The situation in the Czech Republic reflects a broader global trend where
democratic societies grapple with the dual threat of far-right extremism and
disinformation. The country’s experience underscores the need for proactive and
comprehensive strategies that not only focus on suppression and attribution but
also prioritise prevention, education, and societal resilience. Addressing these
challenges requires not just national efforts but also international collaboration,
given the borderless nature of digital information and propaganda.

While the Czech Republic has made strides in recognising and analysing these
threats, there remains a significant need for action. Implementing the
recommended strategies will be vital in safeguarding the nation’s democratic
integrity and social cohesion against the insidious effects of disinformation and
far-right extremism.
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Sweden: Of Politicians and Militants

Morgan Finnsio

Russian Influence on Sweden’s Far Right: a Matter of Life and Death

In the winter of 2016, Gothenburg, Sweden’s second largest city, suffered a series
of terror attacks. On three occasions across three months, anonymous perpetrators
used improvised explosive devices (IEDs) to target asylum seekers and leftists.
Luckily, the crudely timed devices failed to kill anyone, though one man who
accidentally discovered one of the bombs was caught in a blast and left
permanently maimed. It would turn out that behind the bombings were three
active members of the neo-Nazi Nordic Resistance Movement, and that two of
them had been given paramilitary training by their Russian allies in a camp
outside St. Petersburg mere months before carrying out the terror attacks in
Sweden. These revelations would lead directly to the subsequent designation of
the Russian Imperial Movement as a terror group by the US State Department.

The case of the Nazi bombers of Gothenburg, which will be detailed below as
one of the two case studies of this chapter, is one of recent history’s clearest
examples of the lethal dimension of Russian influence on right-wing extremists
in the West.

Less violent, but perhaps no less troubling, is the case of the Sweden Democrats,
a party of the radical right which has become a central force in Swedish politics
— and which has brought with it into the halls of power individuals whose
alignment with the Kremlin’s agenda is so blatant that, when brought to light, it
has repeatedly caused national scandal. These scandals are the subject of the
second of this chapter’s case studies, both of which will be preceded by an
overview of relevant context.
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Historical Context: Sweden and Russia

In Swedish public discourse and policymaking, Russia has long been considered
a primary geopolitical adversary. This view has been the dominant tendency of
the Swedish political establishment since the 16th century up to the present day.!
Positioning itself as Western-oriented but neutral during the Cold War, Sweden in
this period nevertheless covertly developed close ties with NATO, in what has
been described by historians as a “hidden alliance”.? A brief period of optimism
about Russia in the 1990s, in light of the collapse of the Soviet Union and the
decline of Russian military and economic power, which fuelled hopes of a
democratisation of Sweden’s eastern neighbour, gradually gave way to a renewed
caution during the rule of Putin.?

In 2014, after the invasion of Crimea by Russia, Swedish-Russian relations
deteriorated. The Swedish Security Service for the first time since the Cold War
publicly pointed to Russia as a national security threat and stated its assessment
that the Kremlin was “preparing for war, or threatening to use armed force,
against Sweden”.* In 2015, Russian diplomats were accused of espionage and
asked to leave the country. By 2016, the Security Service said that Russia was
engaged in psychological warfare against Sweden, targeting both policymakers
and the public through complex and malign influence operations.’

The invasion of Ukraine in February 2022 strongly galvanised Swedish politics
and public opinion against Russia. In May 2022, the Government of Sweden
published an analysis developed by a committee composed of members from all
parties in the parliament in which Russia’s aggression against Ukraine was
labelled as a flagrant crime against international law and against the European
security order.® Moreover, the analysis stated that Swedish security had been
significantly impaired as a result. The paper also underscored that politically,
“Russia is developing in an increasingly totalitarian direction”.” A few days later,
the Government of Sweden formally took the decision to end the country’s long-
standing policy of “freedom from alliances” (alliansfrihet) by applying for
Swedish membership in NATO.?
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The Swedish Far Right and Russia

The Extreme Right

Right-wing extremism in Sweden, which has been designated by various
bureaucratic appellations and monitored by Swedish police and security agencies
since the 1940s, has a history that in its modern form, dates back to 1924 when
the first Swedish Nazi party was established.’

In the last decades, and up until recently, this milieu was dominated by the rise of
the neo-Nazi Swedish Resistance Movement, known since around 2015 as the
Nordic Resistance Movement (NRM). Founded in 1997, the NRM is known for
its cult-like organisation, strict bureaucratic hierarchy, embrace and glorification
of violence, fanatic adherence to antisemitism and Nazi ideology, and openly
stated revolutionary goals. In 2015, stressing the unity of its branches in all the
Nordic countries, it took the name Nordic Resistance Movement. It rejects any
allegiance to Swedish society or institutions, which it decries as corrupted by and
merely a branch of Zionist Occupation Government (ZOG), a neo-Nazi term
synonymous with “global Jewish conspiracy”. The NRM claims to be fighting to
liberate the Nordic race from a plot of subjugation and ultimately extermination
by Jews and their agents.'”

Since 2018, after the group failed spectacularly to achieve its objectives in the
general election, internal disagreements led to a split that saw many of its most
hardened members quitting the group. The NRM has lost its hegemonic position,
and once more opened up the Swedish white supremacist milieu for a diversity
of groups vying for prestige, such as a wave of Active Clubs.!! Moreover, the
NRM, which since 2015 has been distinctly pro-Russian in its orientation, is
spending part of its energy maintaining a careful balance of unity within its ranks,
in the light of the strongly polarising effect within Swedish white supremacy that
Russia’s full-scale invasion of Ukraine has had.'?

The Radical Right

In the middle of the previous decade, political scientists noted an “end to Swedish
exceptionalism” with regards to the radical right.!* The exceptionalism in
question referred to the longstanding failure of Swedish radical right-wing
political parties to achieve relative electoral success, which had distinguished
Sweden from most European countries. The situation changed with the rise of the
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Sweden Democrats party (SD), founded in 1988 by veterans of the Swedish neo-
Nazi and neo-fascist milieux. The SD developed a political brand of nationalism,
populism, xenophobia, and authoritarianism that saw them elected to parliament
in 2010.'* Subsequently, the SD increased its vote share in each general election,
gradually overcame the cordon sanitaire erected around it by the traditional
political parties, and in the elections of 2022 became the single most popular party
of the Swedish right, taking about a fifth of the vote. !> After formalising a political
alliance with the centre-right, the SD has since functioned as a collaborative
partner of the ruling coalition of Prime Minister Kristersson and has been allowed
to place their staff in the Government Offices, where the SD works closely with
the ruling parties,'® even as it continues to interact with the country’s right-wing
extremist milieu. Examples of such interactions include inviting a notorious
radical from an antisemitic, Islamophobic, and pro-Kremlin group to the
parliamentary offices of an SD MP and letting a white supremacist write a
Kremlin propaganda piece for a media outlet operated by an SD politician.!”

Arktos, Dugin, Neofascism, and the AFS

Alongside neo-Nazism, Sweden has a long tradition of neo-fascism, particularly
of the Identitarian tendency.'® A key actor to emerge out of this milieu was the
Swedish publishing house Arktos, founded around 2009, which in the 2010s
translated — into English and several other European languages — and published a
considerable number of far-right and fascist works, including those of Russian
far-right imperialist ideologue Aleksandr Dugin, who in 2012 visited Stockholm
to speak at one of many international conferences hosted by Arktos.! It is
arguable that the Swedish far-right played a significant role in bringing Dugin
and his ideas to the attention of a new generation of Western audiences.

The influence of the Swedish neo-fascists also helped stimulate the split between
the SD and its youth wing, the latter being expelled en masse in 2015, because of
their contacts with individuals associated with Identitarianism.?’ The leaders of
the youth wing would go on with their goals, in 2018 establishing the white
nationalist political party Alternative for Sweden (AFS), which became more
unabashedly pro-Russian in its orientation than the SD.?!
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Conspiracism, “Anti-Globalism,” and Anti-Government Extremism

In the wake of the COVID-19 pandemic of 2020, Sweden’s conspiracy theorist
milieu built bridges and sometimes made common cause with traditional right-
wing extremist actors.’> As a result, parts of the milieu have radicalised and
gravitated to a network of conspiracist-friendly far-right alternative media outlets
and conferences. This fringe of the political and media landscape in Sweden is
today where pro-Kremlin sentiment is most openly expressed and where Russian
government narratives are most frequently reproduced and amplified. However,
to a less conspicuous extent, this embrace of pro-Kremlin narratives is also
observed in more well-established far-right spaces, such as the outlets and
channels associated with the Sweden Democrats, the Nordic Resistance
Movement, and the wider white supremacist milieu.?

The Evolution of Far-Right Attitudes towards Russia

For much of their history, the Swedish far-right shared the rest of the country’s
traditional perspective on Russia as a national adversary. A notable phenomenon
of the Swedish right-wing extremist movement was a tendency to lionise, often
in ritualistic forms, the historical figure King Charles XII of Sweden, a late-17"
century monarch who, as the bellicose ruler of the erstwhile Swedish Empire,
invaded Russia.>* However, the extreme right’s hostility to Russia was at least as
much predicated on the violent anti-communist element of their ideology, Russia
being the heart of the Soviet Union, as on any adherence to traditional Swedish
geopolitical habits.

The situation changed after the collapse of the Soviet Union. The gradual
crystallisation of the illiberal agenda of Vladimir Putin, and the conceptualisation
of Russia as an opponent of “globalist values”, all served to enhance the appeal
of Russia within the Swedish far right, itself opposed to liberal democracy and
reactionary in its values.?® In this situation, we may observe that, in the words of
Anton Shekhovtsov, “there is nothing unnatural in the contemporary relations
between Putin’s Russia and the Western far right, because the former is allegedly
a fascist or, at least, a radical right regime.”? This ideological affinity, as we shall
see, has transcended even the traditional hostility of Swedish chauvinists towards
Russia.
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Across the Swedish far-right spectrum, Russia has come to be held up
discursively as a great geopolitical, ideological, and social counterweight to what
is construed as a decadent, corrupt, malevolent, and dangerous globalist
establishment predominant in the West. One sign of the growing appreciation of
Russia’s geopolitical role was when the influential Swedish Nazi leader Stefan
Jacobsson joined the board of Alliance for Peace and Freedom, a pan-European
party of right-wing extremist groups which upon forming in early 2015 declared

their intention to seek “deeper relations with Russia”.?’

While Russia’s full-scale invasion of Ukraine in February 2022 was controversial
enough for the Swedish far right to polarise into two camps — one smaller, more
pro-Ukrainian and one larger more pro-Russian, with many on the fence — the
overall image of Russia as an alternative to, and indeed a guarantee against, the
final triumph of globalism has largely persisted.?

Case Selection

For this chapter’s case studies, the SD party and the NRM have been selected.
Each group occupies an opposite pole of the Swedish far-right spectrum: the SD
represents the radical right, with a major presence in the Swedish Parliament and
the support of a fifth of the electorate. The NRM, meanwhile, is the paradigmatic
example of a Swedish violent right-wing extremist and white supremacist group:
very limited in size but strikingly influential in the transnational white
supremacist milieu. While the two groups are political rivals and differ from each
other in many crucial respects, they are both sprung from the same political
origins, and for all their divergence they still share certain ideological traits and
strategic concerns. It is, in this context, unsurprising to find that each group also
exhibits a persistent attraction to the far-right notion of Russia as the anti-West.

Case Study 1: The Nordic Resistance Movement and Russian Influence

In late October 2021, the Russian government propaganda channel broadcast a
programme discussing the fact that the US State Department had designated the
fascist Russian Imperial Movement (RIM) a terror group.?’ In the programme,
RIM members are interviewed about their ties to the Swedish Nazis, cited by the
US as the reason for the terror designation. The Russian fascists deny any
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responsibility for the bombings carried out by the NRM members they trained.
Anatoly Udodov, who is introduced as “a quiet pensioner” and expatriate,
explains to the viewers that he has been RIM’s official representative in Sweden
for the past thirty years. Udodov concedes that he did meet the Swedish Nazis in
Russia, though he claims he merely gave them sightseeing advice. He says he did
meet one of the convicted attackers, Viktor Melin, in jail on several occasions,
something that “the Swedish intelligence service really did not appreciate”. The
purpose of Udodov’s visits to the terrorist, he says, was merely to say hello and
have a cup of coffee. He adds with a smile that Melin was recently released from
jail and that he “writes in flawless Russian”.

Udodov goes on to recount what he told the Swedish security service when they
asked him why he, a Russian, associated himself with the NRM: “I told them that
[the NRM] is the only political organisation in Sweden that has a positive attitude
towards Russia and Russians, and because they are against Sweden joining
NATO.”

The show presenter, Aleksey Larkin, speaking to the camera, explains to the
viewers that the NRM *“is, to speak plainly, fascist.” But, he adds, “on the other
hand, there is in Sweden today quite simply no other opposition to the liberal
establishment. And so, it happens sometimes that at NRM rallies and events,
skinhead nazis and ordinary civil servants stand side by side to criticize the
politics of the European Union.”

To say that Udodov’s and Larkin’s characterisation of the NRM’s role in Swedish
politics is inaccurate is putting it mildly. But it offers a telling glimpse of the
Russian regime’s perspective on the instrumental value of Western right-wing
extremists. In few cases, if any, this attitude has had more dire consequences than
in that of the NRM-RIM partnership, which is the subject of the present case
study.

NRM, RIM, the Terror Attacks in Gothenburg, and their Aftermath

On the evening of 11 November 2016, a bomb exploded near a leftist bookstore
in central Gothenburg, causing serious destruction. On the afternoon of 5 January
2017, another bomb exploded close to a hotel in the outskirts of Gothenburg being
used by the Board of Migration to house asylum seekers, severely injuring a
cleaner and maiming him permanently. On the early afternoon of the 25" of the
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same month, a bomb was discovered at another asylum housing area in the
vicinity of Gothenburg; the device was live but had failed to explode and was
subsequently disabled by police. Government explosives experts later determined
that all three of the explosive devices could have killed people in the vicinity,
including children, and largely failed to do so by sheer chance.*

In late January 2017, police began to detain suspects in connection with the
bombings; ultimately, three men belonging to the NRM were charged and
prosecuted: Jimmy Jonasson, Viktor Melin, and Anton Thulin. All three had been
involved with the NRM for years, and Melin was a leading member.>! The
prosecutor produced evidence provided by the Swedish Security Service showing
that Melin and Thulin had received combat training in Russia in the fall of 2016,
at a camp in the vicinity of St. Petersburg. The camp was operated by Partisan, a
fascist paramilitary outfit with close ties to the Russian far-right group RIM —
which has since been classed a Specially Designated Global Terrorist organisation
by the US* — and connections to the Russian army. Partisan provided combat
training for the RIM’s armed wing, the Imperial Legion, and for its allies.>

The RIM, founded in 2002, has had representatives in Sweden since at least the
early 2010s, and has had friendly ties to the NRM since at least 2012. In 2015,
the RIM’s leader, Stanislav Vorobyev, its Swedish representative, Anatoly
Udodov, and the director of the Partisan paramilitary training program, Denis
Gariev, made a clandestine visit to a top-level NRM gathering in Sweden.
Gariev’s presence at the meeting remained a closely guarded secret until 2017.3*
At the meeting, the RIM leadership expressed its friendship with the NRM and
donated a sum of money, thought to be some 30,000 SEK. While the RIM is
seemingly autonomous from the Russian government, “it cannot”, in the opinion
of the Swedish Government’s Center for Preventing Violent Extremism, “be ruled
out that the donation to the NRM originates from Russian regime-adjacent

sources”.?

It is likely that Melin and Thulin were offered an invitation to the Partisan training
program at the 2015 NRM-RIM summit. They ended up training at the camp the
following year. According to the Swedish Security Service, Melin and Thulin
trained with Partisan for eleven days, some twelve hours a day, practicing
paramilitary tactics, the use of AK-47 rifles, and more. In the Gothenburg
bombing trial, the prosecutor argued that Melin’s and Thulin’s training in Russia
proved that the men had both the inclination and the training to carry out violent
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acts. Similarly, the Swedish government’s assessment is that the NRM’s ties to
the RIM may have strengthened the former’s overall capacity to carry out acts of
political violence.*®

It should be noted that while the prosecutor emphasised Jonasson’s, Melin’s, and
Thulin’s membership in the NRM and the combat training which the latter two
had received because of their membership in the group, he did not allege that the
men, in planning and carrying out the attacks, had been acting on the orders of
the NRM’s leadership. To the contrary, evidence was produced in the form of text
messages sent between them suggesting that they were dissatisfied with the
moderation of the organisation and felt that they should take matters into their
own hands and “go a step further than what the Nordic Resistance Movement
officially espouses”.?” It appears, therefore, that the trio, having been radicalised
and trained by the NRM — and by the RIM — at some point went rogue, or at least,
acted of their own volition and without orders, in carrying out the Gothenburg
terror attacks. They did so, however, without leaving the organisation, in which
all three remained active up until their arrests.

Though the trio was charged with serious felonies, these did not include formal
terror charges — a controversial decision, which the prosecutor justified by
arguing that it would have been too difficult to obtain a conviction, given the
narrow design of the anti-terror laws that Sweden was implementing at that time.
Under the current, updated laws it would have been easier to charge the men with
terrorism.>® At the time, however, the prosecutor did argue in the indictment that
the attacks may well be considered acts of terror in all but the strictly legal sense.
The US State Department, for its part, has explicitly called the bombings “a series
of terrorist attacks”,? and Swedish officials have at various times discussed these

events in the context of terrorism.*’

In early July 2017, Jonasson, Melin, and Thulin were all convicted in the District
Court of Gothenburg for their involvement in the attacks and sentenced to prison.
The verdict was appealed, and in late September 2017, the Court of Appeal for
Western Sweden gave the final ruling. The appellate court found insufficient
evidence to prove beyond a reasonable doubt that any of the men were behind the
second of the three bombs; thus, no one was convicted of that crime. The other
charges stuck, however, and all three men were sent to prison.*! Thulin, who was
given a relatively light sentence of one year and ten months, quickly rejoined the
white supremacist milieu upon being released. In 2019, he was arrested in Poland,
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where he was undergoing illegal weapons training. The Polish security service,
having deemed him “highly dangerous to public security”, subsequently ordered
his expulsion.*? In April 2020, the US Department of State designated the Russian
Imperial Movement as Specially Designated Global Terrorists — the first white
supremacist group to be added to the list. In explaining the designation, the State
Department specifically referenced the training they provided to the Swedish
NRM members who would then go on to commit the attacks in Gothenburg.** In
2022, Anton Thulin, who has remained actively involved with Swedish organised
white supremacy, was personally designated a terrorist by the US State

Department because of his “continued pursuit of terrorist training”.**

From 2015 onwards, the NRM began to assume a more pro-Russian stance on the
war and in geopolitics. The RIM-NRM meeting in 2015, noted above, was
significant in this respect. Not only may it have led to an invitation being extended
to NRM members to train with Partisan in St. Petersburg, but in general, it appears
to have marked a pivot point where the NRM entered into closer relations with
the RIM than before. Earlier, the NRM had tended to take a more ambiguous
position on the war in Ukraine, in a context where the wider Swedish white
supremacist milieu had overall exhibited greater sympathy with Ukrainian
nationalists. But from 2015 onwards, in allying with the Russian Imperial
Movement, the NRM became typical of a wider shift towards more pro-Russian
sentiment among Swedish white supremacists, moving away from supporting the
Ukrainian right-wing extremists in the spring of 2014.%

Notably, in the subsequent years, when members of the Nordic Resistance
Movement received at least one recruitment request from Ukrainian nationalist
fighters, the NRM members who received the request consulted their superiors,
who told them not to accept.*® This circumstance should be seen in light of the
NRM’s friendly ties with the RIM during this period.

Another, less consequential but striking sign of NRM-RIM friendship — and of
acceptance of pro-Russian positions by the NRM as a result of it — is a
conversation broadcast by the NRM as a podcast episode on 11 December 2015,
between members of the NRM and a representative of the RIM referred to as
Nikolay Eremeeyv, said to be part of the RIM’s foreign affairs division.*” When
the RIM member is asked about the future of Finland, Eremeev suggests the
country might once again become a part of a restored Russian Empire once
globalism has been defeated. Remarkably, the NRM members, whose
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organisation has always openly stated its own intention to turn Finland into part
of a pan-Nordic Nazi state, do not speak up to reject the scenario offered by
Eremeeyv, in stark contrast to their typical dogmatic attitude.*®

Kremlin-Originating Narratives on Nordfront

After the RIM’s 2020 terrorist designation, the NRM became more cautious in
matters related to Russia. The beginning of