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Cac van ban quy pham phap luit chinh quy dinh vé bao dam an toan
thong tin theo cap do gdm:

a) Ludt An toan thong tin mang s6 86/2015/QH13 do Qudc hoi Viét
Nam

khoéa 13 ban hénh ngay 19/11/2015, c¢6 hi¢u luc thi hanh tor ngay
01/7/2016 (sau day goi tat 1a Ludt An toan thong tin mang):

Luat An toan thong tin mang quy dinh mét s6 noi dung co ban vé bao dam
an toan hé thong thong tin theo cép do tai Muc 3. Bao v¢ hé thong thong tin thudc
Chuong II. Bao dam an toan thong tin mang, gdém 7 Diéu, cu thé: (1) Piéu 21 quy
dinh vé viéc phan loai cap do an toan hé thong thong tin; (2) Piéu 22 quy dinh céc
nhiém vu bao vé hé thong thong tin; (3) Bleu 23 quy dinh vé cac bién phap bao vé
hé thong thong tin; (4) Diéu 24 quy dinh vé giam sat an toan hé thong thong tin;
(5) Dleu 25 quy dinh trach nhiém cua chu quan hé thong thong tin; (6) Piéu 26 quy
dinh vé hé thong thong tin quan trong qudc gia; (7) Piéu 27 quy dinh Ve trach
nhiém bao dam an toan thong tin mang cho hé thdng théng tin quan trong qudc gia.

b) Nghi dinh so 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao
dam an toan thong tin theo cap d9, c6 hiéu luc thi hanh tur ngay 01/7/2016 (sau day
goi tat 1a Nghi dinh s6 85/2016/ND-CP):

Nghi dinh nay quy dinh chi tiét vé tiéu chi, thim quyén, trinh tu, thu tuc
xac dinh cép do an toan hé thong thong tin va trach nhiém bdo dam an toan h¢
thong thong tin theo tung cép do. Can ctr cac quy dinh tai Nghi dinh, cac co quan,
t6 chire thudce doi tugng ap dung tai Diéu 2 Nghi dinh phai thuc hién quy trinh, tha
tuc xac dinh cAp do va phuong an bao dam an toan thong tin cho cac he thong
thong tin do minh quan ly. Trén co s6' do, can cir vao cac quy dinh vé quyén va
trach nhiém bao dam an toan thong tin theo cap do tuong Gng, chu quan hé thong
thong tin va don vi van hanh hé thong thong tin sé& trién khai cic bién phap vé quan
Iy va k¥ thuat phu hop dé thyc thi cong tic bao dam an toan thong tin.

¢) Théng tw s6 12/2022/TT-BTTTT ngay 12/8/2022 quy dinh chi tiét va
huong dan mot s6 di€u cua Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam
2016 vé bao dam an toan h¢ thong thong tin theo cap do, co hiéu luc thi hanh tu
ngay 01/10/2022 (sau day goi tat 1a Thong tu s6 12/2022/TT-BTTTT).

d) Théong tw 31/2017/TT-BTTTT ngay 15/11/2017 quy dinh vé hoat
dong giam sat an toan hé thong thong tin.

e) Chithi 14/CT-TTg ngay 25/5/2018 ctia Thi tudéng Chinh phu vé viée

nang cao nang luc phong, chong phin mém doc hai.

f) Chithi 14/CT-TTg ngay 07/6/2019 ctia Thi tudéng Chinh phi vé viée

tang cuong bao dam an toan, an ninh mang nham cai thién chi s6 xép hang
cua Viét Nam.



2.2. Tiéu chuin, quy chuin k¥ thuat

Hé thdng tiéu chudn, quy chuan k¥ thuit vé& biao dam an toan hé théng
thong tin theo cap d6 hién chi c6 duy nhat Tiéu chudn quéc gia TCVN
11930:2017 vé Cong nghé thong tin - Cac ki thuat an toan - Yéu cau co ban vé
an toan hé thong thong tin theo cap do (sau day goi tat 1a Tiéu chuan quéc gia
TCVN 11930:2017), trong do:

- Tiéu chuan nay quy dinh cac yéu cau co ban vé an toan hé thng thong
tin theo cap do, bao gobm hai nhém yéu cau quan 1y va yéu cau k¥ thuat. Nhom
cac yéu cau quan Iy 1a co so dé co quan, t6 chirc xay dung chinh sach, quy trinh
quan ly an toan thong tin cho hé thdng thong tin cia minh trong qua trinh thiét
ké, xay dung, van hanh, khai thac va sir dung. Nhom yéu cau ky thuat la co so
dé co quan, t6 chirc thiét ké, thiét 1ap cau hinh hé thong trong qua trinh xay
dung hé thong thong tin;

Pham vi d6i twong ap dung quy dinh vé biao dam an toan hé thong
thong tin theo cap do

Cin ctr quy dinh tai Diéu 2 Nghi dinh s6 85/2016/ND-CP, viéc trién khai
cac nhiém vy bao ddm an toan hé thong thong tin theo cap do doi voi cac hé
thong thong tin 1a bat budc doi1 voi:

(1) Cac co quan, t6 chirc nha nudc gdm cac bd, co quan ngang bd, co
quan thudc Chinh phu, Uy ban nhan dan céc tinh, thanh phé truc thudc trung
wong, cac doanh nghiép nha nudc theo quy dinh tai khoan 11 Diéu 4 Luat
Doanh nghiép 2020 va céac co quan, td chirc nha nude khéc;

(2) Céac co quan, doanh nghiép, can nhan, t6 chtrc khac (nhu ngén hang,
to chuc tai chinh, doanh nghié€p tu nhan...) c6 trién khai cac ung dung cong
ngh¢ thong tin cung cap dich vu truc tuyén phuc vu ngudi dan va doanh nghiép.

(3) D véi cac hé thong théng tin khdc, khéng thudc pham vi néu trén:
Khuyén khich céc co quan, t6 chtrc trién khai &p dung dé€ bao v¢ cac hé thong
thong tin do minh xay dung, quan ly, van hanh.

Trach nhiém quan ly nha nwéc

Tir ngay 01/3/2025, B6 Cong an tiép nhan chirc ning, nhiém vy quan 1y
nha nudc vé an toan thong tin mang tir B6 Thong tin va Truyén thong. Can cir
Nghi quyét s6 190/2025/QH15 ctia Qudc hoi, hién nay, B6 Cong an 1a co quan
chu tri, phéi hop Bo Qudc phong tham dinh hd so dé xuat cp do an toan thong
tin cap do 4, 5 (trir cac hé théng do Bo Qubc phong quan 1y).

Thuc hién chi dao ctia Ban Chi dao vé téng két thyc hién Nghi quyét $6
18NQ/TW cua Chinh pha tai vin ban sb 05/CV-BCDDTKNQIS8 ngay
12/01/2025 vé viéc bo sung, hoan thién phuong an sap xép to chirc cac co quan
chuyén mon thudc Uy ban nhan dan cép tinh, cép huyén, Cong an cac tinh,
thanh phd tryc thudc trung wong (sau ddy goi 1a Cong an tinh) tiép nhan nhiém
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vu quan 1y nha nuéc vé an toan thong tin mang tir S& Thong tin va Truyén
thong. Theo d6, Cong an tinh sé& 1a co quan chuyén trach vé an toan thong tin
mang cua cac tinh, thanh phé truc thudc trung wong, thuc hién tham dinh ddi
v6i ho so dé xuét cap do 1, 2, 3.

Kinh phi biao dam an toan h¢ thong thong tin theo cip dd
Theo quy dinh tai Diéu 24 Nghi dinh s 85/2016/ND-CP, kinh phi thyc hién

yéu cau vé an toan thong tin theo cap do trong hoat dong cua co quan, to chirc
nha nudc do Ngan sach nha nudc bao dam. Do do, c6 thé xem xét s dung
Ngan sach nha nudc dé chi cho cac hoat dong bao dam an toan hé thong thong
tin theo cdp d0. Viéc str dung kinh phi phai tuan thii cac quy dinh ctia phap luat
vé ngan sach va cac quy dinh c6 lién quan.

Cu thé: B Tai chinh c6 trach nhiém huong dan Muc chi cho cong tac bao
dam an toan thong tin trong du toan ngan sach, huéng dan quan 1y va sir dung
kinh phi sy nghiép chi cho cong tac bdo ddm an toan thong tin trong hoat dong
cua cac co quan, té chire nha nude. Di v6i nhiém vy nay, B Tai chinh da ban
hanh Thong tu s6 121/2018/TT-BTC ngay 12/12/2018 quy dinh vé lap du toan,
quan 1y, sir dung va quyét toan kinh phi dé thuc hién cong tac Gmg ctru su cd,
bao dam an toan thong tin mang, trong do cac ndi dung chi va murc chi dugc
quy dinh cu thé tai Piéu 5 va Piéu 6 ciia Thong tu;

(1) Kinh phi dau tu cho an toan thong tin sir dung von dau tu céng thuc
hién theo quy dinh cua Luat Dau tu cong. Ddi véi du an dau tu cong dé xay
dung méi hodc mé rong, nang cip hé thong thong tin, kinh phi dau tu cho an
toan thong tin theo cap do duoc bb tri trong von dau tu cia du an tuong tmg;

(2) Kinh phi thyc hién giam sat, danh gia, quan ly rui ro an toan thong
tin; dao tao ngan han, tuyén truyen pho bién nang cao nhan thic, dién tap an
toan thong tin va tmg ciru su ¢b cua co quan, to chirc nha nudc duogce can dbi
bé tri trong du toan ngan sach hang nam cua co quan, to chtrc nha nude d6 theo
phan cap ctia Luat Ngan sach nha nudc;

(3) Bo Tai chinh c6 trach nhiém huéng dan Muc chi cho cong tac bao
dam an toan thong tin trong du toan ngan sach, huéng dan quan ly va st dung
kinh phi sy nghiép chi cho cong tac bdo ddm an toan thong tin trong hoat dong
cua cac co quan, té) chirc nha nude. Déi v6i nhiém vy nay, B Tai chinh da ban
hanh Thong tu s6 121/2018/TT-BTC ngay 12/12/2018 quy dinh vé lap du toan,
quan 1y, sir dung va quyét toan kinh phi dé thuc hién cong tac tmg ctru su cd,
bao dam an toan thong tin mang, trong do cac ndi dung va murc chi dugc quy
dinh cu thé tai Diéu 5 va Piéu 6 ctua Théng tu;

(4) Can ctr nhiém vy duoc giao, co quan, té chirc nha nudc thuc hién 1ap
du toan, quan 1y, st dung va quyét toan kinh phi thuc hién nhi€ém vu bado dam
an toan thong tin theo quy dinh cuia Luat Ngan sach nha nudc;

(5) Ty 1€ kinh phi chi cho hoat dong bao dam an toan thong tin:
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- Tai Chi thi sb 14/CT-TTg nam 2019, Thu tuéng Chinh phu chi dao:
“e) Bdo dam ty 1¢ kinh phi chi cho cdc san phcfm, dich vu an toan thong tin mang
dat toi thiéu 10% trong tong kinh phi trién khai ké hoach irng dung céong nghé
thong tin hang nam, giai doan 5 nam va cdc dw dan cong nghé thong tin (trong
trieong hop chii dau tw chwa cé hé thong ky thudt hodc thué dich vu bao ddm an
toan thong tin mang chuyen bi¢t dap ing dwoc cac quy dinh cua phdp ludt vé
bdo dam an toan hé théng thong tin theo cdp dj);”

- Ta Chién lugc an toan, an ninh mang quoc gia, Thu tudng Chinh phu
tiep
tuc chi dao vé dau tu ngudn luc va bao dam kinh phi thyc hién: “d) B6 tri kinh phi
chi cho an toan, an ninh mang dat toi thiéu 10% kinh phi chi cho khoa hoc cong
nghé, chuyén doi so, wng dung cong nghé thong tin.”.



1. Str dung tai khoan va mat khau
Tai khoan va mat khau 1a yéu cau bat budc doi voi bat ky nguoi sir dung nao
khi truy cap va stir dung tai nguyén trén mang Internet dé lam viéc va trao do1 thong
tin mot cach dinh danh.

Nguy co — hiém hoa

- Nguy co bi mét tai khoan 1a rat 16n néu ban khong biét cach quan tri. Nguoi
dung quén mat khau khién tai khoan bi khoa, khong thé sir dung trong cong viéc.

- Nguy co bi mat tai khoan thu dién tu, tai khoan trong cong viéc (hé thong
van ban, chit ky s0, ddng nhap phan mém,...) hodc tai khodn mang xa hoi, tai khoan
ngan hang,...

Bién phap dé phong

- Khong dugc lwu mat khau trén bat ky trinh duyét web nao

- Phai ¢6 phuong thirc quan 1y tai khoan va mat khau cua riéng minh (ghi chép
am hi€u, luu tr&t theo phuong thirc bao mat,...) Dat mat khau manh:

+ t nhat 08 ky tur

+ Bao gdm chit hoa, chit thudng, sb, ky tu dic biét (|@#$% &*...)

+ P6i mat khau mbi 06 thang/ 1an, mat khau méi khong tring mat khau cii da

dat trude do

+ Mat khau khong chtra thong tin ca nhan nhu tén, ngay thang nim sinh,
nhitng ky tu don gian dé doan,...

+ Thuong xuyén thay doi mat khau theo cach riéng cia timg ngudi (theo quy

ludt riéng ma dé goi nhd nhung lai kho doan)



2.Swr dung Thu dién tw

Thu dién tr 1a mot phuong tién giri nhan van ban thong dung va tién loi.

Khong c6 gidi han vé dia 1y, thu dién tr gitip con ngudi nhan thong tin ciia nhau
nhanh chong, gan nhu 1a tire thi.
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Nguy co — hiém hoa

- Nguy co ban thuong xuyén gap phai la tinh trang thu rac. Thu rac lam ngat
quing cong viée, gdy mat thoi gian, ton dung luong luu truc ctia hé théng email.

- Thu rc tiém an nguy co mat an toan khi c6 nhitng dudng link khong dang
tin cay, nhitng 161 mo1 chao hay 1a qua tang khi tham gia. Phia sau d6 1a nhitng ma
doc tan cong h¢ thong mang.

- Mot 86 thu mang tinh chét gid mao dich vy, Itra ddo nguoi st dung cung cép
thong tin bao mat, kem theo do 1a cac virus khi click vao cac duong link hay tai van
ban vé.

Bién phap dé phong

- Str dung h¢ théng thu dién tr cong vu tinh Gia Lai trong trao doi cong vigc
yéu cdu dam bao an toan bao mat. Hé thong thu dién tir cong vu hoan toan dam
bao kha nang giri nhan thong thuong, dac bi¢t ddm bdo tinh an toan bao mat cho
cac thao tac giri nhan va dinh kem file van ban.

- Han ché st dung h¢ théng thu dién tir mién phi, luu y khi khai bdo thong tin
dang ky st dung. Néu phai st dung thu dién tir voi tan sudt cao hiy chon nhiing
nha cung cap uy tin lau nim (Gmail, Microsoft ,...).



- X4c dinh thu dién tir khi gti nhan, dinh danh dung ngudi khi trao d6i cong
viéc. Thuong cac doi tugng xau 1gi dung viéc hién thi tén email dé gan, quen thude
dé danh Itra nguot dung.

- Hay doc k¥ ndi dung cac email giri dén, khong click hay tai bat ky noi dung
gi ma khong biét hodc nghi ngo.

- Pat mat khau manh va khong luu mat khau khi ddng nhap khi str dung trinh
duyét web.

- Cai phan mém diét virus c6 ban quyén. Phan mém diét virus s& c6 tinh ning
quét cac truy cap, cac file dugc tai vé va khi mo thu dién tir.

- Ngit két ndi mang va lién hé bo phan k¥ thuat dé khic phuc néu nghi ngo bi
tan cong qua két noi thu dién tur.



3.Sw dung mang Internet

Truy cap mang Internet la yéu cau tat yéu trong thoi dai cong nghé hién nay.
Cac cong viéc phai giai quyét qua hé thong mang nhu thu dién tir, hé thong quan
1y van ban, den cac ung dung chat — trao ddi cong viée, hay goi dién video call, hoi
nghi truc tuyén, ..

INTERNET

Nguy co — hiém hoa

- Mang Internet mang lai nhiéu loi ich song ciing nhiéu mdi nguy hiém. Str
dung thuong xuyén trinh duyét mang s€ dé bi lay nhiém ma ddc boi thao tac qua
nhi€u trén cac trang mang online.

- Nguy co bi Itra dao, khai thac thong tin ca nhan va céc tin ticc khong ding su
that. Diéu nay gay anh hudng tdm ly, gdy hoang mang lo s¢ cho chinh ngudi su
dung.

- Qua cac 16 hong d6, hé thdng c6 thé bi nghe 1én, bi thu thap thong tin dit liéu
nguoi dung, bi doi tien chudc va ma hoa dir liéu ma khong he biét.

Bién phap dé phong

- Cap nhat hé diéu hanh thuong xuyén, sir dung hé diéu hanh va cac phan mém
c6 ban quyén va dang tin cay.

- Cai dat cac phan mém di¢t virus, phan mém chong cam usb,....

- Khi dang nhap trén trinh duyét khong lwu mat khau, khong cung cip thong
tin cho bén thir 3, khong cung cap mat khau cac hé thong cong vu cho ca nhan khac
st dung, dac bi¢t khong chia sé thong tin ca nhan 1én mang internet.
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-Khéng cai phan mém la, cac toolbar, banner quang cdo trén trinh duyét web.
Chon ché do lust web ¢ noi truy cdp cong cong.



4. St dung mang Wifi

Mang khong day (wifi) ngay nay 1a hé théng mang tién loi va toc do truy cap
kha cao, ddm bao moi truong lam viéc qua mang tai bat ky noi dau.

Nguy co — hiém hoa

- Do mang khéng diy duoc két ndi d& dang vi vay néu khong quan tri tbt,
khong phu thude vao vi tri vat ly, vi viy nguy co bi truy cap trai phép la rat cao.

- Khi da danh cép duoc m@t khau hodc di tin cong dugc vao mang, hacker
s€ diig trong mang ndi b, co theé tan cong cac h¢ thong mang hodc may chu.
Bién phap dé phong

- Thiét 1ap an toan bao mat cho thiét bi mang khong day (WPA2; WPA2-AES,
vi n6 an toan hon WPA/TKIP) s€ gay kho khan cho viéc chdn bat dit li¢u hay cac
truy cap trai phep. Nén sir dung gioi han thiét bi dau cudi truy cap (vi du nhu su
dung dia chi loc MAC) dé dinh danh céc thiét bi truy cap vao mang.

- Han ché st dung mang wifi tai noi cong cong dé truy cap vao cac ting dung,
tai khoan nap rut tién, tai khoan email, tai khoan ngan hang,.... nham han ché toi
da kha nang bi tan cong.

- Str dyng mat khau khé doan, bao gdm cac quy dinh bao mat (chtr hoa, chir
thuong, s0, ky tu dac biét) va thuong xuyén thay doi mat khau theo dinh ky.

- Néu phai sir dung cac phuong thirc thanh toan hodc cac cong viéc doi hoi
bao mat cao, hdy uu tién st dung 4G hodc 5G



5. Swr dung mang xa hoi

Mang x3a ho1 hién nay kha phat trién va mang lai lg1 ich to 16n cho nguoi st
dung.

Mang xi hoi gitip ting cudng trao do6i thong tin tri thirc bao gdm ca truc tuyén va
ngoai tuyén. Khi tham gia mang xa hoi ban nhu dang tham gia mot xa hi 4o trén
mang Internet v&i hang triéu nguoi voi nhiéu thong tin ca 2 chiéu tot va xau.
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Nguy co — hiém hoa

- Mang xa hoi tiém 4n rat nhidu van dé lién quan dén c4 nhan. Khi d3 tham
gia mang xa hoi, ban s€ 1a mot thanh vién trong cong déng d6, cac moi quan hé ban
bé, cac thong tin ca nhan (anh, videos,...) s& co thé khong dugc kiém soat. Diéu
nay s€ gy nguy co 10 lot thong tin cho nhiing ké mudén str dung n6 vao myc dich
xau.

- Céc hinh thirc thuong thay 1a nhd mbi quan hé dé lira dao, muon tién, cho
vay nang 131, nap thé dién thoai, thu thap thong tin nhay cdm nham theo doi, tong
tién, hay tham chi bat coc.

Bién phap dé phong

- Ban can phai biét quan tri thong tin ctia chinh minh. C4c thong tin ¢4 nhan
khi ban cung cap trén mang x3 hoi can dugc kiém soat chit ché, cd ging han ché
cong khai cac thong tin c6 tinh riéng tu. Ban phai ndam rd muc dich sir dung cta
mang xa hoi cua ban 1a gi ?

- Thiét lap cai dat cac dbi tuong co thé xem dugc cap nhat cua ban. Thiét lap
an toan cho phép ai dugc xem cac ndi dung ban dang (ban be hay bat ky ai).

- X4c nhan danh tinh khi chép nhéan két ban véi ai hodc khi tham gia nhom
nao?

- Khong mé duong link c¢6 ddu hiéu bat thuong, nhay cam, nhirng ngudi khong
quen biét.



- Khong mé céc tép tin la ¢6 dinh dang .rar, .zip, .pdf ... to nhitng nguoi khong
quen biét



6. Thiéet 1ap may tinh ca nhan an toan

May tinh c4 nhan I thiét bi khong thé thiéu doi v6i hau hét can bd, nguoi lao
dong khi lam viéc, thuc hién cong viéc ca nhér}. May tinh ca qhén lIuu trir rat nhiéu
dir liéu quan trong ca trong cong viéc va doi song sinh hoat hang ngay.

May tinh c4 nhan ¢ ddy bao gdm ca may tinh xach tay (laptop) va may tinh dé ban
(desktop)

DATA
PROTECTION

Nguy co — hiém hoa

- May tinh la thiét bi d& bi cac hacker tan cong nhat. May tinh thuong phai
cai dat rat nhiéu phan mém dé thyc hién tac tac vy thong thuong (soan thao, truy
cap mang, gui email, mang xa hoi, cac phan mém khéc,...) do d6 tiém an rat nhiéu
nguy co bi tan cong qua cac 16 hong bao mat.

- Viéc tan cong truy cap trai phép vao may tinh ca nhéan c6 thé lam 16 thong
tin ca nhan, cac dir liéu nguoi dung bi sao chép va ma hoa, cac mat khau bi thu thap
cho muc dich xau.

- Tan cong may tinh ca nhan con 1 budc trung gian dé hacker tir d6 truy cap
vao cac may tinh khac, tham chi may chu vi da chiém quyén cia may tinh do.

Bién phap dé phong

- Thyc hién cai dat hé di€u hanh mai nhat, tuy theo yé€u cau uu tién cai dat he
di€u hanh ban quyén hodc h¢ diéu hanh nguén mé. Néu sir dung hé diéu hanh ngudn
m¢ phai tim hi€u rd nguon goc, c6 ky nang st dung.

-Thudng xuyén cip nhat ban va 16i hé diéu hanh hang tuan/hang thang.

- Bat h¢ thong tudng lira lira trén may tinh.
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- Tao mat khiu manh cho tai khoan nguoi dung (bao gém chir hoa, chir thuong,
s0, ky tu dac biét) nham bao v¢é may tinh khi nguoi la truy cap.

- GO bo cac phan mém khong can thiét nhu cac chuong trinh quang cao, cac
ban dung thir phan mém. Cang han che cai dit cac phan mém thi quan ly may tinh
cang don gian hon. Cai dat phan mém diét virus, nén st dung phan mém cé ban
quyén cta cac thuong hiéu ndi tiéng (Kaspersky, BKAV...)

- Khéng st dung cac phan mém OTT giri nhan dit liéu cong viéc nhu Zalo,
Viber, Facebook...

- Than trong khi truy cdp Internet, khong truy cip nhiing trang mang khong
chinh thong, cadc duong link quang cdo hodc nhan phan thudng hap dan,. ..

- Khéng sir dung cac phan mém crack (hay con goi la phan mém bé khoa) cac
ung dung. Khi sir dung s€ gdy nguy co chira ma ddc truy cap vao h¢ thong may tinh
dang st dung.
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7.Sir dung thiét bi di dong (Mobile/Tablet)

Dién thoai di dong / May tinh bang la thiét bi phd bién va nhu cau sir dung ngay
cang cao. Thiét bi di dong cho phep nguoi dung truy cap Internet, tai vé cac phan
mém mién phi/cé phi dé thuc hién cac tac vu twong ty nhu trén may tinh.

Nguy co — hiém hoa

- Cac ma dQc trén dién thoai ngay cang taing manh va tinh vi khi ban str dung
thiét bi di dong de€ truy cap mang Internet.

- Khi tai cac tng dung khong c6 uy tin, ban sé€ c6 nguy co 10 thong tin ca
nhan dén may chu cua hacker, y€u cau ban lya chon nhitng thong tin nhu cho phép
truy cap danh ba, cho phép truy cap dir li¢u trén may,...

- Nguy co ban bi mat tai khoan thu dién tu, tai khoan ngan hang, céac tai khoan
khac khi hacker da c6 quyén truy cép thiét bi cua ban.

Bién phap dé phong

- St dung thiét bi di dong cta nha phan phdi chinh hing phan phdi ra thi
truong, khong nén st dung san pham troi noi, gia re.

- Thudng xuyén cdp nhat cac phién ban mai nhat c6 thé, tiy theo cau hinh cua
thiét bi di dong.

- Quan ly dit li€u trén thiét bi c4 nhan mot cach an toan, c6 thé dit mat khau
dir liéu. Ddc biét luvu y nhitng thong tin dia chi, thong tin cd nhan va céac dir li¢u
nhay cam (anh, videos).
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- Quan ly t6t tai khoan ngan hang khi str dung phan mém giao dich truc tuyén
qua thiét bi di dong, phai stir dung bdo mat bang OTP d61 véi cac giao dich.

- Quan 1y danh myc danh ba nguoi dung, sao luu danh ba thuong xuyén va
copy sang may tinh c4 nhan ctia minh.

- Trude khi tai phan mém va cai dit 1én thiét bj di dong phai kiem tra k¥ dac
quyén ma phan mém yéu cau (chu y cac quyén cho phép str dung may anh, ghi am,
thue hién tu dong két ndi Internet, truy cap danh ba, truy cap dit liéu,...)

_ - Thyc hién tat wifi hodc 4G, 5G khi khong c6 nhu cdu st dung mang Internet.
Diéu nay lam gidm kha nang tan cong néu thiét bi nhiém ma ddc bai cac hacker thu
thap thong tin qua moi truong mang Internet.

- Cap nhat cic phién ban méi ctia hé diéu hanh thiét bi di dong.
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8. St dung 0 cirng di dong
O cung di dong 1a thiét bi cong nghé dé luu trit nhitg dit liéu quan trong
trong qua trinh lam viéc cta cd nhan, tham chi 1a c4 don vi.

O ctng di dong thuong dugc str dung dé luu trir dir liéu tir vai thang dén hang nam.
Do d6 trong 6 cling c6 rat nhiéu dir liéu sau thoi gian dai sir dung.

coi 1900 555 581

L S wmasmcom @ hosbockcom/assm

()

Nguy co — hiém hoa

- Nguy co o cung bi nhiém virus va ma doc sau khi két ndi véi mot hodc
nhi€éu may tinh ca nhan.

- Nguy co nhiém virus hodc mi doc vao hé thong mang LAN rat 16n néu
khong xtr kip thoi.

- Nghiém trong hon 1a viéc mét dit liéu trong b cung, nhitng dit li¢u da tdn
tai theo tho1 gian dai ma khong hé hay biéet.
Bién phap dé phong

- Str dung 6 6 cung di dong theo dung myc dich, khong két ndi véi nhirg may
tinh d nhiém virus hodc nghi ngo nhiém virus. Han ché tdi da viéc sir dung 6 ctng
di dong khi khong can thiét.

- Bit budc phai quét virus trudc khi mé 6 cing di dong bang phan mém diét
virus tin cdy va c6 ban quyén, dugc cip nhat day du.
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- Thuc pién dinh ky sao luu dy ph(‘n}g trén nhiéu thiét bi khac nhau, chéng han
st dung 02 6 cting di dong trong d6 01 6 clirng lam nhi€ém vu backup, ap dung cac
bién phap an toan nhu ma hoa, nén file,...
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9.Lwra dao qua mang

La mot hinh thtrc Ira gat ngudi dung lién quan dén tién bac, danh du khi
truy cap mang Internet hodc st dung dich vu ma phai click chuft vao mdgt biéu
tuong, duong link hay video trén man hinh.

CANH BAO
LUA PAO

Nguy co — hiém hoa

- D01 tugng thuong sir dung cac bi€u tugng bat mat hoac nhiitng noi dung
gay tri to0 mo cho nguoi xem, cac ndi dung hap dan téi1 ting doi tuong (mua sam,
giam gia, trang thudng, tang qua,...)

- Néu click chudt vao cac duong link hodc biéu tugng thuong xuat hién cac
ndi dung y€u cau nhap thong tin cd nhan, cac ndi dung li€én quan dén tra phi dé
nhan thudng, gidi thi€u ban be dé nhan qua tang,...

- Khi d6 cac thong tin ca nhan bi khai thac vao muc dich xau, mgt s6 doi
tuong s€ danh cap tai khoan, tan cong ip, cai dat virus va ma doc vao may tinh
nguoi dung.

Bién phap dé phong

- Thuong cac hanh vi ciia d6i twong xau thuong rat tinh vi va thu doan, dau
tién nguo1 dung phai canh gidc khi truy cap vao céac trang web nghi ngo.

- Cai dat phan mém diét virus va thudng xuyén cip nhat chwong trinh, cai
dat quét tw dong.
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10. Tan cong Email cé chii dich

La viéc tin cong bang cach giri tmail gia mao nhu thé tir mot ca nhan hodc to
chire quen biét. Email nay chtra ndi dung don gian, nhung lam cho ngudi dung thay
quen thudc gay mat canh giac. Pic biét email nay chtra ma doc kém theo, cac tan
cong nay thuong duoc ghi nhan voi hanh vi danh cip mat khau hodc 1ay nhiém
virus vao may tinh néu may tinh khong duoc bao vé

Nguy co — hiém hoa

- Céch thuc tin cong gia mao qua email ngay cang phd bién bdi mdi quan hé
ctia ngudi dung ngdy cang da dang. Cac d6i tuong thudng st dung sau khi da thu
thap thong tin rd rang tir cic mbi quan hé ctia nguoi ding, mao danh cac quan hé
quen biét dé dua ra cac ndi dung phu hop, kém theo d6 1a cac duong link hodc tép
dinh kém c6 ma ddc.

- Néu v6 tinh mo tép hodc duong link thi s& két néi vO1 may chu cua hacker,
tu dong cho phep truy xudt vao may tinh c nhén, cac cong bao mat s& dugc mo,
truy cap s& chay ngdm ma nguoi dung khong thé nhén ra.

Bién phap dé phong

- Cén trong khi nhan bét ky email nao, ké ca quen biét (dic biét nhitng mdi
quan hé khong thuong xuyén, cac ca nhan t6 chirc quang cao,..

- Phai cai dat phén mém diét virus, thuong xuyén cap nhat hé théng
- Str dung h¢ théng email dang tin cdy, bat cac ché do bao vé ciia windows

- Khi click vao biéu tuong d6 thuong s& mod ra mot trang web khac yéu cau
nhap thong tin, thong tin thanh toan, hdy dung lai va khong phan hoi bat ky yéu cau
gi néu nghi ngo.

- Khi d& mé email nghi ngd, hay binh tinh va ngit mang va goi dién quan tri
mang dé dugc tu van va ho trg kip thoi.
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11. Canh bao phat hién tin gia

Cac thong tin trén mang tran lan va rat kho kiém soat va phan biét dung sai.
Tip giéw s€ gdy tac hai xau dac bi€t trong tinh hinh hién nay (chinh tri, xa hgi,...).
Neéu hiéu khong rd s€ vi pham phép luat véi hanh vi ciia minh trén mang xa hoi.

Nguy co — hiém hoa

-Tin gia c6 nhiéu muc dich, cau view, ban hang, tuyén truyén. Thao tac trén
mang xa hoi don gidn, nhung nguy co ti€ém an rat 16n.

- Nguoi déng thong tin sai s& phat tién 10-20 trigu dong (Nghi dinh 15/2020
cua Chinh phu). Tiét 16 thong tin bi mat Nha nudce s€ bi truy ctru trach nhi€ém hinh
su.

Bién phap dé phong

-Xem xét k¥ ludng thong tin lién quan, chinh thong dé ddi chiéu, phat biét rd
la tin that hay noi dua, trang web co dugc quan ly hay khong. Tin gia thudng c6
tiu dé “nong hoi”, “giat gan”, chu dé dang “hot” trén xa hoi

- Khi doc tuyét d6i khong chia sé bang bat ky hinh thirc nao (share, chup anh,
copy) qua cac mang xa ho1 Facebook, Zalo, Youtube, TikTok...

- Kiém tra mirc d0 tin ciy cua trang web, duong dan, lién két,. ..
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12. Tan cong tir choi dich vu DDOS

La kiéu tAn cong tir chdi dich vu phén tan (viét tit cua Distributed Denial of
Service) nham lam cho nguoi dung khong thé sir dung tai nguyén cua may tinh.
Muc ti€u dé lam h¢ thong mang khong thé sir dung, hoac gidn doan cham di dang
ké so v6i binh thuong

BA il rumivd Pwwnad o =il b

'.;:.:.,J_:_I.\ =xD

> (S 000) b Ve s G0

| | / VHOIVS trees

-
Sorwt sending sack
o the victire )y yarywr

Nguy co — hiém hoa

- K¢ tan cong s€ bi mat cai dat ma dong vao cac may tinh, co thé la cac may
tinh khong lién quan va stir dung may tinh d6 dé tan cong vao mang hodac may chu
da dinh trudec.

- Tir may tinh do ké tan cong s€ thuc hién cac tan cong khac nhu phat tan
virus, thay do6i trang web, guri email rac,...

Bién phap dé phong

- Thuong xuyén cip nhat phién ban hé diéu hanh mdi nhat, cap nhat ban va
101 hé diéu hanh.

- Cai dat va thuong xuyén cap nhat virus, cai dat ban virus phu hop véi yéu
cau cua hé thong (ban danh cho client, ban danh cho may chu, ban danh cho
mail,...).

- Thuong xuyén kiém tra va ra soat lai cac Gmg dung trén cac may tinh ca
nhan va may chu trong mang, g& bo cac ing dung nghi ngd va chay ngam (thong
bao k¥ thuat hodc chuyén gia dé duoc ho trg).
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Mot s6 16i thuwong gip

Hudng dan sir 1y su ¢6 co ban thudng gip trén may tinh, mang ndi bo, ...

1. May tinh bat khong lén

Dau hi¢u

May tinh da cim ngudn nhung bat khong thay 1én tin hiéu, hodc ¢6 1én tin hiéu
nhung khong 1én man hinh

Khic phuc

Pay 14 18i v6 ciing pho bién khi st dung may tinh. C6 rat nhiéu nguyén nhan
cua van dé nay

+ Kiém tra tit ca ddy ngudn ctia ca cdy may tinh va ca man hinh. Nguyén nhan
co thé do thiét thiét b1 nguon, day bi long hodc cap gitra may tinh va man hinh co
van de.

+ Kiém tra va luu y khi bat may tinh c6 thé nat khoi dong (ntit power) trén
may tinh bi truc trac khong nhay.

+ Khi bat may tinh c6 nhiing canh bao 4m thanh tiéng “bip” bio may tinh hoat
dong. May tinh bao 161 néu tiéng “bip” lién tuc, day la canh bdo 161 phan cing cua
may tinh. Khi d6 can phai thao may tinh dé kiém tra cac két no1 nhu RAM, 6 cung,
cap dit ligu,...

2. Man hinh may tinh bi 16i “man hinh xanh”

DAu hiéu
May tinh dang st dung binh thuong bong hién 1én man hinh xanh ma khong
r0 nguyén nhan

A problem has been detected and Windows has been shut down to prevent damage to our computer.
The end-user manually generate the crashdump.

If this is the first time you've seen this stop error screen,
restart your computer. If this screen appears again, follow these steps:

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any Windows update you might need.

If the problems continue, disable Or remove any newly installed hardware
or software. Disable BIOS memory opticns Such as caching or shadowing.

If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup Options, and then
select Safe Mode.

Technical information:

** STOP: ©xOO0O0OE2 (Ox00000000, OxO0000008, OxO0P000e0, Ox0OVP0ed, HKDCAFWP)

dump of physical memory

memory dump completed.

our system administrator or technical support group for further
e.
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Khic phuc

C6 nhi€u nguyén nhan ctia man hinh xanh xuat hién, nhung vé co ban day la
161 thuong thay, va nguyén nhan 1a do phan ctirng nhi€u hon 1a do phan mém

+ Do 16i hé diéu hanh windows. Sau mot qué trinh sir dung h¢ diéu hanh, cai
dit nhiéu chuong trinh phan mém, khong thuong xuyén cap nhét hé diéu hanh, cac
Ung dyng,... may tinh thuong bi 16i. C6 rat nhiéu nguyén nhan phat sinh 16i khé co
thé giai thich, nhu do virus, do xung dot giira cac phan mém, 18i cai dat khong
tuong thich, 161 ban quyén,...Khi d6 ching ta khic phuc bang cach: G& bo cac phan
mém khoéng can thiét, cac phan mém nghi ngo 1a gdp 18i, x6a bo ca tép rac bang
cac phr:in mém don réc va file tam dé t6i uvu hé théng. Str dung dia cai dat dé repair
dé khac phuc Néu d3 1am moi cach ma khong duogc thi phai cai lai hé diéu hanh
trude khi bi 16i nang hon.

+ Do 13i phan cting may tinh. Kiém tra tit ca su két hop giita cic phan cimg
v61 nhau nhu man hinh, ban phim, chudt, CPU, RAM, 6 ciing, card man hinh, ...va
cac driver nhan dién chiing trong h¢ diéu hanh. Lo61 phat sinh thuong thay 1a do van
deé lién quan dén 6 cung, RAM, céac cap két noi. Can phai thuong xuyén kiém tra
va bao dudng dinh ky thiét bi.

3. Li 6 cirng

DAu hiéu

C6 nhiéu dau hiéu cua 16i 6 ctng nhu sau:

+ Xuat hién 18i “corrupted” khi truy cap dit liéu

+ L&i khong nhan 6 cling

+ L3i xuét hién tiéng kéu la

+ May tinh lién tyc bi treo va xuat hién man hinh canh bao

Khic phuc

O cung 1a phan cing dugc st dung nhiéu nhat khi truy cip may tinh. O cung
cung la quan trong nhat, chira toan bo dir liéu nguoi dung. Do d6 can thuong xuyén
kiém tra 6 ctmg dé co bién phap cha dong khi sy cb xay ra

+ Thuong xuyén kiém tra 6 cing bang cong cu, mot trong sd d6 1a phan mém
CrystalDiskInfo dé kiém tra tinh trang 6 cing
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+ Han ché bat tit dot ngdt may tinh (vi du nhu rat nguén dot ngdt), phai st

1 Good ) Good @ Good

30°C 28°C 31°C
c: D:E: F: G:
Samsung SSD 750 EVO 120GB 120.0 GB »
Health Status Firmware MAT0186Q
Good Serial Number ‘S3F2NBOHC22134X Total Host Writes 45 GB
l"ﬁw Interface Settal ATA Rotation Rate (sSD)
Transfer Mode SATA/600 | SATA/600 Pawer On Count 12 count
Temperature Drive Letter C: Pawer On Hours 9 hours
Standard /ACS-2 | ATAS-ACS version 4¢
6"30"6'% ndar | v
Features S.M.A.R.T., NCQ, TRIM, DevSleep
10 Attnbute Name Current Worst  Threshold Raw Values %
® 05 Reallocated Sector Count 100 100 10 000000000000
® oo . 99 9% 0 000000000009
® oc 99 9 0 00000000000C
® 81 we 100 100 0 000000000000
® & 100 100 10 000000000000
® &5 100 100 10 000000000000
@ 86 Erase Fail Count ( 100 100 10 000000000000
® 57 Runtime Bad Block ( 100 100 10 000000000000
@ 88 Uncomectable Eror Count 100 100 0 000000000000

® BE Aiflow Temperature 70 60 0 DDOOOGO“

dung on ap dé trach sdc thiét bi, diac biét 1a 6 cung

+ Thuong xuyén backup dit li¢u dinh ky (tuy theo di¥ liéu thay doi nhiéu hay
it de c6 phuong an cy thé: 1 tuan/ 1 thang/ 3 thang/ 6 thang). Co thé sir dung 6 cing
cdm ngoai chuyén dung, nén cac file dé giam dung lugng va d& quan 1y.

4. G& bo wng dung

DAu higu
Pé quan ly may tinh t6t nhat chung ta can han ché cai dit nhiéu Gmg dung
khong can thiét. Pidu nay gay t6n tai nguyén, lam cham mdy tinh va ting nguy co

mat an toan an ninh mang

Khic phuc

Vao Setting >> Apps dé x6a irng dung

System

L

Accounts

3
/

pdate & security

Windows Settings

% © o

Devices Network & internet Personalization

O e <

Time & language Gaming Ease of Access
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Tiép tuc chon nhitng tng dung khong can thiét dé g& bo (Uninstall)

@ Home Apps & features

Manage optional features

Search, sort, and filter by drive. If you would Jike to uninstall or
move an app, select it from the list.

I i Apps & features /

Name - All drives

= Default apps

- 3D Builder 16.0 KB
M} Offline maps '

Alarms & Clock 16.0 KB

01  Apps for websites s A £e .

App Instalier 16.0 KB

E ASUS Smart Gesture 121 MB

n ATK Package 149 MB

Aura Kingdom 843 GB

i X

Moty Unms/

5. May tinh bi cham/treo

DAu hiéu

DAu hiéu cua 13i nay la may tinh bi treo/do, chudt quay lién tuc va thao tac
cham.

Pay 1a nguyén nhan pho bién lam ngudi dung kho chiu, khién cong viéc bi
ngurng tr¢, gdy mat thoi gian va gidm hi€u qua cong viéc

Khic phuc

C6 nhiéu nguyén nhan khién may tinh bi cham, treo

+ M4y tinh bi nhiém virus. Day 13 16i thudng xay ra va ciing 1a mot trong
nhitng dau hi¢u nhan biét may tinh dang c6 kha nang bi nhiém virus. D€ khac phuc
can phai di¢t virus bang phan mém chuyén dung nhu AVG antivirus, Kaspersky
antivirus,...

+ Do phian mém may tinh xay ra. Nguyén nhan c6 thé xut phat tir phan mém
nao d6 qua ndng gay ton tai nguyén bo nhd RAM va CPU lam cham qué trinh xu
1y.
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Pé xir Iy ban hay 4n t6 hop phim Ctr+Alt+Del dé vao Task Manager. Trong
Task Manager chon Processes, tiép theo 4n chudt vao CPU. Nhiing chuong trinh
dau tién chinh 1a nguyén nhan may bi cham, treo. Hiy chon vao chuong trinh d6
van End Task dé tat chuong trinh.

1% Task Manager = [} >
File Options View

Processes Performance App history Startup Users Details Services

@ 58% 82% 83% 0%

Name CPU Memory Disk Network
Apps (7)

# CocCoc (32 bit) 0% 26.6 MB 0.1 MB/s 0 Mbps

€ Google Chrome 0.8% 64.1 MB 0 MB/s 0 Mbps

E] Microsoft Word 0% 46.8 MB 0 MB/s 0 Mbps

SR Snipping Tool 1.1% 2.5MB 0.1 MB/s 0 Mbps

15 Task Manager 0.9% 18.9 MB 0 MB/s 0 Mbps

&) Telegram Desktop (32 bit) 0.2% 2.9 MB 0 MB/s 0 Mbps

s Windows Explorer 0.3% 18.6 MB 0.1 MB/s 0 Mbps

Background processes (95)
v [®5] ABBYY network license server (3... 0% 0.1 MB 0 MB/s 0 Mbps
ABBYY FineReader 11 PE Licen...

[#=] Apple Push (32 bit) 0% 0.1 MB 0MB/s 0 Mbps

[#Z] Bonjour Service 0% 0.2 MB 0 MB/s 0 Mbps

CocCoc (32 bit) 0.2% 56.0 MB 0 MB/s 0 Mbps

i CocCoc (32 bit) 0% 8.5 MB 0 MB/s 0 Mbps

CocCoc (32 bit) 0% 1.1 MB 0 MB/s 0 Mbps
Fewer details End task

+ Do phan cing may tinh. Diéu nay thuong xdy ra khi 6 ctmg bi 15i (bad
sector), 101 RAM, 161 CPU, nguon may tinh hodc card man hinh. Do d6 hay kiém
tra lai cac thi€t bi phan cing cua may tinh.

6. Mt hét biéu twong icon trén man hinh

DAu hiéu
Khong con nhin thay cac biéu tugng icon trén man hinh may tinh dé st dung
Khac phuc

R4t don gian, chi can thao tac click chuot phai va chon view >> Show desktop
icons.

Tai day co thé thao tac mot s6 lua chon khac nhu:
+ Chinh d¢ to/nho cua cac icon st dung

+ Sép xép theo tén, ngay thang,. ..
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View > @ large icons

Sort by > Medium icons

Refresh Small icons

Paste Auto arrange icons

Paste shortcut v Align icons to grid

New |/ Show desktop icons
i N —

™ Display settings

& Ppersonalize

trungtamtinhoc.edu.vn

7. L6i man hinh bi xoay hoiic dio ngwoc

DAu hiéu
Man hinh may tinh bi xoay 90 d6 hodc xoay nguoc ma khong thé st dung
duoc

Khic phuc

Nguyén nhén 13 do ban da v6 tinh bAm véo t6 hop cac phim tat, lam man hinh
bi xoay khong theo ¥ mudn.

+ T6 hop phim: CTRL + ALT + Mii tén di 1én (ché d6 mic dinh)
+ T6 hop phim: CTRL + ALT + Miii tén di xudng (xoay nguwoc man hinh 180 do)
+ T6 hop phim: CTRL + ALT + Miii tén sang trai (xoay ngang man hinh 90 do
vé bén trai)
+ T6 hop phim: CTRL + ALT + Miii tén sang phai (xoay ngang man hinh 90
d6 vé bén phai)
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8. My tinh bi mat két ndi mang Internet

Dau hi¢u

e 'i' i {74y 11:23PM

May tinh xuat hién ddu X @6 thi chic chan may tinh khong c6 két ndi mang
Internet

C6 thé kiém tra tin hiéu dén tai nit mang phia sau ctia cdy mdy tinh, noi dang
cam day mang

Khic phuc

Kiém tra lai xem dau day mang co6 bi long khong, ki€m tra tai dau mang tai
may tinh va dau con lai trén tuong hodc trén switch, ki€m tra den tin hiéu

Kiém tra xem ddy mang c6 bi dut khong, ngudn dién da cim trén switch chua,
so sanh v&i1 cac may tinh khéac trong phong

Cén phai ddm bao chét lugng cap mang dé tin hiéu mang lién tuc, khong b
hao ton (kién nghi st dung day mang CAT6 hoac CATS loai tot)

Néu 13 1an dau str dung thi can kiém tra may tinh dé cai du driver mang chua.
Kiém tra trong Manager >> Device Manager, n€u thiéu can phai dung may tinh
khéc dé tai vé cai dat (luu y dung theo dong may tinh dang stir dung)

A Computer Management
File Action View Help
e 2@ HE

;}; Computer Management (Local|| v A cuongndc-pc

v U’é System Tools i Audio inputs and outputs

(® Task Scheduler € Bluetooth
{2] Event Viewer 8 Computer
2] Shared Folders wa Disk drives
&% Local Users and Groups Display adapters
@ﬂ Performance = DVD/CD-ROM drives
& Device Manager ) Human Interface Devices

&5 Storage *m IDE ATA/ATAPI controllers
= Disk Management =2 Keyboards

4 Services and Applications @ Mice and other pointing devices

[ Monitors
v @ Network adapters

@ Bluetooth Device (Personal Area Network)
@' Bluetooth Device (RFCOMM Protocol TDI)
[P Realtek PCle GBE Family Controller
(%) Realtek RTL8723BE 802.11 b/g/n Wi-Fi Adapter
P WAN Miniport (IKEv2)
& WAN Miniport (IP)
& WAN Miniport (IPv6)
& WAN Miniport (L2TP)
& WAN Miniport (Network Monitor)
@ WAN Miniport (PPPOE)
i WAN Miniport (PPTP)
& WAN Miniport (SSTP)

1 Print queues

] Processors

B Software devices

iy Sound, video and game controllers

S Storage controllers

i@ System devices

i Universal Serial Bus controllers
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9. Mang bi biéu twong “chim than”

DAu hiéu
Ciing gidng nhu mat két ndi mang, mang sé& ¢ biéu tuong “cham than”. Diéu
nay co nghia chung ta s€ khong thé s dung mang Internet

i
3:27P

O /[T D) 15-Jul-

Hién tugng nay xay ra 1a do mdy tinh khong thé két ndi duoc dén may chu,
khéng 1ay duoc dia chi IP dé c6 thé két néi mang. Biéu tuong chim than 1a do may
tinh da c6 két ndi véi thiét bi nhu switch, hub,.. nhung cac thiét bi nay khong co
két ndi duge dén may chu mang.

Khic phuc

- Twong ty nhu 16i may tinh mat két ndi, ching ta can kiém tra tat ca cac tin
hi¢u, ddy mang két noi.

- Kiém tra switch ndi dén may tinh dang 15i mang, c6 thé thiét bi bi treo. Rit
dién va khoi dong lai thiét bi

- Kiém tra lai day mang két n6i tir switch dén thiét bi model, switch access.
Tim day mang chinh két nd1 mang dén thiét b1 switch nay va kiém tra nguyén nhan
khong c6 tin hi¢u dé khac phuc (nhu thay day, xac dinh 161, goi ho trg).

10. L6i khéng in qua mang duoc

DAu hiéu

- M4y tinh khong thé in duoc van ban, trong khi d6 may in hoat dong hoan
toan binh thuong.

- May béao tin hi¢u khong in dugc, thong bao 161 in 4n trén may tinh

Khic phuc

- Xac dinh may in dang dugc cai trén may nao (hay con goi la may chu dang
cai dat tryc ti€p may in) hodc may in qua mang

Thiét 14p chia sé may in trén may chi
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7® Hewlett-Packard HP Laseret P2035 Properties X

General Sharng Pots Advanced Color Management Security Device Settings

- If you share this printer, any user on your network can print to it. The
QQ printer will not be available when the computer sleeps. To change
these settings, use the Network and Sharing Center:

Share this printer
Share name: | Hewlett-Packard HP Laserlet P2035

Render print jobs on client computers

Drivers

If this printer is s users running different v

Iditional drivers, so tthe

connect to the

e print driver when th

Additional Drivers...

Gl | [

Luu ¥ cdu hinh ché do share va tit mat khau dé két ndi may tinh khac

Advanced sharing settings
4 *& > Control Panel > All Control Panel ltems > Network and Sharing Center > Advanced sharing settings
each profile.

Private
Guest or Public (current profile)
All Networks

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.

(O Turn on sharing s anyone with network access can read and write files in the Public folders
@ Tum off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Choose media streaming options...
File sharing connections

Windows uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.

(@) Use 128-bit encryption to help protect file sharing connections (recommended)
(O Enable file sharing for devices that use 40- or 56-bit encryption

Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

(O Turn on password protected sharing
@ Turn off password protected sharing

€ 5ave changes Cancel

Két n61 may tinh can in vao may chu bang cach go tén may tinh hodc dia chi
1p cua may chu.
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4 Run X

= Type the name of a pregram, folder, document, or Internet
= resource, and Windows will open it for you.

ST ome-pd v

Cancel Browse...

11. Ldi font chir trén may tinh

Diu hiéu

Viéc 16i font chir trén may tinh khién viéc soan thao va doc van ban khé khin,
khong tuong thich khi mo cac file van ban word (2003,2007,2010,2013,...)

Khic phuc

+ Pau tién hay kiém tra xem may tinh d3 cai dit bo gd Unikey chua (link tai
b g0 tieng viét tai http://unikey.vn/vietnam/). Cai dat va dé ché do V dé go tiéng
Viét.

+ Tiép theo néu 16i khong doc dugc chir tiéng viét nghia 1a ban dang thiéu
font chit. Ban phai tai bg font chir tiéng viét day du tai http://fontchu.com/ va giai
nén, copy vao duong dan “C:\Windows\Fonts”.
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