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Challenges for network monitoring
and cybersurveillance

« The ever-increasing size of networks

« The wide range of wavelengths, signal formats and data rates on networks

» The need to cost effectively filter and down select massive data streams to feed expensive
analysis tools

« Connecting very low power and intermittent signals

» The need to control signal powers to prevent damage to sensitive receivers

« Signal mirroring to support multiple analysis systems simultaneously

« Reliability to support mission-critical applications

« Remote unmanned deployments

« Customized configurations of hardware required for unique deployments

Solutions with HUBER+SUHNER
POLATIS all-optical switches

The POLATIS DirectlLight® all-optical switching technology steers light from an input fiber port
directly to an output fiber port without intermediate conversion to an electrical signal. All data
traffic on the fiber is switched so it functions as a circuit switch, not a routing switch. The switch is
software controlled with interfaces ranging from low-level protocols such as TL1 or SCPI, to Soft-
ware Defined Network interfaces such as RESTCONF and NETCONF.

Clear advantages
include:

e High-density switch
matrices occupy very
little rack space.

e Superior optical per-
formance — very low
insertion loss, very Q Optical switching core
low latency through P - © optical ourput
the switch, very fast
switching speeds, bi-directional operation

e Future proof — operates independent of bit rate and protocol to meet evolving standards

e Ability to set and hold dark fiber connections—pre-provision pathways for future use, compati-
ble with ultra-low and intermittent signal levels.

e High reliability leading to high availability - dual-redundant, hot-swappable network interface
cards and power supplies, robust design
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HUBER+SUHNER also offers compact POLATIS optical switch modules which can be integrated
iNnto host systems that provide power and communications interfaces.



Anatomy of a POLATIS all-optical
switch

Switch sizes Optical power monitoring options Power

« Single-mode 4x4 10 384x384 « Loss of signal alarms « 100-240 VAC, -48 VDC,

o Symmetric (NxN), asymmetric (MxN) « Automated protection switching « Dual hot-swap power
or single-sided (NxCC) « Variable optical attenuation supplies

True transparency Connectors Control features
« All-optical core with DirectlLight® technology « LC, LC-HD, FC, SC, MTP « Dual hot-swap network
* 1270-1675 nm wavelength « Front or rear patch interface cards
+ Bidirectional optics panel « WebGUI, SNMP, TL1, SCP!
« Dark fiber for low/no signal connections « NETCONF & RESTCONF SDN
« Protocol and bit rate agnostic — interfaces
DC to 400 Gls+ « RADIUS, audit logs, service
« DWDM, RF, coherent automation support

Network monitoring and mass
cybersurveillance

Allows for the automation of network monitoring systems by connecting thousands of
network fiber taps to a smaller suite of expensive analytical equipment and cybersecuri-
ty software for cost-effective, large-scale network monitoring.

« Monitor and identify the types of traffic being carried on the network

« Detect traffic that should not be present on networks to identify and shut down cyber threats.

« Dynamically and cost-effectively connect signal sources to signal analysers for dynamic
target-tasking in network monitoring systems, whether in mobile units, data centers or
situation rooms

Other applications include:

S + Network simulation and cyber lab automation
. « Routing RF signals over fiber for RF test labs and satellite
ground stations
« Switching and/or monitoring of traffic in undersea cable
landing stations
« Automating the physical-layer connections within and
i between data centers
o « Optical test and measurement automation




HUBER+SUHNER POLATIS at a glance

2000 POLATIS is founded in Cambridge, UK,

to commercialise all-optical switching technology

2005 Expanded technology and product portfolio through
the merger with Continuum of Boston, USA, to serve @

wider range of applications

2016 Acquired by HUBER+SUHNER AG based in Switzerland
with 150 years of excellence in connectivity solutions.

2020 Celebrating 20 years of serving the defense

and security markets

For more information and to contact the HUBER+SUHNER sales and support teams around

the globe, visit www.hubersuhnercom

HUBER+SUHNER HUBER+SUHNER Polatis Ltd.
Degersheimerstrasse 14 332/2 Cambridge Science Park
9100 Herisau Milton Road

Switzerland Cambridge CB4 OWN

Phone +4171353 4111 United Kingdom
hubersuhner.com +44.1223.424.200

info.polatis@hubersuhner.com
Www.polatis.com

HUBER+SUHNER Polatis
213 Burlington Road
Suite 123

Bedford, MA 01730
USA

+1.781.275.5080

+1.844 POLATIS

HUBER+SUHNERis certified according to ISO 9001, ISO 14001, OHSAS 18001, EN(AS) 9100, IATF 16949 and ISO/TS 22163 — IRIS.

Waiver
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