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Alright, buckle up! We're about to embark on an OSINT adventure, hunting down digital ghosts
and uncovering hidden connections. This course is designed to equip you with the skills to ethically
and effectively locate a Person of Interest (POI) despite their efforts to obscure their digital
footprint. We'll be focusing on free resources and leveraging the power of Maltego.

Course Objective: By the end of this course, learners will be able to create a functional clone of
the topic, demonstrating proficiency in OSINT techniques, Maltego usage, and ethical
considerations when locating a Person of Interest (POI) employing moderate operational security
(OpSeq).

Here's the 8-module course outline:
Module 1: Foundations of OSINT and Ethical Considerations

e Module Objective: Understand the core principles of OSINT, its ethical implications, and legal
boundaries.

e Subtopics:
o What is Open-Source Intelligence (OSINT)? Defining Characteristics and Scope.

[e]

The OSINT Cycle: Planning, Collection, Processing, Analysis, Dissemination.

Ethical Hacking vs. Malicious Activity: Navigating the Moral and Legal Landscape.

[e]

[e]

Data Privacy Laws (GDPR, CCPA) and their Impact on OSINT Investigations.

[e]

Principles of Responsible OSINT: Minimizing Harm, Avoiding Misinformation.

[e]

Case Study: The Cambridge Analytica Scandal - An example of OSINT gone wrong.
e Suggested Resources/Prerequisites: Basic understanding of internet usage and online
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privacy. Familiarity with common social media platforms.

e Module Project: Create an "Ethical OSINT Checklist" for future investigations, outlining key
ethical and legal considerations. This will become the first section of your final project
documentation.

Module 2: The OSINT Toolkit: Free Resources and Search Strategies

e Module Objective: Identify and effectively utilize a range of free OSINT resources, mastering
advanced search techniques.

e Subtopics:
o Advanced Search Engine Techniques (Google Dorks, DuckDuckGo Bangs, etc.).

o Social Media Search: Twitter, Facebook, LinkedIn, Instagram, TikTok ;%2 Advanced search
operators and scraping techniques.

o Public Records Databases: Government websites, property records, court documents.
o Image and Video Reverse Search: Google Images, Tinkye, Yandex Images.
o Archiving Websites: Wayback Machine, Archive.is.
o Email Address Lookup: Hunter.io, Email Hippo, Verify Email.
o Phone Number Research: Tools for identifying carriers and potential locations.
e Suggested Resources/Prerequisites: Basic understanding of search engines and social
media.

e Module Project: Given a hypothetical POI with a vague description (e.g., "a software
developer interested in hiking"), identify at least 5 potential online profiles using only free
resources and advanced search techniques. Document your search queries and results.

Module 3: Introduction to Maltego: Installation, Configuration, and Basic Transforms

e Module Objective: Install, configure, and navigate the Maltego interface, understanding its
core functionality and basic transforms.

e Subtopics:
o Downloading and Installing Maltego (Community Edition/Commercial Versions).
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[e]

Navigating the Maltego Interface: Panes, Palettes, and Graph Layout.

[e]

Understanding Entities and Transforms: The Building Blocks of Maltego Investigations.

Basic Transforms: Website to Email, Email to Phone Number, etc.

[e]

[e]

Visualizing Data: Using different graph layouts and entity properties.

[e]

Connecting to Free Data Sources: Configuring API keys for Twitter, Shodan, etc.

e Suggested Resources/Prerequisites: Basic computer skills.

e Module Project: Using Maltego, create a graph starting with your own name (as an Entity) and
use basic transforms to map your online presence (website, email, social media profiles).
Document the transforms used and the information revealed.

Module 4: Advanced Maltego Techniques: Transforms, Filters, and Collaboration

e Module Objective: Master advanced Maltego techniques, including custom transforms,
filtering, and collaboration features.

e Subtopics:
o Advanced Transforms: Exploring more complex transforms for data enrichment.

[e]

Filtering and Grouping Entities: Organizing and analyzing large datasets.

[e]

Creating Custom Transforms: Introduction to writing simple Python transforms.

[e]

Maltego Collaboration: Sharing graphs and collaborating on investigations.

[e]

Importing and Exporting Data: Integrating Maltego with other tools.

[e]

Case Study: Using Maltego to investigate a phishing campaign.

e Suggested Resources/Prerequisites: Completion of Module 3. Basic understanding of
Python (optional).

e Module Project: Extend the graph from Module 3 by adding more entities and using
advanced transforms to uncover connections. Create a custom transform to extract specific
information from a website. Document the process.

Module 5: Geolocation and Mapping Techniques
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e Module Objective: Utilize OSINT techniques and Maltego to identify and map the location of
a POL.

e Subtopics:
o Geolocation from Social Media: Analyzing images, posts, and metadata for location clues.

[e]

IP Address Geolocation: Understanding the limitations and using tools like IPinfo.io.

[e]

Reverse Geocoding: Converting coordinates to addresses and vice versa.

[e]

Mapping Tools: Google Earth, OpenStreetMap, and their OSINT applications.

[e]

Maltego Geolocation Transforms: Integrating mapping data into Maltego graphs.

[e]

Case Study: Locating a POI based on a photograph posted on social media.

e Suggested Resources/Prerequisites: Completion of Modules 2 and 4. Basic understanding of
geography.

e Module Project: Given a set of social media posts and images from a hypothetical PO, use
OSINT techniques and Maltego to identify their potential location. Document your findings and
Create a map visualization.

Module 6: Circumventing OpSec: Identifying and Overcoming Countermeasures

e Module Objective: Recognize and overcome common OpSec countermeasures employed by
a POL.

e Subtopics:
o ldentifying Pseudonyms and Aliases: Techniques for linking multiple online identities.

o VPNs and Proxy Servers: Understanding their limitations and potential vulnerabilities.
o Burner Phones and Email Addresses: Tracking disposable communication methods.

o Social Media Privacy Settings: Bypassing privacy restrictions and accessing hidden
information.

o Analyzing Metadata: Extracting hidden information from files and documents.

o Case Study: Tracking a POI using a burner email address and a VPN.
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Suggested Resources/Prerequisites: Completion of previous modules.

e Module Project: Given a hypothetical POl using a pseudonym and a VPN, use OSINT

techniques and Maltego to attempt to identify their real identity and location. Document the

OpSec countermeasures encountered and the strategies used to overcome them.

Module 7: Data Correlation and Analysis: Building a Comprehensive Profile

e Module Objective: Correlate data from various sources to build a comprehensive profile of a

POI.

e Subtopics:

o

Data Normalization: Cleaning and standardizing data from different sources.

Link Analysis: Identifying relationships between entities and uncovering hidden
connections.

Pattern Recognition: Identifying patterns in behavior and communication.
Timeline Analysis: Reconstructing events and activities based on OSINT data.
Maltego Visualization Techniques: Presenting complex data in a clear and concise manner.

Case Study: Building a comprehensive profile of a suspected cybercriminal.

e Suggested Resources/Prerequisites: Completion of previous modules.

e Module Project: Using all the techniques learned in previous modules, build a comprehensive

profile of the hypothetical POl from Module 6. Include their real identity, location, online

activities, and any other relevant information. Present your findings in a clear and concise

report.

Module 8: Capstone Project: Locating a POl with Moderate OpSec - Functional Clone

e Module Objective: Apply all learned skills to locate a POl with moderate OpSec and create a

functional clone of the topic, demonstrating mastery of OSINT techniques, Maltego usage, and

ethical considerations.

e Subtopics:

o

Scenario Definition: Choose or be assigned a realistic scenario involving a POI with
moderate OpSec. This could be a journalist investigating a corrupt politician, a security
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professional tracking a potential threat actor, or a researcher studying a specific online
community.

o Planning and Execution: Develop a detailed OSINT plan, outlining the objectives,
resources, and techniques to be used. Execute the plan, gathering data from various
sources and using Maltego to analyze and visualize the information.

o OpSec Countermeasures: Identify and overcome any OpSec countermeasures employed
by the PQOI.

o Profile Development: Build a comprehensive profile of the PO, including their identity,

location, online activities, and any other relevant information.

o Ethical Considerations: Ensure that all activities are conducted ethically and within legal
boundaries.

o Functional Clone and Documentation: Create a detailed report documenting the entire
process, including the scenario, OSINT plan, data sources, techniques used, findings, and
ethical considerations. The report should be structured as a clone of the course topic,
demonstrating understanding of the methodology.

e Suggested Resources/Prerequisites: Completion of all previous modules.

e Module Project: Complete the capstone project and submit the documentation for evaluation.
The documentation will serve as the functional clone, demonstrating your ability to locate a PO
with moderate OpSec using OSINT and Maltego, while adhering to ethical and legal guidelines.

This course outline provides a structured path to mastering OSINT for locating individuals with
moderate OpSec. Remember to emphasize ethical considerations throughout the course. Good
luck, and happy hunting (ethically, of course)!

Okay, let's dive deep into Module 1: Foundations of OSINT and Ethical Considerations. I'll provide a
hyper-detailed, step-by-step guide, incorporating code examples (where relevant for
understanding concepts) and maintaining a focus on ethical considerations throughout.

Module 1: Foundations of OSINT and Ethical Considerations

Module Objective: Understand the core principles of OSINT, its ethical implications, and legal
boundaries.
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Introduction: Welcome to the first step in your OSINT journey! This module lays the groundwork
by defining OSINT, exploring its methodologies, and most importantly, emphasizing the ethical and
legal responsibilities that come with wielding this powerful skill. Remember, with great power comes
great responsibility!

Subtopic 1.1: What is Open-Source Intelligence (OSINT)? Defining Characteristics and
Scope.

What is OSINT?

Open-Source Intelligence (OSINT) is the process of collecting and analyzing information that is
publicly available and legally accessible to produce actionable intelligence. It's about piecing
together publicly available data to gain insights, understand patterns, and answer specific questions.

Defining Characteristics:

e Open-Source: The information is obtained from publicly available sources. This means it's
accessible to anyone, not requiring clandestine methods or classified access.

e Legally Accessible: The information must be obtained legally. This is a crucial distinction. Just
because something is online doesn't mean it's legal to access or use.

e Actionable Intelligence: The raw data is processed and analyzed to create meaningful
insights that can inform decision-making. It's not just about collecting information; it's about
understanding what that information means.

e Diverse Sources: OSINT draws from a wide array of sources, including:
o Traditional Media: Newspapers, magazines, television, radio.

o Online Publications: Websites, blogs, online forums, academic journals.

o Social Media: Twitter, Facebook, LinkedIn, Instagram, TikTok, etc.

o Government Reports: Public records, court documents, legislative information.
o Commercial Data: Business directories, financial reports, marketing data.

o Academic Research: Published papers, theses, conference proceedings.

o Grey Literature: Reports, working papers, and other documents not formally published.
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o Geospatial Data: Maps, satellite imagery, aerial photography.

Scope of OSINT:
OSINT can be applied in a vast range of fields:

e Cybersecurity: Threat intelligence, vulnerability analysis, incident response.

e Law Enforcement: Criminal investigations, fraud detection, missing persons.

e National Security: Counter-terrorism, geopoalitical analysis, defense intelligence.
e Business Intelligence: Market research, competitive analysis, due diligence.

e Journalism: Investigative reporting, fact-checking.

e Humanitarian Aid: Disaster relief, crisis monitoring.

e Academic Research: Social science research, public health studies.

Example: Imagine a journalist investigating a company suspected of environmental pollution. They
might use OSINT to:

1. Gather data: Search news articles, government environmental reports, company websites, and
social media posts to gather information about the company's activities, permits, and any past
violations.

2. Analyze data: Analyze the data to identify patterns of pollution, inconsistencies in reporting,
and potential links to environmental damage.

3. Produce intelligence: Create a report summarizing the findings, highlighting potential
environmental violations, and informing the public about the company's actions.

Subtopic 1.2: The OSINT Cycle: Planning, Collection, Processing, Analysis, Dissemination.

The OSINT cycle is a structured approach to conducting OSINT investigations. It ensures that the
process is systematic, efficient, and produces reliable results.

1. Planning:

o Define the Objective: Clearly define the question or problem you're trying to answer.
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What information are you seeking? What is the scope of the investigation?

o ldentify Requirements: Determine the specific information needed to answer the
objective. What data points are crucial?

o Develop a Strategy: Outline the resources and techniques you will use to collect the
required information. What search terms will you use? Which websites will you explore?
What tools will you leverage?

o Example:
= Objective: Identify potential security vulnerabilities in a small business's public-facing
web applications.

= Requirements: Identify the business's external IP addresses, web servers, software
versions, and open ports.

s Strategy: Use Shodan to scan the IP addresses, utilize to identify open ports,
and examine website headers to determine software versions.

2. Collection:

o Gather Data: Collect information from identified open-source resources.

o Record Sources: Meticulously document all sources of information, including URLs,
timestamps, and search queries. This is crucial for verification and reproducibility.

o Example: Using Shodan, you find that the business's IP address has an
open port 80 (HTTP) and appears to be running Apache version 2.4.41. Record this
information, including the exact Shodan search query and the date/time of the search.

# Example Py 1 (Illustrative - requires Shodan API key and Python Shodan
library)
# This is just an example to show how code might be used in the collection

phase

# s not a fully functional script without proper setup.

from shodan import Shodan

SHODAN API KEY = "YOUR SHODAN API KEY" # Replace with your actual API key
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print (£"IP: {results['ip str']}")
print (f"0S: {results.get('os', 'Unknown')}")
print (f"Ports:

except Exception as

id
id
id
id
id
id
id
id

print (f"Error:

Output (example) :
IP: 203.0.113.45
Linux

Ports: [80, 443,

3. Processing:

o Clean and Organize Data: Remove irrelevant or duplicate data. Standardize data formats.

o Validate Data: Verify the accuracy and reliability of the collected information. Cross-

reference information from multiple sources to confirm its validity.

o Example: You find conflicting information about the Apache version from two different
sources. You decide to investigate further by manually inspecting the website's headers
using your browser's developer tools or a command-line tool like (S

# Example using curl to inspect HTTP headers

curl -I http://203.0.113.45

This might reveal the actual Apache version, resolving the discrepancy.
4. Analysis:

o Interpret Data: Analyze the processed data to identify patterns, trends, and relationships.

o Draw Conclusions: Develop insights based on the analysis. What does the data tell you
about the objective?

o Example: You analyze the open ports, software versions, and SSL certificate information to
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identify potential vulnerabilities. For example, an outdated Apache version might be
vulnerable to known exploits.

5. Dissemination:

o Present Findings: Communicate the results of the OSINT investigation in a clear and
concise format. This could be a written report, a presentation, or a visual dashboard.

o Tailor to Audience: Adjust the level of detail and technical jargon to suit the intended
audience.

o Example: You prepare a report for the business owner, outlining the identified

vulnerabilities, their potential impact, and recommendations for remediation.

Subtopic 1.3: Ethical Hacking vs. Malicious Activity: Navigating the Moral and Legal
Landscape.

This is paramount. The line between ethical OSINT and malicious activity can be blurry.
Understanding the ethical and legal boundaries is crucial to ensure responsible and lawful OSINT
practices.

Ethical Hacking (White Hat Hacking):

e Purpose: To identify vulnerabilities and improve security with the explicit permission of the
system owner.

e Legality: Legal, provided that informed consent is obtained beforehand.
e Motivation: To protect systems and data from malicious actors.
e Transparency: Open communication with the system owner about findings and

recommendations.

Malicious Activity (Black Hat Hacking):

e Purpose: To gain unauthorized access to systems and data for malicious purposes, such as
theft, damage, or disruption.

e Legality: lllegal and punishable by law.
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Motivation: Personal gain, revenge, or ideological reasons.

e Secrecy: Concealment of activities and exploitation of vulnerabilities.

Key Differences:

Feature Ethical Hacking Malicious Activity
Permission Explicit Consent No Consent
Purpose Security Improvement Malicious Intent
Legality Legal lllegal
Transparency Open Communication Concealment

Applying this to OSINT:

e Ethical OSINT: Gathering publicly available information to identify potential security risks for an
organization with their permission. Or, conducting open-source research for journalistic
purposes, staying within legal boundaries.

e Malicious OSINT: Gathering information about an individual or organization without their
knowledge or consent for stalking, harassment, or other harmful purposes. This can also include
gathering information to commit fraud or identity theft.

Example:

e Ethical: A cybersecurity consultant is hired by a company to assess their online presence for
potential information leaks. They use OSINT techniques to identify publicly available employee
information, exposed credentials, and potential vulnerabilities in their web applications. They
then provide the company with a report outlining their findings and recommendations for

improvement.

e Malicious: An individual uses OSINT techniques to gather personal information about a target,
such as their home address, phone number, and social media profiles, with the intent to stalk
or harass them. They then use this information to send threatening messages, post defamatory
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content online, or even physically harass the target.

Important Considerations:

o Always obtain explicit permission before conducting OSINT activities that could
potentially impact an individual or organization.

e Avoid accessing or collecting sensitive personal information that is not publicly
available.

e Respect privacy settings and terms of service of online platforms.
e Be transparent about your intentions and the purpose of your OSINT activities.

e Do not use OSINT to engage in illegal or unethical activities, such as stalking,
harassment, or fraud.

Subtopic 1.4: Data Privacy Laws (GDPR, CCPA) and their Impact on OSINT Investigations.

Data privacy laws like GDPR (General Data Protection Regulation) in the EU and CCPA (California
Consumer Privacy Act) in the US have significant implications for OSINT investigations. These laws
regulate the collection, processing, and use of personal data.

Key Concepts:

e Personal Data: Any information relating to an identified or identifiable natural person ("data
subject"). This includes names, addresses, email addresses, phone numbers, IP addresses,
location data, online identifiers, and even photographs.

o Data Controller: The entity that determines the purposes and means of the processing of
personal data.

e Data Processor: The entity that processes personal data on behalf of the data controller,

e Data Subject Rights: Individuals have rights regarding their personal data, including the right
to access, rectify, erase, restrict processing, and object to processing.

o Lawful Basis for Processing: Under GDPR, personal data can only be processed if there is a
lawful basis, such as consent, contract, legal obligation, vital interests, public interest, or
legitimate interests.
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Impact on OSINT:

e Legitimate Interest: OSINT activities may be justified under the "legitimate interests" basis, but
this requires a careful balancing of the interests of the data controller (the OSINT investigator)
against the rights and freedoms of the data subject.

e Data Minimization: OSINT investigators should only collect and process the minimum amount
of personal data necessary to achieve the objective. Avoid collecting excessive or irrelevant
data.

e Purpose Limitation: Personal data should only be processed for the specific purpose for
which it was collected.

e Transparency: OSINT investigators should be transparent about their data processing
activities, where feasible and appropriate.

e Data Security: OSINT investigators must implement appropriate security measures to protect
personal data from unauthorized access, use, or disclosure.

o Data Retention: Personal data should only be retained for as long as necessary to achieve the

purpose for which it was collected.

Examples:

e GDPR: A researcher in the EU wants to use OSINT to study online communities. They need to
ensure that they are not collecting or processing personal data without a lawful basis. If they
are collecting personal data, they need to be transparent about their activities and provide
individuals with the opportunity to exercise their data subject rights.

e CCPA: A business in California wants to use OSINT to conduct market research. They need to
comply with the CCPA's requirements regarding the collection, use, and disclosure of personal
information. They must provide consumers with notice of their data practices and the
opportunity to opt-out of the sale of their personal information.

Practical Considerations:

e Anonymization and Pseudonymization: Consider using techniques to anonymize or

pseudonymize personal data to reduce the risk of identifying individuals.

e Legal Advice: Consult with legal counsel to ensure compliance with data privacy laws.
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e Privacy Policies: Review the privacy policies of websites and online platforms to understand
how they collect and use personal data.

e International Laws: Be aware of data privacy laws in different countries, as they may vary.

Subtopic 1.5: Principles of Responsible OSINT: Minimizing Harm, Avoiding Misinformation.

Responsible OSINT is about conducting investigations ethically and minimizing potential harm to
individuals and society.

Key Principles:

e Minimize Harm: Avoid actions that could cause harm to individuals, organizations, or society.
This includes reputational damage, emotional distress, physical harm, or financial loss.

e Respect Privacy: Respect the privacy of individuals and organizations. Avoid collecting or
disclosing sensitive personal information that is not publicly available.

e Avoid Misinformation: Verify the accuracy and reliability of information before disseminating
it. Avoid spreading false or misleading information.

e Transparency: Be transparent about your intentions and the purpose of your OSINT activities,
where feasible and appropriate.

e Accountability: Take responsibility for your actions and the consequences of your OSINT
activities.

e Legality: Comply with all applicable laws and regulations.

e Proportionality: Ensure that the scope and intensity of your OSINT activities are proportionate
to the legitimate objective you are trying to achieve.

e Data Security: Protect the data you collect from unauthorized access, use, or disclosure.

e Do No Harm (Primum Non Nocere): A core ethical principle borrowed from medicine. The
primary goal is to avoid causing harm.

Practical Examples:

e Avoid "doxxing": Do not publicly release personal information about an individual with the
intent to harass or intimidate them.
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e Verify information before sharing: Before sharing information found online, verify its
accuracy by cross-referencing it with multiple sources.

e Be mindful of the impact of your actions: Consider the potential consequences of your
OSINT activities on individuals and organizations.

e Respect privacy settings: Do not attempt to bypass privacy settings or access information
that is intended to be private.

e Disclose your identity when appropriate: When contacting individuals or organizations,

disclose your identity and the purpose of your inquiry.

Subtopic 1.6: Case Study: The Cambridge Analytica Scandal - An example of OSINT gone
wrong.

The Cambridge Analytica scandal serves as a stark reminder of the potential for OSINT to be
misused and the importance of ethical considerations.

Overview:

Cambridge Analytica was a political consulting firm that harvested personal data from millions of
Facebook users without their consent. They used this data to build psychological profiles of voters
and target them with personalized political advertisements.

How OSINT was used (and misused):

o Data Harvesting: Cambridge Analytica obtained data from Facebook through a personality
quiz app developed by a researcher. Users who took the quiz unknowingly granted the app
access to their own data, as well as the data of their Facebook friends. This resulted in the
collection of data from millions of users who had not explicitly consented.

e Psychological Profiling: Cambridge Analytica used the harvested data to create detailed
psychological profiles of voters based on their likes, interests, and online behavior.

o Targeted Advertising: These profiles were then used to target voters with personalized
political advertisements designed to influence their opinions and voting decisions.

Ethical and Legal Violations:
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e Lack of Consent: The data was collected without the explicit consent of millions of Facebook
users.

e Privacy Violations: The data was used in a way that violated the privacy of individuals.

e Misleading Information: The targeted advertisements often contained misleading or false
information.

e Potential Influence on Elections: The use of personalized political advertisements may have
influenced the outcome of elections.

e GDPR Violations: Cambridge Analytica's activities violated GDPR regulations due to the lack of

consent and transparency.

Lessons Learned:

e Informed Consent is Crucial: Always obtain explicit and informed consent before collecting or
using personal data.

e Transparency is Essential: Be transparent about your data processing activities and how you
are using personal data.

e Respect Privacy: Respect the privacy of individuals and organizations.
e Avoid Manipulating Individuals: Do not use OSINT to manipulate or deceive individuals.
e Comply with Data Privacy Laws: Adhere to all applicable data privacy laws and regulations.

e The ethical implications of OSINT can have global impact.

The Cambridge Analytica scandal highlights the potential for OSINT to be used for unethical and
harmful purposes. It underscores the importance of conducting OSINT activities responsibly and
ethically, and in compliance with all applicable laws and regulations.

Module 1 Project: Ethical OSINT Checklist

Objective: Create an "Ethical OSINT Checklist" for future investigations, outlining key ethical and
legal considerations. This will become the first section of your final project documentation.

Instructions:

1. Review the module content: Revisit all the subtopics covered in this module, paying close
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attention to the ethical and legal considerations discussed.

2. Brainstorm potential ethical dilemmas: Think about the types of situations you might
encounter during OSINT investigations where ethical considerations could arise.

3. Create a checklist: Develop a checklist of questions or considerations to guide your ethical
decision-making during future OSINT investigations.

4. Organize the checklist: Structure the checklist in a logical and easy-to-follow format.

5. Provide explanations: For each item on the checklist, provide a brief explanation of why it is
important and how it relates to ethical OSINT practices.

6. Include examples: Provide concrete examples of how the checklist item might apply in a real-
world OSINT investigation.

7. Format the checklist: Format the checklist using Markdown for clarity and readability.

Example Checklist Items:

e Have | obtained explicit permission to conduct this investigation? (Explanation: Obtaining
permission ensures that you are not violating anyone's privacy or engaging in unauthorized
activities. Example: If you are investigating a company's security posture, you should obtain
their explicit consent before conducting any OSINT activities.)

e Am | collecting only the minimum amount of personal data necessary to achieve my
objective? (Explanation: Data minimization helps to protect privacy and reduce the risk of
harm. Example: If you are investigating a potential threat actor, you should only collect
information that is directly relevant to identifying and assessing the threat.)

e Am | verifying the accuracy and reliability of the information | am collecting?
(Explanation: Verifying information helps to avoid spreading misinformation and protect
reputations. Example: Before sharing information found on social media, you should cross-
reference it with multiple sources.)

e Am | being transparent about my intentions and the purpose of my investigation?
(Explanation: Transparency builds trust and helps to avoid misunderstandings. Example: When
contacting individuals or organizations, you should disclose your identity and the purpose of
your inquiry.)
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Am | complying with all applicable data privacy laws and regulations? (Explanation:
Compliance with data privacy laws helps to protect individuals' rights and avoid legal penalties.
Example: If you are processing personal data of EU citizens, you need to comply with GDPR
regulations.)

e Could my actions potentially cause harm to individuals, organizations, or society?
(Explanation: This is a crucial question to ask before taking any action. If there's a risk of harm,
carefully re-evaluate your approach. Example: Releasing the names of potential victims of a
data breach before they have been notified could cause significant distress.)

e Am | engaging in "doxing" or other forms of harassment? (Explanation: Doxing is the
malicious release of personal information and is unethical and illegal. Example: Avoid posting
someone's home address or phone number online with the intent to harass them.)

e Have | considered the potential for my findings to be misused? (Explanation: Even if your
intentions are good, others may use your findings for harmful purposes. Consider the potential
for misuse and take steps to mitigate the risk. Example: If you're researching vulnerabilities in a
software system, be careful not to release information that could be exploited by malicious
actors.)

Checklist Format (Markdown Example):

## Ethical OSINT Check

This checklist is designed to guide ethical decision-making during OSINT

investigations. Review each item carefully before proceeding.

1. Purpose and Scope:** S > ose this OSINT activity clearly
and legitimate?
Explanation: A v > ensure focused and avoid

ry data collection.

Example: Instead of "Find everything I can about John Doe," use

"Investigate John Doe's potential involvement in a specific fraud sc

] 2. Legal Compliance:** Have I identified relevant laws
regulations (e.g.,

* Explanation:
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* Example: If investigating an EU citizen, understand GDPR's requirements for

data processing and individual rights.

] 3. Data Minimization:** Am I only collecting the minimum amount of
personal data necessary to achieve the defined purpose?
* Explanation: Collecting excessive data increases the risk of privacy
violations and potential harm.

* Example: If investigating a company's security, focus on publicly exposed

information and avoid gathering employee's personal details unless directly

relevant.

] 4. Transparency (Where Possible):** 1TIs it possible to be transparent
about the purpose of this investigation without compromising the objectives?
* Explanation: Transparency can build trust and reduce the risk of
misunderstandings.
* Example: If contacting a company for information, identify yourself and

your purpose unless doing so would jeopardize the investigation.

] 5. Accuracy and Verification:** Am I verifying the accuracy and
reliability of the information I collect from multiple sources?
* Explanation: Avoid spreading misinformation or relying on unreliable
sources.
* Example: Cross-reference information from social media with official

records or news reports.

] 6. Potential Harm Assessment:** Could this investigation potentially
cause harm (reputational, emotional, financial, physical) to individuals or
organizations?

* Explanation: Consider the potential consequences of your actions and take
steps to mitigate the risk of harm.
* Example: Releasing unverified information about someone's criminal record

could cause irreparable reputational damage.

] 7. Privacy Respect:** Am I respecting the privacy settings and
expectations of individuals and organizations?
* Explanation: Avoid attempting to bypass privacy settings or access
information that is intended to be private.
* Example: Do not attempt to access a private Facebook profile or use

scraping tools to collect data from a website that prohibits it.
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* **[ ] 8. Data Security:** Am I taking appropriate measures to protect the data
I collect from unauthorized access, use, or disclosure?

* Explanation: Protect the data you collect as if it were your own sensitive
information.

* Example: Use strong passwords, encrypt sensitive data, and store data

securely.

] 9. Doxing Prevention:** Am I avoiding any actions that could be construed
as "doxing" or harassment?
* Explanation: Doxing is the malicious release of personal information and
is unethical and illegal.
* Example: Never publish someone's home address, phone number, or other

personal information with the intent to harass or intimidate them.

] 10. Misuse Prevention:** Have I considered the potential for my findings
to be misused by others, and have I taken steps to mitigate that risk?
* Explanation: Even with good intentions, your findings could be used for
harmful purposes.
* Example: If researching vulnerabilities in a software system, avoid

releasing information that could be exploited by malicious actors.

* **[ ] 11. Proportionality:** 1Is the scope and intensity of this OSINT activity
proportionate to the legitimate objective I am trying to achieve?

* Explanation: Avoid using excessive or intrusive methods unless absolutely
necessary.

* Example: If investigating a minor infraction, avoid using techniques that

could reveal highly sensitive personal information.

] 12. Continuous Evaluation:** Am I continuously evaluating the ethical
implications of my actions throughout the OSINT process?
* Explanation: Ethical considerations are not a one-time event.
Continuously re-evaluate your actions and adjust your approach as needed.
* Example: If you uncover unexpected information that raises ethical

concerns, stop and reassess your approach.

Submission:

Submit your completed "Ethical OSINT Checklist" as a Markdown file. This will be graded based on

its completeness, clarity, and relevance to the ethical principles discussed in this module. This
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checklist will form the foundation of the ethics section in your final project.

Congratulations! You've completed Module 1. You now have a solid understanding of the
foundations of OSINT, its ethical implications, and the legal boundaries that must be respected.
Remember to always prioritize ethical considerations throughout your OSINT journey. Good luck
with Module 2!

Okay, here's the hyper-detailed, step-by-step course materials for Module 2: "The OSINT Toolkit:
Free Resources and Search Strategies." I'm aiming for clarity, practicality, and a teaching-focused
approach. Let's dive in!

Module 2: The OSINT Toolkit: Free Resources and Search
Strategies

Module Objective: Identify and effectively utilize a range of free OSINT resources, mastering
advanced search techniques.

Introduction:

Welcome to Module 2! In this module, we'll be building your OSINT arsenal. We'll focus on free and
readily available tools and techniques that form the bedrock of any successful investigation. The key
is not just knowing about these resources, but understanding how to use them effectively to
uncover the information you need. We'll go beyond basic search and delve into advanced
operators, scraping techniques (ethically!), and how to leverage these tools for maximum impact.

Subtopic 1. Advanced Search Engine Techniques (Google Dorks, DuckDuckGo Bangs, etc.)

Goal: Master advanced search operators to refine your queries and uncover hidden results.

Why is this important? Basic searches often return overwhelming and irrelevant results. Advanced
operators allow you to target specific file types, websites, phrases, and more, saving you time and
effort.

1.1 Google Dorks (Advanced Google Search Operators):

Google Dorks (or Google Hacking) are search queries that use advanced operators to find specific
information on the internet. Think of them as secret keys to unlock hidden corners of the web.

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



Remember to use these responsibly and ethically.
. Restricts search results to a specific website or domain.

o Example: site:example.com "security vulnerability" (FlﬂdS pages on example.com

that mention "security vulnerability").

. Specifies the file type to search for.

o Example: filetype:pdf "company confidential" (FlﬂdS PDF documents Containing the

. Searches for a specific word or phrase within the URL.

o Example: (FENESEEEEIREREIEEERTE (Finds pages with "admin” in the URL that also contain

the word "login"). Be very careful with this one, as it can be used for malicious purposes.

. Searches for a specific word or phrase within the page title.

CRSCIIOJEE - iclc:"index of" "password: (Finds pages with "index of" in the title

that also contain a file named "passwords.txt" - DO NOT attempt to download or access
any files containing passwords, this is for demonstration purposes only).

. Searches for a specific word or phrase within the page content.

o Example: intext:"copyright 2023" "company name" (FlﬂdS pages Containing "Copyright

2023" and "company name" in the text).

. Finds websites that are similar to a specified website.

o Example: related:wikipedia.org (FlﬂdS websites similar to Wlklpedla)

. Displays the cached version of a web page. Useful if a website is down or has been
updated.

o Exam ple: cache:example.com
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. Provides a definition of a word or phrase.

o Example: (EEERRCEISERIE

o EEEEERE: Finds pages where two words or phrases are within X words of each other.

o Example: (EEEEE R G MIC IR R el (Finds pages where "John Doe" and "New

York" are within 5 words of each other).

e @ (Minus sign): Excludes results containing a specific word or phrase.

o Example: (EEEREEEREEE (Scarches for "jaguar" but excludes results related to cars).

Practice: Experiment with combining these operators for even more targeted searches. For
example:

v

:linkedin.com inurl:in "software engineer" "San Francisco'

This searches LinkedIn for profiles of software engineers in San Francisco.
1.2 DuckDuckGo Bangs:

DuckDuckGo "Bangs" are shortcuts that allow you to directly search on other websites from
DuckDuckGo's search bar. They're incredibly efficient.

BED Scarches on Google. Example: ([T

BB Scarches on Wikipedia. Example:

Searches on YouTube. Example: (R

Searches on IMDDb. Example: limdb The Matrix

. Searches on GitHub. Example: (KERIELEEEIEEEEHtE (Finds the awesome-osint
repository)

o BB Scarches on Stack Overflow. Example: ([

. Searches on Twitter. Example: (HRe Rt SRR
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Finding More Bangs: DuckDuckGo has a comprehensive list of bangs on their website:
https://duckduckgo.com/bang. Browse this list to discover bangs relevant to your OSINT
investigations.

1.3 Other Search Engines:

Don't limit yourself to Google and DuckDuckGo. Other search engines can provide different results

and perspectives.

e Yandex: Strong in Eastern European and Russian content. Good for image search.
e Baidu: Dominant in China. Useful for finding Chinese-language content.

e SearXNG: A metasearch engine that aggregates results from multiple search engines while
respecting your privacy. Self-hostable.

Code Example (Python with for basic Google Dorking):

This is a very basic example and should not be used for aggressive scraping. It's for educational
purposes only. Remember to respect robots.txt and rate limits.

import requests

from bs4 import BeautifulSoup

def google dork(query) :
"""Performs a basic Google dork search and returns the top
f"https://www.google.com/search?g={query}"
headers =
AppleWebKit/537
Important

try:

(dxx or

'html .parser')

results = soup.find all('div', class ='tF2Cxc') # This class might change,

the Google search page to find the correct one
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for i, result in enumerate (results[:5]): # Limit to top 5

link = result.find('a') ['href']

title = result.find('h3') .text

print (f"{i+1}. {title}\n {link}\n")

except requests.exceptions.RequestException as e:
print (f"Error during request:
except Exception as e:

print (f"An unexpected error occurred: {e}l")

# Example usage:

google dork("site:example.com intitle:security report")

Important Considerations:

e User-Agent: Always set a User-Agent in your requests to mimic a real browser. This helps
avoid being blocked by websites.

e Rate Limiting: Don't make too many requests in a short period of time. This can overload the
server and get your IP address blocked. Implement delays between requests.

e Terms of Service: Always review the terms of service of any website you're scraping. Some
sites prohibit scraping.

e Ethical Scraping: Only scrape data that is publicly available and that you have a legitimate
reason to access. Avoid scraping personal information without consent.

Subtopic 2: Social Media Search: Twitter, Facebook, LinkedIn, Instagram, TikTok i;>
Advanced Search Operators and Scraping Technigues.

Goal: Effectively search and extract information from various social media platforms.

Why is this important? Social media is a goldmine of OSINT data. People often share personal
information, locations, interests, and connections on these platforms.

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



2.1 Twitter Advanced Search:

Twitter's advanced search is a powerful tool for finding specific tweets. You can access it here:
https://twitter.com/search-advanced

Key search parameters:

e Words: Find tweets containing specific words or phrases.
e Accounts: Find tweets from or to specific accounts.

e Hashtags: Find tweets containing specific hashtags.

o Dates: Find tweets within a specific date range.

e Location: Find tweets near a specific location (requires location services to be enabled by the
user).

e Engagement: Filter tweets by the number of likes, retweets, or replies.

Twitter Search Operators (can be used directly in the search bar):

Find tweets from a specific user. Example:

Find tweets to a specific user. Example:

Mentions a specific user. Example: ([Tt

Find tweets with a specific hashtag. Example:

Find tweets since a specific date. Example:

Find tweets until a specific date. Example:

Find tweets near a specific location. Example: (i York" within:10mi

Find tweets containing images.
Find tweets containing videos.

2.2 Facebook Search:

Facebook's search functionality is less powerful than Twitter's, but it still offers valuable insights. Use
the search bar at the top of the page.
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People: Search for people by name, location, education, etc.

Pages: Search for pages related to specific interests or organizations.

Groups: Search for groups related to specific topics.

Posts: Search for posts containing specific keywords.

e Events: Search for events happening in a specific location.

Graph Search (Limited Availability): Facebook's Graph Search, which allowed for highly specific
queries (e.g., "People who like OSINT and live in London"), has been largely deprecated. However,
some limited functionality may still be available.

2.3 LinkedIn Search:

LinkedIn is a professional networking platform, making it a valuable resource for finding information
about individuals' careers, skills, and connections.

e People: Search for people by name, job title, company, location, etc.

Jobs: Search for job postings.

Companies: Search for company profiles.

Groups: Search for professional groups.

Advanced Search: LinkedIn offers an advanced search feature with more granular filtering
options.

LinkedIn Recruiter Lite (Free with Limits): While LinkedIn Recruiter is a paid service, the "Lite"
version offers some free search capabilities with limitations on the number of profiles you can view
per month.

2.4 Instagram Search:
Instagram's search functionality is primarily based on hashtags and user accounts.

e Hashtags: Search for posts containing specific hashtags.

e Accounts: Search for user accounts.
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e Places: Search for posts tagged with a specific location.

2.5 TikTok Search:
TikTok's search is similar to Instagram, focusing on hashtags, user accounts, and sounds.

e Hashtags: Search for videos containing specific hashtags.
e Accounts: Search for user accounts.

e Sounds: Search for videos using a specific sound.

Social Media Scraping (Ethical Considerations and Tools):

Scraping social media data can be useful for large-scale analysis, but it's crucial to do it ethically
and legally.

e APIs: Most social media platforms offer APIs (Application Programming Interfaces) that allow
developers to access data in a structured way. Using the APl is the preferred method for
scraping data. However, APIs often have rate limits and require authentication.

e Web Scraping Libraries (Beautiful Soup, Scrapy): If an API is not available or does not
provide the data you need, you can use web scraping libraries like Beautiful Soup and Scrapy
to extract data directly from the HTML of web pages. Be extremely careful when scraping.
Always respect ([aaasd rate limits, and terms of service. Avoid scraping personal
data without consent.

e Third-Party Scraping Tools: Several third-party tools are available for scraping social media
data. Research these tools carefully and ensure they comply with ethical and legal guidelines.

Code Example (Python with for Twitter API access):

To use the Twitter API, you'll need to create a Twitter developer account and obtain APl keys
(Consumer Key, Consumer Secret, Access Token, Access Token Secret).

import tweepy

# Replace with your actual API keys
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# Authenticate to Twitter

auth = tweepy.OAuthHandler (consumer key, consumer secret)

secret)

API (auth, wait on rate limit=True) # wait on rate limit handles rate

limits automatically

# Search for tweets containing a specific keyword
query = "OSINT"
try:
tweets = api.search tweets(g=query, lang="en", count=10) # Search for 10
English tweets
for tweet in tweets:

print (f" {tweet Ser.sc . {tweet.text}\n")

{e}l™)

Important Considerations:

e API Rate Limits: Social media APIs have rate limits that restrict the number of requests you can
make within a certain time period. Be mindful of these limits and implement strategies to avoid

exceeding ﬂﬁ@ﬂ?(@{},tﬁ“ﬁg wait on rate limit=True n tweepy

e Terms of Service: Always review the terms of service of the social media platform before
scraping data.

e Authentication: Most social media APIs require authentication using APl keys.

e Data Privacy: Be careful when handling personal data obtained from social media. Comply
with data privacy laws and regulations (e.g., GDPR, CCPA).

Subtopic 3: Public Records Databases: Government websites, property records, court
documents.
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Goal: Locate and utilize publicly available records for OSINT investigations.

Why is this important? Public records can provide valuable information about individuals,
businesses, and properties.

3.1 Government Websites:

e Federal Government: USA.gov is a portal to U.S. government information and services. You
can find links to various federal agencies and databases.

e State Government: Each U.S. state has its own website with links to state agencies and
services.

e Local Government: City and county websites often provide information about local services,
ordinances, and public records.

Examples of Government Databases:

e SEC EDGAR Database (U.S. Securities and Exchange Commission): Provides access to
filings made by publicly traded companies.

USPTO (U.S. Patent and Trademark Office): Search for patents and trademarks.

FOIA (Freedom of Information Act) Requests: You can submit FOIA requests to
government agencies to request access to records that are not publicly available.

National Sex Offender Public Website: Search for registered sex offenders. Use with
extreme caution and ethical considerations.

CDC (Centers for Disease Control and Prevention): Public health data and statistics.

3.2 Property Records:

e County Recorder's Office: Property records are typically maintained by the county recorder's
office. You can often search for property records online or in person.

e Online Property Search Tools: Several online tools provide access to property records, often
for a fee. Examples include Zillow, Trulia, and Redfin (for basic information) and more
specialized services like LexisNexis or Accurint (often used by professionals). Access to detailed
records often requires a subscription.
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Information Found in Property Records:

e Property Owner: Name and address of the property owner.

Property Description: Legal description of the property.

Assessed Value: The value of the property for tax purposes.

Sales History: Past sales of the property.

Liens and Mortgages: Information about any liens or mortgages on the property.

3.3 Court Documents:

e PACER (Public Access to Court Electronic Records): Provides access to court documents
from U.S. federal courts. Requires registration and charges a fee per page.

o State Court Websites: Many state courts provide online access to court documents.

e RECAP (Free PACER Archive): A project that archives PACER documents and makes them
available for free. https://www.courtlistener.com/recap/

e CourtListener: Offers a searchable database of court opinions, dockets, and judges.

Information Found in Court Documents:

e Case Filings: Complaints, motions, and other documents filed in a case.
e Court Orders: Orders issued by the court.
e Judgments: The final decision in a case.

e Transcripts: Records of court proceedings.

Important Considerations:

e Fees: Access to some public records databases may require a fee.
e Accuracy: Public records may not always be accurate or up-to-date.
e Redaction: Some information in public records may be redacted to protect privacy.

e Availability: The availability of public records varies depending on the jurisdiction.
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Subtopic 4: Image and Video Reverse Search: Google Images, Tinkye, Yandex Images.

Goal: Identify the source and context of images and videos using reverse search technigues.

Why is this important? Reverse image search can help you identify the origin of an image, find
similar images, and determine if an image has been altered or used in a misleading way. Reverse
video search is less developed but gaining traction.

4.1 Google Images Reverse Search:

e Upload an Image: Go to Google Images (https://images.google.com/) and click the camera
icon in the search bar. You can upload an image from your computer or paste the URL of an

image.

e Search by Image URL: Paste the URL of an image into the Google Images search bar.

4.2 Tinkye:

Tinkye (https://tineye.com/) is a specialized reverse image search engine that focuses on finding
exact matches and identifying where an image has been used online. It's particularly good at

finding modified versions of images.
4.3 Yandex Images:

Yandex Images (https://yandex.com/images/) is another reverse image search engine that can be
useful for finding images that are not found by Google or Tinkye. It's particularly strong with images

from Eastern Europe and Russia.
4.4 Other Reverse Image Search Engines:

e Bing Visual Search: Microsoft's reverse image search.

e Baidu Image Search: Useful for finding images popular in China.

What to Look For in Reverse Image Search Results:

e Original Source: Identify the original source of the image to determine its authenticity and

context.
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e Similar Images: Find similar images that may provide additional information about the subject.
e Context: Determine how the image is being used in different contexts.
e Metadata: Examine the image metadata (e.g., EXIF data) for information about the camera,

location, and date the image was taken.

4.5 Reverse Video Search:
Reverse video search is less mature than reverse image search, but it's improving.

e Google Lens: Google Lens can be used to identify objects and scenes in videos.
e YouTube Search: Use keywords to search for videos that contain similar content.
e Third-Party Video Search Tools: Explore specialized video search tools that may offer

advanced features like object recognition and scene analysis.

Example Scenario:

You find an image of a protest on social media and want to verify its authenticity. You can use
reverse image search to see if the image has been used in other contexts or if it has been altered.
You can also use reverse image search to identify the location of the protest.

Code Example (Python with for downloading an image for reverse image
search):

This example downloads an image from a URL, which you could then upload to a reverse image
search engine manually. Automating the upload to a reverse image search engine is more complex
and may violate their terms of service.

import requests

image url, filename="imz .Jpeg") :

"""Downloads an image from a URL and saves it to a file.™""

et (image url, stream=True)

# Raise HTTPError for bad re
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with open(filename, 'wb') as out file:
for chunk in response.iter content (chunk size=819 : Stream the
content in chunks
out file.write (chunk)
print (f"Image downloaded successfully to {filename}")
return filename
except re sts.exceptions.RequestException as e:
print (f"Error downloading image: {e}")
return None
except Exception as e
print (f"An unexpected error occurred: {e}l")

return None

# Example usage:

image url = "https://www.easygifanimator.net/images/samples/video-to-gif-

sample.gif" # Replace with a real image URL

download image (image url)

Important Considerations:

e Image Quality: The quality of the image can affect the accuracy of reverse image search

results.
e Image Size: Larger images generally produce better results.

e Cropping and Editing: Cropping or editing an image can make it more difficult to find

matches.

o Copyright: Be aware of copyright restrictions when using images found through reverse image

search.
Subtopic 5: Archiving Websites: Wayback Machine, Archive.is.
Goal: Access historical versions of websites using archiving tools.

Why is this important? Websites change frequently. Archiving tools allow you to access past
versions of websites to see what information was available at a specific point in time. This is critical
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for tracking changes, verifying information, and uncovering deleted content.
5.1 Wayback Machine (Internet Archive):

The Wayback Machine (https://archive.org/web/) is a digital archive of the World Wide Web. It has
been crawling and archiving websites since 1996.

e Browse History: Enter a URL into the Wayback Machine search bar to see a calendar of
snapshots of the website over time.

e Save a Page: You can save a current web page to the Wayback Machine by entering the URL
into the "Save Page Now" box.

5.2 Archive.is:

Archive.is (https://archive.is/) is another website archiving service. It's particularly useful for archiving
dynamic web pages and social media posts.

e Save a Page: Enter a URL into the Archive.is search bar to save a snapshot of the page.
Archive.is also allows you to create short, permanent URLs for archived pages.

5.3 Other Archiving Tools:

e Perma.cc: A service that allows you to create permanent links to web pages. Designed for
academic and legal citations.

e Memento Project: A distributed web archiving framework.

Example Scenario:

A news article is deleted from a website. You can use the Wayback Machine or Archive.is to access
a saved version of the article.

Important Considerations:

e Completeness: Archiving tools do not capture every page on the web. The completeness of
the archive depends on the frequency of crawling and the website's robots.txt file.

e Dynamic Content: Archiving dynamic content (e.g., JavaScript-heavy websites) can be
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challenging. Some archiving tools may not capture all of the interactive elements of a page.

e Time Delays: It may take some time for a web page to be archived after it is saved.
Subtopic 6: Email Address Lookup: Hunter.io, Email Hippo, Verify Email.
Goal: Verify and gather information about email addresses using online tools.

Why is this important? Email addresses can be a valuable starting point for OSINT investigations.
You can use email address lookup tools to verify the validity of an email address, identify the
associated organization, and find related information.

6.1 Hunter.io:

Hunter.io (https://hunter.io/) allows you to find email addresses associated with a specific website. It
also provides information about the organization and the likelihood that an email address is valid.

e Domain Search: Enter a website domain to find email addresses associated with that domain.

e Email Finder: Enter a person’s name and company to find their email address. (Limited free
usage).

e Email Verifier: Verify the deliverability of an email address.

6.2 Email Hippo:

Email Hippo (https://emailhippo.com/) is an email verification service that checks the validity and
deliverability of email addresses. It provides detailed information about the status of an email
address, including whether it is valid, invalid, or risky.

e Email Verification: Upload a list of email addresses or verify individual email addresses.

6.3 Verify Email:

Verify Email (https://verify-email.org/) is a free online tool that verifies the validity of email
addresses.

e Email Verification: Enter an email address to verify its validity.

6.4 Email Permutator:
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If you know someone's name and the company they work for, but can't find their email, try an
email permutator like https://email-permutator.com/. This tool generates possible email addresses
based on common naming conventions. You can then use an email verification tool to check if any

of the generated addresses are valid.
Example Scenario:

You have an email address and want to verify that it is valid and associated with a specific
organization. You can use Hunter.io to find the organization associated with the email address and
Email Hippo to verify its deliverability.

Code Example (Python with to query Hunter.io API - requires API key):

import requests

def hunter io domain search(domain, api key):
"""Searches Hunter.io for email addresses associated with a domain.™""
url = f"https://api.hunter.io/v2/domain-search?domain={domain}é&api key=
{api_key}"
try:
response = requests.get (url)

response.raise for status() # Raise HTTPError for bad responses (4xx or

data = response.json ()

if data["data"] ["emails"]:
print (f"Email addresses found for {domain}:")
for email in data["data"] ["emails"]:
print (f"- {email['value'l} (Type: {email['type']}, Confidence:
{email['confidence']l})")
else:

print (f"No email addresses found for {domain}")

except requests.exceptions.RequestException as e:
print (f"Error during Hunter.io API request: {e}")
except Exception as e:

print (f"An unexpected error occurred: {e}l")
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# Example usage:

domain = "example.com" # Replace with the domain you want to search

Y

api key = "YOUR HUNTER IC _KEY" # Replace with your Hunter.io API key

hunter io domain search(domain, api key)

Important Considerations:

e API Keys: Some email address lookup tools require an API key.
e Accuracy: Email address lookup tools are not always 100% accurate.
e Privacy: Be mindful of privacy concerns when using email address lookup tools. Avoid using

these tools to collect email addresses for spamming or other unethical purposes.

Subtopic 7: Phone Number Research: Tools for identifying carriers and potential locations.

Goal: Gather information about phone numbers using online tools.

Why is this important? Phone numbers can be linked to individuals, businesses, and locations.
Phone number research tools can help you identify the carrier, location, and other information
associated with a phone number.

7.1 Free Reverse Phone Lookup Tools:

e WhitePages: (https://www.whitepages.com/) Provides basic information about phone
numbers, including the carrier and location. Often requires a paid subscription for detailed
information.

e ZabaSearch: (https://www.zabasearch.com/) Offers free reverse phone lookup, but the

information may be limited.

e Truecaller: (https://www.truecaller.com/) A popular caller ID and spam blocking app that also
offers reverse phone lookup.

7.2 Paid Reverse Phone Lookup Services:

e BeenVerified: (https://www.beenverified.com/) Provides detailed information about phone
numbers, including the owner's name, address, and background information.
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e Intelius: (https://www.intelius.com/) Similar to BeenVerified, offering comprehensive
background checks and phone number lookups.

7.3 Carrier Lookup Tools:

e Free Carrier Lookup: (https://freecarrierlookup.com/) Allows you to identify the carrier
associated with a phone number.

7.4 Google Search:

Simply searching a phone number in Google can often reveal valuable information, such as the
owner's name, address, or business affiliation.

Example Scenario:

You receive a suspicious phone call and want to identify the caller. You can use reverse phone
lookup tools to identify the caller's name, location, and carrier.

Code Example (Python with library for basic phone number validation and
formatting):

This library is great for validating phone number formats, extracting country codes, and formatting
numbers according to international standards. It doesn't provide reverse lookup information.

import phonenumbers

validate and format phone number (phone number, country code="US"):

LURIRIAYS

alidates and formats a phone number using the phonenumbers library."""
try:

number = phonenumbers.parse (phone number, country code)

if phonenumbers.is valid number (number) :
formatted number = phonenumbers.format number (number,

phonenumbers.PhoneNumberFormat . INTERNATIONAL)

print (£"Valid and formatted phone number: {formatted number}")

return formatted number

print ("Invalid phone number.")
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return None
except phonenumbers.phonenumberutil.NumberParseException =&
print (f"Invalid phone number format: {e}")

return None

# Example usage:

phone number = "+15551234567" # Replace with a phone number you want to validate

validate and format phone number (phone number)

phone number =

validate and format phone number (phone number)

phone number

validate and format phone number (phone number, "GB") # Try a UK number

Important Considerations:

e Accuracy: Reverse phone lookup tools are not always 100% accurate.

e Privacy: Be mindful of privacy concerns when using reverse phone lookup tools. Avoid using
these tools to harass or stalk individuals.

e Fees: Some reverse phone lookup services require a fee.

Module 2 Project: Identifying Online Profiles

Project Goal: Given a hypothetical POl with a vague description (e.g., "a software developer
interested in hiking"), identify at least 5 potential online profiles using only free resources and
advanced search techniques. Document your search queries and results.

Project Steps:

1. Brainstorm Keywords: Think of keywords related to "software developer" and "hiking."

Consider variations and synonyms. Examples: "porogrammer," "coder," "outdoor enthusiast,"

"trekking," "mountaineering."

2. Develop Search Queries: Use advanced search operators (Google Dorks, DuckDuckGo Bangs)
to create targeted search queries. Combine keywords with site-specific searches (e.g.,

site:linkedin.com M site:github.com site:meetup.com
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3. Execute Searches: Run your search queries on Google, DuckDuckGo, and other relevant
search engines.

4. Analyze Results: Carefully examine the search results for potential online profiles. Look for
names, usernames, locations, and other identifying information.

5. Document Findings: For each potential online profile, document the following:
o Profile URL: The URL of the online profile.

o Platform: The social media platform or website where the profile is located (e.g., LinkedIn,
GitHub, Twitter).

o Name/Username: The name or username associated with the profile.

o Description: A brief description of the profile based on the information available.
o Search Queries Used: The exact search queries you used to find the profile.

o Rationale: Why you believe this profile might belong to the POI (based on the

description).

6. Submit Documentation: Submit a document (e.g., a Word document or a PDF) containing
your findings. The document should be well-organized and easy to read.

Okay, let's dive deep into Module 3: Introduction to Maltego. Get ready to get your hands dirty!

Module 3: Introduction to Maltego: Installation, Configuration,
and Basic Transforms

Module Obijective: Install, configure, and navigate the Maltego interface, understanding its core
functionality and basic transforms.

Subtopic 1: Downloading and Installing Maltego (Community Edition/Commercial
Versions)

What is Maltego?

Maltego is a powerful, open-source intelligence (OSINT) and graphical link analysis tool. It allows
you to visualize relationships between different pieces of information, such as people,
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organizations, websites, documents, and infrastructure. It's basically a detective's whiteboard, but
digital and much more capable.

Choosing Your Version:

e Maltego CE (Community Edition): This is the free version. It has some limitations, such as the
maximum number of entities you can have in a graph, but it's perfect for learning the basics. It
requires a free registration.

e Maltego Commercial Versions (Classic, XL): These are paid versions with more features,
higher entity limits, and access to more data sources. They are for professional OSINT analysts.

Installation (Step-by-Step):
1. Register/Log In: Go to the Maltego website: https://www.maltego.com/

o If you're using the Community Edition, you'll need to register for a free account.

o If you have a commercial license, log in with your credentials.

2. Download the Installer:

o Navigate to the downloads section on the Maltego website.

o Choose the appropriate installer for your operating system (Windows, macQOS, or Linux).

3. Installation (Windows):

o Run the downloaded (el file.
o Follow the on-screen instructions. Accept the license agreement.
o Choose an installation directory (the default is usually fine).

o The installer will install Maltego and its dependencies.

4. Installation (macOS):

o Open the downloaded (R file.

o Drag the Maltego application icon to your Applications folder.
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5. Installation (Linux):

o The installation process varies depending on your Linux distribution. Generally, you'll
(Debian/Ubuntu) or (Red Hat/Fedora) package.

ot install ./maltego your version.c (replace
B with the actual filename)
-i maltego your version.rpm (replace

with the actual filename)

o You may need to resolve dependencies manually if they are not automatically installed.
6. First Launch:

o Start Maltego from your Start Menu (Windows), Applications folder (macOS), or by typing
in your terminal (Linux).

o You will be prompted to log in with your Maltego account.

o Choose the appropriate license type (Community, Commercial, etc.).
Troubleshooting Installation:

e Java: Maltego requires Java to be installed. If you encounter errors related to Java, make sure
you have a compatible Java Development Kit (JDK) installed. Oracle JDK or OpenJDK are
common choices. Maltego usually bundles a compatible JDK, but it's good to be aware of.

e Permissions: Ensure you have sufficient permissions to install software on your system.

o Firewall/Antivirus: Temporarily disable your firewall or antivirus software if you suspect they
are blocking the installation. (Re-enable them after installation!)

Subtopic 2: Navigating the Maltego Interface: Panes, Palettes, and Graph Layout
Once Maltego is installed and running, it's time to familiarize yourself with the interface.

Key Interface Elements:

e Graph View: This is the main area where you'll visualize your data and connections. It's the
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"whiteboard" where you'll build your investigations.

o Entity Palette: Located on the left side, this palette contains various entities you can drag and
drop onto the graph. Entities represent real-world objects like people, websites, email
addresses, phone numbers, etc.

e Infrastructure Palette: Located on the left side, this palette contains various infrastructure
entities you can drag and drop onto the graph. These include DNS Names, IP Addresses,
Netblocks, etc.

e Transform Hub: (Usually located at the top) The Transform Hub is where you can install and
manage various data source integrations (Transforms).

e Transform Palette: (Usually located at the bottom) After selecting an entity, the Transform
Palette displays the available Transforms you can run on that entity to discover related
information.

e Details View: Located on the right side, this pane displays detailed information about a
selected entity, such as its properties (e.g., name, email address) and any notes you've added.

e Overview Pane: (Usually located in the top right corner) This provides a miniature view of the
entire graph, allowing you to easily navigate large and complex investigations.

e Toolbar: Located at the top, the toolbar provides access to common actions like creating new
graphs, opening existing graphs, saving, printing, and undo/redo.

Understanding Panes:

e Dockable Panes: Most of the panes in Maltego are dockable. You can drag and drop them to
different locations within the interface to customize your workspace. You can also hide or show
panes using the "Window" menu.

Graph Layout:

Maltego offers several graph layout algorithms to help you organize your data. You can access
these from the "Layout" menu. Experiment with different layouts to find one that best suits your
needs. Some common layouts include:

e Circular Layout: Arranges entities in a circle around a central entity.
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e Hierarchical Layout: Arranges entities in a tree-like structure.
e Organic Layout: Uses a force-directed algorithm to create a more natural-looking layout.

e Cubic Layout: Arranges entities in a three-dimensional space.

Shortcuts:

on macOS): Create a new graph.

on macOS): Save the current graph.

on macOS): Undo.

Subtopic 3: Understanding Entities and Transforms: The Building Blocks of Maltego
Investigations

Entities:

Entities are the fundamental building blocks of a Maltego graph. They represent real-world objects
or concepts. Each entity has a type (e.qg., Person, Website, Email Address) and a set of properties
(e.g., name, URL, email address).

Common Entity Types:

e Person: Represents an individual.

e Organization: Represents a company, institution, or group.
o Website: Represents a website.

e Domain: Represents a domain name.

e Email Address: Represents an email address.

e Phone Number: Represents a phone number.

e IP Address: Represents an IP address.
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DNS Name: Represents a DNS name.

Location: Represents a physical location.

Document: Represents a file or document.

Alias: Represents an alternate or pseudonym name.

Creating Entities:

e Drag and Drop: Drag an entity from the Entity Palette onto the Graph View.
e Right-Click: Right-click on the Graph View and select "New Entity."
e Paste: Copy text (e.g., an email address) and paste it onto the Graph View. Maltego will

automatically create an entity of the appropriate type.

Entity Properties:

Each entity has a set of properties that describe it. You can view and edit these properties in the
Details View. For example, a "Person" entity might have properties like "Name," "Email Address,"
"Phone Number," and "Location."

Transforms:

Transforms are the actions you run on entities to discover related information. They are the engine
that drives Maltego's investigative capabilities. Transforms use various data sources (e.g., search
engines, social media APIs, public records databases) to find connections between entities.

How Transforms Work:

1. Select an Entity: Choose an entity in the Graph View.
2. Right-Click: Right-click on the entity and select "Run Transform."
3. Choose a Transform: Select a transform from the Transform Palette.

4. Execute the Transform: Maltego will execute the transform, querying the appropriate data

source.

5. New Entities: The transform will return new entities related to the original entity, which will be
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added to the graph.

Example Transforms:

e Website to Email: Given a Website entity, find email addresses associated with that website.

e Email to Phone Number: Given an Email Address entity, find phone numbers associated with
that email address.

e Person to Social Media: Given a Person entity, find social media profiles associated with that
person.

e IP Address to Location: Given an IP Address entity, find the geographic location associated
with that IP address.

e Domain to DNS Name: Given a Domain entity, find the DNS Names associated with that
domain.

Transform Sets:

Maltego organizes transforms into sets based on their function or data source. For example, there
are transform sets for:

e Social Media: Transforms for finding social media profiles.
e Infrastructure: Transforms for investigating network infrastructure.
e Personal: Transforms for finding information about people.

e DNS: Transforms for investigating DNS records.
Subtopic 4: Basic Transforms: Website to Email, Email to Phone Number, etc.
Let's try some basic transforms to see how they work.
Example 1: Website to Email

1. Create a Website Entity: Drag a "Website" entity from the Entity Palette onto the Graph View.

2. Set the URL: In the Details View, set the "URL" property of the Website entity to (S
(Or any website you want to investigate).

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



3. Run the Transform: Right-click on the Website entity and select "Run Transform."

4. Choose "To Email Address [using search engines]": Select this transform from the

Transform Palette.

5. Execute: Maltego will run the transform, searching for email addresses associated with
6. View Results: If the transform finds any email addresses, they will be added to the graph as
"Email Address" entities, connected to the "Website" entity.

Example 2: Email to Phone Number

1. Create an Email Address Entity: Drag an "Email Address" entity from the Entity Palette onto
the Graph View.

2. Set the Address: In the Details View, set the "Address" property of the Email Address entity to
TS (or any email you want to investigate).

3. Run the Transform: Right-click on the Email Address entity and select "Run Transform."

4. Choose "To Phone Number [using search engines]": Select this transform from the

Transform Palette.

5. Execute: Maltego will run the transform, searching for phone numbers associated with
| testeexample.com |

6. View Results: If the transform finds any phone numbers, they will be added to the graph as
"Phone Number" entities, connected to the "Email Address" entity.

Important Considerations:

o Data Source Limitations: The effectiveness of transforms depends on the data sources they
use. Some transforms may not return results if the data is not publicly available or if the data
source has limitations.

e API Keys: Some transforms require API keys to access data sources. You'll need to obtain these
keys from the data source provider and configure them in Maltego (see Subtopic 6).

e Rate Limiting: Many data sources have rate limits, which restrict the number of requests you
can make in a given time period. Be mindful of rate limits to avoid being blocked.
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Subtopic 5: Visualizing Data: Using Different Graph Layouts and Entity Properties

Visualizing data effectively is crucial for understanding complex relationships in Maltego.
Graph Layouts:

As mentioned earlier, Maltego offers various graph layouts. Experiment with different layouts to find
one that best highlights the relationships in your data.

e Circular Layout: Good for showing connections around a central entity.
e Hierarchical Layout: Good for showing parent-child relationships.

e Organic Layout: Good for exploring complex networks of connections.

Entity Properties:
You can customize the appearance of entities based on their properties.

e Color Coding: Use different colors to represent different entity types or properties. For
example, you could color code entities based on their source (e.g., social media, public
records). Right-click an entity, select "Color," and choose a color.

e lconography: Use different icons to represent different entity types or properties. For example,
you could use a different icon for each social media platform. Right-click an entity, select "Icon,"
and choose an icon.

o Entity Size: Adjust the size of entities based on their importance or the amount of information
associated with them.

e Link Thickness: Adjust the thickness of the links between entities to represent the strength of
the relationship.

Adding Notes:
You can add notes to entities to record your observations and insights.

e Right-Click: Right-click on an entity and select "Add Note."

e Type your note: Enter your note in the text box and click "OK."
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e View Notes: The note will be displayed in the Details View when you select the entity.

Example: Visualizing Social Media Connections

1. Create a Person Entity: Drag a "Person" entity onto the Graph View.

2. Add Social Media Entities: Use transforms to find social media profiles associated with the
person.

3. Color Code: Color code each social media entity based on the platform (e.g., blue for
Facebook, light blue for Twitter, red for Instagram).

4. Use lcons: Use different icons for each social media platform.
5. Apply Layout: Use an Organic Layout to visualize the connections between the person and

their social media profiles.

Subtopic 6: Connecting to Free Data Sources: Configuring API keys for Twitter, Shodan,
etc.

Many Maltego transforms rely on external data sources, such as Twitter, Shodan, VirusTotal, etc. To
access these data sources, you typically need to obtain an APl key and configure it in Maltego.

What is an API Key?

An APl key is a unique identifier that allows you to authenticate your requests to a data source. It's
like a password that tells the data source that you are authorized to access its data.

How to Obtain API Keys:

The process for obtaining an API key varies depending on the data source. Generally, you'll need

to:

1. Create an Account: Create an account on the data source's website (e.g., Twitter Developer
Portal, Shodan).

2. Create an Application: Create an application within your account. This application represents
your use of the data source's API.

3. Generate an API Key: Generate an API key for your application. The API key is usually
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displayed on the application's settings page.
Configuring API Keys in Maltego:

1. Open Options: Go to "Transforms" -> "Transform Hub" in Maltego.
2. Install Hub Item: Choose the hub item you want to configure an API Key for and click "Install"
3. Configure API Keys: Go to "Transforms" -> "Settings" in Maltego.

4. Select the Transform Set: Find the transform set for the data source you want to configure

(e.g., "Twitter").

5. Enter API Keys: Enter the API key in the appropriate field. The field names will vary depending
on the data source. For example, for Twitter, you'll need to enter your Consumer Key,
Consumer Secret, Access Token, and Access Token Secret.

6. Save: Click "OK" to save the changes.

Example: Configuring Twitter API Keys

1. Create a Twitter Developer Account: Go to https://developer.twitter.com/ and create a
developer account. You'll need to provide some information about your intended use of the
Twitter API.

2. Create an App: Create a new app in the Twitter Developer Portal,

3. Generate API Keys: Generate your Consumer Key, Consumer Secret, Access Token, and

Access Token Secret.

4. Configure in Maltego: Follow the steps above to configure the Twitter API keys in Maltego.

Common Data Sources and Their Uses:

Twitter API: Find tweets, users, hashtags, and trends.

Shodan: Identify devices connected to the internet, such as web servers, routers, and security

cameras.

VirusTotal: Analyze files and URLs for malware.

Google Maps API: Geocode addresses and find locations.
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Important Considerations:

e Terms of Service: Always read and comply with the terms of service of the data sources you
use.

e Rate Limits: Be aware of the rate limits imposed by data sources.
e Security: Keep your API keys secure. Do not share them with others or commit them to public

repositories.

Module 3 Project: Mapping Your Online Presence

Objective: Using Maltego, create a graph starting with your own name (as an Entity) and use basic
transforms to map your online presence (website, email, social media profiles). Document the
transforms used and the information revealed.

Steps:

1. Create a Person Entity: Drag a "Person" entity from the Entity Palette onto the Graph View.

2. Set Your Name: In the Details View, set the "Name" property of the Person entity to your

name.

3. Website: If you have a personal website or blog, drag a "Website" entity onto the Graph View
and connect it to your Person entity. Set the "URL" property to your website address.

4. Email Address: If you have a publicly known email address, drag an "Email Address" entity
onto the Graph View and connect it to your Person entity. Set the "Address" property to your
email address.

5. Social Media Profiles: Use transforms to find your social media profiles.
o Right-click on your Person entity and run the "To Website [using search engines]"
transform. Look for links to your social media profiles in the search results.

o Alternatively, you can manually create entities for each of your social media profiles (e.g.,

Facebook Page, Twitter Account, LinkedIn Profile) and connect them to your Person entity.

6. Run Transforms on Social Media Entities: Once you have your social media entities, run
transforms on them to find related information, such as:
o "To Tweets" (on a Twitter Account entity)
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o "To Friends" (on a Facebook Page entity - note that this may require authentication and
may not return all friends due to privacy settings)

7. Visualize the Graph: Use different graph layouts, colors, and icons to visualize your online
presence.

8. Document Your Process: Create a document (e.g., a Word document or a text file) and
record the following information:
o A screenshot of your Maltego graph.

o A list of the transforms you used and the results they returned.
o Any interesting or surprising information you discovered about your online presence.

o A brief reflection on the exercise and what you learned.

Example Documentation:

**Screenshot:**

[Insert screenshot of your Maltego graph here]

**Transforms Used:**

Found links to my LinkedIn profile
and personal
* LinkedIn Profile -> k S¢ h engines]: Found my
email

Account -> : Retrieved rec wes from my Twitter account.

**Interesting Findings:**

surprised to sec

My LinkedIn profile is more visible than I realized.

**Reflection:**
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11s exercise helped me understand how much information about me is publicly

e online. It also made me think about the importance of managing my online

ce and protecting my privacy.

This completes Module 3. You should now have a solid understanding of the Maltego interface,
entities, transforms, and how to use them to begin building your OSINT investigations. Remember
to experiment and explore the tool to discover its full potential. Good luck!

Okay, buckle up! We're diving deep into Module 4: Advanced Maltego Techniques. This module
builds upon the foundation laid in Module 3, pushing you to master Maltego's more powerful
features. We'll cover advanced transforms, filtering, grouping, custom transform creation (a bit of
Python!), collaboration, and data integration.

Module 4: Advanced Maltego Technigues: Transforms,
Filters, and Collaboration

Module Objective: Master advanced Maltego techniques, including custom transforms, filtering,
and collaboration features.

4.1 Advanced Transforms: Exploring Complex Data Enrichment
Understanding Advanced Transforms:

While basic transforms like "Website to Email" are useful, advanced transforms unlock deeper
insights. They often involve more complex data sources, APl integrations, and sophisticated
algorithms.

Examples of Advanced Transforms (and how to use them):

e DNS Enumeration: Instead of just getting the IP address of a website, you can use transforms
to discover subdomains, mail servers (MX records), and other DNS-related information. This is
invaluable for understanding the infrastructure behind a target.

o How to use: Start with a Domain entity. Right-click, and look for transforms like "DNS from
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Domain," "MX Records," "Name Server Records." These will expand the graph with related

DNS information.

e Shodan Transforms: Shodan is a search engine for internet-connected devices. Maltego
integrates with Shodan to allow you to discover devices associated with an IP address or
organization. This can reveal open ports, software versions, and potential vulnerabilities.

o How to use: You'll need a Shodan API key (obtainable from the Shodan website after
creating an account). In Maltego, go to "Transforms" -> "Transform Hub Settings" and
configure the Shodan transform with your API key. Start with an IP Address or Netblock
entity. Right-click and run Shodan transforms like "Shodan Summary" or "Open Ports."

e Social Media Sentiment Analysis: Some transforms (often requiring API keys and potentially
paid services) can analyze the sentiment of social media posts related to a specific keyword or
entity. This can provide insights into public opinion or brand perception.

o How to use: These often require specific hub items and API keys. Explore the Transform
Hub for options like "BrandMentions" or "Social Searcher." Configure them with the
necessary APl keys and then run them on entities like Keywords or Organizations.

e Image Analysis: Some transforms can extract metadata from images, identify objects within
images, or even perform facial recognition. This can be useful for geolocation, identifying
individuals, or uncovering hidden information.

o How to use: Start with an Image entity. Look for transforms that utilize services like Google
Cloud Vision API or similar image analysis platforms. You'll likely need to configure an API
key.

Key Considerations:

e API Keys: Many advanced transforms rely on APl keys to access external data sources. Make
sure you have the necessary keys and configure them correctly in Maltego.

e Rate Limiting: Be mindful of rate limits imposed by APIs. Excessive requests can lead to your
API key being blocked.

e Data Accuracy: The accuracy of the data retrieved by transforms depends on the quality of
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the underlying data sources. Always verify your findings.
4.2 Filtering and Grouping Entities: Organizing and Analyzing
Large Datasets

The Problem:

As your Maltego graphs grow, they can become overwhelming. Filtering and grouping help you

focus on specific aspects of your investigation.
Filtering Entities:
Filtering allows you to hide or highlight entities based on specific criteria.

o By Property:

[e]

Right-click on an entity.

[e]

Select "Filter by Property."

Choose the property you want to filter on (e.g., "Domain Name," "Email Address").

[e]

Specify the filter criteria (e.g., "contains 'example.com™).

[e]

[e]

Choose to "Hide Entities" or "Highlight Entities" that match the criteria.

Example: Let's say you have a graph with many email addresses and you want to focus on

Gmail addresses.

1. Right-click on an Email Address entity.
2. "Filter by Property."
3. Property: "Email Address"

4. Criteria: "contains '@gmail.com"

U

. Choose "Highlight Entities." All Gmail addresses will now be highlighted in your graph.

e By Entity Type:
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o Right-click in the graph.
o Select "Filter by Entity Type."

o Choose the entity types you want to show or hide.

Example: You want to only see websites and email addresses in your graph.
1. Right-click in the graph.
2. "Filter by Entity Type."
3. Check "Website" and "Email Address."
4. Uncheck all other entity types.

5. Only websites and email addresses will be visible.
Grouping Entities:
Grouping allows you to visually organize related entities.
e Manual Grouping:

o Select the entities you want to group (Ctrl+Click or Shift+Click).
o Right-click and select "Group Selected Entities."
o Choose a group name and color.

Example: You have several email addresses and social media profiles that you believe belong
to the same person.

1. Select all the relevant email address and social media entities.
2. Right-click and "Group Selected Entities."

3. Name the group "Suspect 1" and choose a color. Now, these entities are visually grouped
together.

e Automatic Grouping (using Transforms): Some transforms can automatically group entities
based on shared properties. For example, you might have a transform that groups all email
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addresses associated with a particular domain. This is less common but very powerful when
available.

Key Considerations:

e Clear Naming: Use clear and descriptive names for your groups to make it easy to understand
the relationships between entities.

e Color Coding: Use color coding to visually distinguish between different groups.

e Experimentation: Experiment with different filtering and grouping techniques to find what
works best for your specific investigation.

4.3 Creating Custom Transforms: Introduction to Writing Simple
Python Transforms

Why Custom Transforms?

Built-in transforms are great, but sometimes you need to access data sources or perform
operations that aren't covered by the standard transforms. Custom transforms allow you to extend
Maltego's functionality to meet your specific needs.

Prerequisites:

e Basic Python Knowledge: You'll need a basic understanding of Python syntax, data structures
(lists, dictionaries), and how to make HTTP requests.

e Maltego Transform SDK: The Maltego Transform SDK provides libraries and tools to simplify
the creation of custom transforms. It's usually installed automatically with Maltego.

Steps to Create a Custom Transform:

1. Choose a Programming Language: Python is the most common language for writing
Maltego transforms, due to its ease of use and extensive libraries.

2. Create a Transform Script: Create a Python script that will perform the desired operation. This
script will receive input from Maltego (the entity you're transforming) and return output (new
entities or modifications to existing entities).
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3. Register the Transform in Maltego: Tell Maltego about your transform by creating a
Transform Hub item. This involves specifying the transform name, description, input type, and

the path to your Python script.

Example: A Simple Transform to Convert a Website to Uppercase

This transform takes a Website entity as input and creates a new String entity with the website

address converted to uppercase.

Python Script (uppercase_website.py):

#!/usr/bin/env python

import sys

from MaltegoTransform import *

def main () :
mt = MaltegoTransform /()

mt.parseArguments (sys.argv) # Parse arguments from Maltego

website = mt.getValue() # Get the website address from the input entity

f website:

mt.addEntity ("maltego.String", uppercase website) re a new String

entity

.returnOutput () Send e output back to Maltego

—_— "

if name == main

main ()

Explanation:

o EIEEYEYE el Shebang line, specifies the Python interpreter.

o R ICEE It TactatER Tt |1\ 0O ts the Maltego Transform SDK.
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o EEERITIIREITSrIacta il (cctes o MaltegoTransform object.

o [T SRR Iietacaa il o scs the arguments passed from Maltego.

[ nt.addEntity("maltego.String", uppercase website) | Creates a new entity of type "String"

with the uppercase website address.

o EUETEIENGEEEIN << ds the output back to Maltego.

How to Register the Transform in Maltego (Simplified):

1. Go to "Transforms" -> "Create Local Transform". (This is the easiest way for simple
transforms. For more complex deployments, you'd use the Transform Hub).

2. Transform Details:
o Transform Name: "Website to Uppercase"

[e]

Description: Converts a website address to uppercase.

[e]

Input Entity Type: "maltego.URL" (or "maltego.Website" - try both)

[e]

Output Entity Type: "maltego.String"

[e]

Command Line: python /path/to/your/uppercase website.py (Replace

/path/to/your/uppercase website.py with the actual path to your SCI’ipt)

[e]

Working Directory: (Optional) The directory where your script is located.
3. Save the Transform. Maltego will likely create a local Hub item for you.

Testing the Transform:

1. Create a Website entity in Maltego (e.g.,

2. Right-click on the Website entity.
3. You should see your "Website to Uppercase" transform in the context menu.

4. Run the transform.
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5. A new String entity will be created with the uppercase website address (e.g.,

WWW . EXAMPLE . COM

Important Notes:

e Error Handling: Add error handling to your scripts to gracefully handle unexpected situations

(e.g., invalid input, network errors).
e Logging: Use logging to track the execution of your scripts and debug any issues.

e Security: Be careful when handling sensitive data in your transforms. Avoid storing API keys or
other credentials directly in your scripts. Use environment variables or configuration files

instead.

A More Complex Example: Fetching the Title of a Webpage

This exanwpk%reqLﬂreSthe requests Hbrary GnstaHithth pip install requests )Itfetchesthe
HTML of a website and extracts the title.

Python Script (website_to_title.py):

#!/usr/bin/env python

import sys
from MaltegoTransform import *
import requests

from bs4 import BeautifulSoup # Install with: pip install beautifulsoup4

main () :

mt = MaltegoTransform/()

mt.parseArguments (sys.argv)

# Add timeout to prevent

# Raise HTTPError for bad responses (4xx or
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soup = BeautifulSoup (response.content, "html.parser")

title = soup.title.string if soup.title else "No Title Found"

.addEntity("maltego.Phrase", title)

.addUIMessage "YOor : {e}l™) # Report error to Maltego

occurred: {e}l") # General error

handling

mt.returnOutput ()

"o,

if name == " main

main ()

Explanation of Changes:

. Imports the necessary libraries for

(Il import requests and S import BeautifulSoup

making HTTP requests and parsing HTML.

Hbrary.The timeout=5

(I mt.addUIMessa

handle potential errors.
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Register this transform similarly to the previous example, but set the Output Entity Type to

Key Considerations for Custom Transforms:

e Error Handling: Robust error handling is essential. Your transform should gracefully handle
network errors, invalid input, and other unexpected situations. Use (R aTIaaaaag olocks
extensively.

e Timeouts: Set timeouts for network requests to prevent your transforms from hanging
indefinitely.

o User Interface Messages: Use ([ ERERIEEEEEEall (O Provide feedback to the user about
the progress of the transform and any errors that occur.

o Data Validation: Validate the input data to ensure that it is in the correct format.

e Security: Be mindful of security when writing custom transforms. Avoid storing sensitive data in
your scripts and sanitize any user input to prevent injection attacks.

4.4 Maltego Collaboration: Sharing Graphs and Collaborating
on Investigations

Why Collaborate?

OSINT investigations are often complex and time-consuming. Collaboration allows multiple analysts
to work together on the same investigation, sharing their knowledge and expertise.

Maltego Collaboration Features:

e Sharing Graphs: You can share Maltego graphs with other users, allowing them to view, edit,
and add to the graph.

e Real-Time Collaboration (Paterva CTS): Paterva offers a collaboration server (CTS) that
enables real-time collaboration on Maltego graphs. This allows multiple analysts to work on the
same graph simultaneously, seeing each other's changes in real-time. This feature requires a
commercial version of Maltego.
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Exporting Graphs: You can export Maltego graphs in various formats (e.g., XML, CSV, image)
for sharing with others.

Sharing Graphs (Basic):

1. Save Your Graph: Save your Maltego graph to a (iiaeal file.
2. Share the File: Send the [Jiiiel file to your collaborators.

3. Open the Graph: Your collaborators can open the (el file in Maltego.

Limitations of Basic Sharing:

e No Real-Time Collaboration: Changes made by one user are not automatically reflected in
the graphs of other users.

e Version Control Issues: It can be difficult to manage different versions of the graph.

Paterva CTS (Commercial Feature):
Paterva CTS provides a more sophisticated collaboration environment with features such as:

e Real-Time Collaboration: Multiple analysts can work on the same graph simultaneously,
seeing each other's changes in real-time.

e Access Control: You can control who has access to your graphs and what permissions they

have.

e Version Control: CTS automatically tracks changes to your graphs, allowing you to revert to
previous versions.

o Centralized Data Storage: All graphs are stored on a central server, making it easy to manage

and share data.

Using CTS (General Steps):

1. Install and Configure CTS: You'll need to install and configure the Paterva CTS server. Refer
to the Paterva documentation for detailed instructions.

2. Connect to CTS: In Maltego, connect to your CTS server by going to "Collaborate" ->
"Connect to CTS."
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3. Create a Shared Graph: Create a new graph and share it with your collaborators.

4. Collaborate in Real-Time: Multiple analysts can now work on the same graph simultaneously.

Key Considerations for Collaboration:

e Communication: Establish clear communication channels with your collaborators to discuss
your findings and coordinate your efforts.

e Naming Conventions: Use consistent naming conventions for entities and properties to avoid
confusion.

e Documentation: Document your findings and the steps you took to reach them.

e Access Control: Carefully manage access control to your graphs to protect sensitive
information.

4.5 Importing and Exporting Data: Integrating Maltego with
Other Tools

Why Integrate?

Maltego is a powerful tool for visualizing and analyzing data, but it's not a one-size-fits-all solution.
Integrating Maltego with other tools allows you to leverage the strengths of different platforms and
create a more comprehensive workflow.

Importing Data into Maltego:

e Manual Entry: You can manually create entities in Maltego by entering data directly into the
interface.

e Copy/Paste: You can copy data from other applications (e.g., spreadsheets, text files) and
paste it into Maltego.

e CSV Import: You can import data from CSV files. This is a common way to import data from
spreadsheets or other data sources.

o Steps:
1. Prepare your CSV file with appropriate headers. The headers should correspond to the
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entity properties you want to import (e.g., "Name," "Email Address," "Website").
2. In Maltego, go to "Graph" -> "Import Graph" -> "From CSV."
3. Select your CSV file.
4. Map the CSV columns to the corresponding entity properties.
5. Choose the entity type to create for each row in the CSV file.
6. Import the data.

e API Integration: You can use APIs to import data from external data sources. This requires
writing custom transforms or using existing transforms that support APl integration.

Exporting Data from Maltego:

e Image Export: You can export your Maltego graph as an image (e.g., PNG, JPG). This is useful
for sharing your findings in reports or presentations.

e XML Export: You can export your Maltego graph as an XML file. This allows you to share the
graph with other Maltego users or import it into other applications that support XML.

e CSV Export: You can export data from your Maltego graph as a CSV file. This allows you to
analyze the data in spreadsheets or other data analysis tools.

o Steps:
1. Select the entities you want to export.

2. Right-click and select "Export" -> "To CSV."
3. Choose the properties you want to export.

4. Save the CSV file.

e Report Generation (Commercial Feature): The commercial versions of Maltego offer report
generation features that allow you to create professional-looking reports from your Maltego
graphs.

Integrating with Other Tools (Examples):
e Excel/Google Sheets: Export data from Maltego as CSV and import it into Excel or Google
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Sheets for further analysis and reporting.

e Network Analysis Tools (e.g., Gephi): Export your Maltego graph as a GraphML file and
import it into Gephi for advanced network analysis and visualization.

e Security Information and Event Management (SIEM) Systems: Integrate Maltego with your
SIEM system to enrich security alerts with OSINT data.

Key Considerations for Integration:

e Data Format Compatibility: Ensure that the data formats used by Maltego and the other
tools are compatible.

o Data Mapping: Carefully map the data fields between Maltego and the other tools.

e Automation: Automate the data import and export process as much as possible to save time
and reduce errors.

4.6 Case Study: Using Maltego to Investigate a Phishing
Campaign
Scenario:

A company has received reports of a sophisticated phishing campaign targeting its employees. The
emails appear to be legitimate and are difficult to distinguish from genuine communications. The
company's security team wants to use Maltego to investigate the phishing campaign and identify
the attackers.

Steps:

1. Collect Sample Phishing Emails: Gather several sample phishing emails that were sent to
employees.

2. Extract Key Information: Extract key information from the emails, such as:

o Sender email addresses

o Reply-to email addresses
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Links to websites
o |P addresses (if available in the email headers)
o Domain names

3. Create Entities in Maltego: Create entities in Maltego for each of the extracted data points.
Use entity types like "Email Address," "URL," "IP Address," and "Domain."

4. Run Transforms: Run transforms on the entities to gather more information. For example:

o Run "DNS from Domain" on the domain names to identify associated IP addresses and
mail servers.

o Run "Whois" on the domain names to identify the registrant information.
o Run Shodan transforms on the IP addresses to identify open ports and services.

o Run "Reverse Whois" on the registrant information to identify other domains owned by the
same person or organization.

o Use custom transforms to analyze the content of the websites linked in the emails.

5. Analyze the Graph: Analyze the Maltego graph to identify patterns and connections. For
example:

o Look for common IP addresses or domain names used in multiple phishing emails.

o Look for connections between the registrant information of the domain names and known
threat actors.

o Look for suspicious activity on the IP addresses identified in the graph.

o Filter and group entities to focus on specific aspects of the investigation.

6. Document Your Findings: Document your findings in a report, including the steps you took,
the data you collected, and the conclusions you reached.

Example Transforms to Use:

e Email Address to DNS Name: To find the DNS records associated with the email server.
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DNS Name to IP Address: To find the IP address of the mail server.

IP Address to Location: To geolocate the mail server.

URL to Website: To get more information about the website.

Website to Emails on Page: To find other email addresses linked to the website.

WHOIS to Registrant Details: To see who registered the domain.

Shodan Transforms: To find open ports and services on the IP addresses.

Potential Findings:

e The phishing emails may be originating from a compromised server or a botnet.

e The domain names used in the phishing emails may be registered to a fake identity or a known

threat actor.

e The websites linked in the phishing emails may be hosting malware or phishing kits.

Ethical Considerations:

e Ensure that you have the necessary authorization to investigate the phishing campaign.

e Avoid accessing or distributing any sensitive information that you may uncover during the

investigation.
e Comply with all applicable laws and regulations.
This case study demonstrates how Maltego can be used to investigate a real-world security incident
and identify the attackers. By leveraging Maltego's advanced features and integrating it with other

tools, security professionals can gain valuable insights into the tactics, techniques, and procedures
(TTPs) used by cybercriminals.

Module 4 Project: Extend Your Module 3 Graph and Create a
Custom Transform

Project Objective: Extend the graph from Module 3 by adding more entities and using advanced
transforms to uncover connections. Create a custom transform to extract specific information from

a website. Document the process.
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Instructions:

1. Start with Your Module 3 Graph: Open the Maltego graph you created in Module 3.

2. Extend the Graph:
o Choose one area of your graph to expand. For example, if you have a website entity, focus
on expanding that.

o Use at least three different advanced transforms (choose from the examples in section 4.1
or explore others). Document which transforms you used and why you chose them.

o Apply filtering and grouping techniques to organize the new information you've gathered.

Describe how you used filtering and grouping to make sense of the data.

3. Create a Custom Transform:
o Choose a website-related task for your transform. Examples:
= Extract all phone numbers from a website.

» Extract all email addresses from a website (if not already easily done with built-in
transforms).

» Check if a website is using HTTPS.
» Extract the meta description from a website.
o Write a Python script for your custom transform. Remember to include error handling and
user interface messages.
o Register your custom transform in Maltego.
o Test your custom transform on a website entity in your graph.
4. Documentation: Create a document (e.g., a Markdown file) that includes the following:
o A description of your Module 3 graph and the area you chose to expand.
o A list of the advanced transforms you used and why you chose them.
o A description of how you used filtering and grouping to organize the data.

o The Python code for your custom transform.
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o A description of what your custom transform does and how it works.

o Screenshots of your Maltego graph before and after applying the advanced transforms
and your custom transform.

o Any challenges you encountered and how you overcame them.

Grading Criteria:

¢ Use of Advanced Transforms (30%): Demonstrates effective use of advanced transforms to
uncover new information.

e Filtering and Grouping (20%): Effectively uses filtering and grouping techniques to organize
and analyze the data.

e Custom Transform (30%): Creates a functional and well-documented custom transform.
e Documentation (20%): Provides clear and concise documentation of the process and

findings.

This project allows you to put your newly acquired knowledge of advanced Maltego techniques into
practice. Remember to focus on clear documentation and ethical considerations throughout the
process. Good luck! Don't hesitate to ask questions if you get stuck.

Okay, let's dive deep into Module 5: Geolocation and Mapping Techniques! This will be a
comprehensive guide, packed with practical examples and step-by-step instructions. Get ready to
put on your detective hat and learn how to pinpoint locations using OSINT and Maltego.

Module 5: Geolocation and Mapping Techniques

Module Objective: Utilize OSINT techniques and Maltego to identify and map the location of a
POI.

Introduction: Geolocation is a crucial skill in OSINT. It allows us to take online clues and translate
them into real-world locations. This module will cover a range of techniques, from analyzing social
media posts to leveraging IP address information and using specialized mapping tools.

Subtopic 1: Geolocation from Social Media: Analyzing Images, Posts, and Metadata for
Location Clues
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Social media is a goldmine for geolocation data, but it requires careful analysis. People often
unknowingly reveal their location through photos, posts, and even the metadata associated with
their digital content.

1.1 Image Analysis:

e Landmarks and Scenery: Obvious landmarks are the easiest to identify. Use Google Images,
Yandex Images, or Google Lens to search for the landmark. Look for distinctive architectural
features, signs, or unique natural formations.

o Example: A photo shows a person standing in front of a bridge with red cables. A quick
Google Images search for "red cable bridge" reveals it's the Golden Gate Bridge in San
Francisco.

o Street Signs and Business Names: Street signs, store names, and advertising billboards
provide specific location clues.

o Example: A photo shows a street sign that reads "Rue de Rivoli." This immediately places
the POl in Paris. Further analysis of surrounding buildings can pinpoint the exact location
on the street.

e License Plates: If a vehicle's license plate is visible, you can often determine the state or
country of origin using online license plate databases.

o Caution: Be aware of privacy laws regarding accessing personal information from license
plates. This is primarily for narrowing down the location.

e Geolocation Metadata (EXIF Data): Many cameras and smartphones embed GPS
coordinates into image files. This metadata, known as EXIF data, can be extracted to pinpoint
the exact location where the photo was taken.

o Tools for Extracting EXIF Data:

= Online EXIF Viewers: Numerous websites allow you to upload an image and view its
FXIF data (e, (R CEETEEEN

= ExifTool (Command-Line): A powerful command-line tool for reading and writing
(.
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EXIF data. Install it using your package manager (e.g., on

Debian/Ubuntu).

= Python with (Pillow):

“python from PIL import Image from PIL.ExifTags import TAGS

def get_exif_data(image_path):

mmoan

"""Extracts EXIF data from an image.
try:
image = Image.open (image path)

exif data = image. getexif ()

if exif data is not None:
exif = {
TAGS[k]: Vv
for k, v in exif data.items ()
if k in TAGS
}
return exif
else:
return None
except Exception as e:
print (f"Error: {e}")

return None

def get_gps_coordinates(exif_data):

"""Extracts GPS coordinates from EXIF data."""
if exif data and 'GPSInfo' in exif data:

gps_info = exif data['GPSInfo']

def convert to degrees (value):
d0 = value[0][0]
dl = value[0][1]
d = float(d0) / float(dl)
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value[1l] [0]
value[1l][1]
float (m0) / float (ml)

s0 value[2] [0]
sl value[2][1]
s = float(s0) / float(sl)

return d + (m / 60.0) + (s / 3600.0)

latitude = convert to degrees(gps info[2])

longitude = convert to degrees(gps_infol[4])

latitude ref = gps info[1l]
longitude ref = gps info[3]

if latitude ref != 'N':
latitude = -latitude
if longitude ref != 'E':

longitude = -longitude

return latitude, longitude
else:

return None, None

A LI

__name___ __main

image path = "path/to/your/image.jpg" # Replace with your image path

exif data = get exif data(image path)

if exif data:
latitude, longitude = get gps coordinates(exif data)
if latitude and longitude:
print (f"Latitude: {latitude}, Longitude: {longitude}")
else:
print ("GPS coordinates not found in EXIF data.")
else:

print ("No EXIF data found in the image.")
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**Limitations of EXIF Data:**

* Not all images contain EXIF data.

*

Users can remove EXIF data before sharing images.

* The accuracy of GPS coordinates can vary.

1.2 Analyzing Textual Posts:

e Explicit Location Mentions: The most straightforward clue is when a user explicitly mentions
their location (e.g., "Just checked in at the Eiffel Tower!").

e Implicit Location Clues: Look for indirect references to locations, such as:

o Local slang or dialect.

o Mentions of local events or businesses.

o References to weather conditions specific to a region.

o Check-ins on social media platforms (Facebook, Foursquare, etc.).

e Time Zone Analysis: If a post mentions a specific time, you can infer the user's approximate
time zone. This can narrow down their geographic location.

o Example: A user posts "Good morning!" at 7 AM EST. This suggests they are likely located
somewhere in the Eastern Time Zone of North America.

1.3 Analyzing Social Media Profiles:

e Profile Information: Check the user's profile for location information, such as their city, state,
or country.

e "About Me" Sections: Read the user's "About Me" section for any clues about their location,
interests, or affiliations that might be geographically relevant.

e Friends and Connections: Analyze the user's friends and connections. Are they primarily
located in a specific region?
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Example Scenario:

Let's say you're investigating a Twitter user who posts a picture of a burger. The tweet says, "Best

burger ever! #Foodie #Delicious."

1. Image Analysis: The burger looks unique. Try a reverse image search on Google Images or
Yandex Images. You might find that the burger is a signature dish of a specific restaurant.

2. Textual Analysis: The user uses the hashtag #Foodie. Search Twitter for "#Foodie [city]" to see

if they've mentioned a city in other tweets.

3. Profile Analysis: Check their profile for location information. Look at their followers and who
they are following. Are there any local businesses or organizations they are connected to?

By combining these techniques, you can significantly increase your chances of identifying the POI's

location.

Subtopic 2: IP Address Geolocation: Understanding the Limitations and Using Tools like
IPinfo.io

An IP address is a unique identifier assigned to a device connected to the internet. While it doesn't
provide pinpoint accuracy, it can often reveal the approximate geographic location of the device.

2.1 How IP Address Geolocation Works:

e |P address geolocation databases map IP addresses to geographic locations based on
information collected from various sources, including:

o Internet Service Providers (ISPs).
o Regional Internet Registries (RIRS).

o Network monitoring data.

e The accuracy of IP address geolocation varies depending on the database and the location of
the IP address. In general, IP address geolocation is more accurate for urban areas than for

rural areas.

2.2 Tools for IP Address Geolocation:
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e Online IP Address Lookup Tools: Numerous websites provide free IP address geolocation

services (e.g., iplocation.net B whatismyipaddress.com |§

e IPinfo.io: A popular IP address geolocation service with a free tier and paid plans that offer

more detailed information.

o Using the IPinfo.io API (Python):

import requests

def geolocate ip(ip address):
"""Geolocates an IP address using the IPinfo.io API."""
try:
url = f"https://ipinfo.io/{ip address}?token=YOUR IPINFO API TOKEN"
# Replace with your API token
response = requests.get (url)

response.raise for status() # Raise an exception for bad status

data = response.json ()
return data
except requests.exceptions.RequestException as e:
print (f"Error: {e}")
return None
"

if name == ~main

w.,

ip address = "8.8.8.8" # Example IP address (Google DNS)

geolocation data = geolocate ip(ip address)

if geolocation data:
print (£"IP Address: {geolocation data['ip']}")
print (£f"City: {geolocation data['city']}")
print (f"Region: {geolocation data['region']}")
print (f"Country: {geolocation datal['country']}")
print (f"Location: {geolocation data['loc']}") # Latitude,
Longitude
print (f"Organization: {geolocation data['org']}")
else:

print ("Could not geolocate IP address.")
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Important: You'll need to sign up for a free IPinfo.io account to obtain an API token.

Replace with your actual token.

. Python Library: Another popular library for IP address geolocation. It uses
MaxMind's GeolP2 databases. You'll need to download the GeolP2 database files (e.g.,

EEEEEREEEEER)) 'om MaxMind. The Geolite2 databases are free but require
registration.

import geoipZ.database

def geolocate ip geoip2 (ip address, database path):
"""Geolocates an IP address using the GeoIP2 database."""
try:
with geoip2.database.Reader (database path) as reader:
response = reader.city(ip address)
return response
except Exception as e:
print (f"Error: {e}")

return None

if name == " main ":

ip address = "8.8.8.8"

database path = "path/to/GeoLite2-City.mmdb" # Replace with your database
path

geolocation data = geolocate ip geoip2 (ip_ address, database path)

if geolocation data:
print (£"IP Address: {ip_ address}")
print (£"City: {geolocation data.city.name}")
print (f"Region: {geolocation data.subdivisions.most specific.name}")
print (f"Country: {geolocation data.country.name}")
print (f"Latitude: {geolocation data.location.latitude}")
print (f"Longitude: {geolocation data.location.longitude}")
else:

print ("Could not geolocate IP address.")
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2.3 Limitations of IP Address Geolocation:

e Accuracy: IP address geolocation is not always accurate. The reported location may be the
location of the ISP's server, which could be far from the user's actual location.

e VPNs and Proxies: Users can use VPNs and proxy servers to mask their real IP address and
location.

e Dynamic IP Addresses: ISPs often assign dynamic IP addresses to users, which can change
over time.

e Mobile Networks: Geolocation of mobile IP addresses can be very inaccurate, often pointing

to a regional hub.

2.4 Obtaining IP Addresses:

e Email Headers: Analyze the headers of emails sent by the POI. The "Received:" headers often
contain the sender's IP address.

e Website Logs: If you have access to website logs, you can see the IP addresses of visitors.

e Social Media APIs: Some social media APIs provide access to the IP addresses of users who
interact with your content. (Be mindful of terms of service and privacy restrictions.)

e Network Traffic Analysis (Advanced): Using tools like Wireshark, you can capture network
traffic and identify the IP addresses of devices communicating on the network. (This requires
advanced technical skills and ethical considerations.)

Subtopic 3: Reverse Geocoding: Converting Coordinates to Addresses and Vice Versa

Reverse geocoding is the process of converting geographic coordinates (latitude and longitude)
into a human-readable address. Geocoding is the opposite: converting an address into coordinates.

3.1 Tools for Reverse Geocoding:

e Google Maps API: Google Maps offers a powerful geocoding and reverse geocoding API.
You'll need to obtain an API key and enable the Geocoding APl in the Google Cloud Console.

import googlemaps
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def reverse geocode (latitude, longitude, api key):
"""Reverse geocodes coordinates using the Google Maps API."""
try:
gmaps = googlemaps.Client (key=api key)
reverse geocode result = gmaps.reverse geocode((latitude, longitude))
if reverse geocode result:
return reverse geocode result[0] ['formatted address']
else:
return None
except Exception as e:
print (f"Error: {e}")

return None

if name == " main ":
latitude = 37.7749 # Example latitude (San Francisco)
longitude = -122.4194 # Example longitude (San Francisco)

api key = "YOUR GOOGLE MAPS API KEY" # Replace with your API key
address = reverse geocode (latitude, longitude, api key)

if address:
print (f"Coordinates: ({latitude}, {longitude})")
print (f"Address: {address}")

else:

print ("Could not reverse geocode coordinates.")

Important: You'll need to enable the Geocoding API in the Google Cloud Console and create

an API key. Replace with your actual key. Be aware of Google
Maps APl usage limits and pricing.

e Nominatim (OpenStreetMap): Nominatim is a free and open-source geocoding service
based on OpenStreetMap data.

import requests

def reverse geocode nominatim(latitude, longitude):
"""Reverse geocodes coordinates using Nominatim (OpenStreetMap)."""

try:
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url = f"https://nominatim.openstreetmap.org/reverse?format=jsonv2s
{latitude}&lon={longitude}"
response =

response.

display name' in data:

return data['display name']

return None
uests.exceptions.RequestException as e:

ror: {e}")

return None

if name =" main ":

latitude = 37.7749
longitude = -122.4194

rse geocode nominatim(latitude, longitude)

t (f"Coordinates: ({latitude}, {longitude})")

byrint (£f"Address:

> coordinates.")

Note: Nominatim has usage limits. Be respectful of the service and avoid making excessive
requests. Consider running your own Nominatim server for heavy usage.

e Other Geocoding Services: Many other geocoding services are available, such as Mapbox,
HERE, and Bing Maps.

3.2 Using Reverse Geocoding in OSINT:

e Confirming Locations: Reverse geocoding can be used to confirm the location identified
through other OSINT techniques.

 Identifying Businesses: If you have coordinates for a business, reverse geocoding can reveal
its name and address.

e Analyzing Travel Patterns: By reverse geocoding a series of coordinates, you can analyze a
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person's travel patterns and identify places they frequently visit.

Subtopic 4: Mapping Tools: Google Earth, OpenStreetMap, and their OSINT Applications

Mapping tools are essential for visualizing and analyzing geographic data. Google Earth and
OpenStreetMap are two of the most popular and powerful mapping tools available.

4.1 Google Earth:
e Features:

o Satellite imagery.

3D buildings.

[e]

Historical imagery.

[e]

Street View.

[e]

KML/KMZ support (for importing and exporting geographic data).

[e]

e OSINT Applications:

o ldentifying Landmarks: Quickly identify landmarks and points of interest.
o Analyzing Terrain: Assess the terrain and surrounding environment.

o Historical Imagery: Compare historical imagery to identify changes over time (e.g., new
construction, deforestation).

o Measuring Distances: Measure distances and areas.

o 3D Modeling: View buildings and structures in 3D.

e Google Earth Pro: A desktop application with advanced features, such as GIS data import,
movie making, and advanced measurement tools. Google Earth Pro is free to use.

4.2 OpenStreetMap (OSM):
o Features:

o Crowd-sourced map data.
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o Highly detailed street-level information.
o Open API for accessing map data.

o Customizable map styles.

e OSINT Applications:

o Detailed Street-Level Information: OSM often contains more detailed street-level
information than other map providers, such as building footprints, bike paths, and points of
interest.

o ldentifying Local Businesses: OSM is a good source for identifying local businesses and
amenities.

o Analyzing Infrastructure: Analyze transportation networks, utilities, and other
infrastructure.

o Custom Map Creation: Create custom maps with specific features highlighted.

e OSM Editing: You can contribute to OpenStreetMap by adding or editing map data. This is a
great way to improve the accuracy and completeness of the map.

4.3 Using Mapping Tools Together:

e Combine Google Earth and OSM: Use Google Earth to get a general overview of an area,
and then use OSM to zoom in and get more detailed street-level information.

e Import KML/KMZ Files: Import KML/KMZ files (which can contain points, lines, polygons, and
other geographic data) into Google Earth or OSM to visualize data from other sources.

Example Scenario:

You're investigating a potential safe house for a criminal organization. You have a vague address:
"Near the old mill on the outskirts of town."

1. Google Earth: Use Google Earth to search for the town and identify potential areas on the
outskirts. Look for any signs of an "old mill" (e.g., ruins, a distinctive building).

2. OpenStreetMap: Once you've identified a potential area, switch to OpenStreetMap to get
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more detailed street-level information. Look for any buildings or structures that might fit the
description of a safe house. Pay attention to access roads, surrounding vegetation, and
potential escape routes.

3. Historical Imagery (Google Earth): Use Google Earth's historical imagery to see how the area
has changed over time. This might reveal if the "old mill" has been renovated or if new
buildings have been constructed nearby.

Subtopic 5: Maltego Geolocation Transforms: Integrating Mapping Data into Maltego
Graphs

Maltego provides several transforms for integrating geolocation data into your investigations. These
transforms allow you to enrich your graphs with geographic information and visualize connections
between entities and locations.

5.1 Maltego Transforms for Geolocation:

e To Location [City]: Takes an entity (e.g., a person, organization, or website) and returns a
Location entity representing the city where the entity is located.

e To Location [Country]: Takes an entity and returns a Location entity representing the country
where the entity is located.

e To Coordinates: Takes a Location entity and returns Coordinates entities representing the
latitude and longitude of the location. This often uses a geocoding service.

e To Website [From Coordinates]: Uses coordinates to attempt to find websites registered to
that location.

e To Image [From Coordinates]: Fetches satellite imagery of the coordinates.

e Show on Map: Opens the location in a mapping application (e.g., Google Maps). This is the
easiest way to quickly visualize a location in Maltego.

e Custom Transforms (Advanced): You can create custom Maltego transforms to integrate
with other geolocation services or data sources. This requires Python programming skills.

5.2 Example Maltego Workflow:

1. Start with a Person Entity: Create a Person entity in Maltego representing the POI.
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2. Add a Location (City): If you know the POlI's city, add a Location (City) entity and link it to the
Person entity.

3. Transform to Coordinates: Run the "To Coordinates" transform on the Location (City) entity
to obtain Coordinates entities.

4. Visualize on Map: Right-click on the Coordinates entity and select "Show on Map" to open the
location in @ mapping application.

5. Find Related Entities: Use other Maltego transforms to find entities related to the location,
such as businesses, organizations, or websites.

6. Use "To Image [From Coordinates]": See what the area looks like from a satellite
perspective.

5.3 Using Maltego Transforms to Enrich Your Investigations:

e Visualizing Connections: Maltego's graph interface makes it easy to visualize connections
between people, organizations, and locations.

« ldentifying Patterns: By mapping locations, you can identify patterns in a person's
movements or activities.

e Generating Leads: Geolocation transforms can help you generate new leads and identify
potential sources of information.

Subtopic 6: Case Study: Locating a POI Based on a Photograph Posted on Social Media

Let's walk through a case study to illustrate how to combine the techniques we've learned in this
module.

Scenario:

You're investigating a social media user suspected of spreading misinformation. They've posted a
photo on Instagram with the caption "Enjoying the view! #Travel #Adventure." The photo shows a
mountain range in the background. You need to identify the user's location.

Steps:

1. Image Analysis:
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o Landmark Identification: Examine the mountain range in the photo. Look for distinctive
peaks, rock formations, or vegetation.

o Reverse Image Search: Use Google Images or Yandex Images to perform a reverse
image search. This might lead you to websites or articles that identify the mountain range.

o EXIF Data: Check the image for EXIF data. If the image contains GPS coordinates, you can
skip to step 4.

2. Textual Analysis:

o Hashtags: The user used the hashtags #Travel and #Adventure. Search Instagram for
similar hashtags combined with potential locations (e.g., "#Travel Colorado," "#Adventure
Swiss Alps").

o Caption: The caption is vague. Look for any other clues in the user's other posts or

comments.

3. Mapping Tools:

o Google Earth: Once you have a potential location, use Google Earth to explore the area
and compare the terrain to the photo.

o Peak Identification Tools: Use online tools like PeakFinder to identify mountain peaks
based on photographs.

4. Reverse Geocoding (if EXIF data is available):

o If the image contains GPS coordinates, use a reverse geocoding service (e.g., Google Maps
API, Nominatim) to convert the coordinates into an address.

5. Maltego Integration:

o Create a Person entity in Maltego representing the social media user.
o Add a Location entity based on your findings.
o Use the "To Coordinates" transform to obtain Coordinates entities.

o Use the "Show on Map" transform to visualize the location in a mapping application.
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o Use other Maltego transforms to find related entities, such as businesses or organizations
in the area.

Example Outcome:

After analyzing the photo and using reverse image search, you identify the mountain range as the
Swiss Alps. Further analysis of the user's other posts reveals that they recently checked in at a hotel
in Interlaken, Switzerland. You can now confidently conclude that the user is located in Interlaken.

Module Project: Locating a POI Based on Social Media Posts and Images

Project Goal: Given a set of social media posts and images from a hypothetical POI, use OSINT
techniques and Maltego to identify their potential location. Document your findings and create a
map visualization.

Scenario:

You are tasked with locating a person of interest (POI) who is believed to be involved in a series of
online scams. The POI uses the alias "Wanderlust_Traveler" on Instagram. You have access to the
following information:

o Instagram Profile: [[EREEIRIREEEeIg (\Ote: This is a hypothetical profile. Do not target
real individuals).

e Social Media Posts (Assume you can access these):
o Post 1: A photo of a coffee cup with a distinctive logo. The caption reads: "Starting the day
right! #Coffee #Morning."

o Post 2: A photo of a building with a unique architectural style. The caption reads:
"Exploring the city! #Architecture #Travel."

o Post 3: A photo of a beach with turquoise water. The caption reads: "Paradise found!
#BeachLife #Vacation."

o Post 4: A photo of a street sign (partially obscured). You can make out the letters
"Strada..."

e No EXIF Data: All images have had EXIF data removed.
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Instructions:
1. Analyze the Social Media Posts:

o For each post, identify potential location clues.

o Use reverse image search, landmark identification, and textual analysis techniques to
narrow down the possible locations.

o Document your search queries and results.

2. Use Mapping Tools:

o Use Google Earth and OpenStreetMap to explore potential locations.
o Compare the terrain, architecture, and street layouts to the photos.

o Document your findings.

3. Use Maltego:

o Create a Maltego graph representing the POI and potential locations.
o Use geolocation transforms to enrich the graph with geographic information.

o Visualize the connections between the POl and the locations.

4. ldentify the POIl's Potential Location:

o Based on your analysis, identify the most likely location of the POI.

o Provide a detailed explanation of why you believe this is the correct location.

5. Create a Map Visualization:

o Create a map visualization showing the POI's potential location and any relevant points of
interest. You can use Google My Maps, OpenStreetMap, or another mapping tool.

6. Document Your Findings:

o Write a report documenting your entire process, including:
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= The social media posts and images you analyzed.

» The search queries you used.

= The mapping tools you used.

= Your Maltego graph.

= Your reasoning for identifying the POI's potential location.

= Your map visualization.

Deliverables:

e A detailed report documenting your findings.

» A Maltego graph (exported as a ([ file)-

e A link to your map visualization.

Grading Criteria:

e Thoroughness of analysis.
e Accuracy of findings.
o Effective use of OSINT techniques.
e Proper use of Maltego.
e Clarity and organization of the report.
e Creativity in solving the problem.
This module provides a strong foundation for using OSINT and Maltego to identify and

map the location of a POIl. Remember to practice these techniques and explore other tools
and resources to further enhance your skills.

Okay, let's dive deep into Module 6: Circumventing OpSec: Identifying and Overcoming
Countermeasures. This is where things get interesting, as we start thinking like both the hunter and
the hunted. We'll learn how to spot OpSec measures and how to (ethically!) navigate around them.
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Module 6: Circumventing OpSec: Identifying and
Overcoming Countermeasures

Module Objective: Recognize and overcome common OpSec countermeasures employed by a
POI.

Subtopics:

Identifying Pseudonyms and Aliases: Techniques for linking multiple online identities.

VPNs and Proxy Servers: Understanding their limitations and potential vulnerabilities.

Burner Phones and Email Addresses: Tracking disposable communication methods.

Social Media Privacy Settings: Bypassing privacy restrictions and accessing hidden information.

Analyzing Metadata: Extracting hidden information from files and documents.

Case Study: Tracking a POI using a burner email address and a VPN,

Suggested Resources/Prerequisites: Completion of previous modules.

Module Project: Given a hypothetical POl using a pseudonym and a VPN, use OSINT techniques
and Maltego to attempt to identify their real identity and location. Document the OpSec
countermeasures encountered and the strategies used to overcome them.

6.1 Identifying Pseudonyms and Aliases: Techniques for Linking Multiple Online Identities

Understanding the Problem: People use pseudonyms and aliases to separate different aspects of
their lives, protect their privacy, or even conceal malicious activities. Our goal is to connect these
disparate identities back to the real person.

Techniques:
¢ Username Correlation:

o The Universal Username Search: Many people reuse the same username across multiple
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platforms. Start with a known username and search for it on:
= NameCheckr: (namecheckr.com) - Checks availability across numerous platforms.
While it doesn't directly find existing accounts, it helps understand where the username
is likely to be used.

= |nstant Username Search: (instantusername.com) - Similar to NameCheckr.

u GOOg|€/DUCkDUCkGOI "username" JEEIEE match) Ol uscrname site:reddit.com

(specific site).

o Username Variations: People often slightly modify usernames (e.g., adding numbers,
underscores, or initials). Try common variations. If the POl uses "JohnDoe," also search for

"JohnDoel," "John_Doe," "JDoe," etc.

o Maltego: Use the "To Person [using name]" transform on a Maltego entity. This can help

find associated accounts.

e Email Address Analysis:

o Reverse Email Lookup: Use services like:
s Hunter.io: Finds email addresses associated with a website. Can also reveal names
associated with those emails.

= That's Them: (thatsthem.com) - A people search engine; sometimes reveals associated
aliases.

= Pipl: (pipl.com) - A powerful people search engine; requires a paid subscription for full
access, but can yield valuable results even with limited access.

- Dorks can sometimes find emails leaked

in pastes with associated information.

o Email Headers: Examine email headers for clues about the sender's true identity or
location (see Section 6.2 for more on IP addresses). Tools like (Linux/macQS) or
online header analyzers can help.

o Gravatar/Libravatar: These services link an email address to a profile picture. If the POI
uses the same email address for different accounts, they might inadvertently reveal the
same profile picture, linking the accounts. You can use a simple script to check if an email
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has a Gravatar:

import hashlib

import urllib.request

try:

urllib.request.urlopen (gravatar url)

print (f"Gravatar found for {email}: {gravatar url}")
except urllib.error.HTTPError as e:

if e.code == 404:
print (f"No Gravatar found for {emaill}")

print (f"Error checking Gravatar for {email}: elt")

email = "test@example.com" # Replace with the email you want to check

e Writing Style Analysis (Stylometry):

o Analyze writing samples from different accounts for similarities in vocabulary, sentence
structure, and punctuation. This is a more advanced technique, but consistent stylistic
patterns can be a strong indicator of a single author. Tools like (EEEEEE (Java Graphical
Authorship Attribution Program) can be helpful, but require some technical expertise. Even
simple manual comparison can reveal patterns.

o Look for unique phrases or idioms that the POI consistently uses.
e Image Analysis:

o Reverse Image Search: If the POI uses the same profile picture across different accounts,
reverse image search (Google Images, TinkEye, Yandex Images) can reveal those accounts.

o Facial Recognition (Use with Extreme Caution): Facial recognition technology should
be used very carefully and ethically. It's often inaccurate, biased, and raises serious privacy
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concerns. Only use it when legally and ethically justified. Cloud Vision API (Google) and
other services offer facial recognition capabilities.

o Image Metadata: Examine image metadata (EXIF data) for clues about the camera used,

location, or software used to create the image (see Section 6.5).

e Social Network Graphing:

o Maltego: Use Maltego to map the POIl's connections on social media. Look for patterns in
their friends, followers, and groups they belong to. Common connections across different
pseudonyms can be a strong indicator of a single person.

Example:

Let's say you find two Twitter accounts, (il ¢ (e ey have different

profile pictures and bios. However, you notice they both frequently interact with the same group of
people, and they both retweet content related to a specific local hiking trail. This suggests a
possible connection between the two accounts. Further investigation might reveal that both
accounts mention attending the same tech conference. This strengthens the hypothesis that they
belong to the same person.

6.2 VPNs and Proxy Servers: Understanding their Limitations and Potential Vulnerabilities

Understanding the Problem: VVPNs and proxy servers mask the user's true IP address, making it
harder to track their location.

How They Work:

e VPN (Virtual Private Network): Encrypts all internet traffic and routes it through a server in a
different location. This hides the user's IP address and protects their data from eavesdropping.

e Proxy Server: Acts as an intermediary between the user and the internet. It forwards the user's
requests to the destination server, masking their IP address. Proxies are generally less secure
than VPNs and don't always encrypt traffic.

Limitations and Vulnerabilities:

e VPN Leaks:
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o IP Leaks: Sometimes, VPNs fail to properly mask the user's IP address, revealing their true
location. This can happen due to DNS leaks, WebRTC leaks, or other configuration issues.
= Testing for Leaks: Use online IP leak test tools like:
» ipleak.net

» dnsleaktest.com

= Mitigation: Advise users to use a VPN with built-in leak protection and to disable
WebRTC in their browser.

o DNS Leaks: The VPN might mask the user's IP address, but their DNS requests might still
be routed through their ISP's DNS servers, revealing their location.
= Testing for Leaks: Use dnsleaktest.com.

= Mitigation: Configure the VPN to use its own DNS servers or use a third-party DNS
service like Cloudflare (1.1.1.1) or Google Public DNS (8.8.8.8).

e Proxy Server Logging: Many proxy servers log user activity, including IP addresses and visited
websites. If the POL is using a free or low-quality proxy server, their activity might be logged
and accessible to law enforcement or other parties.

e VPN Server Location: While a VPN masks the user's IP address, it doesn't necessarily make
them untraceable. The VPN server itself has an IP address, and its location is known. If the PO
consistently connects to a VPN server in a specific country, that can provide a clue about their
general location.

e Correlation with Other Data: Even if the POl is using a VPN, their activity might still be
correlated with other data points, such as their social media posts, online purchases, or forum
activity. By analyzing these data points, it might be possible to narrow down their location or
identify their true identity.

e VPN Fingerprinting: VPNs can sometimes be fingerprinted based on their network
characteristics. This can allow websites to detect that a user is using a VPN and potentially block
their access.

Circumventing VPNs/Proxies:
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e Passive Analysis:

o ldentify VPN/Proxy Usage: Look for patterns in network traffic that suggest VPN or proxy
usage. For example, consistent connections to a known VPN server.

o Examine Email Headers: Check the ([EiRSSteel headers in email messages. These
headers can sometimes reveal the originating IP address, even if the sender is using a
proxy. However, be aware that these headers can be easily spoofed.

o Browser Fingerprinting: Use browser fingerprinting techniques to identify the user's
browser, operating system, and other characteristics. This information can be used to
correlate their activity across different VPNs or proxies. Tools like (i co" be
used for this purpose.

e Active Techniques (Use with Extreme Caution and Legal Counsel):

o Compromise the VPN Server: This is a highly illegal and unethical activity. It involves
hacking into the VPN server and accessing user data. Do not attempt this.

o Man-in-the-Middle Attack: This involves intercepting the traffic between the user and

the VPN server. This is also a highly illegal and unethical activity. Do not attempt this.

Ethical Considerations: It is never ethical or legal to engage in hacking or other illegal activities to
circumvent VPNs or proxies. The focus should always be on gathering information through legal
and ethical means.

6.3 Burner Phones and Email Addresses: Tracking Disposable Communication Methods

Understanding the Problem: Burner phones and email addresses are temporary communication
methods designed to protect the user's privacy. They are difficult to trace back to the user's real
identity.

How They Work:

e Burner Phone: A prepaid mobile phone that is purchased with cash and used for a short
period of time. It is typically discarded after use.

e Burner Email Address: A temporary email address that is created for a specific purpose and
then discarded. Services like Mailinator and Guerrilla Mail provide disposable email addresses.
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Limitations and Vulnerabilities:

e Service Provider Records: Even though burner phones are purchased with cash, the service
provider still keeps records of calls and text messages. These records can be subpoenaed by
law enforcement.

e Location Data: Burner phones can be tracked using cell tower triangulation or GPS. This data
can be used to determine the user's location.

e Correlation with Other Data: Even if the POl is using a burner phone or email address, their
activity might still be correlated with other data points, such as their social media posts, online
purchases, or forum activity. By analyzing these data points, it might be possible to narrow
down their location or identify their true identity.

e Reused Information: People often reuse information, even when trying to be anonymous.
They might use the same password for a burner email as they do for a personal account, or
they might use the same username on a burner phone as they do on a social media profile.

Circumventing Burner Phones/Emails:
e Email Analysis:

o Header Analysis: Examine email headers for clues about the sender's true identity or
location. Look for IP addresses, email servers, and other identifying information. Be aware
that these headers can be easily spoofed.

o Content Analysis: Analyze the content of the email for clues about the sender's identity.
Look for personal details, writing style, and other identifying information.

o Reverse Email Lookup: Use services like Hunter.io or Pipl to try to find information about
the email address.

o Gravatar/Libravatar: Check if the burner email has a Gravatar associated with it.

e Phone Number Analysis:

o Reverse Phone Lookup: Use services like WhitePages or ZabaSearch to try to find
information about the phone number. These services often provide the name and address
of the phone number's owner. However, be aware that this information might not be
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accurate, especially if the phone number is a prepaid phone.

o Social Media Search: Search for the phone number on social media platforms like
Facebook, Twitter, and Instagram. People sometimes accidentally post their phone number
online.

o Messaging App Search: Search for the phone number on messaging apps like
WhatsApp, Telegram, and Signal. If the POl is using the phone number on these apps,
their profile might be visible.

e Correlation with Other Data:

o Timing Analysis: Analyze the timing of calls and emails to identify patterns in the POI's
communication. For example, if the POI consistently calls a specific person or business from
their burner phone, that might provide a clue about their identity.

o Location Data: If possible, try to obtain location data for the burner phone. This data can
be used to track the POI's movements and identify their location. This often requires legal
authorization.

o Content Analysis: Analyze the content of the POI's communications for clues about their
identity. Look for personal details, writing style, and other identifying information.

Example:

Let's say the POl uses a burner email (EeieREEREI R eIl (O contact a journalist. The

journalist forwards you the email. Here's how you might proceed:

1. Header Analysis: Examine the email headers. While the address is

anonymousl23@disposable.com § the (EEIEREERl caders mlght reveal the originating |P

address. Even if it's a VPN IP, it's a starting point.

2. Content Analysis: The email mentions a specific local event and uses a unique phrase the
journalist knows the POI often uses.

3. Reverse Email LOOkUp: Checking anonymous123@disposable.com [l Gravatar reveals no

associated image.

4. Correlation: You know the POl is interested in local politics. You search for public records
related to the event mentioned in the email and find a name associated with a similar issue.
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You investigate that name further, linking it to the POI.

6.4 Social Media Privacy Settings: Bypassing Privacy Restrictions and Accessing Hidden
Information

Understanding the Problem: Social media platforms offer a variety of privacy settings that allow
users to control who can see their content. Our goal is to find ways to access information that is
hidden behind these privacy settings.

Common Privacy Settings:

e Private Accounts: Only approved followers can see the user's posts and profile information.
e Restricted Lists: The user can create lists of people who are restricted from seeing their posts.
e Blocked Users: The user can block other users from seeing their profile or contacting them.

¢ Limited Profile Information: The user can choose to hide certain information from their
profile, such as their phone number, email address, or date of birth.

e Location Sharing: The user can choose to disable location sharing, which prevents their
location from being tracked.

Bypassing Privacy Restrictions (Ethical Considerations are Paramount!):

e Friend Request/Follow Request: The most straightforward approach is to simply send a
friend request or follow request to the POI. If they approve the request, you will be able to see
their posts and profile information. Be transparent about your intentions. Don't create fake
profiles to deceive the POI.

e Common Connections: If you have a mutual friend or follower with the POI, you might be
able to see their posts and profile information even if they have a private account. The POI's
privacy settings might allow friends of friends to see their content. Don't pressure mutual
connections to share information they are not comfortable sharing.

e Search Engine Caches: Search engines like Google and Bing often cache social media pages.
Even if the POI has a private account, their posts might still be visible in the search engine
cache. Use the (EEiEeR operator in Google to view the cached version of a page (e.g.,

R e eIy - Be aware that cached information might be outdated.
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e Third-Party Apps: Some third-party apps allow you to view social media content even if the
user has a private account. However, these apps are often unreliable and might violate the
social media platform's terms of service. Use caution when using third-party apps and be
aware of the risks.

e Social Media Scraping (Use with Caution and Ethical Considerations): Social media
scraping involves using automated tools to extract data from social media platforms. This can
be used to access information that is hidden behind privacy settings. However, social media
scraping is often against the platform's terms of service and can be illegal in some jurisdictions.
Use social media scraping with extreme caution and only when legally and ethically
justified. Tools like (e (Python) can be used for web scraping, but are complex and
require technical expertise.

e Google Dorks: Employ Google Dorks to locate publicly available information that the POI may

have inadvertently shared. For instance, searching for ([ e gt

reveal information they posted publicly.

Ethical Considerations: It is never ethical or legal to hack into social media accounts or use other
illegal methods to bypass privacy restrictions. The focus should always be on gathering information
through legal and ethical means. Transparency and honesty are key.

6.5 Analyzing Metadata: Extracting Hidden Information from Files and Documents

Understanding the Problem: Metadata is "data about data." It's hidden information embedded in
files that can reveal details about the file's creation, modification, and origin.

Types of Metadata:

o EXIF Data (Images): Contains information about the camera used to take the picture, the date
and time the picture was taken, the location where the picture was taken (if GPS is enabled),
and other settings.

e Document Metadata (Word, PDF, etc.): Contains information about the author, title, subject,
keywords, creation date, modification date, and software used to create the document.

e File System Metadata: Contains information about the file's name, size, creation date,
modification date, and permissions.
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Tools for Analyzing Metadata:

e ExifTool: A powerful command-line tool for reading and writing metadata in a wide variety of
file formats. Available for Windows, macOS, and Linux.

exiftool image.]jpg

e Online Metadata Viewers: Several websites allow you to upload a file and view its metadata.
Examples include:

o Metadata2Go: (metadata2go.com)
o Online Exif Viewer: (onlineexifviewer.com)
e Built-in Operating System Tools: Windows and macOS have built-in tools for viewing basic

metadata. In Windows, right-click on a file, select "Properties," and then click on the "Details"
tab. In macOS, right-click on a file, select "Get Info," and then look for the "More Info" section.

Information that Can Be Found in Metadata:

e Location: GPS coordinates embedded in images can reveal the location where the picture was
taken.

e Camera Information: The make and model of the camera used to take the picture can be
identified.

e Software Information: The software used to create or modify the file can be identified. This
can reveal the operating system and applications used by the POI.

e Author Information: The author's name and username can be found in document metadata.

e Dates and Times: The creation date and modification date of the file can be found. This can
be used to track the POI's activity.

¢ Hidden Comments and Revisions: Documents can contain hidden commments and revisions
that can reveal valuable information.

Example:

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



You find an image posted by the POl on a forum. You download the image and use ExifTool to
analyze its metadata:

exiftool image.]jpg

The output reveals that the image was taken with an iPhone 12 and that GPS coordinates are
embedded in the image. You copy the GPS coordinates into Google Maps and find the exact
location where the picture was taken. This reveals that the POI was recently at that location.

Removing Metadata:

It's important to be aware that metadata can be easily removed from files. If the POl is aware of the
risks, they might take steps to remove metadata before sharing files online. ExifTool can also be
used to remove metadata:

exiftool -all= image.jpg

This command removes all metadata from the image.

6.6 Case Study: Tracking a POl Using a Burner Email Address and a VPN

Scenario:

A journalist, Sarah, is investigating a corrupt politician, Mayor Thompson. Mayor Thompson is using

a burner email address ((ERE IR I ERIe®) oNd o VPN to communicate with

Sarah and leak documents anonymously. Your task is to identify Mayor Thompson's true identity
and location using OSINT techniques.

Steps:

1. Email Header Analysis: Sarah provides you with an email from

anonymous_tipster@protonmail.com .YOLlarmﬂyzethE3ernaH headers. The [EEEEEREEN caders

reveal that the email originated from an IP address in Switzerland. This is likely the location of
the ProtonMail server, not Mayor Thompson's actual location. However, you note the specific
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ProtonMail server IP address for future reference.

2. Content Analysis: You analyze the content of the email. Mayor Thompson mentions specific
details about a local development project that only a few people would know. He also uses a
unique phrase that Sarah recognizes as something Mayor Thompson often says in public
speeches.

3. Social Media Search: You search for "Mayor Thompson" on social media. You find his official
Facebook page and Twitter account. You also find a personal Instagram account that he rarely
uses.

4. Metadata Analysis: You examine the images posted on Mayor Thompson's social media
accounts. You find a picture of him at a local restaurant. You download the image and use
ExifTool to analyze its metadata. The metadata reveals that the image was taken with an
iIPhone and that GPS coordinates are embedded in the image. You copy the GPS coordinates
into Google Maps and find the exact location of the restaurant.

5. Timing Analysis: You analyze the timing of the emails from
B R Aty -l compare it to Mayor Thompson's public schedule.
You notice that the emails are often sent during times when Mayor Thompson is supposed to
be at public events. However, the events are close to his home.

6. Correlation: You combine the information you have gathered from the email headers, content
analysis, social media search, and metadata analysis. You realize that the unique phrase used in
the email is something that Mayor Thompson often says in public speeches. You also realize
that the emails are often sent during times when Mayor Thompson is supposed to be at public
events, but the events are close to his home. You hypothesize that Mayor Thompson is using
the burner email address and VPN to leak documents anonymously while pretending to be at
public events.

7. Confirmation: You discreetly investigate Mayor Thompson's activities during the times when
the emails were sent. You find evidence that he was not actually at the public events. You also
find evidence that he was at home during those times. This confirms your hypothesis.

Conclusion:
By combining various OSINT techniques, you were able to identify Mayor Thompson as the source
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of the anonymous leaks, even though he was using a burner email address and a VPN. This case
study demonstrates the power of OSINT in uncovering hidden information and circumventing
OpSec countermeasures.

This detailed module provides a comprehensive overview of OpSec countermeasures and how to
ethically circumvent them using OSINT techniques. Remember to always prioritize ethical
considerations and legal compliance in your investigations. Good luck!

Okay, let's dive deep into Module 7: Data Correlation and Analysis: Building a Comprehensive
Profile. This module is where everything comes together, transforming disparate pieces of
information into a coherent and insightful understanding of your Person of Interest (POI).

Module 7: Data Correlation and Analysis: Building a
Comprehensive Profile

Module Objective: Correlate data from various sources to build a comprehensive profile of a POI.

Subtopics:

e Data Normalization: Cleaning and standardizing data from different sources.

Link Analysis: Identifying relationships between entities and uncovering hidden connections.

Pattern Recognition: Identifying patterns in behavior and communication.

Timeline Analysis: Reconstructing events and activities based on OSINT data.

Maltego Visualization Techniques: Presenting complex data in a clear and concise manner.

Case Study: Building a comprehensive profile of a suspected cybercriminal.

Suggested Resources/Prerequisites: Completion of previous modules.

Module Project: Using all the techniques learned in previous modules, build a comprehensive
profile of the hypothetical POl from Module 6. Include their real identity, location, online activities,
and any other relevant information. Present your findings in a clear and concise report.

7.1 Data Normalization: Cleaning and Standardizing Data
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Data normalization is the crucial first step. You've likely gathered information from various sources,
each with its own format and conventions. Without normalization, comparing and analyzing this
data becomes extremely difficult.

Why is Data Normalization Important?

e Consistency: Ensures data is in a uniform format, making comparisons and analysis easier.
e Accuracy: Corrects errors, inconsistencies, and duplicates.
e Efficiency: Simplifies data processing and analysis.

e Integration: Enables seamless integration of data from different sources.

Common Normalization Tasks:

1. Name Standardization:
o Handle variations in names (e.g., Robert vs. Bob, John Doe vs. Doe, John).

o Use consistent capitalization (e.g., all lowercase, Proper Case).
o Remove titles (e.g., Mr.,, Ms., Dr)).
2. Address Standardization:
o Use consistent abbreviations (e.g., St. vs. Street, Ave. vs. Avenue).
o Standardize address formats (e.qg., "123 Main Street" vs. "123 Main St").
o Parse addresses into individual components (street number, street name, city, state, zip
code).
3. Phone Number Standardization:
o Remove extraneous characters (e.g., parentheses, dashes, spaces).
o Use a consistent format (e.g., +15551234567).
4. Email Address Standardization:
o Convert to lowercase.

o Validate email address syntax.
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5. Date and Time Standardization:
o Use a consistent date and time format (e.g., YYYY-MM-DD HH:MM:SS).

o Handle time zones correctly.
6. Currency Standardization:
o Use a consistent currency symbol (e.g., USD, EUR, GBP).

o Convert to a common currency if necessary.

Tools and Techniques:

e Spreadsheets (Excel, Google Sheets): Useful for basic normalization tasks, such as find and
replace, text manipulation, and sorting.

e Regular Expressions (Regex): Powerful for pattern matching and text manipulation.

e Programming Languages (Python, R): Provide libraries for advanced data cleaning and
normalization.

e Data Cleaning Libraries (e.g., Pandas in Python): Offer functions for handling missing data,
removing duplicates, and standardizing data formats.

e Data Transformation Tools (e.g., OpenRefine): Designed specifically for data cleaning and
transformation.

Example: Normalizing Names in Python using Pandas

import pandas as

import re

# Sample data (imagine this comes from different sources)
data = {'Name': ['Robert Smith', 'Bob Smith', 'Smith, Robert', 'ROBERT SMiTH', 'R.
Smith']}

df = pd.DataFrame (data)

def normalize name (name) :

# Convert to lowercase
name = name.lower ()

# Remove commas and periods
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name = name.replace(',', '').replace('.', '")

# Handle "FirstName LastName" and "LastName FirstName" formats
' in name:

parts

name =

# Remove initials

name = re.sub(r'\b[a-z]\b', '', name) # Remove single-letter words (initials)

name = re.sub(' +', ' ', name) # Remove extra spaces

return name.strip()

# Apply the normalization function to the 'Name' column

df ['Normalized Name'] = df['Name'].apply(normalize name)

print (df)

Explanation:

for data manipulation and for regular expressions.

2. Sample Data: Creates a Pandas DataFrame with a '‘Name' column containing various name
formats.

). SRR function:

o Converts the name to lowercase.

Removes commas and periods.

[e]

[e]

Handles "LastName, FirstName" format by swapping the parts.

Removes initials (single-letter words).

[e]

[e]

Removes extra spaces and trims leading/trailing spaces.

4. Apply Normalization: Applies the ([t EERTIREREE UNCtion to each value in the 'Name'

column and stores the result in a new 'Normalized_Name' column.

Important Considerations:

e Context Matters: The best normalization techniques depend on the specific data and the

goals of your analysis.

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



e Loss of Information: Be careful not to discard valuable information during normalization. For
example, removing titles might be appropriate in some cases, but not in others.

e Document Your Process: Keep a detailed record of the normalization steps you take, so you
can reproduce your results and understand any potential biases.

7.2 Link Analysis: Identifying Relationships

Link analysis is a data analysis technique used to evaluate relationships (connections/links) between
nodes (entities). It's a powerful way to uncover hidden connections and patterns within your data.
Maltego is excellent for this.

Key Concepts:

e Nodes (Entities): Represent individual items or concepts (e.g., people, organizations, websites,
email addresses, phone numbers). In Maltego, these are the entities in your graph.

e Links (Relationships): Represent the connections between nodes (e.g., "works for," "owns," "is

friend of," "communicates with"). In Maltego, these are the edges connecting the entities.

e Network: The collection of nodes and links, forming a visual representation of the

relationships.

Steps in Link Analysis:

1. Identify Entities: Determine the key entities relevant to your investigation (e.g., the POI, their
associates, their employers, their online accounts). You've already done this in previous
modules.

2. Gather Data: Collect data about the entities and their relationships from various sources (e.g.,
social media, public records, news articles, company websites).

3. Create a Network Graph: Represent the entities as nodes and the relationships as links. This is
where Maltego shines.

4. Analyze the Network:
o ldentify Central Nodes: Nodes with many connections are often important individuals or
organizations. In Maltego, you can visually identify these nodes.

o Find Cliques and Communities: Groups of nodes that are highly interconnected may

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



represent social circles, business partnerships, or other types of communities.

o Discover Paths and Connections: Trace paths between nodes to understand how they
are related. For example, how is the POI connected to a specific organization?

o Identify Anomalies: Look for unusual patterns or connections that may indicate
suspicious activity.

5. Interpret the Results: Draw conclusions based on the analysis of the network graph.

Using Maltego for Link Analysis:

1. Create Entities: Add entities to your Maltego graph representing the individuals,
organizations, and other items you've identified.

2. Run Transforms: Use transforms to discover connections between entities. For example, you
can use the "To Websites" transform to find websites associated with a person or organization.
The "To Email Address" transform will find associated email addresses.

3. Visualize the Graph: Use different graph layouts (e.g., Circular, Hierarchical) to highlight
different aspects of the network.

4. Filter and Group Entities: Use filters to focus on specific types of entities or relationships. Use
grouping to organize the graph and make it easier to understand.

5. Analyze Path Length: Maltego allows you to find the shortest path between two entities,

which can reveal indirect connections.

Example: Finding Connections in Maltego
Let's say you've identified the POI's email address and a company website. In Maltego:

1. Create an "Email Address" entity for the POI's email address.
2. Create a "Website" entity for the company website.

3. Run the transform "To Person [using email address]" on the email address entity. This might
reveal the POI's name or other online profiles.

4. Run the transform "To Email Address" on the website entity. This might reveal the email
addresses of other employees at the company.
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5. If you find other email addresses, run "To Person [using email address]" on those addresses to
identify more individuals.

6. Look for connections between the POI and other individuals at the company. For example, are
they connected on LinkedIn? Do they share any other online accounts?

Code Example (Python with - a library for creating and analyzing networks)

This is a simplified example that doesn't integrate directly with Maltego, but demonstrates the
underlying concepts of link analysis.

import networkx as nx

import matplotlib.pyplot as plt

Create a graph

= nx.Graph ()

Add nodes (entities)
.add_node ("POI")

.add node ("Company Website")
.add node ("Employee A")

.add node ("Employee B")

Add edges (relationships)

.add_edge ("POI", "Employee A", relation="Colleague")

.add_edge ("Employee B", "Company Website", relation="Works At")

#
G
G.add _edge ("Employee A", "Company Website", relation="Works At")
G
G

.add_edge ("POI", "Employee B", relation="LinkedIn Connection") # Indirect

Connection

# Visualize the graph

pos = nx.spring layout (G) # Define node positions

nx.draw (G, pos, with labels=True, node size=1500, node color="skyblue",
font size=10, font weight="bold")

nx.draw networkx edge labels (G, pos, edge labels=nx.get edge attributes (G,
'relation'))

plt.show ()

# Analyze the graph (example: find shortest path)
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print (f"Shortest path e °OI and o) : {shortest path] Output:

['POI', 'Employee A',

Explanation:

1. Import Libraries: Imports B for graph creation and analysis and ([ETSSRSISERSE O

visualization.
2. Create Graph: Creates an empty graph object.
3. Add Nodes: Adds nodes representing the POI, company website, and employees.

4. Add Edges: Adds edges representing the relationships between the nodes. The (EEcEEERe

attribute provides more information about the type of connection.

5. Visualize Graph: Uses (EEISSRISERE (O display the graph. (s et e S o

algorithm that positions the nodes in a visually appealing way.

6. Analyze Graph: Uses [EESEREISSSSEESEIEN (0 find the shortest path between the POI and the

company website. This shows how the POl is indirectly connected to the company through
Employee A.

Key Takeaways:

e Link analysis is a powerful tool for uncovering hidden connections.
e Maltego provides a visual and interactive way to perform link analysis.

e Understanding the relationships between entities is crucial for building a comprehensive profile.

7.3 Pattern Recognition: Identifying Behavioral Patterns

Pattern recognition involves identifying recurring behaviors, communication styles, or other
characteristics that can help you understand your POI.

Why is Pattern Recognition Important?

e Predicting Future Behavior: [dentifying patterns can help you anticipate the POI's future
actions.

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



o Identifying Anomalies: Deviations from established patterns can indicate suspicious activity.

e Understanding Motivations: Patterns can provide insights into the POI's goals and
motivations.

e Linking ldentities: Patterns can help you connect different online identities to the same

person.

Types of Patterns to Look For:

e Communication Patterns:
o Frequency and timing of emails or social media posts.

o Preferred communication channels.
o Language and tone used in communications.
o Individuals or groups frequently contacted.
e Activity Patterns:
o Time of day when the POI is most active online.
o Websites and applications frequently visited.
o Types of content consumed or shared.
o Travel patterns (if available).
e Social Patterns:
o Social media connections and interactions.
o Groups and communities joined.
o Topics of interest discussed online.
o Financial Patterns:
o Transaction history (if available).
o Spending habits.

o Sources of income.
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e Technical Patterns:
o |P addresses used to access online services.

o Operating systems and devices used.

o Software and applications installed.

Techniques for Identifying Patterns:

e Manual Analysis: Reviewing data (e.g., social media posts, emails) and looking for recurring

themes, keywords, or behaviors.

e Data Visualization: Using charts and graphs to identify trends and anomalies in the data.
Maltego's graph visualizations are helpful here.

e Statistical Analysis: Using statistical techniques (e.g., frequency analysis, correlation analysis)

to identify significant patterns.

e Machine Learning: Using machine learning algorithms to automatically identify patterns in
large datasets. This is more advanced but can be very powerful.

Example: Identifying Communication Patterns

Let's say you have access to the POI's social media posts. You could analyze the timing of their
posts to see if they tend to be more active at certain times of day or on certain days of the week.
You could also analyze the content of their posts to identify their interests and the topics they

frequently discuss.

Code Example (Python with and [EEERERY): Analyzing Social Media Post
Times

import datetime

from collections import Counter

# Sample data (replace with actual data from social media posts)

post timestamps = [
3-10-27 10:00:00",
»3-10-27 11: oo",

0:00",
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"2023-10-28
"2023-10-28
"2023-10-29
"2023-10-29
"2023-10-30

# Convert timestamps to datetime objects

datetime objects = [datetime.datetime.strptime (ts, Y -%$m-%d %

post timestamps]

# Extract hours from datetime objects

post hours = [dt.hour for dt in datetime objects]

# Count the frequency of each hour

hour counts = Counter (post hours)

# Find the most common posting hour

most common hour = hour counts.most common (1) [0] [O]

print (£"Most common posting hour: {most common hour}:00") # Output: Most common
posting hour: 10:00
print ("Hour Counts:", hour counts) # Output: Hour Counts: Counter ({10: 4, 1,

14: 1, 12: 1, 20: 1})

# You could also analyze the days of the week

post weekdays = [dt.weekday() for dt in datetime objects] # 0 is Monday, 6 is
Sunday

weekday counts = Counter (post weekdays)

print ("Weekday Counts:", weekday counts)

Explanation:

1. Import Libraries: Imports for working with dates and times and from

for counting frequencies.

2. Sample Data: Provides a list of sample timestamps in string format.

3. Convert to Datetime Objects: Converts the timestamps to objects using

datetime.datetime.strptime
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4. Extract Hours: Extracts the hour from each (ERaiuag object.

5. Count Frequencies: Uses ([SEiaag to count the frequency of each hour.

6. Find Most Common Hour: Uses — to find the most common

hour.

7. Weekday Analysis: Extracts the day of the week and counts the frequency.

Important Considerations:

e Data Volume: Pattern recognition is more effective with larger datasets.
o Context is Key: Always consider the context of the data when interpreting patterns.
e False Positives: Be aware of the possibility of false positives (identifying patterns that are not

actually meaningful).

7.4 Timeline Analysis: Reconstructing Events

Timeline analysis involves reconstructing a sequence of events based on OSINT data. It helps you
understand the POI's activities, relationships, and movements over time.

Why is Timeline Analysis Important?

e Understanding the Sequence of Events: Helps you understand the order in which events

occurred, which can be crucial for understanding cause and effect.
 Identifying Gaps in Information: Highlights areas where you need to gather more data.

e Detecting Anomalies: Reveals inconsistencies or unusual events that may warrant further

investigation.

e Supporting Legal or Investigative Actions: Provides a chronological record of events that

can be used as evidence.

Steps in Timeline Analysis:

1. Gather Data with Timestamps: Collect data from various sources that includes timestamps
(e.g., social media posts, news articles, blog posts, forum discussions, public records). The more
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accurate the timestamps, the better.
2. Organize the Data Chronologically: Sort the data by timestamp, from earliest to latest.
3. Identify Key Events: Highlight the most significant events in the timeline.

4. Analyze the Relationships Between Events: Look for connections between events that may
indicate cause and effect or other relationships.

5. Visualize the Timeline: Create a visual representation of the timeline to make it easier to

understand and analyze.

Tools and Techniques:

e Spreadsheets (Excel, Google Sheets): Useful for creating basic timelines.

e Timeline Software (e.g., TimelineJS, Aeon Timeline): Designed specifically for creating and
visualizing timelines.

o Data Visualization Libraries (e.g., Matplotlib, Seaborn in Python): Can be used to create
custom timeline visualizations.

e Maltego: Can be used to create timelines by linking entities and events with timestamps. While

not its primary function, it can be adapted.

Example: Creating a Timeline in a Spreadsheet

1. Create a spreadsheet with columns for:
o Date/Time: The timestamp of the event.

o Event Description: A brief description of the event.
o Source: The source of the information.

o Notes: Any additional notes or comments.

2. Enter the data into the spreadsheet, sorting it by date/time.

3. Use the spreadsheet's charting capabilities to create a visual representation of the timeline.

Using Maltego for Timeline Analysis (Adaptation):
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. Create Entities for each Event.

. Add a "Date" property to each entity.
Use the "Notes" field in the entity to add the event description.
Manually link related events to demonstrate relationships.

. While Maltego doesn't automatically visualize a timeline, you can arrange the entities
chronologically and use different colors or shapes to represent different types of events.

Code Example (Python with - Creating a basic timeline visualization):

import matplotlib.pyplot as plt
import matplotlib.dates as mdates

import datetime

# Sample data

dates = |
datetime.datetime (2023,
datetime.datetime (2023,
datetime.datetime (2023,
datetime.datetime (2023,

]

events = |
"Posted on Social Media",
"Visited a Specific Website",
"Attended an Event",

"Made a Purchase"

# Create the timeline plot

fig, ax = plt.subplots(figsize=(10, 4))

# Plot the events on the timeline

ax.plot (dates, [0] * len(dates), "o", color="red")

# Add event descriptions
for i1, (date, event) in enumerate(zip(dates, events)):

ax.text (date, 0.1, event, ha="center", wva="bottom")
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Customize the plot
set_ylim(-1, 1) # Adjust y-axis limits
# Remove axis lines and labels
ax.xaxis.set major locator (mdates.AutoDateLocator()) # Automatica 7 format dates

ax.xaxls.set major formatter (mdates.DateFormatter ("$Y-%m-%d")) Set d format

plt.xticks (rotation=45) # Rotate date labels for readability

# Show the timeline
plt.title("POI Activity Timeline")
plt.tight layout ()

plt.show ()

Explanation:

1. Import Libraries: Imports

matplotlib.pyplot forpﬂotﬁng, matplotlib.dates for date

formatting, and ([EETEERIS for working with dates.

2. Sample Data: Provides sample dates and event descriptions.
3. Create Plot: Creates a Matplotlib figure and axes.

4. Plot Events: Plots the events on the timeline as red circles.

5. Add Event Descriptions: Adds text labels for each event.

6. Customize Plot: Customizes the plot to remove axis lines and labels, format the dates, and
rotate the date labels for readability.

Important Considerations:

e Timestamp Accuracy: The accuracy of the timestamps is crucial for creating an accurate
timeline.

o Data Gaps: Be aware of potential gaps in the data and try to fill them in with additional
research.

o Context is Key: Always consider the context of the events when analyzing the timeline.

7.5 Maltego Visualization Techniques: Presenting Complex Data
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Maltego is a powerful tool for visualizing complex data and relationships. Effective visualization is
crucial for communicating your findings to others.

Key Visualization Techniques in Maltego:

1. Graph Layouts: Maltego offers several graph layouts, each with its own strengths and
weaknesses:

o Circular Layout: Good for showing relationships between entities.

o Hierarchical Layout: Good for showing hierarchical relationships (e.g., organizational
structures).

o Organic Layout: Good for showing complex networks with many connections.
o Block Layout: Good for showing groups of entities that are related to each other.
2. Entity Properties: Use entity properties to add context and information to your graph. For

example, you can add a "Location" property to a "Person” entity to show their location on a
map.

3. Filtering and Grouping: Use filters to focus on specific types of entities or relationships. Use
grouping to organize the graph and make it easier to understand.

4. Color Coding: Use color coding to highlight different types of entities or relationships. For
example, you can use different colors to represent different types of social media accounts.

5. lcons: Use icons to represent different types of entities. Maltego provides a library of icons that
you can use, or you can upload your own.

6. Notes and Annotations: Add notes and annotations to your graph to explain your findings
and highlight key relationships.

Best Practices for Maltego Visualization:

e Keep it Simple: Avoid cluttering the graph with too many entities or relationships.

e Use Clear and Concise Labels: Make sure the labels on your entities and relationships are
easy to understand.
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e Use Color and Icons Effectively: Use color and icons to highlight important information, but
don't overuse them.

e Tell a Story: Use your graph to tell a story about the POI. Highlight the key events and
relationships that are most relevant to your investigation.

e Document Your Process: Keep a record of the steps you took to create the graph, so you can

reproduce your results and explain your findings to others.

Example: Visualizing a Social Media Network in Maltego:

1. Create "Person" entities for the POl and their social media connections.
2. Create "Social Media Account" entities for each of the POl's social media accounts.
3. Link the "Person" entities to their corresponding "Social Media Account" entities.

4. Use color coding to represent different social media platforms (e.g., blue for Facebook, light
blue for Twitter, etc.).

5. Use the "Circular Layout" to show the relationships between the POI and their social media
connections.

6. Add notes to the graph to explain the POI's social media activity and relationships.

Key Takeaways:

e Effective visualization is crucial for communicating your findings.
e Maltego offers a variety of visualization techniques to help you present complex data.

e Follow best practices to create clear and concise visualizations.

7.6 Case Study: Building a Comprehensive Profile of a Suspected Cybercriminal

Let's apply these techniques to a case study. Imagine you're investigating a suspected cybercriminal
who uses the online alias "ShadowHunter."

1. Data Gathering (from previous modules):

¢ Alias: ShadowHunter (on various forums and social media)
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e Email: shadowhunter77@example.com (used on a forum)
e IP Address: 192.0.2.10 (associated with forum posts)

e Social Media: A Twitter account with the handle @ShadowHunter77 (minimal activity, mostly
retweets of cybersecurity news)

e Forum Activity: Active on a dark web forum discussing hacking techniques and selling stolen

data.

2. Data Normalization:

e Standardize the email address to lowercase.
e Standardize the IP address format.

e Create consistent labels for the alias "ShadowHunter."

3. Link Analysis (Using Maltego):

1. Create Entities: Create "Person" entity for "ShadowHunter," an "Email Address" entity for
shadowhunter77@example.com, an "IPv4 Address" entity for 192.0.2.10, and a "Twitter
Account" entity for @ShadowHunter77.

2. Transforms:
o Run "To Person [using email address]" on the email entity. This might reveal a real name
associated with the email address (unlikely in this case, but always worth checking).

o Run "To Location [using IP address]" on the IP address entity. This might give you a general

location (city/region).

o Run "To Website [using Twitter handle]" on the Twitter account entity. This might reveal a
personal website or blog.

o Search for "ShadowHunter" on Google, DuckDuckGo, and other search engines to find

other online mentions.

o Use specialized OSINT tools to search for the email address and IP address on breach
databases.

4. Pattern Recognition:
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e Time of Activity: Analyze the timestamps of the forum posts to determine when
ShadowHunter is most active. Is it during business hours or late at night? This could provide
clues about their location and lifestyle.

e Language and Tone: Analyze the language and tone used in the forum posts. Are they using
specific jargon or slang? Do they have a particular writing style?

e Topics of Interest: |dentify the topics that ShadowHunter is most interested in. This could
provide clues about their skills and motivations.

e Social Connections: Identify other users who frequently interact with ShadowHunter on the
forum. These users may be associates or accomplices.

5. Timeline Analysis:

e Create a timeline of ShadowHunter's online activity, starting with their earliest known forum
posts.

e Look for any significant events or changes in their activity patterns. For example, did they
suddenly become more active after a specific date? Did they start discussing a new topic?

6. Circumventing OpSec (Likely Encountered):

e ShadowHunter is likely using a VPN or Tor to hide their real IP address.
e They may be using a pseudonym to protect their real identity.

e They are likely aware of OSINT techniques and taking steps to avoid being tracked.
7. Building the Profile:

Based on the data gathered and analyzed, you might be able to construct the following profile:

o Alias: ShadowHunter
e Possible Location: [General Location from IP Address] (likely a VPN exit node)
e Skills: Hacking, data theft, selling stolen data

e Motivations: Financial gain, ideological reasons (depending on the content of their forum
pOsts)
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e Associates: [List of other forum users who frequently interact with ShadowHunter]
e Timeline: [Chronological record of ShadowHunter's online activity]

e Potential Real Identity: (If you're lucky, you might find a clue that leads to ShadowHunter's
real identity, such as a leaked email address or a mention of their real name in a forum post.
This is the hardest part.)

8. Maltego Visualization:
Create a Maltego graph with the following entities:

"Person" (ShadowHunter)

e "Email Address" (shadowhunter77@example.com)
e "IPv4 Address" (192.0.2.10)
o "Twitter Account" (@ShadowHunter77)
e "Forum Post" (linking to specific forum posts)
e "Location" (general location based on IP address)
Use links to represent the relationships between these entities. Use color coding to highlight

different types of entities (e.g., red for malicious activity, blue for social media). Add notes to the
graph to explain your findings and highlight key relationships.

Final Report:

Your final report should include:

A summary of your findings.

A detailed description of the data sources and techniques you used.

A copy of your Maltego graph.

A timeline of ShadowHunter's online activity.

A list of potential leads for further investigation.

A discussion of the ethical considerations involved in the investigation.
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This detailed case study demonstrates how to apply the techniques learned in Module 7 to build a
comprehensive profile of a suspected cybercriminal. Remember that real-world investigations are
often more complex and require a significant amount of time and effort.

This concludes the deep dive into Module 7. Remember to practice these techniques and adapt
them to your specific needs. Good luck!

Okay, buckle up! We're diving deep into Module 8, the Capstone Project: Locating a POl with
Moderate OpSec and creating a functional clone of the course topic. This is where all your hard
work pays off. This is a long module because it's the culmination of everything. Get ready for a
comprehensive deep dive.

Module 8: Capstone Project: Locating a POl with Moderate OpSec - Functional Clone

e Module Objective: Apply all learned skills to locate a POl with moderate OpSec and create a
functional clone of the topic, demonstrating mastery of OSINT techniques, Maltego usage, and
ethical considerations.

Step-by-Step Deep Dive
Phase 1: Scenario Definition and Planning (The Foundation)
1. Scenario Selection/Assignment:
o Option 1: Pre-defined Scenario (For Simplicity - Good for beginners):

= Scenario: A journalist, Sarah Chen, is investigating a local politician, Mayor Thompson,
suspected of receiving kickbacks from a construction company. Mayor Thompson is
aware of the investigation and has taken steps to obscure his online presence
(moderate OpSec). He uses a ProtonMail account, a VPN, and limits his social media
activity.

» Goal: Uncover evidence of Mayor Thompson's connection to the construction
company and any financial irregularities. This information will be used to support the
journalist's investigation and potentially expose the corruption.

o Option 2: Self-Defined Scenario (For Advanced Learners - More Realistic):
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» Brainstorming: Consider these areas:

» Journalistic Investigation: Investigating a public figure, a company, or a specific
event.

= Security Threat Assessment: Tracking a potential threat actor, identifying
vulnerabilities.

m Research: Studying an online community, identifying key influencers.

» Missing Persons: Ethically assisting in a missing person case (only with proper
authorization). Important: Never engage in activities that could endanger the
missing person or obstruct law enforcement.

= Define the POI:

Name (real or assumed)

Possible occupation/role

Reasons for employing OpSec (Why are they hiding?)

Known or suspected OpSec measures (VPN, ProtonMail, limited social media, etc.)

= Define the Objective: What are you trying to uncover? Be specific.

= Example Self-Defined Scenario: A cybersecurity analyst, assigned the task of
identifying a potential insider threat within a company. The POl is an IT administrator,
John Doe, who is suspected of leaking sensitive data to a competitor. He is using a
VPN, Tor browser, and encrypted messaging apps. The objective is to identify any
evidence that John Doe is communicating with the competitor and sharing company
secrets.

2. OSINT Plan Development (The Blueprint):
o Define Objectives (SMART): Specific, Measurable, Achievable, Relevant, Time-bound.

= Example (Based on the Journalist Scenario):
= Specific: Identify Mayor Thompson's financial connections to the "Build-It-Fast"
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Construction Company.

= Measurable: Find at least three pieces of evidence (e.qg., property records,
company registrations, financial transactions) linking Thompson to Build-It-Fast.

= Achievable: Using publicly available information and OSINT techniques within a
72-hour timeframe.

= Relevant: Directly contributes to the journalist's investigation into corruption.

» Time-bound: Complete the investigation within 72 hours.

o ldentify Potential Data Sources:

Search Engines: Google, DuckDuckGo, Bing (Use advanced search operators!)

= Social Media: Facebook, Twitter (X), LinkedIn, Instagram, TikTok (if applicable)

= Public Records: Property records, business registrations, court documents

= Domain Registration: Whois lookups

= Archived Websites: Wayback Machine, Archive.is

= Image/Video Search: Google Images, Tinkye, Yandex Images

= Financial Records (if legally accessible): FEC filings, campaign finance reports

= Local News Archives: Search for articles mentioning Mayor Thompson and Build-It-

Fast.

o Outline Specific Search Queries: (Crucial for efficiency and documentation)

= Example:

Ll "Mayor Thompson" "Build-It-Fast" construction

Ll "John Thompson" OR "J. Thompson" OR "Thompson, J" [City Name] property

(to account for variations in name)

Ll site:linkedin.com "Mayor Thompson" [City Name]

u "Build-It-Fast" construction [City Name] contracts

n (R CE R R e LI RE R Bl (- (e pting to identify email addresses)
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ol inurl:builditfast.com "Mayor Thompson" ]
o Maltego Transform Selection: (Plan which transforms you'll use)

» Website to Entities: Extract email addresses, phone numbers, social media links from
websites.

= Person to Email Address: Attempt to find email addresses associated with the POI.

= Email Address to Social Media: Find social media profiles linked to the email
address.

» Domain to DNS Name: Identify associated DNS records.
= DNS Name to Location: Attempt to geolocate servers.

» Company to People: Identify individuals associated with Build-It-Fast.

o Ethical Considerations Checklist: (Review and confirm adherence)

= Am | violating any privacy laws (GDPR, CCPA, etc.)?
= Am | misrepresenting myself or my intentions?

= Am | potentially causing harm to the POI or others?
= Am | collecting more data than necessary?

= Am | storing the data securely?

= Am | complying with the terms of service of the websites and services | am using?

Phase 2: Data Collection and Analysis (The Hunt)
1. Search Engine Reconnaissance:

o Execute the search queries outlined in your plan.
o Carefully analyze the search results. Don't just skim! Look for subtle clues.

o Document everything. Screenshot important findings, record URLs, and note the date and
time of your searches. This is vital for reproducibility and demonstrating your methodology.
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o Example:

A Google search for (G NS PRI <1 o

local news article mentioning that Build-It-Fast was awarded a major city contract
shortly after Mayor Thompson took office. Screenshot the article and save the URL.

= Another search uncovers a campaign finance report showing a donation from the CEO
of Build-It-Fast to Mayor Thompson's re-election campaign. Download the report and
save the URL.

2. Social Media Investigation:

o Search for Mayor Thompson on various social media platforms. Even if he has limited
activity, check his profiles for connections to Build-It-Fast or its employees.

o Look for mentions of Mayor Thompson or Build-It-Fast in other users' posts.
o Use advanced search operators within each platform.

o Example:
= Mayor Thompson's LinkedIn profile shows no direct connection to Build-It-Fast, but
one of his "connections” is the CFO of the company. Note this connection.

= A search on Twitter (X) reveals a tweet from a local activist criticizing Mayor Thompson
for awarding the contract to Build-It-Fast, citing concerns about the company's safety
record. Screenshot the tweet and save the URL.

3. Public Records Exploration:

o Search property records for any properties owned by Mayor Thompson or Build-It-Fast.
o Check business registrations for Build-It-Fast to identify its owners and officers.
o Search court documents for any lawsuits involving Mayor Thompson or Build-It-Fast.

o Example:
= Property records show that Mayor Thompson owns a vacation home near a
development project recently approved by the city council and built by Build-It-Fast.
Obtain a copy of the property record.

= Business registration records confirm that the CEO of Build-It-Fast is a long-time friend
of Mayor Thompson. Note this relationship.
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4. Email and Domain Analysis:

o Attempt to identify Mayor Thompson's email address. Even if he uses ProtonMail, you
might find it mentioned somewhere online.

o Perform a Whois lookup on the Build-It-Fast domain to identify the registrant.

o Example:

= You find a forum post where someone mentions Mayor Thompson's email address as

) < ) this address if possible.

» The Whois lookup for (IR ' cals that the domain is registered to a
private individual using a privacy service. This is a potential OpSec measure.

5. Image and Video Reverse Search:

o If you find any images of Mayor Thompson, perform a reverse image search to see where
else the images appear online. This can help you identify other websites or social media
profiles associated with him.

o Example:
= A reverse image search of a photo of Mayor Thompson reveals that it was taken at a
fundraising event for a local charity. This might provide additional context.

6. Archived Website Exploration:

o Use the Wayback Machine or Archive.is to view archived versions of Mayor Thompson's
website or the Build-It-Fast website. This can reveal information that has been removed or
changed.

o Example:
= An archived version of Mayor Thompson's campaign website shows that Build-It-Fast
was a major sponsor of his campaign. This information is no longer visible on the
current website.

7. Maltego Integration:

o Start a new Maltego graph.
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o Create an Entity for "Mayor Thompson" (Person entity).
o Create an Entity for "Build-It-Fast" (Company entity).
o Use the "To Website" transform on both entities to find associated websites.

o Use the "Website to Entities" transform to extract email addresses, phone numbers, and
social media profiles from the websites.

o Use the "Person to Email Address" transform to attempt to find email addresses associated
with Mayor Thompson.

o Use the "Email Address to Social Media" transform to find social media profiles linked to
the email address.

o Create Entities for any email addresses, phone numbers, and social media profiles you find.

o Manually link the "Mayor Thompson" and "Build-It-Fast" entities based on the information
you found in your search engine reconnaissance. Use the "Link" entity to represent the
connection. Add a note to the link describing the nature of the connection (e.g.,
"Campaign donation," "Awarded city contract").

o Use the "Company to People" transform to identify individuals associated with Build-It-Fast.
o Use the "DNS Name to Location" transform on any associated domains.

o Example: Your Maltego graph now shows Mayor Thompson, Build-It-Fast, their respective
websites, email addresses, social media profiles, and the connection between them
(campaign donation, awarded city contract).

Phase 3: Circumventing OpSec (Breaking the Mask)

1. Identifying Pseudonyms and Aliases:

o Search for variations of Mayor Thompson's name (e.g., "John Thompson," "J. Thompson,"

"Thompson, J").
o Look for any online profiles that might be associated with him but use a different name.

o Example:
= You discover a forum post where someone mentions "JT" as being a close friend of the
CEO of Build-It-Fast. "JT" could be Mayor Thompson. Investigate further.
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2. VPN and Proxy Server Analysis:

o While you can't directly "hack" a VPN, you can analyze the context of its use.

o If you find an IP address associated with Mayor Thompson (e.g., from a website he visited),
check if it's a known VPN or proxy server. Tools like IPinfo.io can help with this.

o Example:

= You find an IP address associated with Mayor Thompson's ProtonMail account.

IPinfo.io identifies it as belonging to a VPN provider. This confirms that he is using a
VPN.

3. Burner Phones and Email Addresses:

o Tracking burner phones and email addresses is difficult, but not impossible.

o Look for patterns in their usage. Are they used to communicate with specific individuals or
organizations?

o Example:

= You find a burner email address used to register a website related to Build-It-Fast. This
could be a connection.

4. Social Media Privacy Settings:

o While you can't directly bypass privacy settings, you can analyze the information that is
publicly available.

o Look for clues in the POI's profile picture, cover photo, or recent activity.

o Example:

= Mayor Thompson's Facebook profile is private, but his profile picture shows him
wearing a t-shirt with the Build-It-Fast logo. This is a subtle clue.

5. Metadata Analysis:

o If you find any files or documents associated with the POI, analyze their metadata.

o Metadata can reveal hidden information, such as the author, creation date, and location.
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o Example:
= A PDF document related to a city contract contains metadata showing that it was
created by an employee of Build-It-Fast.

Phase 4: Data Correlation and Analysis (Connecting the Dots)
1. Data Normalization:

o Clean and standardize the data you have collected from different sources.
o Ensure that names, addresses, and other information are consistent.

o Example:
= You have Mayor Thompson's name listed as "Mayor Thompson," "John Thompson,"
and "J. Thompson" in different sources. Normalize this to "John Thompson" for
consistency.

2. Link Analysis:

o |dentify relationships between entities and uncover hidden connections.
o Use Maltego to visualize these relationships.

o Example:
= Your Maltego graph shows that Mayor Thompson is connected to the CFO of Build-It-
Fast, and the CFO is connected to the CEO of Build-It-Fast. This suggests a close
relationship between Mayor Thompson and the company.

3. Pattern Recognition:

o |dentify patterns in behavior and communication.
o Are there any recurring themes or connections?

o Example:
= You notice that Mayor Thompson consistently votes in favor of projects that benefit
Build-It-Fast. This is a potential pattern of corruption.

4. Timeline Analysis:
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o Reconstruct events and activities based on OSINT data.

o Create a timeline showing the key events in the relationship between Mayor Thompson
and Build-It-Fast.

o Example:
= Timeline:
= January 2023: Mayor Thompson takes office.

= February 2023: Build-lt-Fast donates to Mayor Thompson's re-election campaign.

= March 2023: Mayor Thompson votes in favor of awarding a major city contract to
Build-It-Fast.

» April 2023: Mayor Thompson purchases a vacation home near a development

project built by Build-It-Fast.

5. Maltego Visualization Techniques:

o Use different graph layouts and entity properties to present complex data in a clear and
concise manner.

o Use colors and icons to highlight key entities and relationships.

o Example:
» Use a circular layout to show the connections between Mayor Thompson, Build-It-Fast,
and their associates.

= Use different colors to represent different types of entities (e.g., blue for people, green
for companies, red for suspicious activities).

Phase 5: Documentation (The Functional Clone)

This is arguably the most important part of the capstone. Your documentation is the functional
clone. It needs to be thorough, well-organized, and demonstrate your understanding of the entire
OSINT process.

1. Report Structure (Mirroring the Course Outline):

o Executive Summary: A brief overview of the scenario, objectives, methodology, and key
findings.
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o 1. Foundations of OSINT and Ethical Considerations:

= Rejterate the core principles of OSINT.

= Document your Ethical OSINT Checklist and how you applied it to this specific
investigation. Be honest about any ethical dilemmas you faced and how you resolved
them.

o 2. The OSINT Toolkit: Free Resources and Search Strategies:
» List all the free resources you used (search engines, social media platforms, public
records databases, etc.).

= Document your advanced search techniques and queries. Explain why you chose those
specific queries.

= Include screenshots of key search results.

[e]

3. Introduction to Maltego:
» Describe how you used Maltego in your investigation.

= Explain the different entities and transforms you used.

= Include screenshots of your Maltego graph.

[e]

4. Advanced Maltego Techniques:
= Describe any advanced Maltego techniques you used (e.g., custom transforms,
filtering, collaboration).

= Explain how you used these techniques to uncover connections and analyze data.

[e]

5. Geolocation and Mapping Techniques:
» |f applicable, describe how you used geolocation and mapping techniques to identify
the location of the POI or related entities.

= Include maps and screenshots.

[e]

6. Circumventing OpSec:
» Describe any OpSec countermeasures employed by the POI.

= Explain how you identified and overcame these countermeasures.
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m This is a critical section. Show your understanding of OpSec.

o 7. Data Correlation and Analysis:
» Describe how you correlated data from various sources to build a comprehensive
profile of the POI.

= Explain the patterns you identified and the conclusions you drew.
= Include a timeline of key events.
o 8. Capstone Project (This Section!):
= A detailed description of the scenario, objectives, methodology, and findings.
= A discussion of the ethical considerations.
= A comprehensive profile of the POI.
= A conclusion summarizing your findings and recommendations.
o Appendices:
= Raw data (e.qg., search results, screenshots, documents).
= Maltego graph (exported as a file).

= Code for any custom transforms you created.

2. Report Format:

o Use a clear and concise writing style.

[e]

Use headings and subheadings to organize the report.

[e]

Use visuals (screenshots, graphs, maps) to illustrate your findings.

[e]

Cite your sources properly.

[e]

Proofread carefully.

3. Functional Clone Aspects:

o The report should demonstrate your mastery of the OSINT techniques learned in the
course.
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o The report should follow the structure of the course outline.
o The report should explain your reasoning and methodology.

o The report should be reproducible. Another person should be able to follow your steps and
obtain similar results.

Example Report Snippets (lllustrative)

e Ethical Considerations: "Throughout this investigation, | was mindful of the potential for harm
to Mayor Thompson's reputation. | made every effort to verify the accuracy of the information |
collected and to avoid making any unsubstantiated claims. | also consulted with legal counsel
to ensure that my activities were within legal boundaries. The most difficult ethical dilemma |
faced was deciding whether to publish information about Mayor Thompson's personal life. |
ultimately decided that this information was relevant to the investigation because it showed a
pattern of behavior that could be considered unethical. However, | took steps to minimize the
potential for harm by only publishing information that was directly relevant to the investigation
and by avoiding any sensationalism or personal attacks."

e Search Queries: "To identify potential connections between Mayor Thompson and Build-It-
Fast, | used the fO”OWiﬂg GOOg|€ Dol -ic:cityhall .example.com "Mayor Thompson"

IEEEREEE TS [his search query limited the results to the city's official website and looked

for pages that mentioned both Mayor Thompson and Build-It-Fast. This proved effective in
locating meeting minutes where the contract award was discussed.”

e OpSec Countermeasures: "Mayor Thompson's use of ProtonMail presented a challenge, as it
is an encrypted email service. However, | was able to identify his ProtonMail address by
searching for mentions of his name and the city government on various online forums. While |
could not read the contents of his emails, | was able to use the email address to find other
online accounts associated with him."

Code Examples (Custom Transform - Basic)

This is a very basic example. Creating complex custom transforms is beyond the scope of this
already massive module, but this shows the concept. This assumes you're familiar with Python and
the Maltego transform API. This is a skeleton -- you'll need to adapt it to your specific scenario.
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# Example Python code for a simple Maltego transform to extract email addresses
from a website
# This is a VERY basic example. Error handling and more robust parsing are needed

for a real-world transform.

from maltego trx.entities import Phrase

from maltego trx.maltego import MaltegoMsg, MaltegoTransform
from maltego trx.transform setting import TransformSetting
import re

import requests

class WebsiteToEmail (MaltegoTransform) :
@classmethod
def create entities(cls, request: MaltegoMsg, response):
url = request.Value
try:
response obj = requests.get (url, timeout=10)
response obj.ralse for status() # Raise HTTPError for bad responses
(dxx or 5xx)
html content = response obj.text
email addresses = re.findall(r"[a-zA-Z0-9. $+-]1+@[a-zA-Z0-9.-]1+\.[a-zA-

21{2,1}1", html content)

for email in email addresses:

response.addEntity (Phrase, email)

except requests.exceptions.RequestException as e:
response.addUIMessage (f"Error fetching URL: {e}", "inform")
except Exception as e:

response.addUIMessage (f"An unexpected error occurred: {e}", "fatal")

# To test (outside of Maltego), you'd need to create a MaltegoMsg object

# and then run WebsiteToEmail.create entities (msg, response)

Key Takeaways for Module 8

e Thorough Planning is Essential: A well-defined OSINT plan is the foundation of a successful
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investigation.

e Documentation is Paramount: Your report s the functional clone. It must be detailed, well-
organized, and demonstrate your understanding of the OSINT process.

e Ethical Considerations are Non-Negotiable: Always prioritize ethical considerations and
legal compliance.

e OpSec Awareness is Critical: Understand the OpSec countermeasures employed by your PO
and develop strategies to overcome them.

o Data Correlation is Key: Connect the dots between different data sources to build a
comprehensive profile of the POI.

e Maltego is a Powerful Tool: Use Maltego to visualize data, uncover connections, and
automate tasks.

This module is challenging, but it's also incredibly rewarding. By completing the capstone project,
you'll demonstrate your mastery of OSINT techniques and your ability to locate individuals with
moderate OpSec. Good luck! Remember to ask questions and seek feedback throughout the
process. You've got this!

File 2: module 1.ma

Okay, let's dive deep into Module 1: Foundations of OSINT and Ethical Considerations. I'll provide a
hyper-detailed, step-by-step guide, incorporating code examples (where relevant for
understanding concepts) and maintaining a focus on ethical considerations throughout.

Module 1: Foundations of OSINT and Ethical Considerations

Module Objective: Understand the core principles of OSINT, its ethical implications, and legal
boundaries.

Introduction: Welcome to the first step in your OSINT journey! This module lays the groundwork
by defining OSINT, exploring its methodologies, and most importantly, emphasizing the ethical and
legal responsibilities that come with wielding this powerful skill. Remember, with great power comes
great responsibility!
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Subtopic 1.1: What is Open-Source Intelligence (OSINT)? Defining Characteristics and
Scope.

What is OSINT?

Open-Source Intelligence (OSINT) is the process of collecting and analyzing information that is
publicly available and legally accessible to produce actionable intelligence. It's about piecing
together publicly available data to gain insights, understand patterns, and answer specific questions.

Defining Characteristics:

e Open-Source: The information is obtained from publicly available sources. This means it's
accessible to anyone, not requiring clandestine methods or classified access.

e Legally Accessible: The information must be obtained legally. This is a crucial distinction. Just
because something is online doesn't mean it's legal to access or use.

e Actionable Intelligence: The raw data is processed and analyzed to create meaningful
insights that can inform decision-making. It's not just about collecting information; it's about
understanding what that information means.

e Diverse Sources: OSINT draws from a wide array of sources, including:
o Traditional Media: Newspapers, magazines, television, radio.

o Online Publications: Websites, blogs, online forums, academic journals.

o Social Media: Twitter, Facebook, LinkedIn, Instagram, TikTok, etc.

o Government Reports: Public records, court documents, legislative information.

o Commercial Data: Business directories, financial reports, marketing data.

o Academic Research: Published papers, theses, conference proceedings.

o Grey Literature: Reports, working papers, and other documents not formally published.

o Geospatial Data: Maps, satellite imagery, aerial photography.

Scope of OSINT:

OSINT can be applied in a vast range of fields:
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e Cybersecurity: Threat intelligence, vulnerability analysis, incident response.

e Law Enforcement: Criminal investigations, fraud detection, missing persons.

e National Security: Counter-terrorism, geopolitical analysis, defense intelligence.
e Business Intelligence: Market research, competitive analysis, due diligence.

e Journalism: Investigative reporting, fact-checking.

e Humanitarian Aid: Disaster relief, crisis monitoring.

e Academic Research: Social science research, public health studies.

Example: Imagine a journalist investigating a company suspected of environmental pollution. They
might use OSINT to:

1. Gather data: Search news articles, government environmental reports, company websites, and
social media posts to gather information about the company's activities, permits, and any past
violations.

2. Analyze data: Analyze the data to identify patterns of pollution, inconsistencies in reporting,
and potential links to environmental damage.

3. Produce intelligence: Create a report summarizing the findings, highlighting potential
environmental violations, and informing the public about the company's actions.

Subtopic 1.2: The OSINT Cycle: Planning, Collection, Processing, Analysis, Dissemination.

The OSINT cycle is a structured approach to conducting OSINT investigations. It ensures that the
process is systematic, efficient, and produces reliable results.

1. Planning:

o Define the Objective: Clearly define the question or problem you're trying to answer.
What information are you seeking? What is the scope of the investigation?

o Identify Requirements: Determine the specific information needed to answer the
objective. What data points are crucial?

o Develop a Strategy: Outline the resources and techniques you will use to collect the
required information. What search terms will you use? Which websites will you explore?
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What tools will you leverage?

o Example:
» Objective: Identify potential security vulnerabilities in a small business's public-facing
web applications.

» Requirements: Identify the business's external IP addresses, web servers, software
versions, and open ports.

» Strategy: Use Shodan to scan the IP addresses, utilize to identify open ports,

and examine website headers to determine software versions.

2. Collection:

o Gather Data: Collect information from identified open-source resources.

o Record Sources: Meticulously document all sources of information, including URLs,
timestamps, and search queries. This is crucial for verification and reproducibility.

o Example: Using Shodan, you find that the business's IP address (ERERGIEEERER oS an

open port 80 (HTTP) and appears to be running Apache version 2.4.41. Record this
information, including the exact Shodan search query and the date/time of the search.

# Example Python (Illustrative - requires Shodan API key and Python Shodan
library)

# This is just an example to show how code might be used in the collection
phase

# It's not a fully functional script without proper setup.

from shodan import Shodan

SHODAN API KEY = "YOUR SHODAN API KEY" # Replace with your actual API key

Shodan (SHODAN API KEY)

= api.host('203.0.113.45")

print (£"IP: {results['ip str']}")

print (£f"0S: , 'Unknown') ]

print (f"Ports:

except Exception as
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print (f"Error:

Output (example):
IP: 203.0.113.45
0S: Linux

Ports: [80, 443,

3. Processing:

o Clean and Organize Data: Remove irrelevant or duplicate data. Standardize data formats.

o Validate Data: Verify the accuracy and reliability of the collected information. Cross-
reference information from multiple sources to confirm its validity.

o Example: You find conflicting information about the Apache version from two different
sources. You decide to investigate further by manually inspecting the website's headers
using your browser's developer tools or a command-line tool like ([

# Example using curl to inspect HTTP headers

curl -I http://203.0.113.45

This might reveal the actual Apache version, resolving the discrepancy.
4. Analysis:

o Interpret Data: Analyze the processed data to identify patterns, trends, and relationships.

o Draw Conclusions: Develop insights based on the analysis. What does the data tell you
about the objective?

o Example: You analyze the open ports, software versions, and SSL certificate information to
identify potential vulnerabilities. For example, an outdated Apache version might be
vulnerable to known exploits.

5. Dissemination:

o Present Findings: Communicate the results of the OSINT investigation in a clear and
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concise format. This could be a written report, a presentation, or a visual dashboard.

o Tailor to Audience: Adjust the level of detail and technical jargon to suit the intended

audience.
o Example: You prepare a report for the business owner, outlining the identified

vulnerabilities, their potential impact, and recommendations for remediation.

Subtopic 1.3: Ethical Hacking vs. Malicious Activity: Navigating the Moral and Legal
Landscape.

This is paramount. The line between ethical OSINT and malicious activity can be blurry.
Understanding the ethical and legal boundaries is crucial to ensure responsible and lawful OSINT

practices.
Ethical Hacking (White Hat Hacking):

e Purpose: To identify vulnerabilities and improve security with the explicit permission of the

system owner.
e Legality: Legal, provided that informed consent is obtained beforehand.
e Motivation: To protect systems and data from malicious actors.
e Transparency: Open communication with the system owner about findings and

recommendations.

Malicious Activity (Black Hat Hacking):

e Purpose: To gain unauthorized access to systems and data for malicious purposes, such as
theft, damage, or disruption.

e Legality: lllegal and punishable by law.
e Motivation: Personal gain, revenge, or ideological reasons.

e Secrecy: Concealment of activities and exploitation of vulnerabilities.

Key Differences:

Feature Ethical Hacking Malicious Activity
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Permission Explicit Consent No Consent
Purpose Security Improvement Malicious Intent
Legality Legal lllegal
Transparency Open Communication Concealment

Applying this to OSINT:

e Ethical OSINT: Gathering publicly available information to identify potential security risks for an
organization with their permission. Or, conducting open-source research for journalistic

purposes, staying within legal boundaries.

e Malicious OSINT: Gathering information about an individual or organization without their
knowledge or consent for stalking, harassment, or other harmful purposes. This can also include
gathering information to commit fraud or identity theft.

Example:

e Ethical: A cybersecurity consultant is hired by a company to assess their online presence for
potential information leaks. They use OSINT techniques to identify publicly available employee
information, exposed credentials, and potential vulnerabilities in their web applications. They
then provide the company with a report outlining their findings and recommendations for

improvement.

e Malicious: An individual uses OSINT techniques to gather personal information about a target,
such as their home address, phone number, and social media profiles, with the intent to stalk
or harass them. They then use this information to send threatening messages, post defamatory
content online, or even physically harass the target.

Important Considerations:

o Always obtain explicit permission before conducting OSINT activities that could
potentially impact an individual or organization.

e Avoid accessing or collecting sensitive personal information that is not publicly
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available.
e Respect privacy settings and terms of service of online platforms.
e Be transparent about your intentions and the purpose of your OSINT activities.
e Do not use OSINT to engage in illegal or unethical activities, such as stalking,

harassment, or fraud.

Subtopic 1.4: Data Privacy Laws (GDPR, CCPA) and their Impact on OSINT Investigations.

Data privacy laws like GDPR (General Data Protection Regulation) in the EU and CCPA (California
Consumer Privacy Act) in the US have significant implications for OSINT investigations. These laws
regulate the collection, processing, and use of personal data.

Key Concepts:

e Personal Data: Any information relating to an identified or identifiable natural person ("data
subject"). This includes names, addresses, email addresses, phone numbers, IP addresses,
location data, online identifiers, and even photographs.

o Data Controller: The entity that determines the purposes and means of the processing of
personal data.

o Data Processor: The entity that processes personal data on behalf of the data controller.

e Data Subject Rights: Individuals have rights regarding their personal data, including the right
to access, rectify, erase, restrict processing, and object to processing.

o Lawful Basis for Processing: Under GDPR, personal data can only be processed if there is a
lawful basis, such as consent, contract, legal obligation, vital interests, public interest, or
legitimate interests.

Impact on OSINT:

e Legitimate Interest: OSINT activities may be justified under the "legitimate interests" basis, but
this requires a careful balancing of the interests of the data controller (the OSINT investigator)
against the rights and freedoms of the data subject.

e Data Minimization: OSINT investigators should only collect and process the minimum amount
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of personal data necessary to achieve the objective. Avoid collecting excessive or irrelevant
data.

e Purpose Limitation: Personal data should only be processed for the specific purpose for
which it was collected.

e Transparency: OSINT investigators should be transparent about their data processing
activities, where feasible and appropriate.

e Data Security: OSINT investigators must implement appropriate security measures to protect
personal data from unauthorized access, use, or disclosure.

o Data Retention: Personal data should only be retained for as long as necessary to achieve the
purpose for which it was collected.

Examples:

e GDPR: A researcher in the EU wants to use OSINT to study online communities. They need to
ensure that they are not collecting or processing personal data without a lawful basis. If they
are collecting personal data, they need to be transparent about their activities and provide
individuals with the opportunity to exercise their data subject rights.

e CCPA: A business in California wants to use OSINT to conduct market research. They need to
comply with the CCPA's requirements regarding the collection, use, and disclosure of personal
information. They must provide consumers with notice of their data practices and the
opportunity to opt-out of the sale of their personal information.

Practical Considerations:

e Anonymization and Pseudonymization: Consider using techniques to anonymize or
pseudonymize personal data to reduce the risk of identifying individuals.

e Legal Advice: Consult with legal counsel to ensure compliance with data privacy laws.

e Privacy Policies: Review the privacy policies of websites and online platforms to understand
how they collect and use personal data.

e International Laws: Be aware of data privacy laws in different countries, as they may vary.

Subtopic 1.5: Principles of Responsible OSINT: Minimizing Harm, Avoiding Misinformation.
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Responsible OSINT is about conducting investigations ethically and minimizing potential harm to
individuals and society.

Key Principles:

e Minimize Harm: Avoid actions that could cause harm to individuals, organizations, or society.
This includes reputational damage, emotional distress, physical harm, or financial loss.

e Respect Privacy: Respect the privacy of individuals and organizations. Avoid collecting or
disclosing sensitive personal information that is not publicly available.

e Avoid Misinformation: Verify the accuracy and reliability of information before disseminating
it. Avoid spreading false or misleading information.

e Transparency: Be transparent about your intentions and the purpose of your OSINT activities,
where feasible and appropriate.

e Accountability: Take responsibility for your actions and the consequences of your OSINT
activities.

e Legality: Comply with all applicable laws and regulations.

e Proportionality: Ensure that the scope and intensity of your OSINT activities are proportionate
to the legitimate objective you are trying to achieve.

e Data Security: Protect the data you collect from unauthorized access, use, or disclosure.
e Do No Harm (Primum Non Nocere): A core ethical principle borrowed from medicine. The

primary goal is to avoid causing harm.

Practical Examples:

e Avoid "doxxing": Do not publicly release personal information about an individual with the
intent to harass or intimidate them.

 Verify information before sharing: Before sharing information found online, verify its
accuracy by cross-referencing it with multiple sources.

e Be mindful of the impact of your actions: Consider the potential consequences of your
OSINT activities on individuals and organizations.

e Respect privacy settings: Do not attempt to bypass privacy settings or access information
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that is intended to be private.
e Disclose your identity when appropriate: When contacting individuals or organizations,

disclose your identity and the purpose of your inquiry.

Subtopic 1.6: Case Study: The Cambridge Analytica Scandal - An example of OSINT gone
wrong.

The Cambridge Analytica scandal serves as a stark reminder of the potential for OSINT to be
misused and the importance of ethical considerations.

Overview:

Cambridge Analytica was a political consulting firm that harvested personal data from millions of
Facebook users without their consent. They used this data to build psychological profiles of voters
and target them with personalized political advertisements.

How OSINT was used (and misused):

e Data Harvesting: Cambridge Analytica obtained data from Facebook through a personality
quiz app developed by a researcher. Users who took the quiz unknowingly granted the app
access to their own data, as well as the data of their Facebook friends. This resulted in the
collection of data from millions of users who had not explicitly consented.

e Psychological Profiling: Cambridge Analytica used the harvested data to create detailed
psychological profiles of voters based on their likes, interests, and online behavior.

e Targeted Advertising: These profiles were then used to target voters with personalized

political advertisements designed to influence their opinions and voting decisions.

Ethical and Legal Violations:

e Lack of Consent: The data was collected without the explicit consent of millions of Facebook
users.

e Privacy Violations: The data was used in a way that violated the privacy of individuals.

e Misleading Information: The targeted advertisements often contained misleading or false
information.
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e Potential Influence on Elections: The use of personalized political advertisements may have
influenced the outcome of elections.

e GDPR Violations: Cambridge Analytica's activities violated GDPR regulations due to the lack of

consent and transparency.

Lessons Learned:

e Informed Consent is Crucial: Always obtain explicit and informed consent before collecting or
using personal data.

e Transparency is Essential: Be transparent about your data processing activities and how you
are using personal data.

e Respect Privacy: Respect the privacy of individuals and organizations.
e Avoid Manipulating Individuals: Do not use OSINT to manipulate or deceive individuals.
e Comply with Data Privacy Laws: Adhere to all applicable data privacy laws and regulations.
e The ethical implications of OSINT can have global impact.
The Cambridge Analytica scandal highlights the potential for OSINT to be used for unethical and

harmful purposes. It underscores the importance of conducting OSINT activities responsibly and
ethically, and in compliance with all applicable laws and regulations.

Module 1 Project: Ethical OSINT Checklist

Objective: Create an "Ethical OSINT Checklist" for future investigations, outlining key ethical and
legal considerations. This will become the first section of your final project documentation.

Instructions:

1. Review the module content: Revisit all the subtopics covered in this module, paying close
attention to the ethical and legal considerations discussed.

2. Brainstorm potential ethical dilemmas: Think about the types of situations you might
encounter during OSINT investigations where ethical considerations could arise.

3. Create a checklist: Develop a checklist of questions or considerations to guide your ethical
decision-making during future OSINT investigations.
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4. Organize the checklist: Structure the checklist in a logical and easy-to-follow format.

5. Provide explanations: For each item on the checklist, provide a brief explanation of why it is
important and how it relates to ethical OSINT practices.

6. Include examples: Provide concrete examples of how the checklist item might apply in a real-
world OSINT investigation.

7. Format the checklist: Format the checklist using Markdown for clarity and readability.

Example Checklist Items:

e Have | obtained explicit permission to conduct this investigation? (Explanation: Obtaining
permission ensures that you are not violating anyone's privacy or engaging in unauthorized
activities. Example: If you are investigating a company's security posture, you should obtain
their explicit consent before conducting any OSINT activities.)

e Am | collecting only the minimum amount of personal data necessary to achieve my
objective? (Explanation: Data minimization helps to protect privacy and reduce the risk of
harm. Example: If you are investigating a potential threat actor, you should only collect
information that is directly relevant to identifying and assessing the threat.)

e Am | verifying the accuracy and reliability of the information | am collecting?
(Explanation: Verifying information helps to avoid spreading misinformation and protect
reputations. Example: Before sharing information found on social media, you should cross-
reference it with multiple sources.)

e Am | being transparent about my intentions and the purpose of my investigation?
(Explanation: Transparency builds trust and helps to avoid misunderstandings. Example: When
contacting individuals or organizations, you should disclose your identity and the purpose of
your inquiry.)

e Am | complying with all applicable data privacy laws and regulations? (Explanation:
Compliance with data privacy laws helps to protect individuals' rights and avoid legal penalties.
Example: If you are processing personal data of EU citizens, you need to comply with GDPR
regulations.)

e Could my actions potentially cause harm to individuals, organizations, or society?
(Explanation: This is a crucial question to ask before taking any action. If there's a risk of harm,
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carefully re-evaluate your approach. Example: Releasing the names of potential victims of a

data breach before they have been notified could cause significant distress.)

Am | engaging in "doxing" or other forms of harassment? (Explanation: Doxing is the
malicious release of personal information and is unethical and illegal. Example: Avoid posting
someone's home address or phone number online with the intent to harass them.)

Have | considered the potential for my findings to be misused? (Explanation: Even if your
intentions are good, others may use your findings for harmful purposes. Consider the potential
for misuse and take steps to mitigate the risk. Example: If you're researching vulnerabilities in a
software system, be careful not to release information that could be exploited by malicious
actors.)

Checklist Format (Markdown Example):

## Ethical OSINT Checklist

This checklist is designed to guide ethical decision-making during OSINT

investigations. Review each item carefully before proceeding.

* **[ ] 1. Purpose and Scope:** Is the purpose of this OSINT activity clearly
defined and legitimate?

* Explanation: A well-defined purpose helps ensure you stay focused and avoid
unnecessary data collection.

* Example: Instead of "Find everything I can about John Doe," use

"Investigate John Doe's potential involvement in a specific fraud scheme."

* **[ ] 2. Legal Compliance:** Have I identified and understood the relevant laws
and regulations (e.g., GDPR, CCPA) that apply to this investigation?

* Explanation: Ignorance of the law is not an excuse. Ensure you're
operating within legal boundaries.

* Example: If investigating an EU citizen, understand GDPR's requirements for

data processing and individual rights.

] 3. Data Minimization:** Am I only collecting the minimum amount of
personal data necessary to achieve the defined purpose?
* Explanation: Collecting excessive data increases the risk of privacy
violations and potential harm.

* Example: If investigating a company's security, focus on publicly exposed
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information and avoid gathering employee's personal details unless directly

relevant.

] 4. Transparency (Where Possible):** 1Is it possible to be transparent
about the purpose of this investigation without compromising the objectives?
* Explanation: Transparency can build trust and reduce the risk of
misunderstandings.
* Example: If contacting a company for information, identify yourself and

your purpose unless doing so would jeopardize the investigation.

] 5. Accuracy and Verification:** Am I verifying the accuracy and
reliability of the information I collect from multiple sources?
* Explanation: Avoid spreading misinformation or relying on unreliable
sources.
* Example: Cross-reference information from social media with official

records or news reports.

] 6. Potential Harm Assessment:** Could this investigation potentially
cause harm (reputational, emotional, financial, physical) to individuals or
organizations?

* Explanation: Consider the potential consequences of your actions and take
steps to mitigate the risk of harm.
* Example: Releasing unverified information about someone's criminal record

could cause irreparable reputational damage.

] 7. Privacy Respect:** Am I respecting the privacy settings and

expectations of individuals and organizations?

* Explanation: Avoid attempting to bypass privacy settings or access
information that is intended to be private.
* Example: Do not attempt to access a private Facebook profile or use

scraping tools to collect data from a website that prohibits it.

* **[ ] 8. Data Security:** Am I taking appropriate measures to protect the data
I collect from unauthorized access, use, or disclosure?

* Explanation: Protect the data you collect as if it were your own sensitive
information.

* Example: Use strong passwords, encrypt sensitive data, and store data

securely.

Doxing Prevention:** Am I avoiding any actions that could be construed
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as "doxing" or harassment?

* Explanation: Doxing is the malicious release of personal information and
is unethical and illegal.

* Example: Never publish someone's home address, phone number, or other

personal information with the intent to harass or intimidate them.

] 10. Misuse Prevention:** Have I considered the potential for my findings
to be misused by others, and have I taken steps to mitigate that risk?
* Explanation: Even with good intentions, your findings could be used for
harmful purposes.
* Example: If researching vulnerabilities in a software system, avoid

releasing information that could be exploited by malicious actors.

* **[ ] 11. Proportionality:** 1Is the scope and intensity of this OSINT activity
proportionate to the legitimate objective I am trying to achieve?

* Explanation: Avoid using excessive or intrusive methods unless absolutely
necessary.

* Example: If investigating a minor infraction, avoid using techniques that

could reveal highly sensitive personal information.

] 12. Continuous Evaluation:** Am I continuously evaluating the ethical
implications of my actions throughout the OSINT process?
* Explanation: Ethical considerations are not a one-time event.
Continuously re-evaluate your actions and adjust your approach as needed.
* Example: If you uncover unexpected information that raises ethical

concerns, stop and reassess your approach.

Submission:

Submit your completed "Ethical OSINT Checklist" as a Markdown file. This will be graded based on

its completeness, clarity, and relevance to the ethical principles discussed in this module. This

checklist will form the foundation of the ethics section in your final project.

Congratulations! You've completed Module 1. You now have a solid understanding of the
foundations of OSINT, its ethical implications, and the legal boundaries that must be respected.
Remember to always prioritize ethical considerations throughout your OSINT journey. Good luck
with Module 2!
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File 3: module 2.ma

Okay, here's the hyper-detailed, step-by-step course materials for Module 2: "The OSINT Toolkit:
Free Resources and Search Strategies." I'm aiming for clarity, practicality, and a teaching-focused
approach. Let's dive in!

Module 2: The OSINT Toolkit: Free Resources and Search
Strategies

Module Objective: Identify and effectively utilize a range of free OSINT resources, mastering
advanced search techniques.

Introduction:

Welcome to Module 2! In this module, we'll be building your OSINT arsenal. We'll focus on free and
readily available tools and techniques that form the bedrock of any successful investigation. The key
is not just knowing about these resources, but understanding how to use them effectively to
uncover the information you need. We'll go beyond basic search and delve into advanced
operators, scraping techniques (ethically!), and how to leverage these tools for maximum impact.

Subtopic 1: Advanced Search Engine Techniques (Google Dorks, DuckDuckGo Bangs, etc.)

Goal: Master advanced search operators to refine your queries and uncover hidden results.

Why is this important? Basic searches often return overwhelming and irrelevant results. Advanced
operators allow you to target specific file types, websites, phrases, and more, saving you time and
effort.

1.1 Google Dorks (Advanced Google Search Operators):

Google Dorks (or Google Hacking) are search queries that use advanced operators to find specific
information on the internet. Think of them as secret keys to unlock hidden corners of the web.
Remember to use these responsibly and ethically.

o (BRI Restricts search results to a specific website or domain.

o Eomple: (S SRERRRRY (‘i1 pages on example cor
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that mention "security vulnerability").

Specifies the file type to search for.

o Example: (FERE R R e ARl (- Cs PDF documents containing the

phrase "company confidential"). Common filetypes:

Searches for a specific word or phrase within the URL.

o Example: (FENESEEEEEISUEEEEEIR (-inds pages with "admin” in the URL that also contain

the word "login"). Be very careful with this one, as it can be used for malicious purposes.

Searches for a specific word or phrase within the page title.

o Example: intitle:"index of" "passwords.txt' (FlﬂdS pages with "index of" in the title

that also contain a file named "passwords.txt" - DO NOT attempt to download or access
any files containing passwords, this is for demonstration purposes only).

Searches for a specific word or phrase within the page content.

o Example: (Fl R e e e Akl (Finds pages containing "copyright

2023" and "company name" in the text).

Finds websites that are similar to a specified website.

o Example: (FXIEIEEIR IR L EEetael (-inds websites similar to Wikipedia).

Displays the cached version of a web page. Useful if a website is down or has been
updated.

o Example: cache:example.com

Provides a definition of a word or phrase.

o Example: (EESRRCTICERTE

o EEREEREED: Finds pages where two words or phrases are within X words of each other.
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o Example: (EEEEEEE GC P ICI IR R eI sl (-inds pages where "John Doe" and "New

York" are within 5 words of each other).

o @ (Minus sign): Excludes results containing a specific word or phrase.

o Example: (Searches for "jaguar" but excludes results related to cars).

Practice: Experiment with combining these operators for even more targeted searches. For

example:

site:linkedin.com inurl:in "software engineer" "San Franc

This searches LinkedIn for profiles of software engineers in San Francisco.
1.2 DuckDuckGo Bangs:

DuckDuckGo "Bangs" are shortcuts that allow you to directly search on other websites from
DuckDuckGo's search bar. They're incredibly efficient.

@B Scarches on Google. Example: ([N

BB Scarches on Wikipedia. Example: ([

Searches on YouTube. Example: (R

Searches on IMDDb. Example: (KRR IREEI

Searches on GitHub. Example: (KERIELEEEIEEEE IS (Finds the awesome-osint

repository)

° m Searches on Stack Overflow. Example: !'so python list comprehension
° Searches on Twitter. Example: 'twitter elonmusk

Finding More Bangs: DuckDuckGo has a comprehensive list of bangs on their website:
https://duckduckgo.com/bang. Browse this list to discover bangs relevant to your OSINT
investigations.
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1.3 Other Search Engines:

Don't limit yourself to Google and DuckDuckGo. Other search engines can provide different results
and perspectives.

e Yandex: Strong in Eastern European and Russian content. Good for image search.
e Baidu: Dominant in China. Useful for finding Chinese-language content.

e SearXNG: A metasearch engine that aggregates results from multiple search engines while
respecting your privacy. Self-hostable.

Code Example (Python with for basic Google Dorking):

This is a very basic example and should not be used for aggressive scraping. It's for educational
purposes only. Remember to respect robots.txt and rate limits.

import requests

from bs4 import BeautifulSoup

def google dork(query) :

"""Performs a basic Google dork search and returns the top 5 results."""

url = f"https://www.google.com/search?g={query}"

headers = {'User-Agent': 'Mozilla/5.0 (Windows NT 10.0; Wino64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.124 Safari/537.36'} #
Important to set User-Agent to avoid being blocked

try:

response = requests.get (url, headers=headers)

response.raise for status() # Raise HTTPError for bad responses (4xx or

soup = BeautifulSoup (response.text, 'html.parser')
results = soup.find all('div', class ='tF2Cxc') # This class might change,

inspect the Google search page to find the correct one

for i, result in enumerate (results[:5]): # Limit to top 5 results
link = result.find('a'")['href']
title = result.find('h3') .text
print (f"{i+1}. {title}\n {link}\n")
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equestException as e:

print (f"Error during request: {e}")

except Exception as e:

r occurred: {e}")

:security report")

Important Considerations:

User-Agent: Always set a User-Agent in your requests to mimic a real browser. This helps
avoid being blocked by websites.

e Robots.txt: Respect the (EEEEIIEaE filc of any website you're scraping. This file specifies

which parts of the site you're allowed to crawl. You can find it at ([ RtciRRNeltRScIS IR e

e Rate Limiting: Don't make too many requests in a short period of time. This can overload the
server and get your IP address blocked. Implement delays between requests.

e Terms of Service: Always review the terms of service of any website you're scraping. Some
sites prohibit scraping.

e Ethical Scraping: Only scrape data that is publicly available and that you have a legitimate
reason to access. Avoid scraping personal information without consent.

Subtopic 2: Social Media Search: Twitter, Facebook, LinkedIn, Instagram, TikTok a€”
Advanced Search Operators and Scraping Technigues.

Goal: Effectively search and extract information from various social media platforms.

Why is this important? Social media is a goldmine of OSINT data. People often share personal
information, locations, interests, and connections on these platforms.

2.1 Twitter Advanced Search:

Twitter's advanced search is a powerful tool for finding specific tweets. You can access it here:
https://twitter.com/search-advanced
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Key search parameters:

e Words: Find tweets containing specific words or phrases.
e Accounts: Find tweets from or to specific accounts.

e Hashtags: Find tweets containing specific hashtags.

e Dates: Find tweets within a specific date range.

e Location: Find tweets near a specific location (requires location services to be enabled by the
user).

e Engagement: Filter tweets by the number of likes, retweets, or replies.

Twitter Search Operators (can be used directly in the search bar):

Find tweets from a specific user. Example: (Kt iR r

Find tweets to a specific user. Example: ((FIEEEEE

Mentions a specific user. Example: (EEIEE

E Find tweets with a specific hashtag. Example:

Find tweets since a specific date. Example:

Find tweets until a specific date. Example: ([ EREEEEERIEIEE]

Find tweets near a specific location. Example: (TR IR L]

Find tweets containing images.
Find tweets containing videos.

2.2 Facebook Search:

Facebook's search functionality is less powerful than Twitter's, but it still offers valuable insights. Use
the search bar at the top of the page.

e People: Search for people by name, location, education, etc.
e Pages: Search for pages related to specific interests or organizations.

e Groups: Search for groups related to specific topics.
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e Posts: Search for posts containing specific keywords.

e Events: Search for events happening in a specific location.

Graph Search (Limited Availability): Facebook's Graph Search, which allowed for highly specific
queries (e.g., "People who like OSINT and live in London"), has been largely deprecated. However,
some limited functionality may still be available.

2.3 LinkedIn Search:

LinkedIn is a professional networking platform, making it a valuable resource for finding information
about individuals' careers, skills, and connections.

People: Search for people by name, job title, company, location, etc.

Jobs: Search for job postings.

Companies: Search for company profiles.

Groups: Search for professional groups.

Advanced Search: LinkedIn offers an advanced search feature with more granular filtering
options.

LinkedIn Recruiter Lite (Free with Limits): While LinkedIn Recruiter is a paid service, the "Lite"
version offers some free search capabilities with limitations on the number of profiles you can view
per month.

2.4 Instagram Search:
Instagram's search functionality is primarily based on hashtags and user accounts.

e Hashtags: Search for posts containing specific hashtags.
e Accounts: Search for user accounts.

e Places: Search for posts tagged with a specific location.

2.5 TikTok Search:
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TikTok's search is similar to Instagram, focusing on hashtags, user accounts, and sounds.

e Hashtags: Search for videos containing specific hashtags.
e Accounts: Search for user accounts.

e Sounds: Search for videos using a specific sound.

Social Media Scraping (Ethical Considerations and Tools):

Scraping social media data can be useful for large-scale analysis, but it's crucial to do it ethically
and legally.

e APIs: Most social media platforms offer APIs (Application Programming Interfaces) that allow
developers to access data in a structured way. Using the APl is the preferred method for
scraping data. However, APIs often have rate limits and require authentication.

e Web Scraping Libraries (Beautiful Soup, Scrapy): If an API is not available or does not
provide the data you need, you can use web scraping libraries like Beautiful Soup and Scrapy
to extract data directly from the HTML of web pages. Be extremely careful when scraping.
Always respect ([Falaad rate limits, and terms of service. Avoid scraping personal
data without consent.

e Third-Party Scraping Tools: Several third-party tools are available for scraping social media
data. Research these tools carefully and ensure they comply with ethical and legal guidelines.

Code Example (Python with for Twitter APl access):

To use the Twitter API, you'll need to create a Twitter developer account and obtain APl keys

(Consumer Key, Consumer Secret, Access Token, Access Token Secret).
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# Authenticate to Twitter
auth = tweepy.OAuthHandler (consumer key, consumer secret)

5 token (access token, access token secret)

/.API (auth, wait on rate limit=True) # wait on rate limit handles rate

limits automatically

# Search for tweets containing a specific keyword
query = "OSINT"
try:

tweets api. S query, lang="en", count=10) # Search for 10
English tweet

for tweet in

print (f" {tweet.user.scr . {tweet.text}\n")

except tweepy.Twe /Excepti

print (f"Error during Twitter {el™)

Important Considerations:

o API Rate Limits: Social media APIs have rate limits that restrict the number of requests you can
make within a certain time period. Be mindful of these limits and implement strategies to avoid

exceeding ﬂﬁ@ﬂ?(@{},tﬁ“ﬁg wait on rate limit=True n tweepy

e Terms of Service: Always review the terms of service of the social media platform before
scraping data.

e Authentication: Most social media APIs require authentication using APl keys.

e Data Privacy: Be careful when handling personal data obtained from social media. Comply
with data privacy laws and regulations (e.g., GDPR, CCPA).

Subtopic 3: Public Records Databases: Government websites, property records, court
documents.

Goal: Locate and utilize publicly available records for OSINT investigations.

Why is this important? Public records can provide valuable information about individuals,

businesses, and properties.
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3.1 Government Websites:

e Federal Government: USA.gov is a portal to U.S. government information and services. You
can find links to various federal agencies and databases.

e State Government: Each U.S. state has its own website with links to state agencies and
services.

e Local Government: City and county websites often provide information about local services,

ordinances, and public records.

Examples of Government Databases:

e SEC EDGAR Database (U.S. Securities and Exchange Commission): Provides access to
filings made by publicly traded companies.

USPTO (U.S. Patent and Trademark Office): Search for patents and trademarks.

FOIA (Freedom of Information Act) Requests: You can submit FOIA requests to
government agencies to request access to records that are not publicly available.

National Sex Offender Public Website: Search for registered sex offenders. Use with
extreme caution and ethical considerations.

CDC (Centers for Disease Control and Prevention): Public health data and statistics.

3.2 Property Records:

e County Recorder's Office: Property records are typically maintained by the county recorder's
office. You can often search for property records online or in person.

e Online Property Search Tools: Several online tools provide access to property records, often
for a fee. Examples include Zillow, Trulia, and Redfin (for basic information) and more
specialized services like LexisNexis or Accurint (often used by professionals). Access to detailed
records often requires a subscription.

Information Found in Property Records:

e Property Owner: Name and address of the property owner.

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



Property Description: Legal description of the property.
e Assessed Value: The value of the property for tax purposes.
e Sales History: Past sales of the property.

e Liens and Mortgages: Information about any liens or mortgages on the property.

3.3 Court Documents:

PACER (Public Access to Court Electronic Records): Provides access to court documents
from U.S. federal courts. Requires registration and charges a fee per page.

State Court Websites: Many state courts provide online access to court documents.

RECAP (Free PACER Archive): A project that archives PACER documents and makes them
available for free. https://www.courtlistener.com/recap/

CourtListener: Offers a searchable database of court opinions, dockets, and judges.

Information Found in Court Documents:

e Case Filings: Complaints, motions, and other documents filed in a case.
e Court Orders: Orders issued by the court.
e Judgments: The final decision in a case.

e Transcripts: Records of court proceedings.

Important Considerations:

e Fees: Access to some public records databases may require a fee.

e Accuracy: Public records may not always be accurate or up-to-date.

e Redaction: Some information in public records may be redacted to protect privacy.
e Availability: The availability of public records varies depending on the jurisdiction.

Subtopic 4: Image and Video Reverse Search: Google Images, Tinkye, Yandex Images.

Goal: Identify the source and context of images and videos using reverse search techniques.
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Why is this important? Reverse image search can help you identify the origin of an image, find
similar images, and determine if an image has been altered or used in a misleading way. Reverse
video search is less developed but gaining traction.

4.1 Google Images Reverse Search:

e Upload an Image: Go to Google Images (https://images.google.com/) and click the camera
icon in the search bar. You can upload an image from your computer or paste the URL of an
image.

e Search by Image URL: Paste the URL of an image into the Google Images search bar.

4.2 Tinkye:

Tinkye (https://tineye.com/) is a specialized reverse image search engine that focuses on finding
exact matches and identifying where an image has been used online. It's particularly good at
finding modified versions of images.

4.3 Yandex Images:

Yandex Images (https://yandex.com/images/) is another reverse image search engine that can be
useful for finding images that are not found by Google or TinEye. It's particularly strong with images
from Eastern Europe and Russia.

4.4 Other Reverse Image Search Engines:

e Bing Visual Search: Microsoft's reverse image search.

e Baidu Image Search: Useful for finding images popular in China.

What to Look For in Reverse Image Search Results:

Original Source: Identify the original source of the image to determine its authenticity and
context.

Similar Images: Find similar images that may provide additional information about the subject.

Context: Determine how the image is being used in different contexts.

Metadata: Examine the image metadata (e.g., EXIF data) for information about the camera,
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location, and date the image was taken.

4.5 Reverse Video Search:
Reverse video search is less mature than reverse image search, but it's improving.

e Google Lens: Google Lens can be used to identify objects and scenes in videos.
e YouTube Search: Use keywords to search for videos that contain similar content.

e Third-Party Video Search Tools: Explore specialized video search tools that may offer
advanced features like object recognition and scene analysis.

Example Scenario:

You find an image of a protest on social media and want to verify its authenticity. You can use
reverse image search to see if the image has been used in other contexts or if it has been altered.
You can also use reverse image search to identify the location of the protest.

Code Example (Python with for downloading an image for reverse image
search):

This example downloads an image from a URL, which you could then upload to a reverse image
search engine manually. Automating the upload to a reverse image search engine is more complex
and may violate their terms of service.

import requests

download image (image url,
"""Downloads an im rom a URL and S file.™""
try:

ream=True)

Raise HTTPError for bad responses

for chunk in

in chunks

out file.write (chunk)
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print (f"Image downloaded successfully to {filename}")
return filename

except requests.exceptions.Rec S e:

return None
except Exception as e:
print (f"An unexpected error occurred: {e}

return None

# Example usage:

/video-to-gif-

download image (image url)

Important Considerations:

e Image Quality: The quality of the image can affect the accuracy of reverse image search
results.

e Image Size: Larger images generally produce better results.

e Cropping and Editing: Cropping or editing an image can make it more difficult to find
matches.

e Copyright: Be aware of copyright restrictions when using images found through reverse image
search.

Subtopic 5: Archiving Websites: Wayback Machine, Archive.is.
Goal: Access historical versions of websites using archiving tools.

Why is this important? Websites change frequently. Archiving tools allow you to access past
versions of websites to see what information was available at a specific point in time. This is critical
for tracking changes, verifying information, and uncovering deleted content.

5.1 Wayback Machine (Internet Archive):

The Wayback Machine (https://archive.org/web/) is a digital archive of the World Wide Web. It has
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been crawling and archiving websites since 1996.

e Browse History: Enter a URL into the Wayback Machine search bar to see a calendar of

snapshots of the website over time.

e Save a Page: You can save a current web page to the Wayback Machine by entering the URL
into the "Save Page Now" box.

5.2 Archive.is:

Archive.is (https://archive.is/) is another website archiving service. It's particularly useful for archiving
dynamic web pages and social media posts.

e Save a Page: Enter a URL into the Archive.is search bar to save a snapshot of the page.
Archive.is also allows you to create short, permanent URLs for archived pages.

5.3 Other Archiving Tools:

e Perma.cc: A service that allows you to create permanent links to web pages. Designed for

academic and legal citations.
e Memento Project: A distributed web archiving framework.
Example Scenario:

A news article is deleted from a website. You can use the Wayback Machine or Archive.is to access

a saved version of the article.
Important Considerations:

e Completeness: Archiving tools do not capture every page on the web. The completeness of
the archive depends on the frequency of crawling and the website's robots.txt file.

e Dynamic Content: Archiving dynamic content (e.qg., JavaScript-heavy websites) can be
challenging. Some archiving tools may not capture all of the interactive elements of a page.

e Time Delays: It may take some time for a web page to be archived after it is saved.

Subtopic 6: Email Address Lookup: Hunter.io, Email Hippo, Verify Email.
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Goal: Verify and gather information about email addresses using online tools.

Why is this important? Email addresses can be a valuable starting point for OSINT investigations.
You can use email address lookup tools to verify the validity of an email address, identify the
associated organization, and find related information.

6.1 Hunter.io:

Hunter.io (https://hunter.io/) allows you to find email addresses associated with a specific website. It
also provides information about the organization and the likelihood that an email address is valid.

e Domain Search: Enter a website domain to find email addresses associated with that domain.

e Email Finder: Enter a person’s name and company to find their email address. (Limited free
usage).

e Email Verifier: Verify the deliverability of an email address.

6.2 Email Hippo:

Email Hippo (https://emailhippo.com/) is an email verification service that checks the validity and
deliverability of email addresses. It provides detailed information about the status of an email
address, including whether it is valid, invalid, or risky.

e Email Verification: Upload a list of email addresses or verify individual email addresses.

6.3 Verify Email:

Verify Email (https://verify-email.org/) is a free online tool that verifies the validity of email
addresses.

e Email Verification: Enter an email address to verify its validity.

6.4 Email Permutator:

If you know someone's name and the company they work for, but can't find their email, try an
email permutator like https://email-permutator.com/. This tool generates possible email addresses
based on common naming conventions. You can then use an email verification tool to check if any
of the generated addresses are valid.
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Example Scenario:

You have an email address and want to verify that it is valid and associated with a specific
organization. You can use Hunter.io to find the organization associated with the email address and

Email Hippo to verify its deliverability.

Code Example (Python with to query Hunter.io API - requires API key):

import requests

def hunter io domain search(domain, api key):
"""Searches Hunter.io for email addresses associated with a domain.™""
url = f"https://api.hunter.io/v2/domain-search?domain={domain}&api key=
{api_key}"
try:
response = requests.get (url)

response.raise for status() # Raise HTTPError for bad responses (4xx or

data = response.json ()

if data["data"] ["emails"]:
print (f"Email addresses found for {domain}:")
for email in data["data"]["emails"]:
print (f"- {email['value'l} (Type: {email['type']}, Confidence:
{email['confidence']l})")
else:

print (f"No email addresses found for {domain}")

except requests.exceptions.RequestException as e:
print (f"Error during Hunter.io API request: {e}")
except Exception as e:

print (f"An unexpected error occurred: {e}")

# Example usage:
domain = "example.com" # Replace with the domain you want to search
api key = "YOUR HUNTER IO API KEY" # Replace with your Hunter.io API key

hunter io domain search(domain, api key)
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Important Considerations:

e API Keys: Some email address lookup tools require an APl key.
e Accuracy: Email address lookup tools are not always 100% accurate.

e Privacy: Be mindful of privacy concerns when using email address lookup tools. Avoid using
these tools to collect email addresses for spamming or other unethical purposes.

Subtopic 7: Phone Number Research: Tools for identifying carriers and potential locations.

Goal: Gather information about phone numbers using online tools.

Why is this important? Phone numbers can be linked to individuals, businesses, and locations.
Phone number research tools can help you identify the carrier, location, and other information
associated with a phone number.

7.1 Free Reverse Phone Lookup Tools:

o WhitePages: (https://www.whitepages.com/) Provides basic information about phone
numbers, including the carrier and location. Often requires a paid subscription for detailed
information.

e ZabaSearch: (https://www.zabasearch.com/) Offers free reverse phone lookup, but the
information may be limited.

e Truecaller: (https://www.truecaller.com/) A popular caller ID and spam blocking app that also
offers reverse phone lookup.

7.2 Paid Reverse Phone Lookup Services:

e BeenVerified: (https://www.beenverified.com/) Provides detailed information about phone
numbers, including the owner's name, address, and background information.

e Intelius: (https://www.intelius.com/) Similar to BeenVerified, offering comprehensive
background checks and phone number lookups.

7.3 Carrier Lookup Tools:
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Free Carrier Lookup: (https://freecarrierlookup.com/) Allows you to identify the carrier
associated with a phone number.

7.4 Google Search:

Simply searching a phone number in Google can often reveal valuable information, such as the
owner's name, address, or business affiliation.

Example Scenario:

You receive a suspicious phone call and want to identify the caller. You can use reverse phone
lookup tools to identify the caller's name, location, and carrier.

Code Example (Python with library for basic phone number validation and
formatting):

This library is great for validating phone number formats, extracting country codes, and formatting
numbers according to international standards. It doesn't provide reverse lookup information.

import phonenumbers

def validate and format phone number (phone number, country code="US"):

won

"""Validates and formats a phone number using the phonenumbers library.
try:

number = phonenumbers.parse (phone number, country code)

if phonenumbers.is valid number (number) :
formatted number = phonenumbers.format number (number,
phonenumbers.PhoneNumberFormat. INTERNATIONAL)
print (f"Valid and formatted phone number:
return formatted number
else:
print ("Invalid phone number.")
return None
phonenumbers.phonenumberutil.NumberParseException
print (f"Invalid phone number format: {e}")

return None
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# Example usage:

o number = "555-123-4567"

validate and format pl number (phone number)

o _number = "1234567890"

validate and format phone number (phone number, "GB") # Try a UK number

Important Considerations:

e Accuracy: Reverse phone lookup tools are not always 100% accurate.

e Privacy: Be mindful of privacy concerns when using reverse phone lookup tools. Avoid using
these tools to harass or stalk individuals.

e Fees: Some reverse phone lookup services require a fee.

Module 2 Project: Identifying Online Profiles

Project Goal: Given a hypothetical POl with a vague description (e.g., "a software developer
interested in hiking"), identify at least 5 potential online profiles using only free resources and
advanced search techniques. Document your search queries and results.

Project Steps:

1. Brainstorm Keywords: Think of keywords related to "software developer" and "hiking."

Consider variations and synonyms. Examples: "programmer," "coder," "outdoor enthusiast,"

"trekking," "mountaineering."

2. Develop Search Queries: Use advanced search operators (Google Dorks, DuckDuckGo Bangs)
to create targeted search queries. Combine keywords with site-specific searches (e.g.,

site:linkedin.com site:github.com M site:meetup.com

3. Execute Searches: Run your search queries on Google, DuckDuckGo, and other relevant
search engines.

4. Analyze Results: Carefully examine the search results for potential online profiles. Look for
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names, usernames, locations, and other identifying information.

5. Document Findings: For each potential online profile, document the following:
o Profile URL: The URL of the online profile.

o Platform: The social media platform or website where the profile is located (e.g., LinkedIn,
GitHub, Twitter).

o Name/Username: The name or username associated with the profile.
o Description: A brief description of the profile based on the information available.
o Search Queries Used: The exact search queries you used to find the profile.

o Rationale: Why you believe this profile might belong to the POI (based on the
description).

6. Submit Documentation: Submit a document (e.g., a Word document or a PDF) containing

your findings. The document should be well-organized and easy to read.

**Example

File 4: module_3.md

Okay, let's dive deep into Module 3: Introduction to Maltego. Get ready to get your hands dirty!

Module 3: Introduction to Maltego: Installation, Configuration,
and Basic Transforms

Module Objective: Install, configure, and navigate the Maltego interface, understanding its core

functionality and basic transforms.

Subtopic 1: Downloading and Installing Maltego (Community Edition/Commercial
Versions)

What is Maltego?

Maltego is a powerful, open-source intelligence (OSINT) and graphical link analysis tool. It allows
you to visualize relationships between different pieces of information, such as people,
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organizations, websites, documents, and infrastructure. It's basically a detective's whiteboard, but
digital and much more capable.

Choosing Your Version:

e Maltego CE (Community Edition): This is the free version. It has some limitations, such as the
maximum number of entities you can have in a graph, but it's perfect for learning the basics. It
requires a free registration.

e Maltego Commercial Versions (Classic, XL): These are paid versions with more features,
higher entity limits, and access to more data sources. They are for professional OSINT analysts.

Installation (Step-by-Step):
1. Register/Log In: Go to the Maltego website: https://www.maltego.com/

o If you're using the Community Edition, you'll need to register for a free account.

o If you have a commercial license, log in with your credentials.

2. Download the Installer:

o Navigate to the downloads section on the Maltego website.

o Choose the appropriate installer for your operating system (Windows, macQOS, or Linux).

3. Installation (Windows):

o Run the downloaded (el file.
o Follow the on-screen instructions. Accept the license agreement.
o Choose an installation directory (the default is usually fine).

o The installer will install Maltego and its dependencies.

4. Installation (macOS):

o Open the downloaded (R file.

o Drag the Maltego application icon to your Applications folder.
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5. Installation (Linux):

o The installation process varies depending on your Linux distribution. Generally, you'll
(Debian/Ubuntu) or (Red Hat/Fedora) package.

ot install ./maltego your version.c (replace
B with the actual filename)
-i maltego your version.rpm (replace

with the actual filename)

o You may need to resolve dependencies manually if they are not automatically installed.
6. First Launch:

o Start Maltego from your Start Menu (Windows), Applications folder (macOS), or by typing
in your terminal (Linux).

o You will be prompted to log in with your Maltego account.

o Choose the appropriate license type (Community, Commercial, etc.).
Troubleshooting Installation:

e Java: Maltego requires Java to be installed. If you encounter errors related to Java, make sure
you have a compatible Java Development Kit (JDK) installed. Oracle JDK or OpenJDK are
common choices. Maltego usually bundles a compatible JDK, but it's good to be aware of.

e Permissions: Ensure you have sufficient permissions to install software on your system.

o Firewall/Antivirus: Temporarily disable your firewall or antivirus software if you suspect they
are blocking the installation. (Re-enable them after installation!)

Subtopic 2: Navigating the Maltego Interface: Panes, Palettes, and Graph Layout
Once Maltego is installed and running, it's time to familiarize yourself with the interface.

Key Interface Elements:

e Graph View: This is the main area where you'll visualize your data and connections. It's the
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"whiteboard" where you'll build your investigations.

o Entity Palette: Located on the left side, this palette contains various entities you can drag and
drop onto the graph. Entities represent real-world objects like people, websites, email
addresses, phone numbers, etc.

e Infrastructure Palette: Located on the left side, this palette contains various infrastructure
entities you can drag and drop onto the graph. These include DNS Names, IP Addresses,
Netblocks, etc.

e Transform Hub: (Usually located at the top) The Transform Hub is where you can install and
manage various data source integrations (Transforms).

e Transform Palette: (Usually located at the bottom) After selecting an entity, the Transform
Palette displays the available Transforms you can run on that entity to discover related
information.

e Details View: Located on the right side, this pane displays detailed information about a
selected entity, such as its properties (e.g., name, email address) and any notes you've added.

e Overview Pane: (Usually located in the top right corner) This provides a miniature view of the
entire graph, allowing you to easily navigate large and complex investigations.

e Toolbar: Located at the top, the toolbar provides access to common actions like creating new
graphs, opening existing graphs, saving, printing, and undo/redo.

Understanding Panes:

e Dockable Panes: Most of the panes in Maltego are dockable. You can drag and drop them to
different locations within the interface to customize your workspace. You can also hide or show
panes using the "Window" menu.

Graph Layout:

Maltego offers several graph layout algorithms to help you organize your data. You can access
these from the "Layout" menu. Experiment with different layouts to find one that best suits your
needs. Some common layouts include:

e Circular Layout: Arranges entities in a circle around a central entity.
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e Hierarchical Layout: Arranges entities in a tree-like structure.
e Organic Layout: Uses a force-directed algorithm to create a more natural-looking layout.

e Cubic Layout: Arranges entities in a three-dimensional space.

Shortcuts:

on macOS): Create a new graph.

on macOS): Save the current graph.

on macOS): Undo.

Subtopic 3: Understanding Entities and Transforms: The Building Blocks of Maltego
Investigations

Entities:

Entities are the fundamental building blocks of a Maltego graph. They represent real-world objects
or concepts. Each entity has a type (e.qg., Person, Website, Email Address) and a set of properties
(e.g., name, URL, email address).

Common Entity Types:

e Person: Represents an individual.

e Organization: Represents a company, institution, or group.
o Website: Represents a website.

e Domain: Represents a domain name.

e Email Address: Represents an email address.

e Phone Number: Represents a phone number.

e IP Address: Represents an IP address.
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DNS Name: Represents a DNS name.

Location: Represents a physical location.

Document: Represents a file or document.

Alias: Represents an alternate or pseudonym name.

Creating Entities:

e Drag and Drop: Drag an entity from the Entity Palette onto the Graph View.
e Right-Click: Right-click on the Graph View and select "New Entity."
e Paste: Copy text (e.g., an email address) and paste it onto the Graph View. Maltego will

automatically create an entity of the appropriate type.

Entity Properties:

Each entity has a set of properties that describe it. You can view and edit these properties in the
Details View. For example, a "Person" entity might have properties like "Name," "Email Address,"
"Phone Number," and "Location."

Transforms:

Transforms are the actions you run on entities to discover related information. They are the engine
that drives Maltego's investigative capabilities. Transforms use various data sources (e.g., search
engines, social media APIs, public records databases) to find connections between entities.

How Transforms Work:

1. Select an Entity: Choose an entity in the Graph View.
2. Right-Click: Right-click on the entity and select "Run Transform."
3. Choose a Transform: Select a transform from the Transform Palette.

4. Execute the Transform: Maltego will execute the transform, querying the appropriate data

source.

5. New Entities: The transform will return new entities related to the original entity, which will be
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added to the graph.

Example Transforms:

e Website to Email: Given a Website entity, find email addresses associated with that website.

e Email to Phone Number: Given an Email Address entity, find phone numbers associated with
that email address.

e Person to Social Media: Given a Person entity, find social media profiles associated with that
person.

e IP Address to Location: Given an IP Address entity, find the geographic location associated
with that IP address.

e Domain to DNS Name: Given a Domain entity, find the DNS Names associated with that
domain.

Transform Sets:

Maltego organizes transforms into sets based on their function or data source. For example, there
are transform sets for:

e Social Media: Transforms for finding social media profiles.
e Infrastructure: Transforms for investigating network infrastructure.
e Personal: Transforms for finding information about people.

e DNS: Transforms for investigating DNS records.
Subtopic 4: Basic Transforms: Website to Email, Email to Phone Number, etc.
Let's try some basic transforms to see how they work.
Example 1: Website to Email

1. Create a Website Entity: Drag a "Website" entity from the Entity Palette onto the Graph View.

2. Set the URL: In the Details View, set the "URL" property of the Website entity to (S
(Or any website you want to investigate).
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3. Run the Transform: Right-click on the Website entity and select "Run Transform."

4. Choose "To Email Address [using search engines]": Select this transform from the

Transform Palette.

5. Execute: Maltego will run the transform, searching for email addresses associated with
6. View Results: If the transform finds any email addresses, they will be added to the graph as
"Email Address" entities, connected to the "Website" entity.

Example 2: Email to Phone Number

1. Create an Email Address Entity: Drag an "Email Address" entity from the Entity Palette onto
the Graph View.

2. Set the Address: In the Details View, set the "Address" property of the Email Address entity to
TS (or any email you want to investigate).

3. Run the Transform: Right-click on the Email Address entity and select "Run Transform."

4. Choose "To Phone Number [using search engines]": Select this transform from the

Transform Palette.

5. Execute: Maltego will run the transform, searching for phone numbers associated with
| testeexample.com |

6. View Results: If the transform finds any phone numbers, they will be added to the graph as
"Phone Number" entities, connected to the "Email Address" entity.

Important Considerations:

o Data Source Limitations: The effectiveness of transforms depends on the data sources they
use. Some transforms may not return results if the data is not publicly available or if the data
source has limitations.

e API Keys: Some transforms require API keys to access data sources. You'll need to obtain these
keys from the data source provider and configure them in Maltego (see Subtopic 6).

e Rate Limiting: Many data sources have rate limits, which restrict the number of requests you
can make in a given time period. Be mindful of rate limits to avoid being blocked.
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Subtopic 5: Visualizing Data: Using Different Graph Layouts and Entity Properties

Visualizing data effectively is crucial for understanding complex relationships in Maltego.
Graph Layouts:

As mentioned earlier, Maltego offers various graph layouts. Experiment with different layouts to find
one that best highlights the relationships in your data.

e Circular Layout: Good for showing connections around a central entity.
e Hierarchical Layout: Good for showing parent-child relationships.

e Organic Layout: Good for exploring complex networks of connections.

Entity Properties:
You can customize the appearance of entities based on their properties.

e Color Coding: Use different colors to represent different entity types or properties. For
example, you could color code entities based on their source (e.g., social media, public
records). Right-click an entity, select "Color," and choose a color.

e lconography: Use different icons to represent different entity types or properties. For example,
you could use a different icon for each social media platform. Right-click an entity, select "Icon,"
and choose an icon.

o Entity Size: Adjust the size of entities based on their importance or the amount of information
associated with them.

e Link Thickness: Adjust the thickness of the links between entities to represent the strength of
the relationship.

Adding Notes:
You can add notes to entities to record your observations and insights.

e Right-Click: Right-click on an entity and select "Add Note."

e Type your note: Enter your note in the text box and click "OK."
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e View Notes: The note will be displayed in the Details View when you select the entity.

Example: Visualizing Social Media Connections

1. Create a Person Entity: Drag a "Person" entity onto the Graph View.

2. Add Social Media Entities: Use transforms to find social media profiles associated with the
person.

3. Color Code: Color code each social media entity based on the platform (e.g., blue for
Facebook, light blue for Twitter, red for Instagram).

4. Use lcons: Use different icons for each social media platform.
5. Apply Layout: Use an Organic Layout to visualize the connections between the person and

their social media profiles.

Subtopic 6: Connecting to Free Data Sources: Configuring API keys for Twitter, Shodan,
etc.

Many Maltego transforms rely on external data sources, such as Twitter, Shodan, VirusTotal, etc. To
access these data sources, you typically need to obtain an APl key and configure it in Maltego.

What is an API Key?

An APl key is a unique identifier that allows you to authenticate your requests to a data source. It's
like a password that tells the data source that you are authorized to access its data.

How to Obtain API Keys:

The process for obtaining an API key varies depending on the data source. Generally, you'll need

to:

1. Create an Account: Create an account on the data source's website (e.g., Twitter Developer
Portal, Shodan).

2. Create an Application: Create an application within your account. This application represents
your use of the data source's API.

3. Generate an API Key: Generate an API key for your application. The API key is usually
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displayed on the application's settings page.
Configuring API Keys in Maltego:

1. Open Options: Go to "Transforms" -> "Transform Hub" in Maltego.
2. Install Hub Item: Choose the hub item you want to configure an API Key for and click "Install"
3. Configure API Keys: Go to "Transforms" -> "Settings" in Maltego.

4. Select the Transform Set: Find the transform set for the data source you want to configure

(e.g., "Twitter").

5. Enter API Keys: Enter the API key in the appropriate field. The field names will vary depending
on the data source. For example, for Twitter, you'll need to enter your Consumer Key,
Consumer Secret, Access Token, and Access Token Secret.

6. Save: Click "OK" to save the changes.

Example: Configuring Twitter API Keys

1. Create a Twitter Developer Account: Go to https://developer.twitter.com/ and create a
developer account. You'll need to provide some information about your intended use of the
Twitter API.

2. Create an App: Create a new app in the Twitter Developer Portal,

3. Generate API Keys: Generate your Consumer Key, Consumer Secret, Access Token, and

Access Token Secret.

4. Configure in Maltego: Follow the steps above to configure the Twitter API keys in Maltego.

Common Data Sources and Their Uses:

Twitter API: Find tweets, users, hashtags, and trends.

Shodan: Identify devices connected to the internet, such as web servers, routers, and security

cameras.

VirusTotal: Analyze files and URLs for malware.

Google Maps API: Geocode addresses and find locations.
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Important Considerations:

e Terms of Service: Always read and comply with the terms of service of the data sources you
use.

e Rate Limits: Be aware of the rate limits imposed by data sources.
e Security: Keep your API keys secure. Do not share them with others or commit them to public

repositories.

Module 3 Project: Mapping Your Online Presence

Objective: Using Maltego, create a graph starting with your own name (as an Entity) and use basic
transforms to map your online presence (website, email, social media profiles). Document the
transforms used and the information revealed.

Steps:

1. Create a Person Entity: Drag a "Person" entity from the Entity Palette onto the Graph View.

2. Set Your Name: In the Details View, set the "Name" property of the Person entity to your

name.

3. Website: If you have a personal website or blog, drag a "Website" entity onto the Graph View
and connect it to your Person entity. Set the "URL" property to your website address.

4. Email Address: If you have a publicly known email address, drag an "Email Address" entity
onto the Graph View and connect it to your Person entity. Set the "Address" property to your
email address.

5. Social Media Profiles: Use transforms to find your social media profiles.
o Right-click on your Person entity and run the "To Website [using search engines]"
transform. Look for links to your social media profiles in the search results.

o Alternatively, you can manually create entities for each of your social media profiles (e.g.,

Facebook Page, Twitter Account, LinkedIn Profile) and connect them to your Person entity.

6. Run Transforms on Social Media Entities: Once you have your social media entities, run
transforms on them to find related information, such as:
o "To Tweets" (on a Twitter Account entity)
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o "To Friends" (on a Facebook Page entity - note that this may require authentication and
may not return all friends due to privacy settings)

7. Visualize the Graph: Use different graph layouts, colors, and icons to visualize your online
presence.

8. Document Your Process: Create a document (e.g., a Word document or a text file) and
record the following information:
o A screenshot of your Maltego graph.

o A list of the transforms you used and the results they returned.
o Any interesting or surprising information you discovered about your online presence.

o A brief reflection on the exercise and what you learned.

Example Documentation:

**Screenshot:**

[Insert screenshot of your Maltego graph here]

**Transforms Used:**

Found links to my LinkedIn profile
and personal
* LinkedIn Profile -> k S¢ h engines]: Found my
email

Account -> : Retrieved rec wes from my Twitter account.

**Interesting Findings:**

surprised to sec

My LinkedIn profile is more visible than I realized.

**Reflection:**
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ercise helped me understand how much information about me is publicly

e online. It also made me think about the importance of managing my online

ce and protecting my privacy.

This completes Module 3. You should now have a solid understanding of the Maltego interface,
entities, transforms, and how to use them to begin building your OSINT investigations. Remember
to experiment and explore the tool to discover its full potential. Good luck!

File 5: module 4.md

Okay, buckle up! We're diving deep into Module 4: Advanced Maltego Techniques. This module
builds upon the foundation laid in Module 3, pushing you to master Maltego's more powerful
features. We'll cover advanced transforms, filtering, grouping, custom transform creation (a bit of
Python!), collaboration, and data integration.

Module 4: Advanced Maltego Techniques: Transformis,
Filters, and Collaboration

Module Objective: Master advanced Maltego techniques, including custom transforms, filtering,
and collaboration features.

4.1 Advanced Transforms: Exploring Complex Data Enrichment
Understanding Advanced Transforms:

While basic transforms like "Website to Email" are useful, advanced transforms unlock deeper
insights. They often involve more complex data sources, APl integrations, and sophisticated
algorithms.

Examples of Advanced Transforms (and how to use them):

e DNS Enumeration: Instead of just getting the IP address of a website, you can use transforms
to discover subdomains, mail servers (MX records), and other DNS-related information. This is
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invaluable for understanding the infrastructure behind a target.

o How to use: Start with a Domain entity. Right-click, and look for transforms like "DNS from

Domain," "MX Records," "Name Server Records." These will expand the graph with related

DNS information.

e Shodan Transforms: Shodan is a search engine for internet-connected devices. Maltego
integrates with Shodan to allow you to discover devices associated with an IP address or
organization. This can reveal open ports, software versions, and potential vulnerabilities.

o How to use: You'll need a Shodan API key (obtainable from the Shodan website after
creating an account). In Maltego, go to "Transforms" -> "Transform Hub Settings" and
configure the Shodan transform with your API key. Start with an IP Address or Netblock
entity. Right-click and run Shodan transforms like "Shodan Summary" or "Open Ports."

e Social Media Sentiment Analysis: Some transforms (often requiring API keys and potentially
paid services) can analyze the sentiment of social media posts related to a specific keyword or
entity. This can provide insights into public opinion or brand perception.

o How to use: These often require specific hub items and API keys. Explore the Transform
Hub for options like "BrandMentions" or "Social Searcher." Configure them with the
necessary APl keys and then run them on entities like Keywords or Organizations.

e Image Analysis: Some transforms can extract metadata from images, identify objects within
images, or even perform facial recognition. This can be useful for geolocation, identifying
individuals, or uncovering hidden information.

o How to use: Start with an Image entity. Look for transforms that utilize services like Google
Cloud Vision API or similar image analysis platforms. You'll likely need to configure an API
key.

Key Considerations:

e API Keys: Many advanced transforms rely on API keys to access external data sources. Make
sure you have the necessary keys and configure them correctly in Maltego.

e Rate Limiting: Be mindful of rate limits imposed by APIs. Excessive requests can lead to your
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APl key being blocked.

e Data Accuracy: The accuracy of the data retrieved by transforms depends on the quality of
the underlying data sources. Always verify your findings.

4.2 Filtering and Grouping Entities: Organizing and Analyzing
Large Datasets
The Problem:

As your Maltego graphs grow, they can become overwhelming. Filtering and grouping help you
focus on specific aspects of your investigation.

Filtering Entities:
Filtering allows you to hide or highlight entities based on specific criteria.

o By Property:

[e]

Right-click on an entity.

[e]

Select "Filter by Property."

Choose the property you want to filter on (e.g., "Domain Name," "Email Address").

[e]

Specify the filter criteria (e.g., "contains 'example.com™).

[e]

Choose to "Hide Entities" or "Highlight Entities" that match the criteria.

[e]

Example: Let's say you have a graph with many email addresses and you want to focus on

Gmail addresses.

1. Right-click on an Email Address entity.
2. "Filter by Property."

3. Property: "Email Address"

4. Criteria: "contains '@gmail.com"

5. Choose "Highlight Entities." All Gmail addresses will now be highlighted in your graph.
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e By Entity Type:

o Right-click in the graph.
o Select "Filter by Entity Type."

o Choose the entity types you want to show or hide.
Example: You want to only see websites and email addresses in your graph.

1. Right-click in the graph.

2. "Filter by Entity Type."

3. Check "Website" and "Email Address."
4. Uncheck all other entity types.

5. Only websites and email addresses will be visible.
Grouping Entities:
Grouping allows you to visually organize related entities.

e Manual Grouping:
o Select the entities you want to group (Ctrl+Click or Shift+Click).
o Right-click and select "Group Selected Entities."
o Choose a group name and color.

Example: You have several email addresses and social media profiles that you believe belong

to the same person.

1. Select all the relevant email address and social media entities.

2. Right-click and "Group Selected Entities."

3. Name the group "Suspect 1" and choose a color. Now, these entities are visually grouped

together.
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e Automatic Grouping (using Transforms): Some transforms can automatically group entities
based on shared properties. For example, you might have a transform that groups all email
addresses associated with a particular domain. This is less common but very powerful when
available.

Key Considerations:

e Clear Naming: Use clear and descriptive names for your groups to make it easy to understand
the relationships between entities.

e Color Coding: Use color coding to visually distinguish between different groups.

e Experimentation: Experiment with different filtering and grouping techniques to find what
works best for your specific investigation.

4.3 Creating Custom Transforms: Introduction to Writing Simple
Python Transforms

Why Custom Transforms?

Built-in transforms are great, but sometimes you need to access data sources or perform
operations that aren't covered by the standard transforms. Custom transforms allow you to extend
Maltego's functionality to meet your specific needs.

Prerequisites:

e Basic Python Knowledge: You'll need a basic understanding of Python syntax, data structures
(lists, dictionaries), and how to make HTTP requests.

e Maltego Transform SDK: The Maltego Transform SDK provides libraries and tools to simplify
the creation of custom transforms. It's usually installed automatically with Maltego.

Steps to Create a Custom Transform:

1. Choose a Programming Language: Python is the most common language for writing
Maltego transforms, due to its ease of use and extensive libraries.

2. Create a Transform Script: Create a Python script that will perform the desired operation. This
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script will receive input from Maltego (the entity you're transforming) and return output (new

entities or modifications to existing entities).

3. Register the Transform in Maltego: Tell Maltego about your transform by creating a
Transform Hub item. This involves specifying the transform name, description, input type, and

the path to your Python script.

Example: A Simple Transform to Convert a Website to Uppercase

This transform takes a Website entity as input and creates a new String entity with the website

address converted to uppercase.

Python Script (uppercase_website.py):

#!/usr/bin/env python

import sys

from MaltegoTransform import *
def main() :
mt = MaltegoTransform/()

mt.parseArguments (sys.argv) # Parse arguments from Maltego

website = mt.getValue() # Get the website address from the input

ite = website.upper/()

mt.addEntity ("maltego.String", uppercase Create a new String

entity
mt.returnOutput () # Send the output back to Maltego

if name == " main ":

()

Explanation:
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IRETYAER VA aarel S \cDang line, specifies the Python interpreter.

(I from MaltegoTransform import * | Imports the I\/Ialtego Transform SDK.

. UESESISLEaterEactathOl (cctcs o MaltegoTransform object.

Ll mt.addEntity("maltego.String", uppercase website) | Creates a new entity of type "String"

with the uppercase website address.

o EUETEIENGEEEIN << ds the output back to Maltego.

How to Register the Transform in Maltego (Simplified):

1. Go to "Transforms" -> "Create Local Transform". (This is the easiest way for simple
transforms. For more complex deployments, you'd use the Transform Hub).

2. Transform Details:
o Transform Name: "Website to Uppercase"

o Description: Converts a website address to uppercase.
o Input Entity Type: "maltego.URL" (or "maltego.Website" - try both)
o Output Entity Type: "maltego.String"

o Command Line: python /path/to/your/uppercase website.py (Replace

/path/to/your/uppercase website.py with the actual path to your SCI’ipt)

o Working Directory: (Optional) The directory where your script is located.
3. Save the Transform. Maltego will likely create a local Hub item for you.

Testing the Transform:

1. Create a Website entity in Maltego (e.g.,

2. Right-click on the Website entity.
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3. You should see your "Website to Uppercase" transform in the context menu.
4. Run the transform.

5. A new String entity will be created with the uppercase website address (e.g.,

WWW . EXAMPLE . COM

Important Notes:

e Error Handling: Add error handling to your scripts to gracefully handle unexpected situations

(e.g., invalid input, network errors).
e Logging: Use logging to track the execution of your scripts and debug any issues.

e Security: Be careful when handling sensitive data in your transforms. Avoid storing API keys or
other credentials directly in your scripts. Use environment variables or configuration files

instead.

A More Complex Example: Fetching the Title of a Webpage

This exanwpk%reqLﬂreSthe requests Hbrary GnstaHithth pip install requests )Itfetchesthe
HTML of a website and extracts the title.

Python Script (website_to_title.py):

#!/usr/bin/env python

import sys
from MaltegoTransform import *
import requests

from bs4 import BeautifulSoup # Install with: pip install beautifulsoup4

main () :
mt = MaltegoTransform/()

mt .parseArguments (sys.argv)

.get (website, timeout=5) # Add timeout to prevent
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hanging
Raise HTTPError for bad responses (4xx or

5xx)

soup = BeautifulSoup (response.content, "html.parser")

title = soup.title.string if soup.title > "No Title Found"

{er™) # Report error to Maltego

ge (f"An unexpected error occurred: {e}") # General error

handling

mt.returnOutput ()

n

if name == main

"o,

main ()

Explanation of Changes:

- Imports the necessary libraries for

(Il import requests and S import BeautifulSoup

making HTTP requests and parsing HTML.

BeautifulSoup.

(I title = soup.title.string if soup.title else "No Title Found" - Extracts the title from

the HTML.

Ol 1t .addUIMessage (f"Error fetching website: {e - Sends an error message back to
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Maltego to be displayed in the Ul. This is crucial for debugging.

o BRI Ccloses the HTTP request and HTML parsing in a (aaiiaaaaa olock to

handle potential errors.

Register this transform similarly to the previous example, but set the Output Entity Type to

Key Considerations for Custom Transforms:

e Error Handling: Robust error handling is essential. Your transform should gracefully handle
network errors, invalid input, and other unexpected situations. Use ([ EaTTaa 0!ocks
extensively.

e Timeouts: Set timeouts for network requests to prevent your transforms from hanging
indefinitely.

e User Interface Messages: Use ([IERERILEEEEEEall (© Provide feedback to the user about
the progress of the transform and any errors that occur.

o Data Validation: Validate the input data to ensure that it is in the correct format.

e Security: Be mindful of security when writing custom transforms. Avoid storing sensitive data in
your scripts and sanitize any user input to prevent injection attacks.

4.4 Maltego Collaboration: Sharing Graphs and Collaborating
on Investigations

Why Collaborate?

OSINT investigations are often complex and time-consuming. Collaboration allows multiple analysts
to work together on the same investigation, sharing their knowledge and expertise.

Maltego Collaboration Features:

e Sharing Graphs: You can share Maltego graphs with other users, allowing them to view, edit,
and add to the graph.

¢ Real-Time Collaboration (Paterva CTS): Paterva offers a collaboration server (CTS) that
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enables real-time collaboration on Maltego graphs. This allows multiple analysts to work on the
same graph simultaneously, seeing each other's changes in real-time. This feature requires a
commercial version of Maltego.

e Exporting Graphs: You can export Maltego graphs in various formats (e.g., XML, CSV, image)
for sharing with others.

Sharing Graphs (Basic):

1. Save Your Graph: Save your Maltego graph to a [iiaeal file.
2. Share the File: Send the (Jiiisel file to your collaborators.

3. Open the Graph: Your collaborators can open the (il file in Maltego.

Limitations of Basic Sharing:

e No Real-Time Collaboration: Changes made by one user are not automatically reflected in
the graphs of other users.

e Version Control Issues: It can be difficult to manage different versions of the graph.

Paterva CTS (Commercial Feature):
Paterva CTS provides a more sophisticated collaboration environment with features such as:

e Real-Time Collaboration: Multiple analysts can work on the same graph simultaneously,
seeing each other's changes in real-time.

e Access Control: You can control who has access to your graphs and what permissions they
have.

e Version Control: CTS automatically tracks changes to your graphs, allowing you to revert to
previous versions.

o Centralized Data Storage: All graphs are stored on a central server, making it easy to manage
and share data.

Using CTS (General Steps):
1. Install and Configure CTS: You'll need to install and configure the Paterva CTS server. Refer
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to the Paterva documentation for detailed instructions.

2. Connect to CTS: In Maltego, connect to your CTS server by going to "Collaborate" ->
"Connect to CTS."

3. Create a Shared Graph: Create a new graph and share it with your collaborators.

4. Collaborate in Real-Time: Multiple analysts can now work on the same graph simultaneously.
Key Considerations for Collaboration:

e Communication: Establish clear communication channels with your collaborators to discuss
your findings and coordinate your efforts.

e Naming Conventions: Use consistent naming conventions for entities and properties to avoid
confusion.

e Documentation: Document your findings and the steps you took to reach them.

e Access Control: Carefully manage access control to your graphs to protect sensitive
information.

4.5 Importing and Exporting Data: Integrating Maltego with
Other Tools

Why Integrate?

Maltego is a powerful tool for visualizing and analyzing data, but it's not a one-size-fits-all solution.
Integrating Maltego with other tools allows you to leverage the strengths of different platforms and
create a more comprehensive workflow.

Importing Data into Maltego:

e Manual Entry: You can manually create entities in Maltego by entering data directly into the
interface.

e Copy/Paste: You can copy data from other applications (e.g., spreadsheets, text files) and
paste it into Maltego.

e CSV Import: You can import data from CSV files. This is a common way to import data from
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spreadsheets or other data sources.

o Steps:
1. Prepare your CSV file with appropriate headers. The headers should correspond to the
entity properties you want to import (e.g., "Name," "Email Address," "Website").

2. In Maltego, go to "Graph" -> "Import Graph" -> "From CSV."
3. Select your CSV file.

4. Map the CSV columns to the corresponding entity properties.

U

. Choose the entity type to create for each row in the CSV file.

(@)

. Import the data.

e API Integration: You can use APIs to import data from external data sources. This requires
writing custom transforms or using existing transforms that support APl integration.

Exporting Data from Maltego:

e Image Export: You can export your Maltego graph as an image (e.g., PNG, JPG). This is useful
for sharing your findings in reports or presentations.

e XML Export: You can export your Maltego graph as an XML file. This allows you to share the
graph with other Maltego users or import it into other applications that support XML.

e CSV Export: You can export data from your Maltego graph as a CSV file. This allows you to
analyze the data in spreadsheets or other data analysis tools.

o Steps:
1. Select the entities you want to export.

2. Right-click and select "Export" -> "To CSV."
3. Choose the properties you want to export.
4. Save the CSV file.
e Report Generation (Commercial Feature): The commercial versions of Maltego offer report

generation features that allow you to create professional-looking reports from your Maltego
graphs.
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Integrating with Other Tools (Examples):

e Excel/Google Sheets: Export data from Maltego as CSV and import it into Excel or Google
Sheets for further analysis and reporting.

e Network Analysis Tools (e.g., Gephi): Export your Maltego graph as a GraphML file and
import it into Gephi for advanced network analysis and visualization.

e Security Information and Event Management (SIEM) Systems: Integrate Maltego with your

SIEM system to enrich security alerts with OSINT data.

Key Considerations for Integration:

e Data Format Compatibility: Ensure that the data formats used by Maltego and the other
tools are compatible.

o Data Mapping: Carefully map the data fields between Maltego and the other tools.

e Automation: Automate the data import and export process as much as possible to save time

and reduce errors.
4.6 Case Study: Using Maltego to Investigate a Phishing
Campaign
Scenario:

A company has received reports of a sophisticated phishing campaign targeting its employees. The
emails appear to be legitimate and are difficult to distinguish from genuine communications. The
company's security team wants to use Maltego to investigate the phishing campaign and identify
the attackers.

Steps:

1. Collect Sample Phishing Emails: Gather several sample phishing emails that were sent to
employees.

2. Extract Key Information: Extract key information from the emails, such as:
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Sender email addresses

[e]

[e]

Reply-to email addresses

Links to websites

[e]

[e]

IP addresses (if available in the email headers)

Domain names

[e]

3. Create Entities in Maltego: Create entities in Maltego for each of the extracted data points.
Use entity types like "Email Address," "URL," "IP Address," and "Domain."

4. Run Transforms: Run transforms on the entities to gather more information. For example:

o Run "DNS from Domain" on the domain names to identify associated IP addresses and
mail servers.

o Run "Whois" on the domain names to identify the registrant information.
o Run Shodan transforms on the IP addresses to identify open ports and services.

o Run "Reverse Whois" on the registrant information to identify other domains owned by the
same person or organization.

o Use custom transforms to analyze the content of the websites linked in the emails.

5. Analyze the Graph: Analyze the Maltego graph to identify patterns and connections. For
example:

o Look for common IP addresses or domain names used in multiple phishing emails.

o Look for connections between the registrant information of the domain names and known
threat actors.

o Look for suspicious activity on the IP addresses identified in the graph.

o Filter and group entities to focus on specific aspects of the investigation.

6. Document Your Findings: Document your findings in a report, including the steps you took,
the data you collected, and the conclusions you reached.
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Example Transforms to Use:

e Email Address to DNS Name: To find the DNS records associated with the email server.

DNS Name to IP Address: To find the IP address of the mail server.

IP Address to Location: To geolocate the mail server.

URL to Website: To get more information about the website.

Website to Emails on Page: To find other email addresses linked to the website.

WHOIS to Registrant Details: To see who registered the domain.

Shodan Transforms: To find open ports and services on the IP addresses.

Potential Findings:

e The phishing emails may be originating from a compromised server or a botnet.

e The domain names used in the phishing emails may be registered to a fake identity or a known

threat actor.

e The websites linked in the phishing emails may be hosting malware or phishing kits.

Ethical Considerations:

e Ensure that you have the necessary authorization to investigate the phishing campaign.

e Avoid accessing or distributing any sensitive information that you may uncover during the
investigation.

e Comply with all applicable laws and regulations.
This case study demonstrates how Maltego can be used to investigate a real-world security incident
and identify the attackers. By leveraging Maltego's advanced features and integrating it with other

tools, security professionals can gain valuable insights into the tactics, techniques, and procedures
(TTPs) used by cybercriminals.

Module 4 Project: Extend Your Module 3 Graph and Create a
Custom Transform
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Project Objective: Extend the graph from Module 3 by adding more entities and using advanced
transforms to uncover connections. Create a custom transform to extract specific information from
a website. Document the process.

Instructions:

1. Start with Your Module 3 Graph: Open the Maltego graph you created in Module 3.

2. Extend the Graph:

o Choose one area of your graph to expand. For example, if you have a website entity, focus
on expanding that.

o Use at least three different advanced transforms (choose from the examples in section 4.1
or explore others). Document which transforms you used and why you chose them.

o Apply filtering and grouping techniques to organize the new information you've gathered.

Describe how you used filtering and grouping to make sense of the data.

3. Create a Custom Transform:
o Choose a website-related task for your transform. Examples:
= Extract all phone numbers from a website.

» Extract all email addresses from a website (if not already easily done with built-in
transforms).

» Check if a website is using HTTPS.
» Extract the meta description from a website.
o Write a Python script for your custom transform. Remember to include error handling and
user interface messages.
o Register your custom transform in Maltego.
o Test your custom transform on a website entity in your graph.
4. Documentation: Create a document (e.g., a Markdown file) that includes the following:
o A description of your Module 3 graph and the area you chose to expand.

o A list of the advanced transforms you used and why you chose them.
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[e]

A description of how you used filtering and grouping to organize the data.

[e]

The Python code for your custom transform.

[e]

A description of what your custom transform does and how it works.

[e]

Screenshots of your Maltego graph before and after applying the advanced transforms
and your custom transform.

[e]

Any challenges you encountered and how you overcame them.

Grading Criteria:

¢ Use of Advanced Transforms (30%): Demonstrates effective use of advanced transforms to
uncover new information.

e Filtering and Grouping (20%): Effectively uses filtering and grouping techniques to organize
and analyze the data.

e Custom Transform (30%): Creates a functional and well-documented custom transform.

e Documentation (20%): Provides clear and concise documentation of the process and
findings.

This project allows you to put your newly acquired knowledge of advanced Maltego techniques into
practice. Remember to focus on clear documentation and ethical considerations throughout the
process. Good luck! Don't hesitate to ask questions if you get stuck.

File 6: module 5.ma

Okay, let's dive deep into Module 5: Geolocation and Mapping Techniques! This will be a
comprehensive guide, packed with practical examples and step-by-step instructions. Get ready to
put on your detective hat and learn how to pinpoint locations using OSINT and Maltego.

Module 5: Geolocation and Mapping Techniques

Module Objective: Utilize OSINT techniques and Maltego to identify and map the location of a
POI.

Introduction: Geolocation is a crucial skill in OSINT. It allows us to take online clues and translate
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them into real-world locations. This module will cover a range of techniques, from analyzing social
media posts to leveraging IP address information and using specialized mapping tools.

Subtopic 1. Geolocation from Social Media: Analyzing Images, Posts, and Metadata for
Location Clues

Social media is a goldmine for geolocation data, but it requires careful analysis. People often
unknowingly reveal their location through photos, posts, and even the metadata associated with

their digital content.
1.1 Image Analysis:

e Landmarks and Scenery: Obvious landmarks are the easiest to identify. Use Google Images,
Yandex Images, or Google Lens to search for the landmark. Look for distinctive architectural

features, signs, or unique natural formations.

o Example: A photo shows a person standing in front of a bridge with red cables. A quick
Google Images search for "red cable bridge" reveals it's the Golden Gate Bridge in San

Francisco.

e Street Signs and Business Names: Street signs, store names, and advertising billboards

provide specific location clues.

o Example: A photo shows a street sign that reads "Rue de Rivoli." This immediately places
the POl in Paris. Further analysis of surrounding buildings can pinpoint the exact location

on the street.

e License Plates: If a vehicle's license plate is visible, you can often determine the state or
country of origin using online license plate databases.

o Caution: Be aware of privacy laws regarding accessing personal information from license
plates. This is primarily for narrowing down the location.

e Geolocation Metadata (EXIF Data): Many cameras and smartphones embed GPS
coordinates into image files. This metadata, known as EXIF data, can be extracted to pinpoint

the exact location where the photo was taken.
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Tools for Extracting EXIF Data:

= Online EXIF Viewers: Numerous websites allow you to upload an image and view its

Debian/Ubuntu).
= Python with (Pillow):
“python from PIL import Image from PIL.ExifTags import TAGS

def get_exif_data(image_path):

rom an image."""

try:

v in exif data.items ()

TAGS

return exif
else:
return None
except Exception as e:
print (f"Error: {e}")

return None

def get_gps_coordinates(exif_data):

"""Extracts GPS coordinates ~om data."""

if exif data and 'GPSInfo'
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gps_info = exif data['GPSInfo']

def convert to degrees(value):
do value[0][0]
dl value[0][1]
ol float (d0) / float (dl)

value[1l] [0]
value[1l][1]
float (m0) / float (ml)

s0 value[2] [0]
sl value[2][1]
s = float(s0) / float(sl)

return d + (m / 60.0) + (s / 3600.0)

latitude = convert to degrees(gps info[2])

longitude = convert to degrees(gps_info[4])

latitude ref = gps info[1l]
longitude ref = gps info[3]

if latitude ref != 'N':
latitude = -latitude
if longitude ref != 'E':

longitude = -longitude

return latitude, longitude
else:

return None, None

A LI

__name___ __main

image path = "path/to/your/image.jpg" # Replace with your image path

exif data = get exif data(image path)

if exif data:

latitude, longitude = get gps coordinates(exif data)
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if latitude and longitude:

print (f"Latitude: {latitude}, Longitude: {longitude}")
else:

print ("GPS coordinates not found in EXIF data.")

else:

print ("No EXIF data found in the image.")

**Limitations of EXIF Data:**
* Not all images contain EXIF

Users can remove EXIF data before

* The accuracy of GPS coordinates

1.2 Analyzing Textual Posts:

e Explicit Location Mentions: The most straightforward clue is when a user explicitly mentions
their location (e.g., "Just checked in at the Eiffel Tower!").

e Implicit Location Clues: Look for indirect references to locations, such as:

o Local slang or dialect.

o Mentions of local events or businesses.

o References to weather conditions specific to a region.

o Check-ins on social media platforms (Facebook, Foursquare, etc.).

e Time Zone Analysis: If a post mentions a specific time, you can infer the user's approximate
time zone. This can narrow down their geographic location.

o Example: A user posts "Good morning!" at 7 AM EST. This suggests they are likely located
somewhere in the Eastern Time Zone of North America.

1.3 Analyzing Social Media Profiles:

e Profile Information: Check the user's profile for location information, such as their city, state,
or country.

e "About Me" Sections: Read the user's "About Me" section for any clues about their location,
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interests, or affiliations that might be geographically relevant.
e Friends and Connections: Analyze the user's friends and connections. Are they primarily

located in a specific region?

Example Scenario:

Let's say you're investigating a Twitter user who posts a picture of a burger. The tweet says, "Best
burger ever! #Foodie #Delicious."

1. Image Analysis: The burger looks unique. Try a reverse image search on Google Images or
Yandex Images. You might find that the burger is a signature dish of a specific restaurant.

2. Textual Analysis: The user uses the hashtag #Foodie. Search Twitter for "#Foodie [city]" to see

if they've mentioned a city in other tweets.

3. Profile Analysis: Check their profile for location information. Look at their followers and who
they are following. Are there any local businesses or organizations they are connected to?

By combining these techniques, you can significantly increase your chances of identifying the POI's

location.

Subtopic 2: IP Address Geolocation: Understanding the Limitations and Using Tools like
IPinfo.io

An IP address is a unique identifier assigned to a device connected to the internet. While it doesn't
provide pinpoint accuracy, it can often reveal the approximate geographic location of the device.

2.1 How IP Address Geolocation Works:

e |P address geolocation databases map IP addresses to geographic locations based on

information collected from various sources, including:

o Internet Service Providers (ISPs).
o Regional Internet Registries (RIRS).

o Network monitoring data.
e The accuracy of IP address geolocation varies depending on the database and the location of
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the IP address. In general, IP address geolocation is more accurate for urban areas than for
rural areas.

2.2 Tools for IP Address Geolocation:

e Online IP Address Lookup Tools: Numerous websites provide free IP address geolocation

services (e.g., , whatismyipaddress.com |§

e IPinfo.io: A popular IP address geolocation service with a free tier and paid plans that offer

more detailed information.

o Using the IPinfo.io API (Python):

import requests

def geolocate ip(ip address):
"""Geolocates an IP address using the IPinfo.io API."""
try:
url = f"https://ipinfo.io/{ip address}?token=YOUR IPINFO API TOKEN"
# Replace with your API token
response = requests.get (url)

response.raise for status() # Raise an exception for bad status

data = response.json ()
return data

except requests.exceptions.RequestException as e:
print (f"Error: {e}")

return None

if name == " main_ ":

ip address = "8.8.8.8" # Example IP address (Google DNS)

geolocation data = geolocate ip(ip_ address)

if geolocation data:
print (£"IP Address: {geolocation data['ip']}")
print (f"City: {geolocation data['city']}")
print (f"Region: {geolocation data['region']}")
print (f"Country: {geolocation datal['country']}")

print (f"Location: {geolocation data['loc']}") # Latitude,
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Longitude
print (£f"Organization: {geolocation data['org']}")
else:

print ("Could not geolocate IP address.")

Important: You'll need to sign up for a free IPinfo.io account to obtain an API token.

Replace with your actual token.

. Python Library: Another popular library for IP address geolocation. It uses
MaxMind's GeolP2 databases. You'll need to download the GeolP2 database files (e.g.,

EEEETEREEENER)) o MaxMind. The Geolite2 databases are free but require
registration.

import geoip2.database

def geolocate ip geoip2 (ip address, database path):
"""Geolocates an IP address using the GeoIP2 database."""
try:
with geoip2.database.Reader (database path) as reader:
response = reader.city(ip address)
return response
except Exception as e:
print (f"Error: {e}")

return None

if name == " main_ ":

ip address = "8.8.8.8"

database path = "path/to/GeoLite2-City.mmdb" # Replace with your database
path

geolocation data = geolocate ip geoipZ2 (ip_ address, database path)

if geolocation data:
print (f"IP Address: {ip_ address}")
print (£"City: {geolocation data.city.name}")
print (f"Region: {geolocation data.subdivisions.most specific.name}")
print (f"Country: {geolocation data.country.name}")

print (f"Latitude: {geolocation data.location.latitude}")
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print (f"Longitude: {geolocation data.location.longitude}™)

print ("Could not geolocate IP address.")

2.3 Limitations of IP Address Geolocation:

e Accuracy: IP address geolocation is not always accurate. The reported location may be the
location of the ISP's server, which could be far from the user's actual location.

e VPNs and Proxies: Users can use VPNs and proxy servers to mask their real IP address and
location.

e Dynamic IP Addresses: ISPs often assign dynamic IP addresses to users, which can change
over time.

e Mobile Networks: Geolocation of mobile IP addresses can be very inaccurate, often pointing
to a regional hub.

2.4 Obtaining IP Addresses:

e Email Headers: Analyze the headers of emails sent by the POI. The "Received:" headers often
contain the sender's IP address.

e Website Logs: If you have access to website logs, you can see the IP addresses of visitors.

e Social Media APIs: Some social media APIs provide access to the IP addresses of users who
interact with your content. (Be mindful of terms of service and privacy restrictions.)

e Network Traffic Analysis (Advanced): Using tools like Wireshark, you can capture network
traffic and identify the IP addresses of devices communicating on the network. (This requires
advanced technical skills and ethical considerations.)

Subtopic 3: Reverse Geocoding: Converting Coordinates to Addresses and Vice Versa

Reverse geocoding is the process of converting geographic coordinates (latitude and longitude)
into a human-readable address. Geocoding is the opposite: converting an address into coordinates.

3.1 Tools for Reverse Geocoding:
e Google Maps API: Google Maps offers a powerful geocoding and reverse geocoding API.
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You'll need to obtain an API key and enable the Geocoding APl in the Google Cloud Console.

import googlemaps

def reverse geocode (latitude, longitude, api key):
"""Reverse geocodes coordinates using the Google Maps API."""
try:
gmaps = googlemaps.Client (key=api key)
reverse geocode result = gmaps.reverse geocode ((latitude, longitude))
if reverse geocode result:
return reverse geocode result[0]['formatted address']
else:
return None
except Exception as e:
print (f"Error: {e}")

return None

if name == " main ":
latitude = 37.7749 # Example latitude (San Francisco)
longitude = -122.4194 # Example longitude (San Francisco)

api key = "YOUR GOOGLE MAPS API KEY" # Replace with your API key
address reverse geocode (latitude, longitude, api key)

if address:
print (f"Coordinates: ({latitude}, {longitude})")
print (f"Address: {address}")

else:

print ("Could not reverse geocode coordinates.")

Important: You'll need to enable the Geocoding API in the Google Cloud Console and create

an APl key. Replace with your actual key. Be aware of Google
Maps APl usage limits and pricing.

Nominatim (OpenStreetMap): Nominatim is a free and open-source geocoding service

based on OpenStreetMap data.
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import requests

def reverse geocode nominatim(latitude, longitude):
"""Reverse geocodes coordinates using Nominatim (OpenStreetMap)."""
try:
url = f"https://nominatim.openstreetmap.org/reverse?format=jsonv2&lat=
{latitude}&lon={longitude}"
response = requests.get (url)
response.raise for status()
data = response.json ()
if data and 'display name' in data:
return data['display name']
else:
return None
except requests.exceptions.RequestException as e:
print (f"Error: {e}")

return None

if name == " main ":
latitude = 37.7749
longitude = -122.4194

address = reverse geocode nominatim(latitude, longitude)

if address:
print (f"Coordinates: ({latitude}, {longitude})")
print (f"Address: {address}")

else:

print ("Could not reverse geocode coordinates.")

Note: Nominatim has usage limits. Be respectful of the service and avoid making excessive

requests. Consider running your own Nominatim server for heavy usage.

e Other Geocoding Services: Many other geocoding services are available, such as Mapbox,
HERE, and Bing Maps.

3.2 Using Reverse Geocoding in OSINT:

e Confirming Locations: Reverse geocoding can be used to confirm the location identified
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through other OSINT techniques.

 Identifying Businesses: If you have coordinates for a business, reverse geocoding can reveal
its name and address.

e Analyzing Travel Patterns: By reverse geocoding a series of coordinates, you can analyze a
person's travel patterns and identify places they frequently visit.

Subtopic 4: Mapping Tools: Google Earth, OpenStreetMap, and their OSINT Applications

Mapping tools are essential for visualizing and analyzing geographic data. Google Earth and
OpenStreetMap are two of the most popular and powerful mapping tools available.

4.1 Google Earth:

e Features:

[e]

Satellite imagery.

[e]

3D buildings.

[e]

Historical imagery.

Street View.

[e]

[e]

KML/KMZ support (for importing and exporting geographic data).

e OSINT Applications:

[e]

Identifying Landmarks: Quickly identify landmarks and points of interest.

[e]

Analyzing Terrain: Assess the terrain and surrounding environment.

[e]

Historical Imagery: Compare historical imagery to identify changes over time (e.g., new
construction, deforestation).

[e]

Measuring Distances: Measure distances and areas.

[e]

3D Modeling: View buildings and structures in 3D.

e Google Earth Pro: A desktop application with advanced features, such as GIS data import,
movie making, and advanced measurement tools. Google Earth Pro is free to use.
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4.2 OpenStreetMap (OSM):
o Features:

o Crowd-sourced map data.
o Highly detailed street-level information.
o Open API for accessing map data.

o Customizable map styles.

e OSINT Applications:

o Detailed Street-Level Information: OSM often contains more detailed street-level
information than other map providers, such as building footprints, bike paths, and points of
interest.

o ldentifying Local Businesses: OSM is a good source for identifying local businesses and

amenities.

o Analyzing Infrastructure: Analyze transportation networks, utilities, and other
infrastructure.

o Custom Map Creation: Create custom maps with specific features highlighted.

e OSM Editing: You can contribute to OpenStreetMap by adding or editing map data. This is a
great way to improve the accuracy and completeness of the map.

4.3 Using Mapping Tools Together:

o Combine Google Earth and OSM: Use Google Earth to get a general overview of an area,
and then use OSM to zoom in and get more detailed street-level information.

e Import KML/KMZ Files: Import KML/KMZ files (which can contain points, lines, polygons, and
other geographic data) into Google Earth or OSM to visualize data from other sources.

Example Scenario:

You're investigating a potential safe house for a criminal organization. You have a vague address:
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"Near the old mill on the outskirts of town."

1. Google Earth: Use Google Earth to search for the town and identify potential areas on the
outskirts. Look for any signs of an "old mill" (e.g., ruins, a distinctive building).

2. OpenStreetMap: Once you've identified a potential area, switch to OpenStreetMap to get
more detailed street-level information. Look for any buildings or structures that might fit the
description of a safe house. Pay attention to access roads, surrounding vegetation, and
potential escape routes.

3. Historical Imagery (Google Earth): Use Google Earth's historical imagery to see how the area
has changed over time. This might reveal if the "old mill" has been renovated or if new
buildings have been constructed nearby.

Subtopic 5: Maltego Geolocation Transforms: Integrating Mapping Data into Maltego
Graphs

Maltego provides several transforms for integrating geolocation data into your investigations. These
transforms allow you to enrich your graphs with geographic information and visualize connections
between entities and locations.

5.1 Maltego Transforms for Geolocation:

e To Location [City]: Takes an entity (e.g., a person, organization, or website) and returns a
Location entity representing the city where the entity is located.

e To Location [Country]: Takes an entity and returns a Location entity representing the country
where the entity is located.

e To Coordinates: Takes a Location entity and returns Coordinates entities representing the
latitude and longitude of the location. This often uses a geocoding service.

e To Website [From Coordinates]: Uses coordinates to attempt to find websites registered to
that location.

e To Image [From Coordinates]: Fetches satellite imagery of the coordinates.

e Show on Map: Opens the location in a mapping application (e.g., Google Maps). This is the
easiest way to quickly visualize a location in Maltego.

e Custom Transforms (Advanced): You can create custom Maltego transforms to integrate
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with other geolocation services or data sources. This requires Python programming skills.

5.2 Example Maltego Workflow:

1. Start with a Person Entity: Create a Person entity in Maltego representing the POI.

2. Add a Location (City): If you know the POI's city, add a Location (City) entity and link it to the
Person entity.

3. Transform to Coordinates: Run the "To Coordinates" transform on the Location (City) entity
to obtain Coordinates entities.

4. Visualize on Map: Right-click on the Coordinates entity and select "Show on Map" to open the
location in @ mapping application.

5. Find Related Entities: Use other Maltego transforms to find entities related to the location,
such as businesses, organizations, or websites.

6. Use "To Image [From Coordinates]": See what the area looks like from a satellite
perspective.

5.3 Using Maltego Transforms to Enrich Your Investigations:

e Visualizing Connections: Maltego's graph interface makes it easy to visualize connections
between people, organizations, and locations.

« ldentifying Patterns: By mapping locations, you can identify patterns in a person's
movements or activities.

e Generating Leads: Geolocation transforms can help you generate new leads and identify
potential sources of information.

Subtopic 6: Case Study: Locating a POl Based on a Photograph Posted on Social Media

Let's walk through a case study to illustrate how to combine the techniques we've learned in this
module.

Scenario:

You're investigating a social media user suspected of spreading misinformation. They've posted a
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photo on Instagram with the caption "Enjoying the view! #Travel #Adventure." The photo shows a
mountain range in the background. You need to identify the user's location.

Steps:
1. Image Analysis:

o Landmark Identification: Examine the mountain range in the photo. Look for distinctive
peaks, rock formations, or vegetation.

o Reverse Image Search: Use Google Images or Yandex Images to perform a reverse
image search. This might lead you to websites or articles that identify the mountain range.

o EXIF Data: Check the image for EXIF data. If the image contains GPS coordinates, you can
skip to step 4.

2. Textual Analysis:

o Hashtags: The user used the hashtags #Travel and #Adventure. Search Instagram for
similar hashtags combined with potential locations (e.g., "#Travel Colorado," "#Adventure
Swiss Alps").

o Caption: The caption is vague. Look for any other clues in the user's other posts or
comments.

3. Mapping Tools:

o Google Earth: Once you have a potential location, use Google Earth to explore the area
and compare the terrain to the photo.

o Peak Identification Tools: Use online tools like PeakFinder to identify mountain peaks
based on photographs.

4. Reverse Geocoding (if EXIF data is available):

o If the image contains GPS coordinates, use a reverse geocoding service (e.g., Google Maps
API, Nominatim) to convert the coordinates into an address.

5. Maltego Integration:
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o Create a Person entity in Maltego representing the social media user.

o Add a Location entity based on your findings.

o Use the "To Coordinates" transform to obtain Coordinates entities.

o Use the "Show on Map" transform to visualize the location in a mapping application.

o Use other Maltego transforms to find related entities, such as businesses or organizations

in the area.

Example Outcome:

After analyzing the photo and using reverse image search, you identify the mountain range as the
Swiss Alps. Further analysis of the user's other posts reveals that they recently checked in at a hotel
in Interlaken, Switzerland. You can now confidently conclude that the user is located in Interlaken.

Module Project: Locating a POI Based on Social Media Posts and Images

Project Goal: Given a set of social media posts and images from a hypothetical POI, use OSINT
techniques and Maltego to identify their potential location. Document your findings and create a

map visualization.
Scenario:

You are tasked with locating a person of interest (POI) who is believed to be involved in a series of
online scams. The POI uses the alias "Wanderlust_Traveler" on Instagram. You have access to the
following information:

e Instagram Profile: (RN (\ote: This is a hypothetical profile. Do not target
real individuals).

e Social Media Posts (Assume you can access these):
o Post 1: A photo of a coffee cup with a distinctive logo. The caption reads: "Starting the day
right! #Coffee #Morning."

o Post 2: A photo of a building with a unique architectural style. The caption reads:
"Exploring the city! #Architecture #Travel."

o Post 3: A photo of a beach with turquoise water. The caption reads: "Paradise found!
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#Beachlife #Vacation."

o Post 4: A photo of a street sign (partially obscured). You can make out the letters
"Strada..."

e No EXIF Data: All images have had EXIF data removed.

Instructions:
1. Analyze the Social Media Posts:

o For each post, identify potential location clues.

o Use reverse image search, landmark identification, and textual analysis techniques to
narrow down the possible locations.

o Document your search queries and results.

2. Use Mapping Tools:

o Use Google Earth and OpenStreetMap to explore potential locations.
o Compare the terrain, architecture, and street layouts to the photos.

o Document your findings.

3. Use Maltego:

o Create a Maltego graph representing the POI and potential locations.
o Use geolocation transforms to enrich the graph with geographic information.

o Visualize the connections between the POI and the locations.

4. ldentify the POI's Potential Location:

o Based on your analysis, identify the most likely location of the POI.

o Provide a detailed explanation of why you believe this is the correct location.

5. Create a Map Visualization:
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o Create a map visualization showing the POI's potential location and any relevant points of
interest. You can use Google My Maps, OpenStreetMap, or another mapping tool.

6. Document Your Findings:

o Write a report documenting your entire process, including:
= The social media posts and images you analyzed.

» The search queries you used.

= The mapping tools you used.

= Your Maltego graph.

= Your reasoning for identifying the POI's potential location.

= Your map visualization.

Deliverables:

e A detailed report documenting your findings.

« A Maltego graph (exported as a ([ file).

e A link to your map visualization.

Grading Criteria:

e Thoroughness of analysis.

Accuracy of findings.

Effective use of OSINT techniques.

Proper use of Maltego.

Clarity and organization of the report.

Creativity in solving the problem.

This module provides a strong foundation for using OSINT and Maltego to identify and
map the location of a POl. Remember to practice these techniques and explore other tools
and resources to further enhance your skills.
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File 7: module _6.md

Okay, let's dive deep into Module 6: Circumventing OpSec: Identifying and Overcoming
Countermeasures. This is where things get interesting, as we start thinking like both the hunter and
the hunted. We'll learn how to spot OpSec measures and how to (ethically!) navigate around them.

Module 6: Circumventing OpSec: Identifying and
Overcoming Countermeasures

Module Objective: Recognize and overcome common OpSec countermeasures employed by a
POI.

Subtopics:

e |dentifying Pseudonyms and Aliases: Techniques for linking multiple online identities.

VPNs and Proxy Servers: Understanding their limitations and potential vulnerabilities.

Burner Phones and Email Addresses: Tracking disposable communication methods.

Social Media Privacy Settings: Bypassing privacy restrictions and accessing hidden information.

Analyzing Metadata: Extracting hidden information from files and documents.

Case Study: Tracking a POl using a burner email address and a VPN,

Suggested Resources/Prerequisites: Completion of previous modules.

Module Project: Given a hypothetical POl using a pseudonym and a VPN, use OSINT techniques
and Maltego to attempt to identify their real identity and location. Document the OpSec
countermeasures encountered and the strategies used to overcome them.

6.1 Identifying Pseudonyms and Aliases: Techniques for Linking Multiple Online Identities

Understanding the Problem: People use pseudonyms and aliases to separate different aspects of
their lives, protect their privacy, or even conceal malicious activities. Our goal is to connect these
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disparate identities back to the real person.
Techniques:
e Username Correlation:

o The Universal Username Search: Many people reuse the same username across multiple
platforms. Start with a known username and search for it on:
= NameCheckr: (namecheckr.com) - Checks availability across numerous platforms.
While it doesn't directly find existing accounts, it helps understand where the username

is likely to be used.

= [nstant Username Search: (instantusername.com) - Similar to NameCheckr.

u GOOg|€/DUCkDUCkGO: "username" (exact match) OIfl uscrname site:reddit.com

(specific site).

o Username Variations: People often slightly modify usernames (e.g., adding numbers,
underscores, or initials). Try common variations. If the POl uses "JohnDoe," also search for
"JohnDoel," "John_Doe," "JDoe," etc.

o Maltego: Use the "To Person [using name]" transform on a Maltego entity. This can help

find associated accounts.

e Email Address Analysis:

o Reverse Email Lookup: Use services like:
s Hunter.io: Finds email addresses associated with a website. Can also reveal names

associated with those emails.

= That's Them: (thatsthem.com) - A people search engine; sometimes reveals associated

aliases.

= Pipl: (pipl.com) - A powerful people search engine; requires a paid subscription for full
access, but can yield valuable results even with limited access.

Ll site:pastebin.com "email@example.com" s Dorks can sometimes find emails leaked

in pastes with associated information.
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Email Headers: Examine email headers for clues about the sender's true identity or
location (see Section 6.2 for more on IP addresses). Tools like (Linux/macQS) or
online header analyzers can help.

o Gravatar/Libravatar: These services link an email address to a profile picture. If the POI
uses the same email address for different accounts, they might inadvertently reveal the
same profile picture, linking the accounts. You can use a simple script to check if an email
has a Gravatar:

import hashlib

import urllib.reque

def Checkigravatar(email):

email hash = hashlib.md5 (email.lower () .encode ('utf-8")) .hexdigest ()

gravatar url = f"https://www.gravatar.com/avatar/{emailihash}?d:404" #

d=404 returns a 404 if no gravatar exists
try:
urllib.request.urlopen (gravatar url)
print (f"Gravatar found for {email}: {gravatar url}")

urllib.error.HTTPError as e:

print (f"No Gravatar found for {email}")

print (f"Error checking Gravatar for {email}: {e}")

you want to check

e Writing Style Analysis (Stylometry):

o Analyze writing samples from different accounts for similarities in vocabulary, sentence
structure, and punctuation. This is a more advanced technique, but consistent stylistic

patterns can be a strong indicator of a single author. Tools like (Java Graphical

Authorship Attribution Program) can be helpful, but require some technical expertise. Even

simple manual comparison can reveal patterns.

o Look for unique phrases or idioms that the POI consistently uses.
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e Image Analysis:

o Reverse Image Search: If the POI uses the same profile picture across different accounts,
reverse image search (Google Images, TinEye, Yandex Images) can reveal those accounts.

o Facial Recognition (Use with Extreme Caution): Facial recognition technology should
be used very carefully and ethically. It's often inaccurate, biased, and raises serious privacy
concerns. Only use it when legally and ethically justified. Cloud Vision API (Google) and
other services offer facial recognition capabilities.

o Image Metadata: Examine image metadata (EXIF data) for clues about the camera used,

location, or software used to create the image (see Section 6.5).

e Social Network Graphing:

o Maltego: Use Maltego to map the POI's connections on social media. Look for patterns in
their friends, followers, and groups they belong to. Common connections across different
pseudonyms can be a strong indicator of a single person.

Example:

Let's say you find two Twitter accounts, ([l ¢ (e ey have different

profile pictures and bios. However, you notice they both frequently interact with the same group of
people, and they both retweet content related to a specific local hiking trail. This suggests a
possible connection between the two accounts. Further investigation might reveal that both
accounts mention attending the same tech conference. This strengthens the hypothesis that they
belong to the same person.

6.2 VPNs and Proxy Servers: Understanding their Limitations and Potential Vulnerabilities

Understanding the Problem: \VPNs and proxy servers mask the user's true IP address, making it
harder to track their location.

How They Work:

e VPN (Virtual Private Network): Encrypts all internet traffic and routes it through a server in a
different location. This hides the user's IP address and protects their data from eavesdropping.
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e Proxy Server: Acts as an intermediary between the user and the internet. It forwards the user's
requests to the destination server, masking their IP address. Proxies are generally less secure
than VPNs and don't always encrypt traffic.

Limitations and Vulnerabilities:
e VPN Leaks:

o IP Leaks: Sometimes, VPNs fail to properly mask the user's IP address, revealing their true
location. This can happen due to DNS leaks, WebRTC leaks, or other configuration issues.
= Testing for Leaks: Use online IP leak test tools like:
= ipleak.net

» dnsleaktest.com

= Mitigation: Advise users to use a VPN with built-in leak protection and to disable
WebRTC in their browser.

o DNS Leaks: The VPN might mask the user's IP address, but their DNS requests might still
be routed through their ISP's DNS servers, revealing their location.
= Testing for Leaks: Use dnsleaktest.com.

= Mitigation: Configure the VPN to use its own DNS servers or use a third-party DNS
service like Cloudflare (1.1.1.1) or Google Public DNS (8.8.8.8).

e Proxy Server Logging: Many proxy servers log user activity, including IP addresses and visited
websites. If the POl is using a free or low-quality proxy server, their activity might be logged
and accessible to law enforcement or other parties.

e VPN Server Location: While a VPN masks the user's IP address, it doesn't necessarily make
them untraceable. The VPN server itself has an IP address, and its location is known. If the PO
consistently connects to a VPN server in a specific country, that can provide a clue about their
general location.

e Correlation with Other Data: Even if the POl is using a VPN, their activity might still be
correlated with other data points, such as their social media posts, online purchases, or forum
activity. By analyzing these data points, it might be possible to narrow down their location or
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identify their true identity.

e VPN Fingerprinting: VPNs can sometimes be fingerprinted based on their network
characteristics. This can allow websites to detect that a user is using a VPN and potentially block
their access.

Circumventing VPNs/Proxies:
e Passive Analysis:

o Identify VPN/Proxy Usage: Look for patterns in network traffic that suggest VPN or proxy
usage. For example, consistent connections to a known VPN server.

o Examine Email Headers: Check the ([l headers in email messages. These
headers can sometimes reveal the originating IP address, even if the sender is using a
proxy. However, be aware that these headers can be easily spoofed.

o Browser Fingerprinting: Use browser fingerprinting techniques to identify the user's
browser, operating system, and other characteristics. This information can be used to
correlate their activity across different VPNs or proxies. Tools like (It C2" be
used for this purpose.

e Active Techniques (Use with Extreme Caution and Legal Counsel):

o Compromise the VPN Server: This is a highly illegal and unethical activity. It involves
hacking into the VPN server and accessing user data. Do not attempt this.

o Man-in-the-Middle Attack: This involves intercepting the traffic between the user and

the VPN server. This is also a highly illegal and unethical activity. Do not attempt this.

Ethical Considerations: It is never ethical or legal to engage in hacking or other illegal activities to
circumvent VPNs or proxies. The focus should always be on gathering information through legal
and ethical means.

6.3 Burner Phones and Email Addresses: Tracking Disposable Communication Methods

Understanding the Problem: Burner phones and email addresses are temporary communication
methods designed to protect the user's privacy. They are difficult to trace back to the user's real
identity.
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How They Work:

e Burner Phone: A prepaid mobile phone that is purchased with cash and used for a short
period of time. It is typically discarded after use.

e Burner Email Address: A temporary email address that is created for a specific purpose and

then discarded. Services like Mailinator and Guerrilla Mail provide disposable email addresses.

Limitations and Vulnerabilities:

e Service Provider Records: Even though burner phones are purchased with cash, the service
provider still keeps records of calls and text messages. These records can be subpoenaed by
law enforcement.

e Location Data: Burner phones can be tracked using cell tower triangulation or GPS. This data
can be used to determine the user's location.

e Correlation with Other Data: Even if the POl is using a burner phone or email address, their
activity might still be correlated with other data points, such as their social media posts, online
purchases, or forum activity. By analyzing these data points, it might be possible to narrow
down their location or identify their true identity.

e Reused Information: People often reuse information, even when trying to be anonymous.
They might use the same password for a burner email as they do for a personal account, or
they might use the same username on a burner phone as they do on a social media profile.

Circumventing Burner Phones/Emails:
e Email Analysis:

o Header Analysis: Examine email headers for clues about the sender's true identity or
location. Look for IP addresses, email servers, and other identifying information. Be aware
that these headers can be easily spoofed.

o Content Analysis: Analyze the content of the email for clues about the sender's identity.
Look for personal details, writing style, and other identifying information.

o Reverse Email Lookup: Use services like Hunter.io or Pipl to try to find information about
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the email address.

o Gravatar/Libravatar: Check if the burner email has a Gravatar associated with it.

e Phone Number Analysis:

o Reverse Phone Lookup: Use services like WhitePages or ZabaSearch to try to find
information about the phone number. These services often provide the name and address
of the phone number's owner. However, be aware that this information might not be
accurate, especially if the phone number is a prepaid phone.

o Social Media Search: Search for the phone number on social media platforms like
Facebook, Twitter, and Instagram. People sometimes accidentally post their phone number
online.

o Messaging App Search: Search for the phone number on messaging apps like
WhatsApp, Telegram, and Signal. If the POI is using the phone number on these apps,
their profile might be visible.

e Correlation with Other Data:

o Timing Analysis: Analyze the timing of calls and emails to identify patterns in the POI's
communication. For example, if the POI consistently calls a specific person or business from
their burner phone, that might provide a clue about their identity.

o Location Data: If possible, try to obtain location data for the burner phone. This data can
be used to track the POI's movements and identify their location. This often requires legal
authorization.

o Content Analysis: Analyze the content of the POI's communications for clues about their
identity. Look for personal details, writing style, and other identifying information.

Example:

Let's say the POI uses a burner email

journalist forwards you the email. Here's how you might proceed:

1. Header Analysis: Examine the email headers. While the address is
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address. Even if it's a VPN IP, it's a starting point.

2. Content Analysis: The email mentions a specific local event and uses a unique phrase the
journalist knows the POI often uses.

3. Reverse Email Lookup: Checking (i R e e O Gravatar reveals no

associated image.

4. Correlation: You know the POl is interested in local politics. You search for public records
related to the event mentioned in the email and find a name associated with a similar issue.
You investigate that name further, linking it to the POI.

6.4 Social Media Privacy Settings: Bypassing Privacy Restrictions and Accessing Hidden
Information

Understanding the Problem: Social media platforms offer a variety of privacy settings that allow
users to control who can see their content. Our goal is to find ways to access information that is
hidden behind these privacy settings.

Common Privacy Settings:

e Private Accounts: Only approved followers can see the user's posts and profile information.
e Restricted Lists: The user can create lists of people who are restricted from seeing their posts.
e Blocked Users: The user can block other users from seeing their profile or contacting them.

¢ Limited Profile Information: The user can choose to hide certain information from their
profile, such as their phone number, email address, or date of birth.

e Location Sharing: The user can choose to disable location sharing, which prevents their

location from being tracked.

Bypassing Privacy Restrictions (Ethical Considerations are Paramount!):

e Friend Request/Follow Request: The most straightforward approach is to simply send a
friend request or follow request to the POI. If they approve the request, you will be able to see
their posts and profile information. Be transparent about your intentions. Don't create fake
profiles to deceive the POI.

e Common Connections: If you have a mutual friend or follower with the POI, you might be
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able to see their posts and profile information even if they have a private account. The POI's
privacy settings might allow friends of friends to see their content. Don't pressure mutual
connections to share information they are not comfortable sharing.

e Search Engine Caches: Search engines like Google and Bing often cache social media pages.
Even if the POI has a private account, their posts might still be visible in the search engine
cache. Use the (SISl operator in Google to view the cached version of a page (e.g.,

R eIy - Be aware that cached information might be outdated.

e Third-Party Apps: Some third-party apps allow you to view social media content even if the
user has a private account. However, these apps are often unreliable and might violate the
social media platform's terms of service. Use caution when using third-party apps and be
aware of the risks.

e Social Media Scraping (Use with Caution and Ethical Considerations): Social media
scraping involves using automated tools to extract data from social media platforms. This can
be used to access information that is hidden behind privacy settings. However, social media
scraping is often against the platform's terms of service and can be illegal in some jurisdictions.
Use social media scraping with extreme caution and only when legally and ethically
justified. Tools like ([l (Python) can be used for web scraping, but are complex and
require technical expertise.

e Google Dorks: Employ Google Dorks to locate publicly available information that the POI may

have inadvertently shared. For instance, searching for ([ e gt

reveal information they posted publicly.

Ethical Considerations: It is never ethical or legal to hack into social media accounts or use other
illegal methods to bypass privacy restrictions. The focus should always be on gathering information
through legal and ethical means. Transparency and honesty are key.

6.5 Analyzing Metadata: Extracting Hidden Information from Files and Documents

Understanding the Problem: Metadata is "data about data." It's hidden information embedded in
files that can reveal details about the file's creation, modification, and origin.

Types of Metadata:

o EXIF Data (Images): Contains information about the camera used to take the picture, the date
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and time the picture was taken, the location where the picture was taken (if GPS is enabled),
and other settings.

e Document Metadata (Word, PDF, etc.): Contains information about the author, title, subject,
keywords, creation date, modification date, and software used to create the document.

e File System Metadata: Contains information about the file's name, size, creation date,
modification date, and permissions.

Tools for Analyzing Metadata:

e ExifTool: A powerful command-line tool for reading and writing metadata in a wide variety of
file formats. Available for Windows, macOS, and Linux.

exiftool image.]jpg

e Online Metadata Viewers: Several websites allow you to upload a file and view its metadata.
Examples include:

o Metadata2Go: (metadata2go.com)

o Online Exif Viewer: (onlineexifviewer.com)

e Built-in Operating System Tools: Windows and macOS have built-in tools for viewing basic
metadata. In Windows, right-click on a file, select "Properties," and then click on the "Details"
tab. In macQOS, right-click on a file, select "Get Info," and then look for the "More Info" section.

Information that Can Be Found in Metadata:

e Location: GPS coordinates embedded in images can reveal the location where the picture was
taken.

e Camera Information: The make and model of the camera used to take the picture can be
identified.

e Software Information: The software used to create or modify the file can be identified. This
can reveal the operating system and applications used by the POI.
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e Author Information: The author's name and username can be found in document metadata.

e Dates and Times: The creation date and modification date of the file can be found. This can
be used to track the POI's activity.

¢ Hidden Comments and Revisions: Documents can contain hidden comments and revisions

that can reveal valuable information.

Example:

You find an image posted by the POl on a forum. You download the image and use ExifTool to
analyze its metadata:

exiftool image.jpg

The output reveals that the image was taken with an iPhone 12 and that GPS coordinates are
embedded in the image. You copy the GPS coordinates into Google Maps and find the exact
location where the picture was taken. This reveals that the POI was recently at that location.

Removing Metadata:

It's important to be aware that metadata can be easily removed from files. If the POl is aware of the
risks, they might take steps to remove metadata before sharing files online. ExifTool can also be
used to remove metadata:

exiftool -all= image.jpg

This command removes all metadata from the image.

6.6 Case Study: Tracking a POl Using a Burner Email Address and a VPN

Scenario:

A journalist, Sarah, is investigating a corrupt politician, Mayor Thompson. Mayor Thompson is using

a burner email address ((EE IR O I TERIl) ond a VPN to communicate with
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Sarah and leak documents anonymously. Your task is to identify Mayor Thompson's true identity
and location using OSINT techniques.

Steps:

1. Email Header Analysis: Sarah provides you with an email from
B e e . \'Ou analyze the email headers. The [RSeReel) headers
reveal that the email originated from an IP address in Switzerland. This is likely the location of
the ProtonMail server, not Mayor Thompson's actual location. However, you note the specific
ProtonMail server IP address for future reference.

2. Content Analysis: You analyze the content of the email. Mayor Thompson mentions specific
details about a local development project that only a few people would know. He also uses a
unique phrase that Sarah recognizes as something Mayor Thompson often says in public
speeches.

3. Social Media Search: You search for "Mayor Thompson" on social media. You find his official
Facebook page and Twitter account. You also find a personal Instagram account that he rarely

uses.

4. Metadata Analysis: You examine the images posted on Mayor Thompson's social media
accounts. You find a picture of him at a local restaurant. You download the image and use
ExifTool to analyze its metadata. The metadata reveals that the image was taken with an
iIPhone and that GPS coordinates are embedded in the image. You copy the GPS coordinates
into Google Maps and find the exact location of the restaurant.

5. Timing Analysis: You analyze the timing of the emails from
e T T e - d compare it to Mayor Thompson's public schedule.
You notice that the emails are often sent during times when Mayor Thompson is supposed to
be at public events. However, the events are close to his home.

6. Correlation: You combine the information you have gathered from the email headers, content
analysis, social media search, and metadata analysis. You realize that the unique phrase used in
the email is something that Mayor Thompson often says in public speeches. You also realize
that the emails are often sent during times when Mayor Thompson is supposed to be at public
events, but the events are close to his home. You hypothesize that Mayor Thompson is using
the burner email address and VPN to leak documents anonymously while pretending to be at
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public events.

7. Confirmation: You discreetly investigate Mayor Thompson's activities during the times when
the emails were sent. You find evidence that he was not actually at the public events. You also
find evidence that he was at home during those times. This confirms your hypothesis.

Conclusion:

By combining various OSINT techniques, you were able to identify Mayor Thompson as the source
of the anonymous leaks, even though he was using a burner email address and a VPN. This case
study demonstrates the power of OSINT in uncovering hidden information and circumventing
OpSec countermeasures.

This detailed module provides a comprehensive overview of OpSec countermeasures and how to
ethically circumvent them using OSINT techniques. Remember to always prioritize ethical
considerations and legal compliance in your investigations. Good luck!

File 8: module 7.md

Okay, let's dive deep into Module 7: Data Correlation and Analysis: Building a Comprehensive
Profile. This module is where everything comes together, transforming disparate pieces of
information into a coherent and insightful understanding of your Person of Interest (POI).

Module 7: Data Correlation and Analysis: Building a
Comprehensive Profile

Module Objective: Correlate data from various sources to build a comprehensive profile of a POI.
Subtopics:

e Data Normalization: Cleaning and standardizing data from different sources.
e Link Analysis: Identifying relationships between entities and uncovering hidden connections.
e Pattern Recognition: Identifying patterns in behavior and communication.

e Timeline Analysis: Reconstructing events and activities based on OSINT data.
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e Maltego Visualization Techniques: Presenting complex data in a clear and concise manner.

e Case Study: Building a comprehensive profile of a suspected cybercriminal.

Suggested Resources/Prerequisites: Completion of previous modules.

Module Project: Using all the techniques learned in previous modules, build a comprehensive
profile of the hypothetical POI from Module 6. Include their real identity, location, online activities,
and any other relevant information. Present your findings in a clear and concise report.

7.1 Data Normalization: Cleaning and Standardizing Data

Data normalization is the crucial first step. You've likely gathered information from various sources,
each with its own format and conventions. Without normalization, comparing and analyzing this
data becomes extremely difficult.

Why is Data Normalization Important?

e Consistency: Ensures data is in a uniform format, making comparisons and analysis easier.
e Accuracy: Corrects errors, inconsistencies, and duplicates.
e Efficiency: Simplifies data processing and analysis.

e Integration: Enables seamless integration of data from different sources.

Common Normalization Tasks:

1. Name Standardization:
o Handle variations in names (e.g., Robert vs. Bob, John Doe vs. Doe, John).

o Use consistent capitalization (e.g., all lowercase, Proper Case).
o Remove titles (e.g., Mr., Ms., Dr)).
2. Address Standardization:
o Use consistent abbreviations (e.g., St. vs. Street, Ave. vs. Avenue).
o Standardize address formats (e.g., "123 Main Street" vs. "123 Main St").

o Parse addresses into individual components (street number, street name, city, state, zip
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code).
3. Phone Number Standardization:
o Remove extraneous characters (e.g., parentheses, dashes, spaces).
o Use a consistent format (e.g., +15551234567).
4. Email Address Standardization:
o Convert to lowercase.
o Validate email address syntax.
5. Date and Time Standardization:
o Use a consistent date and time format (e.g., YYYY-MM-DD HH:MM:SS).
o Handle time zones correctly.
6. Currency Standardization:
o Use a consistent currency symbol (e.g., USD, EUR, GBP).

o Convert to a common currency if necessary.

Tools and Techniques:

e Spreadsheets (Excel, Google Sheets): Useful for basic normalization tasks, such as find and
replace, text manipulation, and sorting.

e Regular Expressions (Regex): Powerful for pattern matching and text manipulation.

e Programming Languages (Python, R): Provide libraries for advanced data cleaning and
normalization.

e Data Cleaning Libraries (e.g., Pandas in Python): Offer functions for handling missing data,
removing duplicates, and standardizing data formats.

o Data Transformation Tools (e.g., OpenRefine): Designed specifically for data cleaning and
transformation.

Example: Normalizing Names in Python using Pandas
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import pandas as pd

import re

# Sample data (imagine this comes from different sources)
data = {'Name': ['Robert Smith', 'Bob Smith', 'Smith, Robert', 'ROBERT SMiTH', 'R.
Smith']}

= pd.DataFrame (data)

def normalizeiname(name):

# Convert to lowercase

name = name.lower ()

# Remove commas and periods

name = name.replace(',', '').replace('.', '")

# Handle "FirstName LastName" and "LastName FirstName" formats
', ' in name:
parts = name.split (', ')
name = parts[l] + ' ' + parts[0]

# Remove initials

name = re.sub(r'\b[a-z]\b', '', name) # Remove single-letter words (initials)

name = re.sub(' +', ' ', name) # Remove extra spaces

return name.strip ()

# Apply the normalization function to the 'Name' column

df ['Normalized Name'] = df['Name'].apply(normalize name)

print (df)

Explanation:

1. Import Libraries: Imports for data manipulation and for regular expressions.

2. Sample Data: Creates a Pandas DataFrame with a '‘Name' column containing various name
formats.

;. (SRR function:

o Converts the name to lowercase.
o Removes commas and periods.

o Handles "LastName, FirstName" format by swapping the parts.
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o Removes initials (single-letter words).
o Removes extra spaces and trims leading/trailing spaces.

4. Apply Normalization: Applies the (IR UNction to each value in the 'Name'
column and stores the result in a new 'Normalized_Name' column.

Important Considerations:

o Context Matters: The best normalization techniques depend on the specific data and the
goals of your analysis.

e Loss of Information: Be careful not to discard valuable information during normalization. For
example, removing titles might be appropriate in some cases, but not in others.

e Document Your Process: Keep a detailed record of the normalization steps you take, so you
can reproduce your results and understand any potential biases.

7.2 Link Analysis: Identifying Relationships

Link analysis is a data analysis technique used to evaluate relationships (connections/links) between
nodes (entities). It's a powerful way to uncover hidden connections and patterns within your data.
Maltego is excellent for this.

Key Concepts:
e Nodes (Entities): Represent individual items or concepts (e.g., people, organizations, websites,
email addresses, phone numbers). In Maltego, these are the entities in your graph.

e Links (Relationships): Represent the connections between nodes (e.g., "works for," "owns," "is

friend of," "communicates with"). In Maltego, these are the edges connecting the entities.

e Network: The collection of nodes and links, forming a visual representation of the
relationships.

Steps in Link Analysis:

1. ldentify Entities: Determine the key entities relevant to your investigation (e.g., the POI, their
associates, their employers, their online accounts). You've already done this in previous
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modules.

2. Gather Data: Collect data about the entities and their relationships from various sources (e.g.,

social media, public records, news articles, company websites).

3. Create a Network Graph: Represent the entities as nodes and the relationships as links. This is

where Maltego shines.

4. Analyze the Network:
o Identify Central Nodes: Nodes with many connections are often important individuals or
organizations. In Maltego, you can visually identify these nodes.

o Find Cliques and Communities: Groups of nodes that are highly interconnected may
represent social circles, business partnerships, or other types of communities.

o Discover Paths and Connections: Trace paths between nodes to understand how they
are related. For example, how is the POl connected to a specific organization?

o Identify Anomalies: Look for unusual patterns or connections that may indicate
suspicious activity.

5. Interpret the Results: Draw conclusions based on the analysis of the network graph.

Using Maltego for Link Analysis:

1. Create Entities: Add entities to your Maltego graph representing the individuals,
organizations, and other items you've identified.

2. Run Transforms: Use transforms to discover connections between entities. For example, you
can use the "To Websites" transform to find websites associated with a person or organization.
The "To Email Address" transform will find associated email addresses.

3. Visualize the Graph: Use different graph layouts (e.g., Circular, Hierarchical) to highlight
different aspects of the network.

4. Filter and Group Entities: Use filters to focus on specific types of entities or relationships. Use
grouping to organize the graph and make it easier to understand.

5. Analyze Path Length: Maltego allows you to find the shortest path between two entities,
which can reveal indirect connections.
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Example: Finding Connections in Maltego
Let's say you've identified the POI's email address and a company website. In Maltego:

1. Create an "Email Address" entity for the POI's email address.
2. Create a "Website" entity for the company website.

3. Run the transform "To Person [using email address]" on the email address entity. This might
reveal the POI's name or other online profiles.

4. Run the transform "To Email Address" on the website entity. This might reveal the email
addresses of other employees at the company.

5. If you find other email addresses, run "To Person [using email address]" on those addresses to
identify more individuals.

6. Look for connections between the POI and other individuals at the company. For example, are
they connected on LinkedIn? Do they share any other online accounts?

Code Example (Python with - a library for creating and analyzing networks)

This is a simplified example that doesn't integrate directly with Maltego, but demonstrates the
underlying concepts of link analysis.

import matplotlib.pyplot as plt

Create a graph

G = nx.Graph()

Add nodes (entities)

G.add node ("POI")

G.add node ("Company Website")

G.add node ("Employee A")

G.add node ("Employee B")

Add edges (relationships)
G.add edge ("POI", "Employee A", relation="Colleague")

G.add edge ("Employee A", "Company Website", relation="Works At")
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G.add edge ("Employee B", "Company Website ~elat] At™)

G.add _edge ("POI", "Employee B", relatic inkedIn Connection") # Indirect

Connection

# Visualize the graph

pos = nx.spring layout (G) # Define node positions

nx.draw (G, pos, with labels=True, node size=1500, node color="skyblue",
font size=10, font weight="bold")

nx.draw networkx edge labels (G, pos, edge labels=nx.get edge attributes (G,
'relation'))

plt.show ()

# Analyze the graph (example: find shortest path)
shortest path = nx.shortest path(G, source="POI", target="Company W
print (f"Shortest path between POI and Company Website:

['"POI', 'Employee A', 'Company Website']

Explanation:

1. Import Libraries: Imports for graph creation and analysis and ((ESSERSRSREeE Or

visualization.
2. Create Graph: Creates an empty graph object.
3. Add Nodes: Adds nodes representing the POI, company website, and employees.

4. Add Edges: Adds edges representing the relationships between the nodes. The
attribute provides more information about the type of connection.

5. Visualize Graph: Uses (EEISSEIRERE (O display the graph. (et eIt S 2N

algorithm that positions the nodes in a visually appealing way.

6. Analyze Graph: Uses to find the shortest path between the POl and the

company website. This shows how the POl is indirectly connected to the company through

Employee A.

Key Takeaways:

e Link analysis is a powerful tool for uncovering hidden connections.
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e Maltego provides a visual and interactive way to perform link analysis.

e Understanding the relationships between entities is crucial for building a comprehensive profile.

7.3 Pattern Recognition: Identifying Behavioral Patterns

Pattern recognition involves identifying recurring behaviors, communication styles, or other
characteristics that can help you understand your POI.

Why is Pattern Recognition Important?

e Predicting Future Behavior: [dentifying patterns can help you anticipate the POI's future
actions.

 Identifying Anomalies: Deviations from established patterns can indicate suspicious activity.

e Understanding Motivations: Patterns can provide insights into the POIl's goals and
motivations.

e Linking Identities: Patterns can help you connect different online identities to the same

person.

Types of Patterns to Look For:

o Communication Patterns:
o Frequency and timing of emails or social media posts.

o Preferred communication channels.
o Language and tone used in communications.
o Individuals or groups frequently contacted.
o Activity Patterns:
o Time of day when the POl is most active online.
o Websites and applications frequently visited.
o Types of content consumed or shared.

o Travel patterns (if available).
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e Social Patterns:
o Social media connections and interactions.

o Groups and communities joined.
o Topics of interest discussed online.
e Financial Patterns:
o Transaction history (if available).
o Spending habits.
o Sources of income.
e Technical Patterns:
o |P addresses used to access online services.
o Operating systems and devices used.

o Software and applications installed.

Techniques for Identifying Patterns:

e Manual Analysis: Reviewing data (e.g., social media posts, emails) and looking for recurring

themes, keywords, or behaviors.

e Data Visualization: Using charts and graphs to identify trends and anomalies in the data.
Maltego's graph visualizations are helpful here.

e Statistical Analysis: Using statistical techniques (e.g., frequency analysis, correlation analysis)
to identify significant patterns.

e Machine Learning: Using machine learning algorithms to automatically identify patterns in

large datasets. This is more advanced but can be very powerful.

Example: Identifying Communication Patterns

Let's say you have access to the POI's social media posts. You could analyze the timing of their
posts to see if they tend to be more active at certain times of day or on certain days of the week.
You could also analyze the content of their posts to identify their interests and the topics they
frequently discuss.
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Code Example (Python with and ([ESESERE)): Analyzing Social Media Post
Times

import datetime

from collections import Counter

# Sample data (replace with actual data from social media posts)
post timestamps = |

"2023-10-27 :00",

"2023-10-27 :30:00",

"2023-10-27 :00:00",

"2023-10-28 :30:00",

"2023-10-28 :00:00",

"2023-10-29 :00:00",

"2023-10-29 :00:00",

"2023-10-30 :00:00",

# Convert timestamps to datetime objects
datetime objects = [datetime.datetime.strptime(ts, "$Y-3m-%d <

post timestamps]

# Extract hours from datetime objects

post hours = [dt.hour for dt in datetime objects]

# Count the frequency of each hour

hour counts = Counter (post hours)

# Find the most common posting hour

most common hour = hour counts.most common (1) [0] [O]

print (£"Most common posting hour: {most common hour}:00") # Output: Most common
posting hour: 10:00
print ("Hour Counts:", hour counts) # Output: Hour Counts: Counter ({10: 4, 1,

14: 1, 12: 1, 20: 1})

# You could also analyze the days of the week

post weekdays = [dt.weekday() for dt in datetime objects] # 0 is Monday, 6 is
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Sunday

weekday counts = Counter (pos

Explanation:

1. Import Libraries: Imports (EERESSEtsl for working with dates and times and (SERERa=Eal from

for counting frequencies.

2. Sample Data: Provides a list of sample timestamps in string format.

objects using

5. Count Frequencies: Uses to count the frequency of each hour.

6. Find Most Common Hour: Uses (Rt el (O find the most common

hour.

7. Weekday Analysis: Extracts the day of the week and counts the frequency.

Important Considerations:

e Data Volume: Pattern recognition is more effective with larger datasets.
e Context is Key: Always consider the context of the data when interpreting patterns.

o False Positives: Be aware of the possibility of false positives (identifying patterns that are not
actually meaningful).

7.4 Timeline Analysis: Reconstructing Events

Timeline analysis involves reconstructing a sequence of events based on OSINT data. It helps you
understand the POI's activities, relationships, and movements over time.

Why is Timeline Analysis Important?

e Understanding the Sequence of Events: Helps you understand the order in which events
occurred, which can be crucial for understanding cause and effect.
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« Identifying Gaps in Information: Highlights areas where you need to gather more data.

e Detecting Anomalies: Reveals inconsistencies or unusual events that may warrant further
investigation.

e Supporting Legal or Investigative Actions: Provides a chronological record of events that

can be used as evidence.

Steps in Timeline Analysis:

1. Gather Data with Timestamps: Collect data from various sources that includes timestamps
(e.g., social media posts, news articles, blog posts, forum discussions, public records). The more
accurate the timestamps, the better.

2. Organize the Data Chronologically: Sort the data by timestamp, from earliest to latest.
3. Identify Key Events: Highlight the most significant events in the timeline.

4. Analyze the Relationships Between Events: Look for connections between events that may
indicate cause and effect or other relationships.

5. Visualize the Timeline: Create a visual representation of the timeline to make it easier to

understand and analyze.

Tools and Techniques:

e Spreadsheets (Excel, Google Sheets): Useful for creating basic timelines.

e Timeline Software (e.g., TimelineJS, Aeon Timeline): Designed specifically for creating and
visualizing timelines.

o Data Visualization Libraries (e.g., Matplotlib, Seaborn in Python): Can be used to create
custom timeline visualizations.

e Maltego: Can be used to create timelines by linking entities and events with timestamps. While
not its primary function, it can be adapted.

Example: Creating a Timeline in a Spreadsheet

1. Create a spreadsheet with columns for:

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



Date/Time: The timestamp of the event.
o Event Description: A brief description of the event.
o Source: The source of the information.

o Notes: Any additional notes or comments.

2. Enter the data into the spreadsheet, sorting it by date/time.

3. Use the spreadsheet's charting capabilities to create a visual representation of the timeline.

Using Maltego for Timeline Analysis (Adaptation):

1. Create Entities for each Event.

2. Add a "Date" property to each entity.

3. Use the "Notes" field in the entity to add the event description.

4. Manually link related events to demonstrate relationships.

5. While Maltego doesn't automatically visualize a timeline, you can arrange the entities

chronologically and use different colors or shapes to represent different types of events.

Code Example (Python with - Creating a basic timeline visualization):

import matplotlib.pyplot as plt

import matplotlib.dates as mdates

import datetime

# Sample data

dates = |
datetime.d:
datetime.d:
datetime.d:

datetime.d:

on Social Media",

"Visited a Specific Website",
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"Attended an Event",

"Made a Purchase"

# Create the timeline plot

fig, ax = plt.subplots(figsize=(10, 4))

# Plot the events on the timeline

ax.plot (dates, [0] * len(dates), "o", color="red")

# Add event descriptions
for i1, (date, event) in enumerate (zip(dates, events)):

ax.text (date, 0.1, event, ha="center", wva="bottom")

# Customize the plot

ax.set ylim(-1, 1) # Adjust y-axis limits

ax.axis ("off") # Remove axis lines and labels

ax.xaxis.set major locator (mdates.AutoDateLocator()) # Automatically format dates

ax.xaxls.set major formatter (mdates.DateFormatter ("$Y-%m-%d")) # Set date format

plt.xticks (rotation=45) # Rotate date labels for readability

# Show the timeline
plt.title("POI Activity Timeline")
plt.tight layout ()

plt.show ()

Explanation:

Import Libraries: Imports for plotting, for date
formatting, and for working with dates.

. Sample Data: Provides sample dates and event descriptions.
. Create Plot: Creates a Matplotlib figure and axes.
Plot Events: Plots the events on the timeline as red circles.

. Add Event Descriptions: Adds text labels for each event.

. Customize Plot: Customizes the plot to remove axis lines and labels, format the dates, and

rotate the date labels for readability.
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Important Considerations:

e Timestamp Accuracy: The accuracy of the timestamps is crucial for creating an accurate
timeline.

o Data Gaps: Be aware of potential gaps in the data and try to fill them in with additional
research.

o Context is Key: Always consider the context of the events when analyzing the timeline.

7.5 Maltego Visualization Techniques: Presenting Complex Data

Maltego is a powerful tool for visualizing complex data and relationships. Effective visualization is
crucial for communicating your findings to others.

Key Visualization Techniques in Maltego:

1. Graph Layouts: Maltego offers several graph layouts, each with its own strengths and
weaknesses:

o Circular Layout: Good for showing relationships between entities.

o Hierarchical Layout: Good for showing hierarchical relationships (e.g., organizational
structures).

o Organic Layout: Good for showing complex networks with many connections.

o Block Layout: Good for showing groups of entities that are related to each other.

2. Entity Properties: Use entity properties to add context and information to your graph. For
example, you can add a "Location" property to a "Person” entity to show their location on a
map.

3. Filtering and Grouping: Use filters to focus on specific types of entities or relationships. Use
grouping to organize the graph and make it easier to understand.

4. Color Coding: Use color coding to highlight different types of entities or relationships. For
example, you can use different colors to represent different types of social media accounts.
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5. lcons: Use icons to represent different types of entities. Maltego provides a library of icons that
you can use, or you can upload your own.

6. Notes and Annotations: Add notes and annotations to your graph to explain your findings
and highlight key relationships.

Best Practices for Maltego Visualization:

e Keep it Simple: Avoid cluttering the graph with too many entities or relationships.

e Use Clear and Concise Labels: Make sure the labels on your entities and relationships are
easy to understand.

e Use Color and Icons Effectively: Use color and icons to highlight important information, but
don't overuse them.

e Tell a Story: Use your graph to tell a story about the POI. Highlight the key events and
relationships that are most relevant to your investigation.

e Document Your Process: Keep a record of the steps you took to create the graph, so you can

reproduce your results and explain your findings to others.

Example: Visualizing a Social Media Network in Maltego:

1. Create "Person" entities for the POl and their social media connections.
2. Create "Social Media Account" entities for each of the POl's social media accounts.
3. Link the "Person" entities to their corresponding "Social Media Account" entities.

4. Use color coding to represent different social media platforms (e.g., blue for Facebook, light
blue for Twitter, etc.).

5. Use the "Circular Layout" to show the relationships between the POI and their social media
connections.

6. Add notes to the graph to explain the POI's social media activity and relationships.

Key Takeaways:

e Effective visualization is crucial for communicating your findings.
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e Maltego offers a variety of visualization techniques to help you present complex data.

e Follow best practices to create clear and concise visualizations.

7.6 Case Study: Building a Comprehensive Profile of a Suspected Cybercriminal

Let's apply these techniques to a case study. Imagine you're investigating a suspected cybercriminal
who uses the online alias "ShadowHunter."

1. Data Gathering (from previous modules):

e Alias: ShadowHunter (on various forums and social media)
e Email: shadowhunter77@example.com (used on a forum)
e IP Address: 192.0.2.10 (associated with forum posts)

e Social Media: A Twitter account with the handle @ShadowHunter77 (minimal activity, mostly
retweets of cybersecurity news)

e Forum Activity: Active on a dark web forum discussing hacking techniques and selling stolen

data.

2. Data Normalization:

e Standardize the email address to lowercase.
e Standardize the IP address format.

e Create consistent labels for the alias "ShadowHunter."
3. Link Analysis (Using Maltego):

1. Create Entities: Create "Person" entity for "ShadowHunter," an "Email Address" entity for
shadowhunter77@example.com, an "IPv4 Address" entity for 192.0.2.10, and a "Twitter
Account" entity for @ShadowHunter77.

2. Transforms:
o Run "To Person [using email address]" on the email entity. This might reveal a real name
associated with the email address (unlikely in this case, but always worth checking).

o Run "To Location [using IP address]" on the IP address entity. This might give you a general
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location (city/region).

o Run "To Website [using Twitter handle]" on the Twitter account entity. This might reveal a
personal website or blog.

o Search for "ShadowHunter" on Google, DuckDuckGo, and other search engines to find
other online mentions.

o Use specialized OSINT tools to search for the email address and IP address on breach

databases.

4. Pattern Recognition:

e Time of Activity: Analyze the timestamps of the forum posts to determine when
ShadowHunter is most active. Is it during business hours or late at night? This could provide
clues about their location and lifestyle.

e Language and Tone: Analyze the language and tone used in the forum posts. Are they using
specific jargon or slang? Do they have a particular writing style?

e Topics of Interest: Identify the topics that ShadowHunter is most interested in. This could
provide clues about their skills and motivations.

e Social Connections: Identify other users who frequently interact with ShadowHunter on the
forum. These users may be associates or accomplices.

5. Timeline Analysis:

e Create a timeline of ShadowHunter's online activity, starting with their earliest known forum
pOSts.

e Look for any significant events or changes in their activity patterns. For example, did they
suddenly become more active after a specific date? Did they start discussing a new topic?

6. Circumventing OpSec (Likely Encountered):

e ShadowHunter is likely using a VPN or Tor to hide their real IP address.
e They may be using a pseudonym to protect their real identity.

e They are likely aware of OSINT techniques and taking steps to avoid being tracked.
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7. Building the Profile:
Based on the data gathered and analyzed, you might be able to construct the following profile:

Alias: ShadowHunter

e Possible Location: [General Location from IP Address] (likely a VPN exit node)
e Skills: Hacking, data theft, selling stolen data

e Motivations: Financial gain, ideological reasons (depending on the content of their forum
pOsts)

e Associates: [List of other forum users who frequently interact with ShadowHunter]
e Timeline: [Chronological record of ShadowHunter's online activity]

e Potential Real Identity: (If you're lucky, you might find a clue that leads to ShadowHunter's
real identity, such as a leaked email address or a mention of their real name in a forum post.
This is the hardest part.)

8. Maltego Visualization:
Create a Maltego graph with the following entities:

"Person" (ShadowHunter)

e "Email Address" (shadowhunter77@example.com)
e "IPv4 Address" (192.0.2.10)

e "Twitter Account" (@ShadowHunter/7)

e "Forum Post" (linking to specific forum posts)

e "Location" (general location based on IP address)

Use links to represent the relationships between these entities. Use color coding to highlight
different types of entities (e.g., red for malicious activity, blue for social media). Add notes to the
graph to explain your findings and highlight key relationships.

Final Report:
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Your final report should include:

A summary of your findings.

A detailed description of the data sources and techniques you used.

A copy of your Maltego graph.

A timeline of ShadowHunter's online activity.

A list of potential leads for further investigation.

A discussion of the ethical considerations involved in the investigation.

This detailed case study demonstrates how to apply the techniques learned in Module 7 to build a
comprehensive profile of a suspected cybercriminal. Remember that real-world investigations are
often more complex and require a significant amount of time and effort.

This concludes the deep dive into Module 7. Remember to practice these techniques and adapt
them to your specific needs. Good luck!

File 9: module 8.ma

Okay, buckle up! We're diving deep into Module 8, the Capstone Project: Locating a POl with
Moderate OpSec and creating a functional clone of the course topic. This is where all your hard
work pays off. This is a long module because it's the culmination of everything. Get ready for a
comprehensive deep dive.

Module 8: Capstone Project: Locating a POl with Moderate OpSec - Functional Clone

e Module Objective: Apply all learned skills to locate a POl with moderate OpSec and create a
functional clone of the topic, demonstrating mastery of OSINT techniques, Maltego usage, and
ethical considerations.

Step-by-Step Deep Dive
Phase 1: Scenario Definition and Planning (The Foundation)

1. Scenario Selection/Assignment:
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o Option 1: Pre-defined Scenario (For Simplicity - Good for beginners):

= Scenario: A journalist, Sarah Chen, is investigating a local politician, Mayor Thompson,
suspected of receiving kickbacks from a construction company. Mayor Thompson is
aware of the investigation and has taken steps to obscure his online presence
(moderate OpSec). He uses a ProtonMail account, a VPN, and limits his social media
activity.

» Goal: Uncover evidence of Mayor Thompson's connection to the construction
company and any financial irregularities. This information will be used to support the
journalist's investigation and potentially expose the corruption.

o Option 2: Self-Defined Scenario (For Advanced Learners - More Realistic):
» Brainstorming: Consider these areas:

= Journalistic Investigation: Investigating a public figure, a company, or a specific
event.

» Security Threat Assessment: Tracking a potential threat actor, identifying

vulnerabilities.
» Research: Studying an online community, identifying key influencers.

» Missing Persons: Ethically assisting in a missing person case (only with proper
authorization). Important: Never engage in activities that could endanger the

missing person or obstruct law enforcement.

s Define the POI:

= Name (real or assumed)
m Possible occupation/role
» Reasons for employing OpSec (Why are they hiding?)

= Known or suspected OpSec measures (VPN, ProtonMail, limited social media, etc.)

= Define the Objective: What are you trying to uncover? Be specific.
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= Example Self-Defined Scenario: A cybersecurity analyst, assigned the task of

identifying a potential insider threat within a company. The POl is an IT administrator,

John Doe, who is suspected of leaking sensitive data to a competitor. He is using a

VPN, Tor browser, and encrypted messaging apps. The objective is to identify any

evidence that John Doe is communicating with the competitor and sharing company

secrets.

2. OSINT Plan Development (The Blueprint):

o Define Objectives (SMART): Specific, Measurable, Achievable, Relevant, Time-bound.

= Example (Based on the Journalist Scenario):

Specific: Identify Mayor Thompson's financial connections to the "Build-It-Fast"
Construction Company.

Measurable: Find at least three pieces of evidence (e.g., property records,
company registrations, financial transactions) linking Thompson to Build-It-Fast.

Achievable: Using publicly available information and OSINT techniques within a
72-hour timeframe.

Relevant: Directly contributes to the journalist's investigation into corruption.

Time-bound: Complete the investigation within 72 hours.

o ldentify Potential Data Sources:

= Search Engines: Google, DuckDuckGo, Bing (Use advanced search operators!)

Social Media: Facebook, Twitter (X), LinkedIn, Instagram, TikTok (if applicable)

Public Records: Property records, business registrations, court documents

Domain Registration: Whois lookups

Archived Websites: Wayback Machine, Archive.is

Image/Video Search: Google Images, Tinkye, Yandex Images

Financial Records (if legally accessible): FEC filings, campaign finance reports

Local News Archives: Search for articles mentioning Mayor Thompson and Build-It-
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Fast.

o Outline Specific Search Queries: (Crucial for efficiency and documentation)

= Example:

LI "Mayor Thompson" "Build-It-Fast" construction

LI "John Tho son”™ OR "J. Thompson" OR "Thompson, J" [City Name] property

(to account for variations in name)

Ll site:linkedin.com "Mayor Thompson" [City Name]

u "Build-It-Fast" construction [City Name] contracts

[l ProtonMail @thompson.[city].gov (attempting to identify email addresses)

[l inurl:builditfast.com "Mayor Thompson"

o Maltego Transform Selection: (Plan which transforms you'll use)

= Website to Entities: Extract email addresses, phone numbers, social media links from
websites.

= Person to Email Address: Attempt to find email addresses associated with the POI.

= Email Address to Social Media: Find social media profiles linked to the email
address.

= Domain to DNS Name: Identify associated DNS records.
= DNS Name to Location: Attempt to geolocate servers.

» Company to People: Identify individuals associated with Build-It-Fast.

o Ethical Considerations Checklist: (Review and confirm adherence)

= Am | violating any privacy laws (GDPR, CCPA, etc))?
= Am | misrepresenting myself or my intentions?
= Am | potentially causing harm to the POI or others?

= Am | collecting more data than necessary?
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= Am | storing the data securely?

= Am | complying with the terms of service of the websites and services | am using?

Phase 2: Data Collection and Analysis (The Hunt)
1. Search Engine Reconnaissance:

o Execute the search queries outlined in your plan.
o Carefully analyze the search results. Don't just skim! Look for subtle clues.

o Document everything. Screenshot important findings, record URLs, and note the date and
time of your searches. This is vital for reproducibility and demonstrating your methodology.

o Example:

A Google search for (NSRRI Y </ o

local news article mentioning that Build-It-Fast was awarded a major city contract
shortly after Mayor Thompson took office. Screenshot the article and save the URL.

= Another search uncovers a campaign finance report showing a donation from the CEO
of Build-It-Fast to Mayor Thompson's re-election campaign. Download the report and
save the URL.

2. Social Media Investigation:

o Search for Mayor Thompson on various social media platforms. Even if he has limited
activity, check his profiles for connections to Build-It-Fast or its employees.

o Look for mentions of Mayor Thompson or Build-lt-Fast in other users' posts.
o Use advanced search operators within each platform.

o Example:
= Mayor Thompson's LinkedIn profile shows no direct connection to Build-It-Fast, but
one of his "connections” is the CFO of the company. Note this connection.

= A search on Twitter (X) reveals a tweet from a local activist criticizing Mayor Thompson
for awarding the contract to Build-It-Fast, citing concerns about the company's safety
record. Screenshot the tweet and save the URL.
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3. Public Records Exploration:

o Search property records for any properties owned by Mayor Thompson or Build-It-Fast.
o Check business registrations for Build-It-Fast to identify its owners and officers.
o Search court documents for any lawsuits involving Mayor Thompson or Build-It-Fast.

o Example:
= Property records show that Mayor Thompson owns a vacation home near a
development project recently approved by the city council and built by Build-It-Fast.
Obtain a copy of the property record.

= Business registration records confirm that the CEO of Build-It-Fast is a long-time friend

of Mayor Thompson. Note this relationship.

4. Email and Domain Analysis:

o Attempt to identify Mayor Thompson's email address. Even if he uses ProtonMail, you
might find it mentioned somewhere online.

o Perform a Whois lookup on the Build-It-Fast domain to identify the registrant.

o Example:
= You find a forum post where someone mentions Mayor Thompson's email address as

[ mavor. thompsonecityhall.example. con UCEINVEIINElslo[ISSRielei Y ol(H

= The Whois lookup for (R <\ cals that the domain is registered to a
private individual using a privacy service. This is a potential OpSec measure.

5. Image and Video Reverse Search:

o If you find any images of Mayor Thompson, perform a reverse image search to see where
else the images appear online. This can help you identify other websites or social media
profiles associated with him.

o Example:
= A reverse image search of a photo of Mayor Thompson reveals that it was taken at a
fundraising event for a local charity. This might provide additional context.
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6. Archived Website Exploration:

o Use the Wayback Machine or Archive.is to view archived versions of Mayor Thompson's
website or the Build-It-Fast website. This can reveal information that has been removed or
changed.

o Example:
= An archived version of Mayor Thompson's campaign website shows that Build-It-Fast
was a major sponsor of his campaign. This information is no longer visible on the
current website.

7. Maltego Integration:

o Start a new Maltego graph.

o Create an Entity for "Mayor Thompson" (Person entity).

o Create an Entity for "Build-It-Fast" (Company entity).

o Use the "To Website" transform on both entities to find associated websites.

o Use the "Website to Entities" transform to extract email addresses, phone numbers, and
social media profiles from the websites.

o Use the "Person to Email Address" transform to attempt to find email addresses associated
with Mayor Thompson.

o Use the "Email Address to Social Media" transform to find social media profiles linked to
the email address.

o Create Entities for any email addresses, phone numbers, and social media profiles you find.

o Manually link the "Mayor Thompson" and "Build-It-Fast" entities based on the information
you found in your search engine reconnaissance. Use the "Link" entity to represent the
connection. Add a note to the link describing the nature of the connection (e.g.,
"Campaign donation," "Awarded city contract").

o Use the "Company to People" transform to identify individuals associated with Build-It-Fast.
o Use the "DNS Name to Location" transform on any associated domains.

o Example: Your Maltego graph now shows Mayor Thompson, Build-It-Fast, their respective
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websites, email addresses, social media profiles, and the connection between them
(campaign donation, awarded city contract).

Phase 3: Circumventing OpSec (Breaking the Mask)

1. ldentifying Pseudonyms and Aliases:

o Search for variations of Mayor Thompson's name (e.g., "John Thompson," "J. Thompson,"
"Thompson, J").

o Look for any online profiles that might be associated with him but use a different name.

o Example:

= You discover a forum post where someone mentions "JT" as being a close friend of the
CEO of Build-It-Fast. "JT" could be Mayor Thompson. Investigate further.

2. VPN and Proxy Server Analysis:

o While you can't directly "hack" a VPN, you can analyze the context of its use.

o If you find an IP address associated with Mayor Thompson (e.g., from a website he visited),
check if it's a known VPN or proxy server. Tools like IPinfo.io can help with this.

o Example:

= You find an IP address associated with Mayor Thompson's ProtonMail account.

IPinfo.io identifies it as belonging to a VPN provider. This confirms that he is using a
VPN.

3. Burner Phones and Email Addresses:

o Tracking burner phones and email addresses is difficult, but not impossible.

o Look for patterns in their usage. Are they used to communicate with specific individuals or
organizations?

o Example:

= You find a burner email address used to register a website related to Build-It-Fast. This
could be a connection.

4. Social Media Privacy Settings:
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o While you can't directly bypass privacy settings, you can analyze the information that is
publicly available.

o Look for clues in the POI's profile picture, cover photo, or recent activity.

o Example:

= Mayor Thompson's Facebook profile is private, but his profile picture shows him
wearing a t-shirt with the Build-It-Fast logo. This is a subtle clue.

5. Metadata Analysis:

o If you find any files or documents associated with the POI, analyze their metadata.

o Metadata can reveal hidden information, such as the author, creation date, and location.

o Example:

= A PDF document related to a city contract contains metadata showing that it was
created by an employee of Build-It-Fast.

Phase 4: Data Correlation and Analysis (Connecting the Dots)

1. Data Normalization:

o Clean and standardize the data you have collected from different sources.
o Ensure that names, addresses, and other information are consistent.

o Example:

= You have Mayor Thompson's name listed as "Mayor Thompson," "John Thompson,"
and "J. Thompson" in different sources. Normalize this to "John Thompson" for
consistency.

2. Link Analysis:

o |dentify relationships between entities and uncover hidden connections.
o Use Maltego to visualize these relationships.

o Example:

= Your Maltego graph shows that Mayor Thompson is connected to the CFO of Build-It-

file:///C/Users/d8rh8r/Downloads/test%20site/osintvsopsec.html[22/03/2025 3:07:09 PM]



Fast, and the CFO is connected to the CEO of Build-It-Fast. This suggests a close
relationship between Mayor Thompson and the company.

3. Pattern Recognition:

o ldentify patterns in behavior and communication.
o Are there any recurring themes or connections?

o Example:
= You notice that Mayor Thompson consistently votes in favor of projects that benefit
Build-It-Fast. This is a potential pattern of corruption.

4. Timeline Analysis:

o Reconstruct events and activities based on OSINT data.

o Create a timeline showing the key events in the relationship between Mayor Thompson
and Build-It-Fast.

o Example:
= Timeline:
= January 2023: Mayor Thompson takes office.

m February 2023: Build-It-Fast donates to Mayor Thompson's re-election campaign.

= March 2023: Mayor Thompson votes in favor of awarding a major city contract to
Build-It-Fast.

= April 2023: Mayor Thompson purchases a vacation home near a development

project built by Build-It-Fast.

5. Maltego Visualization Techniques:

o Use different graph layouts and entity properties to present complex data in a clear and
concise manner.

o Use colors and icons to highlight key entities and relationships.

o Example:
= Use a circular layout to show the connections between Mayor Thompson, Build-It-Fast,
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and their associates.
= Use different colors to represent different types of entities (e.g., blue for people, green

for companies, red for suspicious activities).

Phase 5: Documentation (The Functional Clone)

This is arguably the most important part of the capstone. Your documentation is the functional
clone. It needs to be thorough, well-organized, and demonstrate your understanding of the entire
OSINT process.

1. Report Structure (Mirroring the Course Outline):

o Executive Summary: A brief overview of the scenario, objectives, methodology, and key
findings.

o 1. Foundations of OSINT and Ethical Considerations:

= Reiterate the core principles of OSINT.

= Document your Ethical OSINT Checklist and how you applied it to this specific
investigation. Be honest about any ethical dilemmas you faced and how you resolved
them.

o 2. The OSINT Toolkit: Free Resources and Search Strategies:
= List all the free resources you used (search engines, social media platforms, public
records databases, etc.).

= Document your advanced search techniques and queries. Explain why you chose those
specific queries.

= Include screenshots of key search results.

o 3. Introduction to Maltego:
» Describe how you used Maltego in your investigation.

= Explain the different entities and transforms you used.

= Include screenshots of your Maltego graph.

o 4. Advanced Maltego Techniques:
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= Describe any advanced Maltego techniques you used (e.g., custom transforms,
filtering, collaboration).

= Explain how you used these techniques to uncover connections and analyze data.
o 5. Geolocation and Mapping Techniques:

= |f applicable, describe how you used geolocation and mapping techniques to identify
the location of the POI or related entities.

= Include maps and screenshots.
o 6. Circumventing OpSec:
» Describe any OpSec countermeasures employed by the POI.
= Explain how you identified and overcame these countermeasures.
m This is a critical section. Show your understanding of OpSec.
o 7. Data Correlation and Analysis:

= Describe how you correlated data from various sources to build a comprehensive
profile of the POI.

= Explain the patterns you identified and the conclusions you drew.
= Include a timeline of key events.
o 8. Capstone Project (This Section!):
= A detailed description of the scenario, objectives, methodology, and findings.
= A discussion of the ethical considerations.
= A comprehensive profile of the POI.
= A conclusion summarizing your findings and recommendations.
o Appendices:
= Raw data (e.qg., search results, screenshots, documents).
= Maltego graph (exported as a file).

= Code for any custom transforms you created.
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2. Report Format:

o Use a clear and concise writing style.

[e]

Use headings and subheadings to organize the report.

[e]

Use visuals (screenshots, graphs, maps) to illustrate your findings.

[e]

Cite your sources properly.

[e]

Proofread carefully.

3. Functional Clone Aspects:

o The report should demonstrate your mastery of the OSINT techniques learned in the

course.
o The report should follow the structure of the course outline.
o The report should explain your reasoning and methodology.

o The report should be reproducible. Another person should be able to follow your steps and

obtain similar results.

Example Report Snippets (lllustrative)

e Ethical Considerations: "Throughout this investigation, | was mindful of the potential for harm
to Mayor Thompson's reputation. | made every effort to verify the accuracy of the information |
collected and to avoid making any unsubstantiated claims. | also consulted with legal counsel
to ensure that my activities were within legal boundaries. The most difficult ethical dilemma |
faced was deciding whether to publish information about Mayor Thompson's personal life. |
ultimately decided that this information was relevant to the investigation because it showed a
pattern of behavior that could be considered unethical. However, | took steps to minimize the
potential for harm by only publishing information that was directly relevant to the investigation
and by avoiding any sensationalism or personal attacks."

e Search Queries: "To identify potential connections between Mayor Thompson and Build-It-

Fast, | used the following Google Dork: (i e e e et
IRl his search query limited the results to the city's official website and looked

for pages that mentioned both Mayor Thompson and Build-It-Fast. This proved effective in
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locating meeting minutes where the contract award was discussed."

OpSec Countermeasures: "Mayor Thompson's use of ProtonMail presented a challenge, as it
is an encrypted email service. However, | was able to identify his ProtonMail address by
searching for mentions of his name and the city government on various online forums. While |
could not read the contents of his emails, | was able to use the email address to find other

online accounts associated with him."

Code Examples (Custom Transform - Basic)

This is a very basic example. Creating complex custom transforms is beyond the scope of this
already massive module, but this shows the concept. This assumes you're familiar with Python and

the Maltego transform API. This is a skeleton -- you'll need to adapt it to your specific scenario.

# Example Python code for a simple Maltego transform to extract email addresses
from a website
# This is a VERY basic example. Error handling and more robust parsing are needed

for a real-world transform.

from maltego trx.entities import Phrase

from maltego trx.maltego import MaltegoMsg, MaltegoTransform
from maltego trx.transform setting import TransformSetting
import re

import requests

class WebsiteToEmail (MaltegoTransform) :
@classmethod
def create entities(cls, request: MaltegoMsg, response):
url = request.Value
try:
response obj = requests.get (url, timeout=10)
response obj.ralse for status() # Raise HTTPError for bad responses
(dxx or 5xx)
html content = response obj.text
email addresses = re.findall(r”[a—ZA—ZO—9.73+—]+@[a—zA—ZO—9.—}+\.[a—zA—

21{2,1", html content)

for email in email addresses:
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response.addEntity (Phrase, email)

ptions.RequestException as e:

sponse.addUIMessage (f"Error fetching URL: {e}", "inform")

ponse.addUIMessage (f"An unexpected error occurred: {e}", "fatal")

# To test (outs

# and then run

Key Takeaways for Module 8

e Thorough Planning is Essential: A well-defined OSINT plan is the foundation of a successful
investigation.

e Documentation is Paramount: Your report s the functional clone. It must be detailed, well-
organized, and demonstrate your understanding of the OSINT process.

e Ethical Considerations are Non-Negotiable: Always prioritize ethical considerations and
legal compliance.

e OpSec Awareness is Critical: Understand the OpSec countermeasures employed by your POI
and develop strategies to overcome them.

e Data Correlation is Key: Connect the dots between different data sources to build a
comprehensive profile of the POI.

e Maltego is a Powerful Tool: Use Maltego to visualize data, uncover connections, and
automate tasks.

This module is challenging, but it's also incredibly rewarding. By completing the capstone project,
you'll demonstrate your mastery of OSINT techniques and your ability to locate individuals with
moderate OpSec. Good luck! Remember to ask questions and seek feedback throughout the
process. You've got this!
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