








In a world that’s 
overconfident to the 
point of arrogance, where 
knowledge is handed 
out like expired party 
gifts, Socrates’ eternal 
declaration—“All I know 
is that I know nothing”—
slashes through the noise 
like a scalpel through 
silk. It’s not just an 
admission; it’s a battle 
cry for the mavericks, the 
outlaws daring enough to 
confess their ignorance 
in a society crammed with 
self-anointed gurus.

Education, dear readers, 
isn’t your polished, prim 
progression from ignorant 
to enlightened; it’s a wild 
ride down backroads at 
midnight, sans headlights, 
in terrain that gets 
more untamed with every 
mile. With each piece of 
the puzzle or theory you 
secure, the frontier of 
the unknown only expands 
further, our all-too-
human minds mocked by 
the universe’s cruel joke. 
Each piece of knowledge 
doesn’t stack tidily 
to form a fortress of 
understanding but rather 
shatters the confines 
of what we believed was 
comprehensible, scattering 
the terrain with more 
queries, more enigmas.

The real barrier 
we frequently face? 
Complacent gatekeepers—
self-designated guardians 
of what merits knowledge. 

These keepers of the 
supposed truth. Their 
contempt for the seekers, 
the thinkers, the restless 
inquirers who incessantly 
tug at the threads of the 
grand narrative to glimpse 
what lies beneath—it’s 
not merely elitist; it’s 
diametrically opposed 
to the trait that drives 
humanity forward.

Curiosity.

What is the essence of 
learning if not the 
continuous revelation 
of our own ignorance? 
This realization isn’t 
a vulnerability of 
knowledge, prone and 
unprotected. No, it’s the 
vibrant, pulsing core of 
intellectual valor. It’s the 
audacity to gaze into the 
vast, starlit abyss of the 
unknown and not flinch 
but instead dive in.

Let’s dismantle these 
barriers erected by the 
knowledge monopolists and 
surge, headlong into the 
wild, uncharted unknown. 
Because that’s where true 
discovery resides—not 
in the silent, dust-laden 
corridors of caution and 
hesitation, but out there, 
in the raw, screaming 
wilderness of relentless 
questioning.

Lots of love 

d8rh8r

An open letter to some toxic avengers
You know who you are
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The Importance of The Importance of 
Cybersecurity for Cybersecurity for 
Small BusinessesSmall Businesses
In today’s world, cybersecurity is a critical In today’s world, cybersecurity is a critical 
concern for businesses of all sizes. While concern for businesses of all sizes. While 
large organizations often dominate the large organizations often dominate the 
headlines when it comes to cyberattacks, headlines when it comes to cyberattacks, 
small and medium-sized businesses (SMBs) are small and medium-sized businesses (SMBs) are 
not immune to the threats. In fact, studies not immune to the threats. In fact, studies 
have shown that a significant percentage of have shown that a significant percentage of 
data breaches involve SMBs.data breaches involve SMBs.

These businesses may not always realize the These businesses may not always realize the 
importance of cybersecurity or understand importance of cybersecurity or understand 
the risks they face. As cybersecurity the risks they face. As cybersecurity 
professionals, it is our responsibility to professionals, it is our responsibility to 
break through to these organizations and break through to these organizations and 
provide them with the support and guidance provide them with the support and guidance 
they need to become more secure.they need to become more secure.

The Challenges Faced by SMBsThe Challenges Faced by SMBs
SMBs often find themselves in the shadows SMBs often find themselves in the shadows 
when it comes to cybersecurity. They when it comes to cybersecurity. They 
may believe that they are not attractive may believe that they are not attractive 
targets for cyberattackers, or they may targets for cyberattackers, or they may 
feel overwhelmed by the complexity of feel overwhelmed by the complexity of 
implementing security measure. However, implementing security measure. However, 
adversaries know that SMBs are in fact prime adversaries know that SMBs are in fact prime 
targets - their adoption of new technology targets - their adoption of new technology 
makes them vulnerable, while their typically makes them vulnerable, while their typically 
limited security resources and expertise limited security resources and expertise 
make them easy prey. make them easy prey. 

Attackers can easily spend more time Attackers can easily spend more time 
trying to infiltrate small and medium-trying to infiltrate small and medium-
sized organizations because their security sized organizations because their security 
posture is typically not at the same level as posture is typically not at the same level as 
a Fortune 500 company. Cybercriminals wait a Fortune 500 company. Cybercriminals wait 
stealthily for a vulnerability to appear, or stealthily for a vulnerability to appear, or 
for the SMB to let their guard down, which for the SMB to let their guard down, which 
gives them the opening they need to stage an gives them the opening they need to stage an 





attack. This can then turn into multimillion attack. This can then turn into multimillion 
dollar payouts from ransomware or stolen dollar payouts from ransomware or stolen 
data. For SMBs, such large monetary losses can data. For SMBs, such large monetary losses can 
be crippling to business operations.be crippling to business operations.

To properly address these challenges, SMBs To properly address these challenges, SMBs 
must focus on the basics of cybersecurity, must focus on the basics of cybersecurity, 
such as the importance of regularly patching such as the importance of regularly patching 
systems, implementing access management systems, implementing access management 
controls, training employees on security best controls, training employees on security best 
practices, and better monitoring of their practices, and better monitoring of their 
environment. But they often lack the budget, environment. But they often lack the budget, 

staff and expertise to execute on these staff and expertise to execute on these 
basics in a robust way. This is where trusted basics in a robust way. This is where trusted 
cybersecurity partners can play a crucial cybersecurity partners can play a crucial 
role in providing tailored guidance and role in providing tailored guidance and 
support.support.

The Role of Cyber InsuranceThe Role of Cyber Insurance
In addition to technical controls, cyber In addition to technical controls, cyber 
insurance has become an absolutely essential insurance has become an absolutely essential 
component of risk management for businesses component of risk management for businesses 
of all sizes. Insurance can help soften the of all sizes. Insurance can help soften the 



financial blow of a cyber incident. However, financial blow of a cyber incident. However, 
insurance companies expect organizations insurance companies expect organizations 
to have strong security measures in place to have strong security measures in place 
in order to qualify for policies, and in order to qualify for policies, and 
determine premiums based on their security determine premiums based on their security 
posture. It’s important for SMBs to prioritize posture. It’s important for SMBs to prioritize 
foundational security steps to ensure foundational security steps to ensure 
insurability at reasonable rates.insurability at reasonable rates.

The alignment between cybersecurity best The alignment between cybersecurity best 
practices, compliance with regulations, practices, compliance with regulations, 
and insurance coverage will play a crucial and insurance coverage will play a crucial 
role in shaping the future of SMB cyber role in shaping the future of SMB cyber 
protections. When SMBs make cybersecurity protections. When SMBs make cybersecurity 
and compliance a top priority, they become and compliance a top priority, they become 
more insurable at better rates. Insurance more insurable at better rates. Insurance 
companies can even require certain security companies can even require certain security 
standards be met as part of the underwriting standards be met as part of the underwriting 
process.process.

Getting Started Securing SMBsGetting Started Securing SMBs
For SMBs just getting started on their For SMBs just getting started on their 
cybersecurity journey, the most important cybersecurity journey, the most important 
first step is accepting that they are indeed first step is accepting that they are indeed 
vulnerable. From there, conducting an honest vulnerable. From there, conducting an honest 
assessment of existing security practices and assessment of existing security practices and 
identifying gaps is essential. Some quick-win identifying gaps is essential. Some quick-win 
areas for SMBs to focus on include:areas for SMBs to focus on include:

• • Implementing multi-factor Implementing multi-factor 
authentication across all systems and authentication across all systems and 
accountsaccounts

• • Establishing regular software patching Establishing regular software patching 
cyclescycles

• • Training employees on how to identify Training employees on how to identify 
phishing attemptsphishing attempts

• • Making periodic backups of critical Making periodic backups of critical 
datadata

• • Monitoring for suspicious network Monitoring for suspicious network 
activityactivity

The Future of SMB The Future of SMB 
CybersecurityCybersecurity
In conclusion, SMBs must recognize the real In conclusion, SMBs must recognize the real 
danger posed by cyber threats and take danger posed by cyber threats and take 
proactive steps to protect their businesses. proactive steps to protect their businesses. 
Although they are often in the shadows Although they are often in the shadows 
of large enterprise security, SMBs are of large enterprise security, SMBs are 
attractive targets for attackers. By focusing attractive targets for attackers. By focusing 
on security fundamentals, leveraging on security fundamentals, leveraging 
outside partnerships and expertise, and outside partnerships and expertise, and 

making security a top priority, these small making security a top priority, these small 
organizations can substantially improve organizations can substantially improve 
their cyber risk postures.their cyber risk postures.

The integration of cyber best practices into The integration of cyber best practices into 
insurance and compliance frameworks will insurance and compliance frameworks will 
also continue shaping SMB cyber protections also continue shaping SMB cyber protections 
and driving further adoption of security and driving further adoption of security 
measures. With the right level of commitment measures. With the right level of commitment 
and support, SMBs can tackle the unique and support, SMBs can tackle the unique 
cyber challenges they face. cyber challenges they face. 

At BarCode Security, we make it our mission At BarCode Security, we make it our mission 
to provide SMBs with the specific guidance, to provide SMBs with the specific guidance, 
technology and services needed to defend technology and services needed to defend 
against today’s continually evolving threats. against today’s continually evolving threats. 
By engaging directly with small business By engaging directly with small business 
leaders, participating in SMB-focused leaders, participating in SMB-focused 
industry events, and sharing our knowledge, industry events, and sharing our knowledge, 
we aim to help every organization address we aim to help every organization address 
their security gaps. Working together, we can their security gaps. Working together, we can 
empower SMBs with the cyber readiness they empower SMBs with the cyber readiness they 
need to confidently grow while reducing need to confidently grow while reducing 
risk.risk.

To learn more about BarCode’s security To learn more about BarCode’s security 
services for SMBs, visit barcodesecurity.com.services for SMBs, visit barcodesecurity.com.

Disclaimer: The views and opinions expressed Disclaimer: The views and opinions expressed 
in this article are those of the author in this article are those of the author 
and do not necessarily reflect the official and do not necessarily reflect the official 
policy or position of any other agency, policy or position of any other agency, 
organization, employer, or company.organization, employer, or company.
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info@barcodesecurity.com
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APRIL 4, 2022  APRIL 4, 2022  

Gazprom Urengoy Center 2 Pipeline  Gazprom Urengoy Center 2 Pipeline  
Matveevo, RussiaMatveevo, Russia

On April 4, a section of the main gas pipeline On April 4, a section of the main gas pipeline 
“Urengoy-Center-2” ruptured causing a large “Urengoy-Center-2” ruptured causing a large 
fire in the Lysvensky district of the Kama fire in the Lysvensky district of the Kama 
region near the village of Matveevo. An region near the village of Matveevo. An 
eyewitness captured footage of the large fire eyewitness captured footage of the large fire 
quite a distance away and posted it on VK.com, quite a distance away and posted it on VK.com, 
Russia’s equivalent of Facebook. The incident Russia’s equivalent of Facebook. The incident 
was reported by a local paper AiF-Prikamye.was reported by a local paper AiF-Prikamye.77

APRIL 3, 2022 APRIL 3, 2022 

Gazprom Sartransneftegaz Pipeline Gazprom Sartransneftegaz Pipeline 
Yakutia, RussiaYakutia, Russia

The cyber operation was launched just after The cyber operation was launched just after 
two Ukrainian helicopters hit an oil depot two Ukrainian helicopters hit an oil depot 
in Belgorod on April 1, 2022in Belgorod on April 1, 2022.2 .2 

Figure 3.6 Photo courtesy of RIA Novosti / Figure 3.6 Photo courtesy of RIA Novosti / 
Press Service of the Ministry of Emergency Press Service of the Ministry of Emergency 
Situations of the Russian FederationSituations of the Russian Federation33  

On April 3, according to RIA Novosti, On April 3, according to RIA Novosti, 
“employees of Sartransneftegaz JSC “employees of Sartransneftegaz JSC 
discovered an underground gas leak from the discovered an underground gas leak from the 
high-pressure gas pipeline from the AGDS to high-pressure gas pipeline from the AGDS to 
GRP-1 at the entrance of the gas pipeline GRP-1 at the entrance of the gas pipeline 
to the village of Verkhnevilyuysk … in the to the village of Verkhnevilyuysk … in the 
Republic of Sakha (Yakutia).Republic of Sakha (Yakutia).”4”4    

As a side note, Yakutia is also home to a As a side note, Yakutia is also home to a 
division of Russia’s Space Forces whose duties division of Russia’s Space Forces whose duties 
include “the radar tracking of artificial include “the radar tracking of artificial 
earth satellites for military purposes.”earth satellites for military purposes.”  
The Space Forces would later become another The Space Forces would later become another 
target of interest, at least in terms of its target of interest, at least in terms of its 
espionage value to Ukraine’s allies who had espionage value to Ukraine’s allies who had 
their own Space Forces in development.their own Space Forces in development.

Figure 3.7: 
Images posted to Russian 

social media platform VK6

Figure 3.6 
Photo courtesy of RIA 

Novosti / Press Service 
of the Ministry of 

Emergency Situations of 
the

Russian Federation3

3. https://ria.ru/docs/about/copyright.html
4 https://yk24.ru/proisshestviya/avariyu-na-gazoprovode-ustranyayut-v-verhnevilyujskom-rajoneyakutii/?amp=1
5 https://voinskayachast.net/goroda/yakutsk-i-respublika-saxayakutiya%20%C2%A9%20VoinskayaChast.net
6 https://vk.com/wall-190197274_9735?lang=en
7 https://perm.aif.ru/society/incident/krupnyy_pozhar_proizoshyol_izza_razryva_gazoprovoda_nochyu_v_prikame



JUNE 16, 2022JUNE 16, 2022

Gazprom Urengoy Pipeline Gazprom Urengoy Pipeline   
Yamalo-Nenets Autonomous Okrug, Russia Yamalo-Nenets Autonomous Okrug, Russia 

The most successful of the Gazprom fires was The most successful of the Gazprom fires was 
this one on June 16 at Gazprom’s Urengoy fas this one on June 16 at Gazprom’s Urengoy fas 
field in the Yamalo-Nemets region. It’s the field in the Yamalo-Nemets region. It’s the 
second largest gas field in the world and the second largest gas field in the world and the 
largest gas field in Russia.largest gas field in Russia.8 8 

Part of the planning for this attack Part of the planning for this attack 
included understanding who the vendors included understanding who the vendors 
were and gaining access, if necessary, to were and gaining access, if necessary, to 
their respective networks (see figure 3.8).  their respective networks (see figure 3.8).  

Figure 3.6 Figure 3.6 
Images posted to Telegram and Twitter of the Images posted to Telegram and Twitter of the 

Urengoy gas field pipeline explosionUrengoy gas field pipeline explosion  

  
  
  
According to an interview that I had with According to an interview that I had with 
one of the cyber operators involved in the one of the cyber operators involved in the 
planning and execution of this and earlier planning and execution of this and earlier 
attacks, during their network reconnaissance attacks, during their network reconnaissance 
phase, his team discovered that a key section phase, his team discovered that a key section 
of the data communications network of the of the data communications network of the 
gas pipeline that would transmit an alarm gas pipeline that would transmit an alarm 
when the pipeline was operating outside of when the pipeline was operating outside of 
acceptable conditions was never connected. acceptable conditions was never connected. 

8 https://euroweeklynews.com/2022/06/16/russia-urengoy-gas-field-fire-yamalo/







The schematic from the previous page 
is part of the updated thirty page data 
communications plan for the Urengoy NGCC 
(Natural Gas Combined Cycle) plant. The X’s 
on both sides show that the security alarms 
were not working at the time of that update 
(2011), nor had they been connected in 2020 
when Gazprom was looking for a new vendor 
to complete the work, nor last week when the 
explosion occurred. 

The above table is one of seven pages of 
equipment for use in the NGCC. The foreign 
manufacturers include Cisco, Dell, HP, Citect 
(now a part of Schneider Electric), Acronis, 
and Microsoft. Citect makes SCADA control 
products and was acquired by Schneider 
Electric in 2008. Acronis makes backup, 
disaster recovery, cybersecurity, and endpoint 
management solutions. 

When an attacker has access to this level 
of information, it isn’t difficult to find 
known vulnerabilities to exploit (CVEs), or 
to build and test methods for achieving the 
desired effect (POCs); especially when the 
software hasn’t been patched or if the vendor 
substituted pirated software for genuine 
software. 

A proxy for the vendor, Stroyneftegaz 
Alliance (SNG Alliance), which had filed for 
bankruptcy in 2017, was sued by Novourengoy 
Gas Chemical Complex, and on March 12, 2020 
the court found SNG Alliance to have not 
completed many of the contractual items 

Figure 3.8  
Vendor equipment list for 

Urengoy NGCC 



it had been paid to deliver, amounting to 
several billion rubles.9  

Some of the many unfinished items included 

• “A complex of engineering and technical 
means of protection and means of anti-
terrorist protection (designer of DOAO 
“Gazprojectengineering”)” 

• 
• “Control room (title 401/080), 

Administrative building with a 
laboratory (title 401/080-1)”  

• “Engineering networks of the 
administrative and amenity zone, 
Automated fire safety system” 

On Jan 22, 2020, Gazprom announced a 
solicitation for: 

• Execution of turnkey works on the 
facility “Automatic fire alarm system, gas 
pollution control and fire extinguishing 
of gas pumping units of booster 
compressor stations (level I) of the 
installation of complex gas treatment 
– 7, 8, 9, 10, 12, 13, 15, booster compressor 
stations (level II) of the installation of 
complex gas treatment – 1, 2, 4, 9, 10, 11, 12 
of Urengoy oil and gas condensate field 
for the needs of Gazprom dobycha Urengoy 
LLC (0001/19/1. 1/0101853 / Durengoy/K/
STATE/e/20.12.2019) - 1 551 051 576.00 rubles.  

• Performing major repairs of the fire 
alarm system for the needs of Gazprom 
dobycha Urengoy LLC in 2020-2021 (for 
small and medium-sized businesses) 
No. 0095/19/5. 1/0097185 / Durengoy / PR/
STATE/e/11.12.2019 - 43 726 275.89 rubles. 

This incident of vendor incompetence and 
corruption is not the exception in Russia. 
It happens far too frequently and in every 
industry including Space, Energy, Finance, 
and Defense. 

The long-term impact of corruption can 
be seen in the performance of Russian 
equipment during its operations in Ukraine 
when it’s expensive missiles repeatedly 
failed to hit their targets10, or when a multi-
million dollar tank broke down in a parade 
celebrating Russian military prowess,11 or 
when a state-owned company as rich and 
powerful as Gazprom cannot protect its own 
resources from destructive cyber attacks. 

Acts of sabotage by cyber means such as the 
ones conducted by GUR hackers at Gazprom’s 
largest plants including the explosions 
at the Urengoy Yamalo-Nenets region, the 
Urengoy Kama region, and the gas leak in 
Yakutia are facilitated by the culture of 
corruption there; and the only thing that’s 
preventing these types of attacks from 
happening more frequently and in greater 
numbers is not the technical difficulty of 
the operation, nor that Gazprom has improved 
its networks’ defenses. 

It is solely due to the restraint being 
exercised by Ukraine’s leadership. One option 
under consideration by the GUR team was to 
develop a scalable attack that would hit all 
Gazprom pipelines simultaneously, however 
that was deemed by senior leadership to be 
too inflammatory and would most likely 
be seen by Ukraine’s allies as excessively 
aggressive. 

9 ARBITRATION COURT OF THE YAMAL-NENETS AUTONOMOUS DISTRICT in the matter of The
Arbitration Court of the Yamalo-Nenets Autonomous District composed of Judge S.V. , OGRN
1037730026575) to the limited liability company Novourengoy gas chemical complex (TIN 8904006547,
OGRN 1028900620264) for the recovery of 1,317,983,943 rubles 25 kopecks,and on the counterclaim of
the limited liability company “Novourengoy gas chemical complex” (TIN 8904006547, OGRN 1028900620264) against the 
limited liability company “Stroyneftegaz Alliance” (TIN 7730172171, OGRN
1037730026575) for the recovery of 1,379,095,416 kopecks. Source:
https://sudact.ru/arbitral/doc/RMr1Wzy7JGxR/
10 https://www.cvedetails.com/vulnerability-list/vendor_id-7867/Acronis.html
11 https://www.ibtimes.com/russias-new-t-14-armata-tank-breaks-down-during-victory-day-paraderehearsal-
moscow-1913336



April 21, 2022

Second Central Research Institute 
of the Ministry of Defence of the 
Russian Federation 
Tver, Russia

A fire and explosion at this top secret 
research facility where the Iskander and 
S-400 missiles were designed resulted in 
the complete destruction of the building 
leaving five dead and thirty wounded. 
Russian State news service TASS reported 
that the cause may have been due to a 
malfunction associated with faulty  
wiring.12 

According to informed sources, this was 
a combined Cyber / Special Operations 
Forces mission where a commando team 
surreptitiously entered the structure to 
place explosives so as to render maximum 

damage to the structure. The initiating 
cause for the explosion was the electrical 
fire caused by the cyber team. 

This combination approach gives a tactical 
advantage to the commandos who can already 
be on their way to the next target when 
the fire starts and the explosive charges 
ignite. For example, the Dmitrievsky 
Chemical Plant in Kineshma, Ivanovo Oblast, 
Russia, an approximately seven hour drive 
from Tver, which was destroyed by a fire 
the very next day. 13 

Figure 3.9 
Fire at Second Central Research Institute of the 

Ministry of Defense of the Russian Federation
on April 21, 2022



That’s not to say that both fires were due to 
cyber/physical attacks, but the second fire 
was certainly deemed suspicious according to 
the press reports. One of the many problems 
that Moscow has is differentiating between 
what was an act of sabotage versus what 
may have been one of hundreds of fires 
that start because of poorly maintained 
infrastructure.  

These types of cyber-physical attacks are 
uncommon, and so they aren’t profitable 
to defend against. They don’t neatly fit 
within an OT network defenders playbook 
and you cannot write a signature for it 
or upload a binary to VirusTotal. It is a 

frightening innovation in warfighting that 
the cybersecurity industry isn’t prepared to 
defend against. 
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Inside Cyber Warfare (O’Reilly Media, 2009, 
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Army War College. 

Figure 3.10: 
Google map directions from Tver to Kineshma

12 https://www.rferl.org/a/russia-fire-tver-defense-research/31815016.html
13 https://www.lbc.co.uk/news/russias-biggest-chemical-plant-burns-down-second-mystery-fire/
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Privacy.com
Privacy.com offers a service that allows users to generate virtual 
cards for online transactions, enhancing security and protecting 
users’ real financial information from exposure during purchases. 
Here’s an overview of how Privacy.com works and its features:

Virtual Cards Creation: Privacy.com users can create virtual cards 
that function similarly to regular debit or credit cards but without 
physical existence. Each card comes with a unique 16-digit number, 
CVV, and expiration date, and can be used for online shopping or 
phone purchases  (Secure Cards)   (Secure Cards) .

Types of Cards: Users have options such as single-use cards, which 
are automatically closed after one transaction, and merchant-locked 
cards, which can only be used with the first merchant where they are 
used. This specificity helps prevent fraudulent charges if the card 
details are stolen  (Secure Cards)   (Secure Cards) 

Cost and Accessibility: The basic plan of Privacy.com is free and 
allows up to 12 new cards per month with no fees on domestic trans-
actions. There are also Pro and Premium plans offering additional 
features like more virtual cards per month, cashback, and no foreign 
transaction fees  (Secure Cards) .

Additional Features: Privacy.com allows users to set spending limits 
on their cards to manage budgets effectively. Cards can be paused 
or closed anytime, providing control over subscriptions and recurring 
charges. They also offer the ability to share card access securely, 
adding an extra layer of utility for managing family or business ex-
penses  (Secure Cards)   (Support Privacy) .

These features make Privacy.com a robust tool for enhancing 
payment security online, helping users to manage financial risks and 
protect their sensitive information from potential cyber threats. For 
more detailed information, you can visit their official website Privacy.
com.



10minutemail.com
10MinuteMail offers a free, secure, and anonymous temporary 
email service that provides users with a disposable email address, 
valid for ten minutes. This service is particularly useful for avoiding 
spam when signing up for websites that require an email address 

for verification purposes. The main ad-
vantage of using 10MinuteMail is that 
it protects your real email address from 
potential spam and privacy intrusions. 
Once the ten-minute period expires, the 
email address and all its contents are 
automatically deleted, ensuring privacy 
and reducing digital clutter.

The service is straightforward to use. 
Upon visiting the 10MinuteMail web-
site, a temporary email address is 
automatically generated for you. You 
can use this email to sign up for online 
services, and any incoming emails will 

be displayed on the 10MinuteMail site. If you need more 
time, the service allows you to extend the validity of the 
email address by an additional ten minutes. However, 
once the time expires, the email address is permanently 
deleted, along with any emails received.

10MinuteMail is praised for its simplicity and effec-
tiveness in protecting users’ privacy and security. It is 
a reliable tool for anyone looking to avoid spam from 
registrations, especially on sites that might not be fully 
trusted or that are known to share email details with 
advertisers or other third parties

















Chimeric songs  
of love 
[an ode to sylvia plath]

this body
was first comprised
of womb-matter 
given by a 
mother
whose bond was seeded
within - 
an interiority
remembered by once transparent skin 
which in the beginning
had sight - 
now
it is made from two blood-lines
the bodies of two women
whose cells
never merged across time 

spooky action at a distance – space can never 
cause our 
mirror dance  to end

this body
has been opened
hidden viscera revealed
parts removed.
sealed in a jar of glass
preserved

the body of another
gave me second birth 
now i am a new creature
formed inside a cocoon
made of mothers skin
blood and milk

this body shows 
the scars
where my assumed 
impenetrability
broke apart
my defences transgressed
by skin-shedding 



and the melting of new skin,
under the sun,
into a mould
around bones -  
in this cyclical emancipation from the past 

I am a serpentine child, 
a reptilian descendent scaled,

wild

Ruthlessly,
upon rocks, the 

forces of nature lay me out
beneath the firmament of

beauteous 
unmoving blue 

where birds 
performed the circle dance of 

my sky burial

i have decided to kneel 
and lay my ear gently upon the earth

and listen
to the languages of all things

both familiar 
and strange

no longer will i seek to separate
eradicate

I want to speak the minutiae of osmotic invocations
receive the wisdom of bacteria and viral conflagrations

speak the spell of which i am most afraid 
because it is most true -

that i live only 
through my relationship with the world

of seen and unseen 
things

i bear witness to passing successions 
cycles
waves
spirals 

of time and experience
only by way 

of the wrenching open of my body

the removal 
the implanting

the suppression needed to achieve homeostasis -
the blood sacrifice -

the price for an intimacy
that descends 







deep
dark

and strong
into the lands of medusa 

and her labyrinthine monsters –
look her in the eye – I dare you.

i am chimeric,
cyborgian,
post-human –
static artifact I am not
but emergent
converging at every
edge
praying to fall to 
find 
my
freedom.

sylvia, i finally understand,
lady lazuras was not committed to death -
she was seeking to
be born again in patterned continuity

true to her shedding skin

each time inching closer to 
the place 
that has no language
the place between who we are and
 who we are yet
to become

oh sylvia,
if only they could have paused
a little while
they would have heard you speaking – 
clandestine words woven, 
each drawn from a drop of blood -
this witchcrafting 
brought the light to you
and you held it aloft,
like Hecate,
above the threshold,

my lady lazarus,
lady of unflinching demand
lady of uncouth desire
lady of womb
lady of tomb
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53,62,29,69,20,45,37,42,46,67,12,46,46,51,68,63,28,13,40,65,34,46,56,16,22,52,20,25,54,52,43,17,63,
59,21,66,53,33,50,10,31,65,15,48,55,32,35,25,42,21,35,60,15,44,39,25,18,50,23,60,62,20,15,36,24,66,
16,64,64,63,63,42,45,49,67,31,53,63,41,22,14,34,57,10,44,34,43,43,38,56,36,62,46,10,31,28,69,16,64,
56,46,33,32,49,25,18,43,36,62,28,38,43,43,38,39,39,17,25,45,24,29,19,60,24,39,18,55,41,52,53,67,39,
27,25,22,65,18,66,62,58,19,10,65,60,10,67,34,61,69,53,58,54,34,52,46,12,26,10,68,19,60,63,64,67,31,
30,37,47,21,38,55,43,26,24,70,20,21,23,25,48,11,60,49,45,22,63,45,57,33,56,66,31,59,68,47,69,52,19,
51,15,37,19 
};

const uint8_t  randomdelay[] PROGMEM = 
  {
 66,234,126,29,225,1,62,230,27,54,57,145,182,221,186,9,108,15,
58,136,254,194,31,56,187,38,179,88,203,62,25,235,243,26,29,70,
155,243,45,173,219,157,239,235,199,2,66,228,5,9,114,167,15,29,
29,194,83,189,34,223,164,91,150,162,187,60,245,249,231,158,
169,4,178,234,82,238,110,231,122,85,192,239,31,4,229,66,52,
112,213,172,98,193,71,209,17,100,99,233,147,20,234,49,45,228,
181,146,182,73,20,231,230,20,57,7,174,138,117,158,65,67,28,88,
189,118,97,238,123,84,226,244,16,252,247,190,95,203,41,41,98,
156,137,60,126,44,71,78,69,253,21,240,140,176,63,102,17,75,30,
153,167,34,184,182,23,103,57,36,55,70,72,198,183,110,136,7,81,
195,201,84,175,107,133,126,186,255,58,22,138,124,190,119,238,
223,175,195,111,86,46,95,47,175,99,171,224,114,60,134,129,252,
137,27,58,172,141,176,49,45,145,43,77,86,89,36,34,207,119,173,
108,111,186,96,112,216,39,135,186,200,235,107,52,21,131,158,
255,46,105,151,242,43,248,64,197,141,236,255,106,19,5,117,87,
109,198,126,155,9,21,142,43,229,227,222,220,127,217,100,96,40,
255,243,119,194,37,205,19,62,245,47,217,8,247,155,113,3,35,211,
174,136,189,168,73,49,133,32,180,67,236,44,189,142,1,206,51,
110,192,37,139,255,15,149,26,188,107,165,140,88,188,75,173,33,
136,47,254,133,89,34,147,89,20,7,26,127,209,82,131,230,162,36,
154,147,75,150,79,121,241,128,80,253,50,12,17,224,36,175,120,
158,133,136,1,139,30,157,123,185,95,62,190,39,175,66,137,29,67,
175,207,130,163,153,199,176,124,73,146,22,68,138,109,252,211,
131,195,194,146,168,32,69,162,211,0,24,4,204,217,91,141,29,85,
156,22,40,107,137,6,88,64,48,67,61,237,206,103,41,225,251,228,
220,86,94,1,129,77,82,178,243,17,179,36,3,174,246,142,13,157,
158,34,212,167,131,31,26,251,186,126,73,196,153,207,79,233,226,
187,4,229,65,72,67,25,252,10,10,75,123,58,58,198,184,5,202,140,
118,93,31,218,122,62,208,196,191,127,235,111,179,155,57,38,6,
174,192,208,174,182,98,18,177,9,240,97,197,211,7,216,66,30,175,
41,246,97,190,17,228,40,180,156,146,232,104,33,28,195,114,56,17,
78,165,62,61,201,86,129,129,88,88,184,1,86,206,218,164,124,201,
83,115,62,193,241,119,48,47,29,173,221,11,230,26,83,97,81,97,6,
183,24,189,178,186,57,107,140,250,164,97,60,214,54,42,49,253,37,
46,174,208,18,43,4,92,25,232,135,91,97,231,153,128,145,184,161,
216,36,15,51,170,15,109,115,77,23,4,82,152,118,29,179,28,185,146,
121,80,160,45,176,95,150,41,160,117,12,62,71,11,42,210,112,197,
213,6,21,196,127,54,153,62,116,104,248,206,61,30,224,137,173,48,
237,157,39,164,51,177,49,194,38,130,139,24,220,68,102,167,166,
215,183,182,200,80,218,108,46,64,103,192,230,243,86,52,103,12,58,
101,43,148,154,112,222,162,71,81,231,222,138,29,65,86,149,24,116,
237,96,36,33,245,221,51,220,24,46,235,88,11,140,164,252,58,73,
177,119,5,142,18,23,231,100,155,1,254,247,154,212,232,250,84,11,
131,250,121,196,232,171,225,108,49,234,109,190,183,16,244,181,231,
36,194,58,219,252,33,116,58,164,180,130,213,135,83,199,189,206,57,
136,165,201,255,183,70,143,185,9,143,5,254,68,164,174,67,69,20,66,
68,36,91,187,159,218,152,4,181,135,202,105,32,96,145,181,200,23,
250,221,37,179,22,118,77,92,44,3,48,172,168,104,229,89,114,254,199,
108,77,9,40,76,88,11,243,35,185,36,241,22,159,230,42,122,93,78,61,
199,51,91,156,202,197,220,2,153,75,105,49,147,227,197,161,55,100,
196,119,21,96,9,184,201,160,248,62,152,154,198,158,244,171,143,186,
37,172,168,105,10,66,60,57,149,13,189,205,179,35,35,237,64,238,53,
93,231,67,1,134,116,33,88,70,131,177,170,111,90,22,147,151,129,
116,254,54,186,109,124,220,58,4,123,79,116,214,72,113,13,198,51,
222,163,143,218,124,157,183,148,0,7,151,59,197,233,41,237,87,176,
75,247,72,85,215,73,107,155,37,113,222,57,253,69,27,253,127,223,
72,255,13,151,180,242,204,95,88,209,223,88,178,233,222,36,224,29,
189,19,106,134,167,9,118,213,162,57,196   
  };

void setup() {

        // SET OUTPUT PIN ON ALL OUTPUT PORTS      
        OUTPUTPORTCTRL = 0b00011111;  //set all 5 LOWER bit pins as output
        OUTPUTPORT     = 0b00000000;  //set all 5 LOWER bit pins to ZERO

}

void loop() {
          // initializing variables for loops
          uint16_t sequence;
          uint8_t pulsewidth, i, bulk;

          // generating WAVE on BIT0-BIT5 DAC outputs
          // random values are taken from PROGMEM lookup table
          // are used to achieve random PWM effect
          
          for(sequence=0; sequence<4096; sequence+/)
           {

            // introduce random delay
            // pulsewidth is up to 10 cycles of wave 
            pulsewidth =  pgm_read_byte(randomdelay + (sequence >/ 0x02));
            for(i=0; i<pulsewidth; i+/)
                  {
                        asm volatile (
                                        “    nop  \n” 
                                     );

                  };  // end of random delays

            
            // take pulse width from lookup table and send normal bulk 
            pulsewidth = pgm_read_byte(randomized + sequence);

             // sending a bulk of pulses with defined pulsewidth 
             // you may play with number (25) of pulses for better effect of jamming
             for(bulk=0; bulk<25; bulk+/)
             {
              // send HIGH VOLTAGE - this time square wave
              // PB0 may serve as GND for PAM8403 module audio input
              OUTPUTPORT = 0b00000110; 
                                 
              // now delay to achieve desired frequency
              for(i=0; i<pulsewidth; i+/)
                  {
                        asm volatile (
                                        “    nop  \n” 
                                     );
                  };
              //
              // send LOW VOLTAGE - this time square wave
              OUTPUTPORT = 0;               
              // now delay to achieve desired frequency
              // this value 85 determines center frequency of transducers
              for(i=0; i<(85-pulsewidth); i+/)
                  {
                        asm volatile (
                                        “  nop  \n” 
                                     );
                  };
            // End of ‘bulk’ loop
            };
            
           // end of ‘sequence’ loop;
          };
          
// end of LOOP
}

//
 * Antispy ultrasonic device for preventing voice recording 
 * with ultrasonic waves generation based on ARDUINO DIGISPARK,
 * connections : 
 * DIGISPARK HAS TO BE POWERED FROM 12V THROUGH Vin PIN
 * TPA3116 HAS TO BE CONNECTED TO 12V AND GND 
 * TPA3116 module INPUT”+” connected to Port 2 of DIGISPARK
 * TPA3116 module INPUT”-” connected to Port 0 of DIGISPARK
 * at least 10 piezzo-electric ultrasonic transducers connected in parallel to TPA3116 OUTPUT PINS
 * (C) Adam Loboda 2023, adam.loboda@wp.pl
 */

#include <stdint.h>
#include <util/delay.h>
#include <stdbool.h>
#include <avr/io.h>
#include <avr/pgmspace.h>

// PIN - PORT ASSIGNMENT DEFINITION FOR OUTPUT
#define  OUTPUTPORT        PORTB
#define  OUTPUTPORTCTRL    DDRB

// created in Excell / Libreoffice - will randomly 
// swing pulse width to achieve noise effect around the center 25kHz frequrency
const uint8_t  randomized[] PROGMEM = 
  {
20,50,60,69,44,24,49,27,36,58,45,47,68,53,63,62,46,66,70,19,41,32,67,19,38,35,55,60,22,68,29,24,64,
29,55,19,12,30,32,36,21,46,63,32,42,11,58,38,21,46,40,39,65,28,16,42,54,63,24,19,40,18,40,19,36,16,
40,43,37,41,58,25,52,40,61,70,65,16,28,50,30,11,19,31,10,23,30,10,68,30,36,59,66,38,47,68,23,46,51,
39,46,25,31,45,64,49,22,21,13,51,19,64,69,21,59,22,40,32,67,28,31,37,10,61,39,41,48,17,70,53,11,39,
19,66,29,60,49,24,46,27,64,56,33,66,70,51,49,38,14,60,58,39,65,67,34,48,34,14,26,21,47,58,57,38,36,
37,21,17,47,63,63,63,44,54,12,48,29,57,70,35,10,59,22,20,23,26,48,22,64,70,23,40,17,51,16,46,13,51,
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