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DARK WEB
Can you afford to be exposed?



How compromised credentials can lead to a 

data breach, and what cybercriminals do 

with credentials once they’ve obtained them.

A tour of the Dark Web - the current 

landscape of threats against small and 

medium sized businesses and how your 

credentials can be exploited
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AGENDA



DARK WEB
Estimated to be 550 times larger than the 

surface web and growing. 

Because you can operate anonymously, 
the dark web holds a wealth of stolen 

data and illegal activity. 
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HOW DO 
BREACHES HAPPEN?



9 Ways Your Employees’ Work Credentials Can Lead to a Breach. Your current and former 

employees often use their work email address and password to access common public sites. 

Many public sites have suffered data breaches, with data ending up on the Dark Web.
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THE THREAT TO ALL BUSINESSES



Compliance laws dictate that Security and 

Access Management are no longer optional. 

Data regulation is not just limited to 

Fortune 500 companies. Small and 

medium-sized organizations are also 

being held responsible.

ALL IN ON
ZERO TRUST

Compromise Monitoring 
& Access Management



LET’S TOUR THE
DARK WEB



Businesses are a common target 

for Dark Web criminals, because 

businesses tend to have money. 

It also allows the criminal to feel 

better about stealing from “Main 

Street Flowers” because they’re 

just “sticking it to the 

corporations.”

SNAPSHOTS 
FROM THE 
DARK WEB

How you can purchase data about employees from various companies 



SNAPSHOTS 
FROM THE 
DARK WEB

Purchase voter databases with voter id’s, addresses, dates of birth



SNAPSHOTS 
FROM THE 
DARK WEB

Clone Card Crew Dark Web site - Credit card dumps



SNAPSHOTS FROM THE DARK WEB



SNAPSHOTS FROM THE DARK WEB



This one is so popular that it’s 

sold out. ‘Fullz’ typically means 

there is enough information to 

commit ID fraud

SNAPSHOTS 
FROM THE 
DARK WEB



Here’s someone selling the 

“largest” known data dump 

for $10. These markets are 

run largely the same as eBay 

or Etsy. Note that the seller 

even has “ratings.”

SNAPSHOTS 
FROM THE 
DARK WEB



Business credit card details are being 

sold with a holiday discount. 

SNAPSHOTS 
FROM THE 
DARK WEB
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LOOKING FOR A JOB?
The Dark Overlord is hiring ‘goal-oriented’ 

cybercriminals for $63K per month

The Dark Overlord is hiring. 
Specifically, it’s hiring software 
designers and systems engineers with 
at least “10 years of experience” to 
“bring innovative approaches to 
operations and think outside the 
box.”

An annual salary of $762K (payable 
after a 90-day probationary period, 
naturally) with an expected increase 
to $1.068M after two years 
(contingent upon positive 
performance reviews, of course).

Our analysts pulled this job posting 

which looks exactly like something you 

might see on Indeed or LinkedIn. 



Hackers are posting verified

Zoom accounts on the Dark Web.

THE DARK WEB 
BUSINESSES ARE REAL



FROM RANSOMWARE
TO PUBLIC EXTORTION



dkeys@zypha.com

941.214.0150

www.zyphausa.com/darkweb

THE DARK WEB IS DANGEROUS 
TERRITORY

But you are not alone. Let’s design 
the right strategy and shield your 
business against Dark Web threats.
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