DARK WEB

. Can you afford to be exposed?

=7\/pha




AGENDA

1 How compromised credentials can lead to a
data breach, and what cybercriminals do
with credentials once they’ve obtained them.

2 A tour of the Dark Web - the current
landscape of threats against small and
medium sized businesses and how your
credentials can be exploited
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(SURFACE) WEB

The level where data is PUBLIC
Only 4% of the web consists of
indexed public websites that are
visible to all web users through
ordinary search engines such
Google and Bing.

DEEP WEB

The level where data is PRIVATE
The largest part of the internet is
made of protected information
and is only located and accessed by
a direct URL or IP address, that may
require a password or other security
access to get past public pages.
That includes: email, online banking,
social media pages & profiles,
services such as video on demand,
etc. It's used for legit purposes.
Most of us access the Deep Web

every day.

DARK WEB

The level where data is ANONYMOUS
Within the Deep Web is the part

of the internet called the Dark Web.

A complex encrypted system not
visible to traditional search engines
that can only be accessed by a special
browser called Tor. Transactions, IPs,
profiles, locations, etc. are totally
anonymous, making it the perfect place
for many illegal activities to happen.
It's not illegal by itself but that's where
criminal sites live.

DARK WEB

Estimated to be 550 times larger than the
surface web and growing.

Because you can operate anonymously,
the dark web holds a wealth of stolen
data and illegal activity.




HOW DO
BREACHES HAPPEN?

O RTatH

CREDENTIAL BOTNETS
THEFT




THE THREAT TO ALL BUSINESSES

9 Ways Your Employees’ Work Credentials Can Lead to a Breach. Your current and former
employees often use their work email address and password to access common public sites.
Many public sites have suffered data breaches, with data ending up on the Dark Web.
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ALL IN ON
ZERO TRUST

Compliance laws dictate that Security and

Access Management are no longer optional.

Data regulation is not just limited to
Fortune 500 companies. Small and
medium-sized organizations are also

being held responsible.

Compromise Monitoring
& Access Management

darkﬂweb
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LET’S TOUR THE
DARK WEB




How you can purchase data about employees from various companies

SNAPSHOTS
FROM THE
DARK WEB

Businesses are a common target
for Dark Web criminals, because
businesses tend to have money.
It also allows the criminal to feel
better about stealing from “Main
Street Flowers” because they’re
just “sticking it to the
corporations.”

. .

[AD] USA Business And Investor Database 8 Million Records

Product Description

4+ Add Listing

2 sold by Goidapple [ o g B L k)
FEATURES

= Product class Digital Product & Quantity left 2
@ Views 276 & Visibility Public

XEndsiIn Never ¥ Payment Escrow

K Unit price: ©0.146306 @0.00196914 I 0.11611036 @ 0.03337236
USD 10.2897 XMR BTC LTc BCH

Instant Delivery 1 Days - USD +0/item

™ Buy Now

Maximum Quantity: 1

USA Business And Investor Database 8 Million Records

Allinformation in this database is in plaintext.

Included information: Employee Email Addresses, Company Name, Address, City, State, ZIP Code, Telephone Numbers, Company Website,

Employee Numbers, Sale Volumes, Company Vocation, Fax Numbers, SIC.




Purchase voter databases with voter id’s, addresses, dates of birth

. .

Description Refund policy Terms & Conditions

Product Description

Kansas Voter Database 1.8 Million Voters

Allinformation in this database is in plaintext.

S N A PS H OTS Included information: Voter 1Ds, Full Names, Physical Addresses, Previous Addresses, Date of Birth, Genders, Voter
F RO M T H E Status, Phone Numbers.

We promise:
DA R K W E B - Your order will be delivered instantly.

- If you are not satisfied with your order we will refund your order.




Clone Card Crew Dark Web site - Credit card dumps

SNAPSHOTS
FROM THE
DARK WEB

—May-2017
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Attack of the Clone

Weicome back! Thank you for giving us another chance to provide you with the best credit cards
Here you'll find cloned credit cards at discounted price and promised funds

All cards are skimmed and cloned. Every card Is written by high quality writer and come with working
PIN. We have a large database of credit card - ranging from Oday to 90days. Every card Is verified
for funds and validity before shipment. They work woridwide

We ship all of our cards 100% discrete via FedEx Standard Overnight within USA and
FedEx International Priority for countries outside of USA. Shipping cost is included

These cards are legit and safe to recieve. Using them is another thing

Free CC dumps of April 2015. We also sell dump 182 tracks!
First Name - William

Middle Name : K

Last Name : Black

Spouse Name

Father Name

Billing Address ' 65 Autumn Creek Lane Apt C

City - East Amherst

Chmbn - ATV

BALANCE $2,000 USA VISA CREDIT CARD BALANCE $5,000 EU VISA CREDIT CARD BALANCE €5,000




© SNAPSHOTS FROM THE DARK WEB

r/onions

5 months ago

f Posted by u/aariz115 5
12 looking for leaked databases

can anyone help me in finding sites from where I can download the latest leaked databases.
Thanks in advance for the help !

B 15 Comments # Share n Save ) Give Gold (@ Hide [ Report

| Limitto 1000nows = | _._:'g'} | & @ LIRED




© SNAPSHOTS FROM THE DARK WEB

_1
USA Business Bank Account and Routing Numbers! Perf
ect for ACH Fraud

25,99 EUR B0 ¥ Favorite ? Question W Report
Vendor ¢ [+11-0]

Quantity: 1
Class Digital

O Litecoin (LTC)
Escrow Type Full escrow
O Bitcoin (BTC)
O Monero (XMR)

1 items sold since 2018-02-11 01:25:06

Details
Business Bank Chequing and Routing Numbers!
What you get is a listing of a bank account that belongs to a U.S. business (routing and checking numbers, NOT login)

You will receive the exact following
Business name, Bank Account Account Name , Address, City, State, Zip, Tel, Bank Name, Routing Number, Account Number

Format may vary but recall that all routing numbers are 9 digits and start with a 0, 1, or 2 so if it is 8 digits then a 0 goes in front

What can these be used for?
Anything, but primarily ACH transfers would be best
Funds being available have never been an issue with these accounts

Want to do more with them? Many of the listings have the bank account name as an individual. See if you can purchase their ssn online, and from their it is quite easy to gain access to
their bank login

darkﬂweb
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300 x Business Fullz Of Californian Business owners! C
omplete! High Credit score!

15 EUR B 0.003231 ¥ Favorite 2 Question jm Report

Vendor BOOM [+2|-1]

S N A PS H OTS Class Digital Ouahtity | 1

O Litecoin (LTC)
Escrow Type Full escrow

F RO M T H E 5 items sold since 2017-11-07 21:47:17 SMB;:;Z :z\:;))
DARK WEB

Th]S One iS SO popular that _it,S Details Terms & Conditions Feedback
sold out. ‘Fullz’ typically means il - -
300 x Business Fullz Of Californian Business owners! Complete! High Credit score!
there is enough information to
commit ID fraud
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SNAPSHOTS Database Collection #1-5 + AntiPublic
FROM THE (2019) (+-1TB)

In January 2019, a large collection of credential stuffing lists (combinations of email
addresses and passwords used to hijack accounts on other services) was discovered
being distributed on a popular hacking forum. The data contained almost 2.7 billion

records including 773 million unique email addresses alongside passwords those

Here ’S someone Sell] ng the addresses had used on other breached services. Full details on the incident and how to
search the breached passwords are provided in the following blog post:

¢ la rgest 28 known d ata d um p https://www.troyhunt.com/the-773-million-record-collection-1-data-reach/

for $10. These markets are Details Rating

run la rgely the Same aS eBay Qt.xa.ntity in stock 8 Piece ' Communicati?n 2.2 0.1 :'
Minimum amount per order: 1 Piece Quality  Fkkhk Wl

or Etsy. Note that the Sel.ler Maximum a.m.ount per order: 1 Piece

Category: Digital goods = Other
Views: > 200

even has “ratings.”




bitcoin & monero

| n fO * Add to favorites

Vendor: pikachupacket (521) &+ Amount

@ Any questions about the offer? 1 :
= Digital goods ‘

< Escrow

SNAPSHOTS
FROM THE N
DARK WEB = e

This listing is for Track1 & Track2 Platinum, Centurion, and Small Corporate 201 American Express Credit Dumps from

Miami, Florida Centurion & Small Corporate 201

Miami, Florida.

Business credit card details are being
HOLIDAY DISCOUNT

sold with a holiday discount.




THIS ISN’T LIMITED TO THE U.S.

DENMARK CREDIT CARD 100% VALID AND

are 3 e Please contact before e You have 6 hours to co
el VendorLevel4 X Trustlevel 4
Features

Product Class Digital Origin Country
Quantity Lefit Unlimited Ships to
Ends In Never Payment

Features

USD + 1.00/

Purchase price: USD 39.00

Y CI

Description  Feedback
DENMARK CVV , DENMARK CC , DENMARK CREDIT CARD 100% VALID AND LIVE!! BUY 3 AND GET 1 FREE!!!
High quality § CC { Credit
All my cards are valid and live
¢t befor

You have 6 hours to contact me

darkﬂweb




THIS ISN’T LIMITED TO THE U.S.

FRENCH PASSPORT SCAN + UTILITY BILL

d, 2 first pages. Electricity bill is no older th

d since April 24, 2019 @EHEARNETRS) @At EET:R)

Features Features
Product Class Digital Origin Country World Wide
Quantity Left Ships to
Payment

Purchase price: USD 13.21

1 @ BuyNow | @ BuyNow [P Buy Now m

11 XMR

Description  F ck  Refund polic

FRENCH PASSPORT SCAN + UTILITY BILL

SCAN + UTILITY BILL

darkﬂweb
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THIS ISN’T LIMITED TO THE U.S.

German ID both SldeS valid

Sold

Features Features
Product Class Digital orld Wide
Quantity Left Unlimited

Ends In Never Payment

fault - 1 day - USD + 0.00

Purchase price: USD 6.60

— o - Fomon L v

0.000797 BTC/0.116077 LTCf0.124714

Description Refund
German ID both sides valid
nan ID both sid

nale or female.

darkﬂweb




THIS ISN’T LIMITED TO THE U.S.

and Hi Il countri th d. Data Fomn

d by bluer - el ‘endor Level 7 X Trustlevel 7

Product Class Jigits Origin Country
Quantity Left i Ships to
Payment

Purchase price: USD 10.99

Description

Worldwide CC & CVV from UK/US/DE/FR/CA/JP/AU/NL/IT/CH/DK/EV/AsIa...




Our analysts pulled this job posting
which looks exactly like something you
might see on Indeed or LinkedIn.

LOOKING FOR A JOB?

The Dark Overlord is hiring ‘goal-oriented "
cybercriminals for $63K per month :

The Dark Overlord is hiring.
Specifically, it’s hiring software
designers and systems engineers with
at least “10 years of experience” to
“bring innovative approaches to
operations and think outside the
box.”

An annual salary of $762K (payable
after a 90-day probationary period,
naturally) with an expected increase
to $1.068M after two years
(contingent upon positive
performance reviews, of course).




14:43 oo =l 73% &

FINANCE.YAHOO.COM
I H E D A R K W E B Hackers are posting verified Zoom accounts on the dark web
The dark web is full of coronavirus related scams, from compromised...

Hackers are posting verified 70
Zoom accounts on the Dark Web. M | Nasdals,

APRIL 2¢ Nanaq

Sixgill
5
‘ April 6 - Q) o

On April 1st, our analysts uncovered that an actor in a popular dark web
forum posted a link to a collection of 352 compromised Zoom accounts.
These accounts include email address, password, meeting ID, host key,
host name, and type of Zoom account. Read the full article:
https://hubs.ly/HOpdh1g0

“On April 1st, an actor in a popular dark web forum posted a link to a collection of 352
compromised Zoom accounts,” a spokesperson for cybersecurity firm Sixgill wrote in an

email. “In comments on this post, several actors thanked him for the post, and one

revealed intentions to troll the meetings.”

Sixgill said these links included email addresses, passwords, meeting |Ds, host keys and
names, and the type of Zoom account. Most were personal, but not all.




FROM RANSOMWARE
TO PUBLIC EXTORTION

D . .

14:43 oo ol 73% @ j

Maze releases some of the Allied Universal files
XX

Knowing that tomorrow was Maze's deadline, we were surprised tonight when they posted in our forums

i a description of the breach and a link to almost 700 MB of leaked files.
Travelex Reportedly Paid $2.3M

Ransom To Hackers "We have already morning of Friday. Yes, it is friday in asia. Forgot to mention that deadline is a
By PYMNTS friday by our local time, and not US."

This link was for a 7-zip archive containing files related to termination agreements, contracts, medical
records, server directory listings, encryption certificates, and exported lists of users from their active
directory servers.

Name Date modified Type Size

O A N osenndeinty e /2l §/25/201512:15 PM  Microscft Excel W... 93 KB

@ niseanex Meeting pdf Chrome HTML Do.. 27KB

@ nw e signed severance agresmen... Chreme HTML De.. 11,290 KB

@5 DRAFT - CONFIDENTIAL SEPARATION A... Microsoft Word D... 41 KB

@2 v et CONFIDENTIAL SEPARATL., Microsoft Word D... 43¢B

Travelex, the foreign exchange company that was crippled by 6: T O NN EPARRTE Chrome T Das ae
) ot = wilire Sandendoo Microsoft Word D... 25KB

hackers on New Year's Eve, reportedly paid a $2.3 million @ e, Sndorpl EIMETL = TN

ransom to get their systems back online, The Wall Street B mmnoncine. CONFIDENTIAL SEPARAT...

44 KB
Journal reported. @ vesnlrxana. CONFIDENTIAL SEPARAT... 2158
ﬂk e e dook 25KB
E ronnloxirnrodf Chrome HTML Do.. 186 XR
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THE DARK WEB IS DANGEROUS
TERRITORY

But you are not alone. Let’s design
the right strategy and shield your
business against Dark Web threats.

dkeys@zypha.com
941.214.0150

www.zyphausa.com/darkweb




g THANK YOU

DARRYL KEYS, PRESIDENT & CEO
dkeys@zypha.com
941.214.0150
www.zyphausa.com/darkweb




