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KEY CHALLENGES OBSERVED

Non—Financial risks are often managed in Excel spreadsheets, but
when multiple objects are needed to produce management reports,
this could lead to inconsistencies, errors in pivot tables, time
consuming manual corrections.

When data are stored into separate files or in separate systems, the
consolidation or aggregation into management reporting might be
long and cumbersome.

Copy/paste of graphs including inaccurate values might be subject
to multiple quality reviews or in the worst case this could lead to
wrong decision-making by top management.

Static data in spreadsheets do not contain real time monitoring
and do not reflect progress or evolution made in the organization.

Risk analysts are spending 80% of their precious and costly time
on spreadsheet administration instead of risk analysis.

Risk management strategies are very often based on supplier-
tooling rather than being based on clear functional
requirements including a holistic approach covering all control
function requirements.

MAJOR IMPACTS ON BUSINESS PRACTICES:

Inability for management to take optimal risk/return
decisions or unreliability of risk reporting due to poor
data quality.

Inability to anticipate non-financial risks, and
estimate accurately their related P&L impact or
estimate their reputation exposure

Ad-hoc or incomplete internal control
mechanisms.

Inefficiency in meeting changing regulatory
requirements
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MARKET GAP:

RISK MANAGEMENT TOOL

Based on observations, the best practice is to automate
analytics and production of reports (and avoid using manual
Excel).

Existing tools do not integrate a data model that is sufficiently
reliable to consolidate all information and produce dashboard
or reporting in one single place.

Existing GRC tools are expensive, not sufficiently flexible to
accommodate the current way of working of each organization,
and do not provide reliable solutions covering all sub-domains
of non-financial risk management i.e. operational risk
management, privacy risk management, business continuity
management, disaster recovery, cyber security management,
daga security management, compliance management or internal
audit.

BUSINESS CONCEPT

A tool offering a comprehensive solution, based on modules
with user interface enabling production of analytics and
management reporting.

Software designed to substitute standalone Excel files.

Complete GRC Suite producing reporting directly in the
tool itself.

Efforts and workload from 1st line of defense representatives
will be reduced by having all modules within 1 single tool.

This will ensure a smooth embedding and deployment of
risk culture.
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GRACE CONNECT GRC SUITE

The Grace Connect GRC Suite has been designed to include all relevant modules supporting a smart
and efficient deployment of a non-financial risk culture within your organization, while ensuring a
smooth adherence to regulatory requirements, with particular focus on DORA.

KEY DIFFERENTIATING FACTORS

e User friendly interface easy to use allowing a quick e Sophisticated Data Model supporting an effortless use of the
understanding of all functionalities. GRC Suite.

e The Suite is fully customizable at reasonable cost, with
deployment performed depending on your size, complexity,
and maturity of existing risk framework.

e Contains graphs, KPI's, and narratives that will allow to
manage risks pro-actively instead of reactively.

e Time dimension is embedded in the GRC Suite as it is usually
better to anticipate risks and delivery dates.

A calendar is included to log all important dates such as Risk
Committees, testing, delivery to close an audit finding, high
priority action delivery date, which in turn enable a smooth e Embedding of best market practices and advanced risk
management of non-financial risks. management evaluation tool (e.g. Cyber Security, GDPR,...).
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GRACE CONNECT GRC SUITE:

Home

SHORT INTRODUCTION

Mews fead

The GRC Suite is based on intuitive and logical structure composed of
separate modules. Through an innovative way, the GRC Suite makes the
approach to manage non-financial risks smoother, smarter, and more

MODULES EMBEDDED

SR Dutch begin COVID-19 vaccinations last UK goes into Tier 4 lockdown as new
COMPLIANCE D EU nation t.., vartant of COV...
INDICATORS / IT GENERAL AUDIT & COMPLAINTS QUARTERLY
KPI CONTROL REPORTING MANAGEMENT
REPORTING
THE HAGLIE MNetherlands AR MNearky pwo weeks after Englands chief medicad officer has informed the
RISK CMMI Thirel risrtss st other Eurapean LUnion nations the Methardands Warld Health Organizacion that the nes coronavirus
PROJECT MANAGEMENT | Assessment & U Slaldi ©OLUHBLANE = N a ;
- MANAGEMNT Assessment TRAINING
Self-Assessment Capabilities
DATA o 5
OUTSOURC'NG | 7 T By, Ao L
RADAR IMPACT INTEREST
Assessment Assessment
EVENT OPERATIONAL RESILIENCE DATA i > Eh O
TRACKER RISK SCENARIO TESTING DICTIONARY APoTRagie IELAPLRGIDAAN
ACTIVITIES
BUSINESS LEGITIMATE DORA ITS Risk category (Open) Task oriorit
PR E My (LHen dSK Prion
SleEa INCIDENT CONTINUTY e INSTEREST REGISTER OF 5 4

<2 [FOResE Azl MANAGEMENT |Self-Assessment | @@ csment INFORMATION

SYSTEM,
POLICY IT COMPONENT & BCM DATABREACH | TTIVACYRISK CONTRACT

Self-Assessment REGISTER MANAGEMENT

CIA Classification
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FOCAL POINT ON COMPLIANCE

WITH DORA (1/2)

Based on our support of DORA project with market participants, we updated the Grace Connect GRC Suite to support your roadmap to compliance
with DORA regulation. Modules presented in the table below are actively contributing to effective implementation of DORA requirements (incl. also

ITS/RTS provisions).
ENTITY-LEVEL MODULES
DORA Ref.

PROCESS-LEVEL MODULES

Art. 5 - Governance and organization Policy framework AArt.zz.13, 8('55 ] IdeTtlfl.cat.|0|n Process
RTS Risk Art. 2, 3 y rt. 28.3 - General principles

Art. 11.2.b, 11.10 - Response and Art. 19.1 - Reporting of major ICT-

recovery related incidents and voluntary
, - , .17 - ICT- inci notification of significant cyber
Art. 24.2 - General requirements for the performance of digital operational Art. 17 - ICT-related incident 8 y

management process threats .
resilience testing Event & trackers Art. 1%.1.(a-f)F-) Classification of ICT- Art. 28.7.a - General principles Incident
related incidents and cyber threats RTS Risk Art. 22
RTS Incident mgt Art 2
RTS Incident mgt Art 10

Art. 6.7 - ICT risk management framework Audit report & findings Art. 11.2 - Response and recovery

. ° R o
Art. 13.2 - Learning and evolving cr;lizisecl::: 1_:;:lege&
RTS Art. 26

Art. 11.6.a. - Response and recovery

BCM Risk t Art. 8.3 - Identification
RTS Risk Art. 27 ISK assessmen

Risk management

Art. 5.1 - Governance and organisation
Art. 6.3 - ICT risk management framework

Art. 16.1.a - Simplified ICT risk management framework
Art. 6.8.c - ICT risk management framework
Art. 17.3.a - ICT- related incident management process

Mitigation

Art. 8.2 - |dentification Scenario analysis

Art.11.5 - Response and recovery RTS Risk Art. 24
Art. 12.6 (RTO/RPO) - Backup policies
and procedures, restoration and Process BIA
Art. 13.6 - Learning and evolving Training recovery procedures and methods

RTS Risk Art. 5 CIA classification

Modules are mapped with specific DORA provisions and by having a comprehensive design of modules, Grace Connect GRC Suite demonstrate
its capacity to cover maximum of DORA requirements in one single solution.
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FOCAL POINT ON COMPLIANCE

WITH DORA (2/2)

Grace Connect GRC Suite becomes the first GRC solution on the market offering a comprehensive support in DORA compliance efforts.
The inter-connexion between all modules included in the Suite enable a smooth channeling of information in all ITS templates and eventualy in
the annual DORA report (RTS risk management Art. 27).

SYSTEM-LEVEL MODULES ICT THIRD PARTY-LEVEL MODULES
DORA Ref. Module DORA Ref. Module

Art. 8.2 - |dentification
Art. 24.6 - General requirements for the performance of digital operational
resilience testing

Art. 28.1.a, 28.3 - General principles
Resilience testing RTS Third Party Art. 1
RTS Risk Art. 24.1 report & findings " 23;2/29";: :arti/_rl;r:. 3-§ .
RTS Risk Art. 25 (EU) _Rol (ITS Provisions)

Art. 11.5 - Response and recovery RTS Th',rd Party Art. 5 Third Party assessment
Art. 12.6 - Backup policies and procedures, restoration and recovery REULTE s Aalac s
System BIA

procedures and methods

RTS Risk Art. 24 Art. 28.3.c - General principles . .
RTS TP Art. 5.2 Outsourcing risk

. assessment
RTS Risk Art. 3.1 RTS Art. 6.1.a.
RTS Risk Art. 6 IT General controls

ITS all provisions DORA ITS
Art. 8.2 - |dentification

Art. 17.2 - ICT-related incident management process Art. 28.4.e - General principles

Art 18.2 - Classification of ICT-related incidents and cyber threats Cyber threat analysis RTS Third Party Art. 8 Contract & Service
RTS Incident Mgmt Art. 16 RTS Third Party Art. 9 Assessment

RTS Risk Art. 3.1 (EU) 2024/2956_Roi (ITS Provisions)

Third Party

Art. 28.4.e - General principles
Art. 12 - Backup policies and procedures, restoration and recovery procedures RTS Risk Art. 2.2.g. Conflict of interest

and methods Data dictionary RTS Third Party Art. 7
RTS Risk Art. 11

Art. 6 - ICT risk management framework Svstem & IT combonent
RS Risk Art. 4.2 y P RTS Risk Art, 15 T project
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ITS IMPLEMENTATION

GRACE CONNECT READINESS

Within Grace Connect GRC solution requirements for ITS reporting are fully embedded and can be further customized according with client's
organizational structure

ITS Template Template title Relational keys Modules in GC GRC Suite ITS Structure

B_01.01 Entity maintaining the register of information DORA ITS Company information section The Register of Information comprises 15 templates,
interconnected trough relation keys to link data(i.e.
B_01.02 List of entities within the scope of the register of information DORAITS Consolidation perimeter contract reference number, ICT third_party service
provider identifier, function identifier, and ICT service
B_01.03 List of branches ‘ DORA ITS List of branch(es) identifier).
These keys are defined in 1 specific template and link the
B_02.01 Contractual Arrangements — General Information ‘ CONTRACT MODULE others. For instance. the contract reference number key
defined in RT.02.01, facilitates connections across
B_02.02 Contractual A ts — Specific Inf ti CONTRACT & SUPPLIER MODULES y
. SITACTIE ATTENSEMENEs = Speeiic IoTmation 00000 templates such as RT.02.02, RT.02.03, RT.03.01, RT 03.02,
B_02.03 List of intra-group contractual arrangements ’ CONTRACT MODULE RT. 0303' RT 04011 RT. 0502' RT. 07.01 Creatlng

relationships among their data.

Entities signing the Contractual arrangements for receiving ICT service(s) or on behalf . CONTRACT MODULE

B_03.01
= of the entities making use of the ICT service(s)

Relational keys:

CONTRACT MODULE

B 03.02 ICT third-party service providers signing the Contractual arrangements for providing ‘ ‘

ICT service(s) . Contractual Arrangement Reference number

Entities signing the Contractual arrangements for providing ICT service(s) to other ‘

B_03.03 entity within the scope of consolidation SONURASY [4(RIett= O Function Identifier
B_04.01 Entities making use of the ICT services ‘ ‘ ‘ CONTRACT MODULE ‘ LEI of entity making use of the ICT Services
B_05.01 ICT third-party service providers . SUPPLIER MODULE . Type of ICT Services (annex ”l)
IOLHo I (CT service supply chains OXOX | CONTRACT & SUPPLIER MODULES @ Identification code of the ICT Service Provider
B_06.01 Functions identification ‘ O PROCESS & BCM BIA Modules ‘ Identification code of the branch
Assessment of the ICT services . ‘ . SERVICE ASSESSMENT
Definitions from Entities making use of the ICT Services NA
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EVENT MANAGEMENT

To facilitate monitoring of significant dates the Event Management module allows users to log and track date related to Regulatory due date,
Resilience testing, Audits due date, Tasks, Trainings, key meetings. Dates can be logged trough the dedicated module Event Management or
through linked modules (e.g. Audit, Regulatory Watch, Resilience Testing, Tasks)

Event

EVENT LIST EVENT CALENDAR

Calendar can Event Calendar
be sy nized -
with utlook ) . —

February 2024
Tue Wed Thu Fri Sat
1 2 3

20 n 22 23 24

Event Name Event Type

20

Event Priority

Events calendar and graphical view

EVEMT TRALCKERS ATTACHMENTS

Event Code

EVEOOOO0O0005T

Event Mame *

Audit & Risk Committee

Event Type *

_ommitese
Creation Date *

e

Created By *

Admin User

Event Date *

£ 13/01/2020

Event Priority *

Medium

| Medium Mew Event

|
Low
Add Tracker
Comments
Add Group Requirement
Add Comments
Delete Event

Event detailed view
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INTUITIVE USER INPUT WITH

EASY TO USE FORMS

User input forms are intuitive and include all required information to be reported / included in KPI's and graphs.

New Risk Home / Risks / Waw Risk
Mew Risk
Risk type * Risk 1D *
-Select risk Type v| | RSKODOOOOO166
Risk short desciption * Risk 10 #

Company name *

Seiect fompany name

Risk short descption =

Risk owner * Departmeant *
System name Process L1

*
— Select SySIem name EI:IETI FI-EII"I}' nam&e

-- Select company name —

Risk category level 1 # Risk category level 2
— Select risk category level 1 - v — Select risk category level 2 —

Risk owner * Department *
Risk full description

B I U&8 £ =

Syslem name Process L1

- Select system name ~ Select process L1 -

Risk category level 1 * Risk category level 2
Lelect risk category fevel Select risk category level 2
10000 word remaining, L
Root cause * Key Risk *
Ocher - Mo

Drop down window for input of information in related objects (New Process risk). This

User input form (New risk) enhances controls and reduces manual errors (input failures).

All data fields are selected and designed to meet client requirements, comply with industry best practices and regulatory expectations.
Similar approach for input form is used in all modules of the GRC Suite.
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HOMOGENEOUS LIST VIEW

THROUGHOUT ALL MODULES

Once information is introduced by users in the GRC Suite, a list view is available with all columns and metadata. From this list view, users can:

DIRECTLY ACCESS GRAPHS OR KPI'S VIEWS DOWNLOAD IN PDF OR XLS FORMAT DIRECTLY PRINT OUT THE LIST VIEW

Complaints List

Show w00 Sty Search " R B &l a
COMPLAINT COMPLAINT COMPLAEMT
COMNAE AN T FER ] MANAGED CORPLAINT RECEIWER HAMDLER
SR NO COMPLAINTS NAME COMPLAINT TYPE L1 COMNTRACT D PRODUCT CLASS ORIGINATOR ORIGINATOR INTERMALLY? RECEIVED FROM ACTIVE HAMDLER HANDLER ID DEPARTMEMNT
1 matfuncticning of an ATM m BG4 m - - m n Compliance_Director Banking ~ BKCOMP Compliance
. payment software not RETH m m - m - Compliance Director Banking  BKCOMP Comipliance
oparational
] sell order not placed 452 m - - m - Credit_BO_agent Banking BECBO Credit Back Office
4 prodered credit card neves 978 Oy | Orhe - - - Credit_BO_agent Banking BKCBO Credit Back Office
raceiyed
5 Unsatisfactory settlement m D000 234567324 Othes - - Ernail “ Complaint_agent Insurance INSCOMPLAINT  Complaint Management
offer
& App for Life insurance | Claim 00000012453687 [T - - Ernail | ve | Compdaint_agent Insurance INSCOMPLAINT ~ Complaint Management
LONTract Mandgement jalure
7 Incoming complaint from Mrs, S D00D001 3456738 m (1t e - - m E Cormplaint_agent Insurance INSCOMPLAINT ~ Complaint Management

it Ambrosol

 The user interface is the same for all modules included in the GRC Suite: users get familiar with the interface quickly and are comfortable using new
modules.
* The view can be modified by adding, hiding, sorting, filtering columns depending on user’s preferences and needs.
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PROCESS-BASED ORGANIZATION oas
AS A BACKBONE

There are various ways to look at an organization, especially depending on its size, complexity of products, and operating processes.
The GRC Suite is designed to integrate a Process view enabling users to map out:
Risks, Controls, Incidents | BCM business impact analysis | Data Quality issues | Audit Findings linked to business processes
(likewise majority of the modules in the GRC Suite)

m Home [/ Process List

Process

Process List

Process L1 per Department

Process module can be

Show | soo entries Search Total number of Process L) per departmant ||nked i X|St|ng
co "
docume on tools
1D PROCESS TITLE PROCESSID PROCESS L1 PROCESS L2 E 5 18
5 I LR 0 N I T R S &k through API
: * 5% § 4 8 8 2 2 2
220  Medical supplier onboarding ~ PRO0000000220 Medical supplies o I B0 dDnNunumumccanlll =32 /
l\."'-.' £ F i i, ¥ O i,"-‘t - £ -, .3 F 'u—-l.‘. '\i; [~} ":':I g /
}___.\-:-"3 ,;i":'{: S:_-?f I.-‘JL{- ﬁ,,‘.f “L'-F .;_\,_‘} e x,_-.' H{:‘\-‘ e & .‘i::-:!" & L ..'-‘-‘::bf J;u il ,,'F‘.' / /
b - ol R A T -.."-.3 i F 5':& \r\ -Q"'?‘M ;_L";:L o F‘k ¥ 1_-:-\1# '\"-?\ i 'H.:‘\ b“c;'- .L\:'-?* /’/
il }-;.:""  nile - L_j_x- __"l,_h &_-:- -.F‘ " H_..;- ?*‘_7- w“"'.' o e \p‘f' - £ i ﬂ_.;.t ._:-e-'p g & /'/,/
219 IT software development PRO0000000219 ICcT -
(SDLC)
218 Process payment of incoming PRO0000000218 Finance & Accounting Process L1 per Function
invoices
Total mumbar of Process L1 per Funcrion
217 Business development: selling PROOO0O000D0217 Business development 200
SecurePort to new clients 146
3 100
216 Gain new clients for Grace PRO0000000216 (R Client acquisition 5
Connect 14 12 2 3 2 2 2 F 1
[ — —
T "l;; & At i_'\-k ,_\_x‘? L # .Q:'-“ ,H_""h ; L
215 Career management of PROOGOOO00O215 B ort 3 Human Resources g Y oF P F 2 27 & 3
consultants o o Fad p—"‘"} ' ad & w‘f

The Process module serves as the backbone of the GRC Suite, enabling the centralized documentation of organizational processes and
activities.

This will allow users to have a consolidated view on all related items cutting through a process. For smaller organization, a view per
department is designed by default.
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WORKFLOW-BASED INCIDENT é@lélk?k’nggézgfa
MANAGEMENT MODULE RTS Incident

Mgmt Art.2, 10

Incident modules enables users to log, track, and manage incidents originating from various sources, including operational risks, cyber security

threats, and compliance issues.
data quality issues cyber security incidents data breaches (GDPR requirement)
Incidents List

_

Remediate 6

Show s entries ; A il
Search Eatibreach Payment made to wrong Connection issue switch box located in Unavailability of data center " Unavailability of network "
dfl sSenver room
INCIDENT INCIDENT ) ) e Difference: 3 Years 5 Months 7 Da srence g 8
; ) ) ; AT s Difference: 3 Years 5 Months 3 Days
iD INCIDENT TITLE TVPE CATEGORY Difference: 3 Years 3 Months 2B Days Difference: 3 Years 4 Months 7 Days Risk rating: Very low Risk rating: Very low
Risk rating. Very low Risk rating: Very low .
166 server damage to a fire in T Damage to physical assets F Oirector Rarkdna ORED Tost-01 T_Director Banking ORED-Test-02
[0 '
165  Wrong credit interest rate Clent eompiain Complaint received from client Franidd case In LifeCo i Data breach - 2183 documents sent to Ef_‘; b"c"-l‘iaeﬁ; - 3 documenits shared with N Correction 86 contract_complain i
appiied wrong customers by post &

Information Security fallure . ) . ) . - Difference: 3 Years 4 Months
- Y Difference: 3 Years 3 Months 14 Days p ) Drfference: 3 Years 2 Months 18 Days )
Difference: 3 Years 2 Months 18 Days Risk rating: Very low

Risk rating: Very low Risk rating: Very low Risk rating: Very low

164 [ANSOMINAre

163 Data leackage Cyber security incident

Em 2 N _ : = = LORE-8) Director Banking
T = B HINE il E— T TR B | inking =
. . _‘ﬂ !E I_Lhrector dansing : 56 TE
162 RROS attack m Cyber security incident
Postal fraud - Falsified surrender
Data breach - 2183 documents sent to N _ , Incident test RBS = 8 {G.R ~
161  phishing attack by email [ cyber Security | Cyber security threat monitoring wrong customers by post Accounting system failure ~ ocument G.R.
159  Failure of an Infusion pum Business disruption & system failure Operational Risk Op Risk
59 i f | P Operational . ¢ FRET . , - Difference: 1 Years 11 Months 2 Days Difference: 3 Years 4 Months
Difference: 3 Years 2 Months 15 Days Difference: 2 Years 12 Months 3 Days
; X ; RisK ratng: Low Risk rating: Very low
: Risk rating: Very low Risk rating: Very low
158 Misplaced documents Client complaint Complaint recened from chient .
interchanged between o £ar)| INCO0O00001 19 PROJECT_Mgr Insuranice | LORE-05 | _Director Banking
/
L3 o o L3 o o o o o L3 f
Simple list view (all incidents) Incident tracking view (all incidents)

Possible connectioﬁ

RA/

API)

Incidents are listed and illustrated with predefined graphs and are an input to Key Performance indicators (KPIs).

This allows users to real-time monitor, ensuring timely resolution and in compliance with DORA requirements. (thro
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WORKFLOW-BASED INCIDENT
MANAGEMENT MODULE

* X %
* *
* DORA *

* *
* 4k

Covering
DORA

Art11.2.b, 1110, 17,
18.1(a-f), 19.1, 28.7.a
RTS Risk Art. 22,
RTS Incident
Mgmt Art.2, 10

A set of KPI's and graphs has been pre-defined in each module of the GRC Suite to provide users and management with a clear insight on
critical issues that require immediate attention.

Total number of Incidents
(Open)

135

Total number of Incidents

: 1l
0 Q22023

@ 0% increase

Total number of Incidents
(New)

7 i
O Q22023 -

® D% increase

Total number of Incidents
(Closed)

0

© Q272023

® 0% increase

Total number of Incidents
(High)

46

Total number of Incidents
(High & New)

5 il
O Q272023 I

® 0% increase

Incidents type Status

Total number of Incidents
{High & Closed)

0

Q272023

@ 0% increase

Total number of Tasks (Active)

45

Total financial impact

610.000 €

& Q272023
® 0% Increase

Total incidents per quarter Total financial impact per quarter

3
* 1000
&41500 10000
400w
211106
o ] -] a |
O 2022 1/ 2023 Q220

/2022 OF/XI 03/M2r O4/2022 Q12023  Q2iMad

Open incidents by severity (Q2/2023)

KPI's view (all incidents)

Requests from supervisory
authority

%

Incidents (Top 10 financial impact)

Graph view (all incidents)

KPI's and graphs uploaded in the GRC Suite provide a comprehensive view on incidents. In addition to graphs and KPI's embedded in each
module, a separate module offers the possibility to add custom-built KPI's. For advanced users, additional KPI's and graphs can be added upon

request.
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POLICY FRAMEWORKIN A SRR

CENTRALIZED REPOSITORY

The Policy framework module provides GRC Suite users with a single repository of all internal (or group) policies. Specific details of policies
such as name, version, approval dates, next review date, policy owner, regulatory references, etc are stored and updated.

Policy List + New Policy e
Show | sg entries Search hlple2als
POLICY
POLICY COMFIDENTIALITY POLICY POLICY POLICY SUBJECT TO
POLICY ID POLICY NAME DEPARTMENT VERSION LEVEL TYPE CATEGORY DOMAIN COMPLIANCE REVIEW
POLOODOD0OO04S  Code of Conduct Data Governance 0.3 Group Policy General governance requirement Governance Policy m I
POLO0OO0000047  Payment Innovation Policy Payment & Cash Management 1 General governance requirement Governance Policy
POLOOOOODO0O46  Pr innovation Policy Innovation & New Technology 0.1 li;ﬁ.ﬁ‘:'_':ﬁ] Local Policy Governance Policy m
POLDO000000045  Data Privacy Policy Legal 0.2 internal Cloud Computing [ o |
POLO0000D0044  Sustainability Policy Innovation & New Technology 0.3 Group Policy General governance requirement [ m
POLO000000043  Investment Policy Back Office - Life 11 Risk management - Article 44 S m
Pol_42 Emergency concept for Risk Management 42 Other Business Control Policy JIll o |
reducing counterparty risks in
banks and similar service
provigers
Pol_41 Appointing authorized Risk Management 0 Other m

@ Easy downloading of the list of Policies with the XLS-based or PDF-based functionalities.
@ A set of graphs and KPI's is also available for users and management.
@ Policy documents are accessible directly within the GRC Suite (see also Document Management).
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RISK MANAGEMENT Art. 8.3

ENABLED GRC SUITE

The Risk module provides GRC Suite users with most advance analytical tools in a single repository. Specific details of risks are stored and
updated, such as:

aDo

description
Show sp entries Search E m = a8 o
S5R. ND. RISK TYPE DESCIPTION RISK OWNER PROCESS L1 LEVEL ROOT CAUSE KEY RISK START DATE RISK STATUS
Catego rles 1 Process risk Risk that the medical supplier Head-of Medical Devices Hospital  Health care | Other n 26/04/2023 m
is not delivering as expected
2 Risk Dashboard Risk that BO application is out PCM_Director Banking Banking Operational risk m 06/03/2023
of support from external
provider
Im pa CtEd process 3 Risk Dashboard Cybersecurity lapses IT_Director Banking Banking 15/02/2023 m
i - . 4 Risk Dashboard Inadequate Employees RISK_Director Banking Banking “ 02/01/2023 m
likelihood, impact training
m 5 Financial risk Counterparty risk RISK_Director Banking Banking m 02/01/2023 m
6 Project risk have 2 authorized access CISO Insurance Insurance Operational risk m 31/01/2023
and more ... persons off at the same time

A set of graphs and KPI's is available for users and management. It has been designed including “narrative” so that users can easily transfer
identified by the tool main observations directly and automatically to their management report.
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CYBER SECURITY MODULE RTS incident

Mgmt Art. 16

IN GRC SUITE RTS Risk Art. 3.1
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Grace Connect GRC Suite includes a set of modules dedicated to the management of Cyber Security risks.
A maturity assessment enables to focus on areas to reinforce in the short term and design a roadmap to increase the maturity for Cyber
security in the long term.
Cyber security incidents are logged in a dedicated module and Cyber threats are monitored on a frequent basis to ensure that the
organization is aware of possible threats arising from the cyberspace.

rrm— B A =B B Incident Details Home / Incident / Incident Details : .
System per department

-_ e The Cyber secu rity module is fU”y aligned with

incident title * Incident ID * Total number of system per depariment ° . o gue ° .
Information Security CIA classification and is
— e Caukd LILEC Trgas Badit PR applicable to all systems and IT components

Cyber Security - cyberse VERSION ~ ATTACHMENTS COMMENTS = SIGN-OFF  TASK = MITIGATION  DATARETENTION = i I i i . : : Sto red in the GRC SUite.
T:::Jtu:te:;reat . si::aTUn;::went Management System - I:l .-;.':I:' L i -;- T |."_I * P O SSi bi | ity to h ave a Cyb e r Sec u rity m atu rity
R— P A A A A assessment stored and mapped out with Grace
g £ Connect Task tracking module.

Threat category *

Environmen tal
View on Systems stored in the GRC Suite
Radar ID Radar Title *
Cybe r Sec u rity = e o e IT Component Criticality
relat odules B ] [ :
. 3
can b ked with ——
CTI feed S (\th\ro ugh adversaria | threat - Phishing E 3
APl)
Confidentiality
Integrity o
B svailability Low Miszbon-crtical High Moderate

View on IT Components stored in the GRC Suite
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The purpose of the list view of the Business Continuity Management Bl Assessment module is to show to users (Process Owners) all
information included in their Business Impact Assessments, including their attributes.
This includes details on potential threats and their scoring that could lead to remediation actions (Tasks).

2. Impact
BCM Bl Assessment TASK ~ ATTACHMENTS o i e
IMPACTED RESOURCES FULLY AVAILABLE PARTIALLY AVAILABLE TOTALLY UNAVAILABLE
Crisis ID * Crisis name * People © Fully available Partially availabie Tozally unavailable
§ - e BCMCERDOOD000010 Client Account Management System (CAMS) - system interruptic
+= New BCM Bl Assessment Bk it # b Fremises O Fully avallable Parmially avallable Tatally unavailable
Technology Fully available Partially available © Tozally unavailable
BCM Officer name * BCM Officer department Information Fully available Partially available 0 Toally unavailable
BCanag Legnl Insursnce Suppliers O Fully avaifable Parzially available Torally unavailable
Crisis reporting date * Assessment period
e I . -
3. Response level

Crisis report status ™

Preliminary B Crisis report sent to Group Mip  ACTIVATED RESPONSE LEVEL ACTIVATED [Y/N) * LEVEL *

i R R 58 ¥ N
TErgEn e 5
e Emergency Respor 0O e o Ghiierr

| :
impctad busfnes proqasses £ Crisis Managment Committes O Yes Ma

Courtry

* Customer Relationship Management

Business Recovery
Related critical people
= HoCusServ Legal Insurance = CusServRepr Legal Insurance
Resource Recovery
Call tree participants
=150 Legal Insurance = HolnfSec Legal Insurance *HoRisMgr Legal Insurance = HolTSys Legal Insurance |_3 o to LF' SSONS I Sarn Ed

= HoLegAff Legal Insurance  =*HolusServ Legal Insurance = ComplAudSpec Legal Insurance = CusServRepr Legal Insurance

=IncMgtSpec Legal Insurance = BCManag Legal Insurance

The detailed form is used to create new BCM BIA entry with all relevant information to be introduced by users.
The Crisis Management module enables effective communication and response coordination in emergencies. It serves as a central repository
for incident descriptions, impact assessments, response logs, and records of key decisions made during crisis management.
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AUDIT REPORTS AS A

CORNERSTONE OF THE GRC SUITE

As the third line of defense, Internal Audit assesses the operational effectiveness of control activities integrated within business operations.
These evaluations are documented in audit reports stored in the GRC Suite, and they are connected to specific processes.

AUDIT REPORT LIST AUDIT TRANSVERSAL VIEW

Audit Report List

Show 1o

SR. NO

D

20

19

18

17

15

14

13

entries

Search
AUDIT

REPORT NAME

Bank's IT systems security

Efficiency of the loan
origination process

Client account opening

Regulatory reporting activities

Insurance practices

new test by gajanan -
2032021

2020 Annual Audit

2G reporting

AUDIT
REPORT ID

ARPOODO0000Z0

ARPO0O00000019

ARPO0DOO000018

ARPO000O000017

ARPOODO000016

ARPOOO0O00015

ARPOO0O00O00O14

ARPOO00Q00013

+ New Audit Report e

n H B &8 @

COMPANY NAME

Universal Bank

Universal Bank

Liniversal Bank

Universal Bank

Grace Connect SARL

Life Insurance Co

Telecom

Telecom

List view of all Audit reports stored in the GRC Suite

AUDIT
REPORT OWNER

AUDIT Director

AUDIT Director

PCM_Director B.

Accounting_Dire

GC_admin Kevin

Admin User

Audit REPDI""I: List Home / Audit Report List

Total number of audit report

10 /i

Total number of audit findings

Raised by ~ X Audit report per department ~ X
Total number of sudit per departmant
Tatal number of high findings
34 5
5 o5
|
3 25 2
|| i
Total assessment : N [§ ] E=E
Intarnal Audit Risk Third Farty Infarmaticon
Management Technalagy

Graphs and KPI's for Audit reports

Audit reports stored in the GRC Suite are available to users and
management (with restricted access rights), so that they could
consult audit observations, findings, and track the progress on closing
audit recommendations at any time during the life-cycle of the audit
and during the implementation of remediation measures.
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comﬁECCTE Cg\éel_\tibr\wg
Art. 6.7
AUDIT RECOMMENDATIONS r
MONITORING IN GRC SUITE
Monitoring of audit recommendations is available in the GRC Suite.
A dedicated set of KPI's and graphs is available to users and management to ensure a comprehensive view on all findings.
Calendar can
be syrQnized
Rating / Importance Finding Status e with MS Outlook
Audit Finding Home / Audt Finding L January 2021 :
Total number of audit finding Total number of finding = - N - -
135
[Tgfi‘rgzg;ber of audit finding Total number of finding (Overdue) i | ] | E
135 Audit findings per department 7 18 19 20 21 22 2
© 06/06/2023

II“‘I
W

Comactar fournisseur fJl Check payment system

3 3
2 3
B 5

s R

¥ w0
B oaoo oo B
> 1

[
III-LI
L

Total number of findings
(Closed)

-

Total number of findings (New) Total open findings for solvency

54

u
:l::?
Al ®

5 % . 5
o

,,
™

e lll”ll
{71

0 0 2
T Q23  —-e-- e .
KPI's on Audit findings Graphs on Audit findings Calendar view of Audit findings (High)

When clicking on KPI's or graphs, GRC Suite users will automatically filter the list of all related objects, thus enabling faster research and
analysis. Because remediation of audit findings with high importance is critical for an organization, the GRC Suite will post an entry in the
Events Calendar module, enabling user notifications to be issued ahead of the agreed due dates.
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THIRD PARTY MODULE RTS TP Arc. 1.3, 4,

5,6

IN G RC SU ITE ITS Rol provisions

Third Party Risk Management (TPRM) module helps to fortify your organization against unforeseen risks while fostering secure and productive
partnerships with your external service providers. The module is designed to store supplier related information and perform supplier risk
assessment (incl. storing checks and controls on suppliers).

2| B| & Third Party Details Wome / Third party list / Third Party Detai

DETALY m TP COMNECTIONS  THED PARTY ASSPSSMENT  TASE  COMPLAINTS  DATAPROCESSOR COMMENTS  CO-TEMANT
IR NI THUMBRAIL VIEW TP GOPRLIST VIEW
1 ¥
Third party list m Mk applicatie

LI
THIND PARTY MALE THIND PARTY 1D R RATING HARAE FUMCTION BLSIESS OWNER DEFARTMENT g¥En
ot i @ e P o
vendor ABT IPROGOOCO003S m RIS, Direchor Banking Risk ranagement ALtin
Wendor ST {Co-fenant for TPRODOOH00032 Complisnce Direclor Bankdng  Complisnce Accos
SRCY
3 it IST invesiments berokar TEROOOODO00E hot applicable Head-of_Life insurance Back Office - Life LifeC \
ATTACHMENTS 1‘
| 1
Third party ) : - i ATTACHMENT AQHED 3 CATEGOR ACTHO
TPROOOOHO0GN0 PROJECT Mgr MsSurame Projedt & Change Management  LifeC \
® | ®
s C.aepinry ugtend Tepr M i oo : \;- o n
TPROGOOOOC0G Head-of_Lité Insmrance Back Office - Life fel §
i
ool fiter. png sudrmin Liser atced 3 mand - FArY 1A Gl 3 A { Mot app
TPRIGCOOOOIE m BeEE_ard IT_Diirector Banking Infarmation Teohnology Aco ;
}
z
: : H
TR RO 7 m Maeme_tasting center test  CEQ IT_Dnrectar Banking Irtorrmtion Techmoalogy ;'
/
/
TPROCOO0D0DE LR WD GC_admin LR Risk managamani 7/
. [ 3 { & /
2 3 e /
/
i d hical vi f Third P modul /
/
List and graphical view o ird Party module Possib o add

contracts a'achments
Key Features and Benefits:

Enhanced risk visibility, improved compliance for ICT providers and outsourcing services, cost reduction, reputation protection and strategic
decision-making
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DORA Art. 28.1.a,

SUPPLIER RISK RTS Tp?g. 13,4,
ASSESSM ENT ITS Rol p'rovisions

The Supplier Risk Assessment module allows end-users to evaluate suppliers by analyzing risk parameters such as reputation, history, financial
capacity, organization, compliance, competence, and data protection. The evaluation provides a final score to support informed decision-making
and risk management.

Supplier Risk Assessment -t
Supplier Risk Aszsessment ID * Company name *

TPRAOGO000000S Legal Insurance Company XYZ : All documentation can be stored in the
Spiler e Supplier ID attachment section to ensure evaluations are
_ — Which is the probability of payment failure { Graydon sourced) 7 Wel I-Su pported, Orga N |Zed, a nd eaS| |y

— | accessible, enabling effective oversight,

add new supporting audits, and reducing the risk of

s regulatory breaches or service disruptions.

Did the supplier face an "arrét-saisie™? Date

g Mo

Financial capacity n & _

Attachment
Organization and compliance / ~~~~~ |

Choosa file Browse .
Partners and sub-contractor(s) E \\\\
Crumpetonce Supplier rating * Fit for purpose rating * POSSi b“ tO add
b W o ' attachments

Data protection Creation date ¥ Assessment pertod *
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OUTSOURCING RISK ASSESSMENT "RTS Art. 618
MODULE IN GRC SUITE

The Outsourcing Risk Assessment (ORA) module is designed to evaluate and manage risks associated with outsourcing arrangements,
particularly critical outsourcing files. It ensures compliance with EBA Guidelines on Outsourcing and the DORA Regulation, while supporting
organizations in mitigating potential vulnerabilities effectively.

TECHNOLOGY TASK ATTACHMENTS

2 @ a ORA Details
Which data will be involved in the proposed solution ?

Outsourcing Risk Assessment

- AT

B I U 8 = &

L et ]
Outsourcing Risk Assessmeant List L
Customer Data:
Regirsier mamvs * dE] A Er e PR T T
e Personal |dentification Information (PIl): Names, addresses,
[ AR & g e gl CRRE sty wiead-of_|T irgur s e A 1o Techno B YRR (s "HR R riotael il iT Insuranoe WEW Eritea o e * ANMERETY e el &
' = ' = T gy contact details, and any other personal details necessary to
] ORLADOOTOO Cutipurcing of inboged | IT_Drevtar Rarkng mforrration Tethnology  J6M002620 (=T Rr rir] T_[ienctor Basking REW Cribca N . _ .
Cuttuund matog et identify and communicate with the customer.
:-'-f._._a...a-_' i e 1 g i it Q2822 ' Head-pf I Enmirance
TR somg ey e | PiCCOUNt Information: Customer account numbers, service history,
DRACTODOOONG T Dutieucr ol ege archive IT_Ewactar Bk rifcrmabion Technology 30/ 185001 (a " Frion ] T Derechor Basking el Critica = "y -
s s transaction history, and account status.
MMMMMM e 8 [ moteds dat Tration Terhnoiog i [esproor Baveing W Cribca M o 2 - .
' Interaction Records: Details of all customer interactions, including
LA rivals Bece (el fetd T Lvertas Bl e I T B T - - . [ —— pre il by T I
B | == | meese— | call logs, email correspondence, chat transaripts, and sodal media
DRAGG00000E Migratien of Data Carges Huad-of L0 ambiininn R———
CruTrlad i CiF Tl 2o Pl § Qale
Cal Operational Data:
Service Level Metrics: Data related to the performance against SLA
targers, such as response times, resolution rates, and customer
ATTAL RN FE Eﬂti'sfﬂcﬁ'ﬂﬂi ﬂﬂrﬁ-
° e — 4 o o
Possib to add / Workforce Management Darta: Information on staff scheduling,
,-/ workload distribution, and agent performance metrics,
attachements S
T~ Issue Resolution Data: Details on customer issues, resolution steps

taken. and outcomes.

Detailed view of Outsourcing Risk
Assessment
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CONTRACT s il Rol
MANAGEMENT provisions

The Contract Management module facilitate the record of comprehensive data for each contract, including specific terms, applicable laws,
connections with other suppliers and conditions for termination. It ensures consistency and accuracy, leveraging templates from DORA's ITS
Register of Information.

ENTITIES MAKING USE OF THE ICT SERVICES (RTD4.0%) SUPPLY CHAIN (RTDZ.02) SERVICE ASSESSMENT ATTACHMENTE

General information (RT02.01)

Contracts can be directly linked with suppliers in
e e T Grace Connect. This ensures that all necessary data
a R o for the ITS Register of Information are already

_ ........ cossammes : available in the required format for
Contractual arrangement reference number * T — transmiSSiOn tO competent Authorities.

Third party signing contract (RT03.02
CTRODD0O00001 party signing ‘ )

Type of contractua arrangement | Convactualamangemen eference e As a result, organizations can significantly reduce
(COx subsequent o assocsted srangemers | eali :
the likelihood of data quality errors

TPID TP type of 1D
Contract owner *

Are there multiple entities signing contract?

Yag n MO

Add supplier

Entities making use of the ICT services (RT04.01)

_ Specific information (RT02.02) ICT third-party service providers - ITS References (05.01)

Contractual | arrangement reference number LEl of the entity making use of the ICT service(s} Contractual arrangement reference number IS 1D Type *
(e [ ol . S
tity Identifier (LEI)} Corporate registration number (CRN)
Nature of entity making use of the ICT service(s) Entity making use of the contract Company name making use of service * LEI of the entity making use of the ICT service(s)
CNROOOO7E913
Passport Number (PNR)
Are there other entities using the ICT services? ation code of the ICT third-party service provider Type of code to identify the ICT third-party service provider AAASETIX
e o _
Add entit y Intragroup dellvering service ICT Intragroup service provider(s) LEI 4 icbentity Number (NIN)
Yes O o IT ; P ’
5 identification code of ICT third-par Ty service provider Type of code to identify the ICT third-party service provider (IT5)*
intragroup using service Entity{es) making use of the Intragroup ICT service

h ONO _ T
(CTx212) Legal person, excluding indnadual acting in

business capacity =
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SERVICE ASSESSMENT

The Service Assessment module allows users to perform an in-depth analysis of the inherent risks linked to specific services, with a focus on the
criticality of the service and related possibilities for suppliers replacement.

B The module guarantees that all necessary
CTROOQDO00C01 - Maintenance contract b ° ° o ° °

information for the Register of Information is
TP ID TP type of ID Service assessment |ID * Service assessment name *

_ _ CTRODOOOOO0O2 Grace connect software maintenance services incorporatEd’ enabllng Organlzatlons to fUlly adhere

. to ITS Rol requirements.
Substitutability *

Medium complexity in terms of substitutability
Service type *

By integrating data seamlessly, the module improves

Reason for not being substitutable *
{TA:S03) ICT help desk and first level support

R . the accuracy of service evaluations and supports more
s izl bk [N S informed decision-making. The internal connections
N Riskaing — A ... LR 1 within the GRC Suite provide real-time updates and
Service assess g  Possibity i reintegrationof the contractsd KT~ pact o dibcontinuing the service maintain consistency across different modules.

Medium-eba_ZZ:x792

Highly complex-eba ZZ:x967

Are there alternative ICT third-party service providers  Identification of alternative ICT TPPR *

identified? _
— Select dentification of alternative ICT TPP
Yes Mo ﬂ Assessment
not
performed

Service assessment risk rating *

High v Task
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DORA ITS REGISTER

The DORA ITS module in the GRC Suite automatically generates reports using existing data from the Supplier, Contract, Process BIA, and
Service Assessment modules. It is designed to meet DORA's reporting requirements, and it ensures accurate integration of relevant
information without extra data entry or manipulation.

a DORA ITS Details Home / DORAITS / DORA [TS Details

JETAILS RT01.02 - CONSOLIDATED ENTITIES LIST OF BRAMNCHES

Entity maintaining the register of information (RT01.01)

DORAITSID * DORA ITS name *

DRITS0000000001 DORA ITS regiter for Grace Connect SARL

LEI of the

entity maintaining the register of information Mame of the entity *

Country of the entity Type of entity

Competent authority

Co

List of entities within the scope of the register of information (RT01.02)

Are there other entities within the scope of the register of information?

O Yes Na

Add entity Reporting entity data

List of branch{es) (RT01.03)

/\ Key benefits:

CONTRACT e Efficiency and Time-Saving: significantly
reduces manual effort typically required in
data compilation and report generation.

e Accuracy and  Reliability: automates
SERVICE reporting using pre-existing validated data to
ASSESSMENT/ minimize human error and increases the
reliability of the reports generated.

SUPPLIER

e Regulatory Compliance: Dbuilt-in templates
regularly updated to reflect the latest ITS
PROCESS requirements. The module ensures that all
BIA reports are current and fully compliant with

Do you have branchies) in the consolidated perimeter located outside the company home country?

O Yes Mo

add branch

" DORA regulations, simplifying compliance for
\/ organizations.
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DATA RELATED MODULES

IN GRC SUITE

The backbone of GRC Suite is the documentation of processes, systems (incl. IT components), and data.
This enables end-users to link each risk and control evaluation performed in the suite at appropriate level of the organization and eventually
decide on high priority investments to close gaps, vulnerabilities, or decrease risk exposures.

Action - Data Dictiona R A . . . .
N T [ it = bt b The Data dictionary module enables to list all data handled in the
organization, and links them to the related systems and Data Security
ATIACHMENT ~ TASK | ITGCA Controls. Data Quality Self assessment module enable to track

maturity for data quality.

System name System owner
p L1 Data Qua"ty SElf HSSESSH'I'Ent Home / Data Quality self assessment / New Daws Qualiy self assessment
MCESS
Customer Services
Data Quality self assessment ID * Title *
DOSAQDO0000095
Data D * Data name * New Data Quality Home / Data Quality / New Data Quaity
) Interviewees * Department
DINOooR0 3 Madel e I:H:EG:I Head-of ACCO Insurance E _ e o
d ¥ DOI00000000SS
Data business rules * Irfnrmatinn categney L1 Informat inn carmprey 12 DQ assessment creation date * Assessment period T —
= ek Alarapemens . Fisk Amacz—ars Modes - 8 | 18/01/2024 _
B f H H — E Process L
Sobvencyt . nsuenee
Numeric values PR
Data Quality issue dote = Assessment period
& [ty & Be Gaap e
mendatoryfed | ke demaflow it | o -
DQ issue typs System dats sou
ROt negative Mgt system to Prophet - High - =
{:Irf_ulﬂr p-frﬂf.lpit - pﬂﬂhjﬂt f-hnﬂ “K“P“n“ «  Toual Records Dataset Total Data Fields Tested Data Set Mame
Data privacy type * Craca criticalioy *
Daa Field Business Rul et ors Inhe
Other security measures - High
type DG dimensions pe
9959 word remaining. Daa privacy messure * Question 1D *
brvanc BeGaap relevance RS relevanc
= Niata Masking '
o 0 MNe o
Detailed view of data dictionary Detailed view of DQ Self-assessment

Detailed view of DQ issue
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DATA BREACH MODULE

IN GRC SUITE

The list view of the Data Breach module provides users with all entries recorded. This enables to update graphs and KPI's.
The list includes all relevant data fields included in the data breach detailed form.

Home / Data Breach

Data Breach m

Data Breach

Action = Data Breach Details Home / Data Breach / Data Breach Details
Show 100 entries Search N B =
. = DATA PROCESSING COMNTEXT TASK SIGM-0FF
DATA DATA BREACH DATA BREACH
5R. NO i BREACH ID DATA BREACH TITLE CATEGORY OWNER DEPARTMEMNT PROCESS
_ Are there “simple personal data” involved in the data breach?
1 11 DBIO000000011  grrpr 1 Personal data Jean-Louis Reynaert  Third Party KPI Manit
OYes & No
2 10 DBIOD00O0O0010  tes Admin User Information Technology
n Is certain profiling possible on the basis of the "simple personal data” and/or the characteristics of the controller in relation to the social or
= financial situation of the data subject?
3 9 DBIOO00000001  test Financial oata Admin User information Technology
Yes NG
showi Data Breach per process L1 Data Breach per department I n Is certain profiling possible on the basis of the “simple personal data™ and/or the characteristics of the controller in relation to the health
status, sexual preferences, political or relipious convictions of the data subject?
—— —_— —_— Yes MO
Legal &
Claims & Gompllance . i .
Maf;slnmar 7 Claims ﬂ Can the "simple personal data” be critical to the personal safety or physical/psychological condition of the data subject?
gement
Customer Yes Mo
Services
Human
Organization Resources
IT
0 2 4 6 8 0 1 2 3 4 5 &
Values Values

The assessment of the severity of the data breach is based on questions included in the ENISA methodology.
An algorithm underlying questions is in place to calculate the exposure of the data breach.




GRACE

CONNECT

DATA PROTECTION MODULES

IN GRC SUITE

Grace Connect GRC Suite encompasses a suite of modules specifically crafted to fortify Data Privacy Risk Management endeavors.
Data Protection modules include: Data Protection Impact Assessment (DPIA), Registry of Processing Activities (ROPA), GDPR Compliance
Assessment, Legitimate Interest Assessment (LIA) and Privacy Risk Register.

Total number of DPIA's Total number of new DPIA’s

18 1 ~__Ready to use
e r__j1 2024 - I .’;ﬁ"/’f R rts
= 0% ingreass CONFIDENTIAL MnualGDPD:::::::“;::ES“E“NEM R:‘;?:zl;?; ff/’
u Data Protection Key figures on Records of Processing Activities f'f’
DPIA quick scan score (Q1/2024) /
Total number of ROPA's Total number of ROPA's Legal basid (All years)
(All years) (2024)
Incoming requests Low Medium High
)ata Protection Impact - .
, Data Protection modules:
Tota! ﬁumber of ROPA with Tota _ r_;umber of ROPA with
v —— o
s 1 3 T e Empower organizations to conduct
comprehensive assessments,
: 2 2 Total number of ROPA with Total number of ROPA with enabling them tO pinpOint areas for
B B e = m o a0z immediate reinforcement.
Rk ma &M Complance Conzulting servicas Customer Service ;1“::::'2;"! :::::::: 1 3 1
“ a"g G:apth'ca' e pate . . e Offer flexibility in task management
rotection moaqauies . . .
. = by allowing  organizations to
seamlessly store and map Data

Protection maturity assessments.
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DATA PROTECTION MODULES

GDPR ASSESSMENT

GDPR Compliance Assessment offers a step-by-step guidance to navigate complexities of GDPR compliance with precision. This modules helps
to safeguard your organization against potential penalties and reputational risks.

DATA PROTECTION PRINCIPLES TASK  ATTACHMENTS SIGN-OFF

1.1. Fairness, lawfulness and transparency

Key Features & Benefits:

e Comprehensive GDPR checklist and
compliance scoring.

What is the legal ground you rely on to process personal data?

Yes, performance of a contract

Yes, authorized by | . . .
© Yes. authorized by law e Facilitate strategic planning and

Yes, based on the data subject’s explicit consent continuous im provement.

No + New GDPR Compliance Assessment

Action ~ | [ — GDPR CA Deta”s Home / GDPR CA / GDPR Compliance Assessment Details

e Possibility to customize reports.

Do you process judicial data or sensitive personal data?
GENERAL INFORMATION [l ATTACHMENTS = SIGN-OFF

O ves No

OBJECT OBJECT
. SR.NO. ID  TYPE SOURCE SOURCE TITLE TASK TITLE
What is the legal ground you rely on to process personal da
1 316 GDPR Compliance Assessment GDPR_annual_report_2022 Define roadmap for data
minimization for 2023

@ Under the control of an official authority

Authorised by Union or Member State law

Example of questions raised in the GDPR CA module
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DATA PROTECTION MODULES

DPIA

Data Protection Impact Assessment (DPIA) helps to evaluate and mitigate risks in data processing activities.
DPIA module enables your organization to preemptively identify and mitigate data processing risks. This module serves as the
cornerstone of your proactive data privacy framework, enabling a robust defense against potential compliance breaches.

DPIA quick scan Key Features & Benefits:

Do you process sensitive personal data, ‘judicial data’ or ‘data of a highly personal nature™ :
3. Provisional balancing test

e Automated evaluation algorithms.

o Yes No 31 Assessing the controller’s legitimate interests: identify and document the relevant legitimate
interest(s) of the controller
Are the individuals part of vulnerable groups (e.g. minors, employees, people with physic (311, | Y N B S e Stre ngth en defenses aga inst P otential
health issues, whistleblowers, elderly people) or minorities? com | ia nce Vi o | at| ons
Yes O nNo .
o R p
3. Will the personal data be combined with other data used in another context than the cul Non sensitive personal data e Seamless integ ration with your existi ng data
rocessing activity, e.g. to perform profiling of an individual? entificaiondata  Persona ife habits ousehol i
p g y g p p g 'f_ R :harac'telristics Eh = :ompc:;i:iin p rlva Cy fra m eWO rk'
OvYes  No e o
Trainingand Employment Record of sounds R R
Will you transfer data outside EEA to external third parties? gﬂm [ no | Mo | ® FlndlngS from DPIAs can update the ROPA
ves @ No with details on risk assessments and
Sensitive data o, 0 . o . .
o o mitigations  for  high-risk  processing
Do you use automated processing producing significant effects for individuals? e e - e e
a o o = activities.

Yes € No

Example of questions raised in the DPIA module
DPIA quick scan score

High
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DATA PROTECTION MODULES

ROPA

Registry of Processing Activities (ROPA) serves as a centra
a panoramic view of your data processing landscape, ena

interaction with ¢

ized database to manage and document processing activities. This module offers
oling your organization to maintain compliance with ease while ensuring every
ata meets data protection standards.

Total number of ROPA's (All years) Total number of ROPA with sensitive data Total number of ROPA with third party

1.3. Purpose of processing

17 10 13

Key Features & Benefits:

Purpaose: Why do you want to use the data?

New ROPA's (Past year) Planning ROPA's (Next year) New ROPA's (Current year)

1 0 1

ROPA per Department Legal basis

-2 |2 | m |  ROPA Details

DESCRIPTION OF THE ACTIVITY TASK ATTACHMENTS

Con
1.1. Processing activity description

4
4
w
g 3
=
= 2
2
l 1 1 1 1 1 1 1 1
i\ . x &
w4 & & L
o & & 5 e 4, o 5 o -
A & & & ey o & & Pl & S
N i o o N 22 i & -
o oF & & = ¥ B s o o
e N 5 gt s * P L& o

& ROPAID*

ROPA T
& & & o name

ROPADOOO000019 Client Account Mz

Vita
With 4 ROPA's performe d, Legal can be viewed as Best-in-class.

B L

Creation date * I

Example of KPI & Graphical view in ROPA
module

Company name *

Legal Insurance Company XYZ

ROPA owner *

HoCusServ Legal Insurance

EEEEEE

B I U

Officially manage, aszess, and s=ttle insurance claims.

5000 wo

Please specify the legal basis:

Performance of contract. Art & para 1 b) GOPR
Legal obligation of the controller or third party. Art & para 1 C) GDPR

| interest (via public authority) art & para 1 d) GPDR

Legitimate Interests Assessment

]

Example of questions raised in the DPIA module

= E

(]

e Centralized repository to store all data
processing activities in one organized
location.

e Clarity and operational efficiency of
your data governance framework.

rd remaining.

sent of data subject Art 6 para 1 3) GOPR

e Easy-to-navigate interface for swift

data retrieval.

timate interest of controller Art & para 1 e} GDPR

e Based on ROPA final score a DPIA can
be initiated directly from ROPA
module.

ROPA owner function title *

Head of Customer Service

ROPA owner department
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The Legitimate Interests Assessment (LIA) module supports risk assessment to ensure that data processing is lawful and aligns with the

DATA PROTECTION MODULES

LIA

General Data Protection Regulation (GDPR) requirements

LIA quick scan

Special personal data categories: Processing of sensitive personal data (including health
and/or judicial data) or 'data of a highly personal nature'?

Q ves No

Vulnerable groups are specifically targeted?(vulnerable groups e.g. minors, employees,
people with physical or mental health issues, whistleblowers, elderly people) or

minorities
ves €@ No
3. Matched or combined datasets: The personal data will be combined with other data
used in another context than the current processing activity, in a way which goes
beyond reasonable expectations of the individuals behind e.g. to perform profiling of an
individual
Q ves No
Personal data is transfer outside EEA to (external) third parties
Q vYes No
5 Automated decision making with legal effect: Automated processing is done producing
significant effects for individuals
vyes @ No
5. Profiling & Predicting : Personal aspects of individuals are scored or categorised,

including profiling and predicting (e.g. performance at work, economic situation, health,
personal preferences or interests, reliability or behaviour, location or movements)

Q ves No

Example of questions raised in the LIA module

k

R~ BB & LIA Detalls Home / Legitimate Interests Assessment / Legitimate Interests Assessment Details
GONINEeRINENe R TASK  ATTACHMENTS  SIGN-OFF

D * LIA name *

IADOO0000008 Security & Fraud Prevention

ated ROPA name *

gim Processing Workflow

owner *

gad-of_RISK Insurance

process L1

Belect LIA process L1

creation date *

§ | 03/01/2024

0 name *

gad-of_DATA Insurance

nments

e

LIA department

LIA main system

LifeCo_Finance_system -

LIA Assessment period

Example of LIA detailed form
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DATA PROTECTION MODULES

PRIVACY RISK REGISTER

Privacy Risk Register (or Privacy Impact Assessment) is inspired by market standards proposed by Regulatory Authorities. It allows end-users to
perform in-depth analysis of privacy risk exposure including security measures effectively in place.

PIA (preliminary analysis)

The collection, use or disclosure of personal information?

Yes  MNo Key Features & Benefits:
o
2. The collection, use or disclosure of additional personal information held by an existing system or source of L. .
information? e |t could be initiated from a project when
Oves  No a deep-dive should be performed on
Action - | 8 i Home / PIA / PIA . .
A new use for personal information that is already held? t Prlvacy impact FSSESTISE pr|Va Cy rISkS°
0 ve: No

SLNR IS el THIRD PARTY POLICY END-USER DATA DICTIONARY  SYSTEM ATTACHMENTS SIGN

. e |[nput in the module is performed by

Sharing of personal information within or between external Third Parl 2 ] i ]
Oves [ o Project Managers, 1st line responsible,
| GECErR Ao = and reviewed by DPO.
The linking, matching or cross-referencing of personal information thi
Yes o No Data

e A 12 questions preliminary analysis
::::it:::;:?nfa new, or the adoption of an existing, identifier for ind : - pI’OVIdES a flrSt assessment score before
. B Data life-cycle (Data processing) and supports entering into the fU” PIA.

c

U

[T}
<
m

Go to Fundamental principles - PNP

PIA preliminary assessment score

High Example of questions raised in the Privacy Risk Register module
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DATA PROTECTION MODULES

PRIVACY RISK REGISTER

The Privacy Risk Assessment relies on a 3-steps approach to identify relevant inherent threats. This includes identifying relevant control activities
and evaluating the level of residual privacy risk.

-y Reporting of residual privacy
Bk o Fundamental principles riSkS (Summary page)
e v o s s s, 7k oy b s
Enample of Imgedl Proportionality and necessity .
The summary page includes a
gl | =PI - | color-code that illustrate the
- ac v | residual privacy risks for which
B end-users will have to create or
& request additional mitigation
e -—“" actions.
| STEP 3

o - ] Fundamental principles score
J— STEP 2 Privacy residual risk
Applicable mitigation assessment

PIA inherent risk measures evaluation

Overview of ratings for fundamental principles
assessment
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comﬁeccg Covering
DORA Art. 28.4.e

CONFLICT OF INTEREST REGISTER RIS TR AT ¢

AND DECLARATION IN GRC SUITE

The Conflict-of-interest (COI) modules in Grace Connect GRC Suite are designed to have an exhaustive register of all conflicts of interest that
may arise in the organization. This register is populated by declaration forms filled-in by individual users. This enables to protect the interests of
the organization by avoiding that personal interests are interfering with duties and responsibilities. Declarations are sent out internally as part of

preventive campaign to disclose potential conflicts or investigating conflicts.

COl Register st acon - | &  COI Declaration Details Home / COI Declaration / CO Declaration Details

General information Employee declaration

AR TASK — ATTACHMEMTS MANDATES  RELATIOWSHIPS = TR

B I U= ==

COl source * General information
Ciher . | have complered the Conflict-of-nterest eleaming module. | understand the obligations on me to dedare sll potential or
actusl conflicts. | understand thst failure to do so may result in disciplinary actions being taken against me. My declaration
COl register 1D * i ; : el A b
COI register ID * COl register short name * covers all, present or past (covering 5 years in the past), of my direct and indirect interests in:
COIR00O0000004 COf register short name il ooy * Proposed & curmrent ransactions
+ Contracts and relationships between ARAG Belgium and any other group entity or external companies
COI register category COI register nature (Ol dedaration ID* L0l declaration name * * Personal or professional relatonships with individuals
Situations of political infl itical relationshi
Banidid I [ — ) COID0O00000000S Family link with CFO ' M i ey
| confirm [ have provided details of all the interests of which 'm aware as of 28/04/2022 in the attached appendices.
COl register type COl category
COIl per department 4283 word remaining.
Personal - Realized -
_ Detailed view of COI Declaration
35 COl Assessment period

COI description F

In the context of the DORA regulation, provisions related to
management of conflict of interest towards ICT third party
service providers are covered by Grace Connect GRC Suite COI
5000 werd remaiing modules.

Detailed and graphical view of COIl Register

Paymant & Cazh Maragemant
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EFFECTIVE DECISION MAKING

RELYING ON TASKS MODULE

The graph below illustrates the full capacity of the GRC Suite - actions (“Tasks"”) initiated in any modules are stored and tracked centrally and are
accessible through a single point of control within the tool.
This holistic view on Tasks provides users and management a clear insight on effort, workload, and remediations.

Task originated from

_—Tas dule
ol synchronized with
= MS-Outlook tasks
27
24
(4]
X 20
= 12 12 12
" w w w
& 7
q l . B EE B -
F ob g T S B e e A o R & U *
AT G Y N R G R O S N S T N S S P
= 3 '-:':F e i o " ¥ i gt :-_:__'- o _-'..i_' & { i & '-.f
= o = 5 ] S Py ., X n oy = i/ '||i'- o
& F F F & e LA S T AT R,
- - |_:. ] - = i -
':j ; I.'_:_-_'-II' -_:!_-':.. 'h_'zl-" _._é_ll-' .-'\' " ‘:--r- ;_'l'."l- () -:_l--":l I_I" _..

Tasks are generated from all modules, when actions have 1o be waken, The breakdown per module sources

shows that with <30> entries, the <0 Self assessment> module has generated the highest number of tasks,

Graph view with number of Actions in the GRC Suite originated by all modules

Silo-oriented organizations often rely on stand-alone monitoring of their actions, as they are originated for a specific purpose. The GRC Suite is
designed to use all information to enable a comprehensive but effortless tracking of actions and timely resolution.
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SECURITY EMBEDDED IN GRACE

CONNECT GRC SUITE

Information stored in the GRC tool can be classified as highly confidential, therefore the GRC Suite is designed based on latest security
technologies enabling a controlled use of the tool.

[T Home [ Lisers profile

Users profile

Login s i et s

Sien In to your account

Number of users per departments

& Username
1

Single sign-on with
Active Directory

5
[
. L T
A 4
L 1 3 L]
2 z z 2 ] 2
(MS) gln III.IIIl.liI]II!lIlltll!ltlllllll[lllllll
i " A B EEEEEERE E B EEEEEERN | I N N N N
p«f: A c:3 3 r-3 +"} ;..'-‘p A o o o :«“'F _g"a f; Sl # :.':‘ o ‘-ech .;:‘-" o . R p? 5 4 a‘-ﬁ 9'-“ ¢ g &
L T - F F L if P S g gk
& o & B i
it » & v W L oF & 9

h . . . h & & : & o o &

authentication wit y ey yrys PSS Py $ oy é &
. . . & o 2 . -4“‘# Py i F & & & T i o .:f"p & & & v F F Pl o A & -4 uﬂ? &

domain restriction. ¥ s U i R & & F 4 & & ¢ oy & F & 4 & ¢ ’

— &3 ED

)
M Sign in with Azure AD
Show  Show s entries Search ninlelalo

LSER GENDER MOTHER LEGAL
SR.NO. D IMAGE  FRST NAME LAST NAME FULL NAME CODE LANGUAGE EMAIL MOBILE KO, COMPANY NAME ENTITY LISER MAME COUNTRY
Entry screen with individual user recognition Dedicated interface for user administration

User rights management is based on Identity and Access Management (IAM) principles, which are core in the Information Security domain.
This approach ensures that the GRC Suite provides the right information to the right person. The GRC Suite is designed to be plugged in the
client’'s Active Directory ensuring a secured synchronization.
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Veronika ZUKOVA

Contact details

O +352691 615 216 | @ veronika.zukova@gracegrc.com | & www.gracegrc.com

O Grace Connect SARL 28 rue Jean Marx, 8250 Mamer - Luxembourg

Additional notes:

* A free-demo of the software (in its current version and as included in this presentation) is directly available for clients, upon demand. For further information or enquiries, please contact your
local distributor or representative of Grace Connect SARL directly.
* The content of this presentation belongs to Grace Connect SARL, any reproduction in full or in part is subject to prior explicit consent of Grace Connect SARL.






